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IMMIGRATION Ie HATtIIiIALlZATION SERVICE 
BEADO'D'ARTERB PROCORBIIIBN'l' 

J3LIIlIIltET PtlRCHASB AGRBBMENT 

In the spirit of the FedemI Acquisition Streamling Act, the Immigration and Naturalization ." 
Service and Orion Scientific Systems, Inc. enter into a single blanket pun:hase agreement 
(BPA) to support the Office of Information Resource Management (IRM). The intent is to 
furlber reduce the administrative costs of acquiring commeroiaI items .from the General 
Services Administration (GSA) FedemI Supply Scbedule Contract number GS-35F -5412H. . , 

Fedend Supply Scbedule conIract BP As eliminate conttacting IUId open l!lllrlret cost such 
as: the search fur sources; the development ofteclmical documents and solicaitions; and the 
evaluation of bids and offers. Contractor Team Arrangement are pennitted with Federal; 
Supply Schedule contra.ctors in accordance with the Fedend Acquisition Regulation (FAR) 
Subpart 9.6. TbisBPA will further decrease costs, reduces paperwork IUId save time by 
eliminatioo the need for repetitive, individual pun:hases ftum the Schedule contract The 
end result is to create a jlIIfCbasing mechanism fur the Govermnem that worlcs better and 
costs less. 

L DJ:SCRIPTlON OF AGREEMENT: Pursuant to Federal Acquisition Regulation 
subpart 13.303, Blanket Purchase Agreements, and GSA FedemI Supply Schedule· 
Contract Number GS-35F-5412H. Section 70 expires 04I1912003,Orion Scientific 
Systems. Inc. agrees to the following terms of a Blanket Purchase Agreement (BPA). 
EXCLUSIVELY with the Immigration & Naturalization Service 
(INS), 4251 StreetN.W., Washington, OC 20536. 

A A general statement of work for the "OriooLeads and Netleads Intelligence Analysis 
Data Systems" is provided as Attachment A The following contract items can be 
ordered under this BP A. All orders p1aced against this BPA are subject to the terms 
and conditions of the sc1tedu1e contract, except as noted below: 

*SIN 132-33, Perpetual Software License, any software as listed on the GSA contract 
number GS-35F-5412H and stated on each call or task order. 

*SIN 132-34, Maintenance of Software, any maintenance of software as listed on the 
GSA contract number GS·3SF-5412H and stated on each call or task order. 

*SIN 1:32-50. Training, any training as 1isted on the GSA contract number 
GS·35F·5412H and stated on each call or task order. 

·SIN 132-51, IT Professional Servi~; any job titlellabor category as listed on the 
GSA contract number GS-35F-5412H and stated on each call or task order. 

*Other Direct Costs, (OOCs) will be included as authorized Wlder GSA Federal 
Supply Contract Number GS-35F-5412H and as negotiated on each order. 
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*Travel, as required by the ordering agency in the perfolllUlllCe of a particular task 
under this BP A will be reimbursed by the ordering agency at cost. Reimbursement 
will be in accordance with the Federal Travel Regulation and established federal 
government per diem rates will apply as the maximum reimbumable 
amount The designated COTR must approve travel in advance. 

B. Speeial PriciDg: Additional discounts for each caIlIorder off those prices in the 
published GSA schedule are requested, based on the issuance of order(s) exceeding 
the maximum order limit in the schedule. The following quantity discount applies to 
SIN 132-33 P~ Software Liceru;es Wmdow's based only, whose total quantity 
is as follows. 

QUANTITY 

10-14 
15-19 
20-24 
25-49 
50+ 

DISCOUNT 

16% 
21% 
26% 
31% 
51% 

C. These discounts do not preclude the contmclnr: from offering nor the government 
from asking for further price reductions in accordance with commercial practice, 
market forces, and volume buying at the time of placing orders against this BP A. 

D. All integrated technolQgy products (to include deliverables from services performed) 
ordered shall be Year 2000 compliant 

2. EXTENT OF OBLIGA nON: This BPA does NOT obligate any funds. In accordance 
with FAR 13.303-3(a )(2), the government is obligated only to the extent of authorized 
purchases actually made under the BP A. 

3. PRICING: In accordance with FAR \3.303-2(dXl), the prices to the government shall 
be as low or lower than those charged the supplier's most filvorcd customer for comparable 
quantities under similar terms and conditions, in addition to any discounts for prompt 
payment and those discounts noted above. 
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4. DELIVERY: 

Destination . Delivery SchedulelDates 

As negotiated prior to As negotiated. 
each callforder 

5. BPA LIMITATION; The Government estimates but does not guarantee, that the 
volume of purchases (maxiumlceiJing amount) through this agreement will be 
$7,000,000 Million fur the tenn of the GSA conlnlCt stated above, to include all 
extensions granted by GSA and agreed upon by both the INS and Orion Scientific 
Systems, Inc. 

6. TERM OF THIS BPA: This BPA expires on April 19, 2003, or upon the expiration of 
GSA Schedule 70 con1ract GS-3 SF -5412H, whichever is later. 

7. NOTICE OF INDIVIDUALS AUTHORIZED TO PURCHASE UNDER THE 
SPA: The following office is hereby authorized to place O(ders under this BPA: 

OFFICE 
INS HEADQUARJERS PROCUREMENT 

POINT OF CONTACT 
KATIIY BAKER 
JOHN A .RUSSO 
Anywammted C.O. 

Only individuals authorized to hind the Government (subject to the limit of their delegated 
authority)Will place orders against this BP A. A call may be accompanied by a Statement of 
Work defining requirements: 

8.DELIVERY TICKETS: Unless otherwise agrffii to, all deliveries lJ!Ider this BP A must 
be accompanied by a packing slip, and at a minimum must contain the following 
information: 

a) Name ofContrnctor; 
b) Contract Number; 
c) BPA Number; 
d) Date of Order 
c) Delivery Order Number; 
1) Itemized List ofSuppliesiservices furnished (quantity, model number, 

item description, UDit price, extension of each item); 
g) Place of Delivery; 
h) Date of Shipment 

o 
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9. PAYMENTS AND INVOICING: The contractor must provide an original proper 
invoice as stated in the Federal Supply Schedule Contmct to the designated Contracting 
Technical Representative (COTR) as indicated on each deliveryltask order. 

The COTR or other personnel delegated authority by the COTR, at the receiving or 
secure storage location will be responsible for completing the receiving report, and 
will forward the original receiving report and endorsed invoice to the Contraeting officer. 

The Contracting officer will forward the original invoice and receiving report to Finance 
for payment. Payment will not be rendered to the contractor until both an original proper 
invoice and receiving report noting the acceptance of the products/services are submitted 
to the Finance office as described above. 

Invoices shall be submitted no later than 90 calendar days, from the receipt of goods or 
services. 

10. CONTRACT MODIFICATIONS: Orion Scientific Systems, Inc. shaIl 
provide the INS with a copy of the above FSS Contracts and any finalized contract 
modifications as they occur. 

11. REPORTS: The contractor shaIl provide a quarterly report of sales within 30 calendar 
days after the close of each quarter's business. Reports shall reflect at a minimmn,.delivery 
order number, date of order, total dollar amount of each delivery order number, total net 
sales amounts before discount and discount amounts. Reports shalt be sent to the following 
addn:ss: 

Immigration and Naturalization Service 
Attn: HQPRO, Room 2208 
Katherine H. Baker 
Washington, D.C. 20536 

12. CONTRAcrOR TEAMING ARRANGEMENTS: The Immigration and 
Naturalization Services encourages the establislunent of Contract T earning Arrangements in 
accordance with· and as prescribed by - FAR Subpart 9.6. The discount structure for 
products anior services provided by these teaming partners must confurm to the discount 
structure identified in the BP A; otherwise the BP A must be modified or renegotiated in 
orner to reflect the enhancements. The Immigration and Naturalization Service must be 
notified in writing within 30 days of the execution of a teaming agreement, and a current list 
of all manufacturers and FSS Schedules accessible through teaming agreements must be 
forwarded with the quarterly report of sales. 

o 

.-



· I3.TERMS AND CONDmONS: The terms and conditions included 
in the BP A apply to all purchases made pursuant to it In the event of an inconsistency 
between the provisioIlS of this BP A and Orion Scientific Systems, Inc. the provisioIlS of this 
GSA Schedule BPA will take precedenee. 

The Immigration & Naturalization Service reserves the right to review and re-negntiate the 
terms and conditions of this BP A at any time during the tenn of this Agreemel1l. 



ATTACHMENT A 

Statement of Work 

Orion lEADS®and NETLEADS® Intelligence Analysis Data System 

Background 

The Immigration and Naturalization Service (INS) is responsible for the 
enforcement of United States immigration laws, including controls on the entry 
and status of aliens, detection and prosecution of criminal activities, and removal 
of criminal and other deportable aliens. INS performs a wide range of 
investigative, adjudication, enforcement, and administrative actMties in support 
of its legislated mission. INS offices are nationwide, and woridwide. INS 
consists of a Central Office - INS Headquarters (HQ), 3 Regional Offices, 4 
Regional Adjudication Service Centers, 31 District Offices with 170 Sub-offices 
and, over 600 land, sea, and air ports of entry, 21 Border Patrol Sectors with 126 
Stations, and 3 Foreign Districts encompassing 39 foreign and pre-inspection 
offices. 

INS chose Orion Scientific Systems commercial software to perform inteHigence 
analysis functions in support of its law enforcement mission. INS has acquired 
and installed the Orion lEADS® software system and NETLEADS®, the 
INTERNET version of Orion lEADS®. 

managed and deployed the Data Systems Division, Office of 
Information Resource Management (IRM). A user group comprisad of field 
office and HQ representatives meets periodically and defines functional and 
operational requirements and procedures for lEADS® and NETLEADS®. 

LEADS® and NETlEADS® have been customized to meet INS functional 
requirements. Further customization is required as users request adaptations to 
the automated analysis functions. In addition. interfaces to INS information 
systems, external data sources, and external agency data systems may be 
required. 

INS offices nationwide access LEADS® via the INS wide-area network (WAN). 
LEADS and NETLEADS® reside on a Digital Alpha 4100 UNIX server in HQ, 
425 I St. NW, Washington, D.C. The server is located in the secured INS 
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Command Center, along with an Alpha 600 LEADS development server and the 
Alpha 800 LEADS web server. Orion uses a proprietary non-relational database. 
The central data repository is located on the Alpha 4100 server in HQ. INS 
currently has deployed LEADS®! NETLEADS® to over 600 users at 121 sites. 

INS has developed a store-and-foJWard intelligence collection application to 
. upload data to LEADS®using Microsoft Access database and the Visual Basic 

programming. This database, stored on the Local Area Network (LAN) server of 
each local office, allows users to store and access local data more quickly and 
upload completed reports to the centraiLEADS® data repository in batch mode. 
Local LAN's may be either Novell or NT. This front-end application is called 
Criminal Investigative Reporting System (CIRS). CIRS is being tested and will be 
released in production in late 1999. 

To facilitate the storage and retrieval of LEADS®, NETlEADS®. and CIRS data 
in the central data repository. and interface of LEADS® and NETlEADS® with 
ENFORCE, CLAIMS, and other INS data systems, INS plans to establish an 
Oracle database for LEADS® and NETLEADS® data. References to LEADS! 
NETLEADS® in this Statement of Work will include CIRS and the eventual 
migration of data to an Oracle database. 

INS has also developed the IntelligenCe Website to provide a vehicle for efficient 
and timely dissemination of intelligence bulletins. alerts. summaries, 
assessments and other products to INS managers and field officers, and 
consumers in other agencies via the INS telecommunications network (Intranet). 

Currently. users access NETLEADS® via the INS Intranet using the Netscape 
browser. Users will continue to be added for the next several years. INS also is 
preparing to instaliLEADS® on a server connected to the secure Anti-Drug 
Network (ADNET). When running in the ADNET environment. the system is 
called AdLeads. for ADNET LEADS. AdLeads will allow INS international offices 
to enter classified and sensitive intelligence data via secure ADNET tenninals 
and transmit it to the Adleads server located at the INS headquarters via the 
secure ADNET telecommunication link. 

Scope & Objectives 

This Statement of Work is for labor, travel. training. commercial software and 
other direct cost items necessary to install. deploy, and maintain the operation of 
the LEADS®! NETlEADS® systems, including Adleads, CIRS, the Intelligence 
Website, and lEADS®!NETLEADS® interfaces and integration with other 
systems at US and foreign INS sites. 

Tasks include system operation and maintenance, customizing and developing 
software, maintaining server operations, training users, documenting system 
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functions and procedures, and other tasks identified by INS as necessary to 
ensure continuous operations of the systems. 

The INS objective for Orion LEADS®/NETLEADS® operation is to support INS 
intenigence collection, organization, analysis, and dissemination. Over the next 
four years, dependent on funding, INS win deploy Orion LEADS®/NETLEADS® 
to an INS users and provide the necessary training, functionality. and interfaces 
to support user requirements. INS plans to deploy to 120 sites per year, through 
2003. 

The INS objective for Intelligence Website operation is to support broad 
intelligence dissemination to INS field. regional. and Headquarters elements. and 
other law enforcement and national security agencies. INS will pursue this 
objective by deploying the Intelligence Website on the INS Intranet and 

. interagency telecommunication networks. 

The INS objective for CIRS operation is to support INS investigative case 
management and intelligence collection, and facilitate loading the LEADS® 
central data repository. 

The INS objective for ADLEADS operations is to support INS collection. 
organization, analysis, and dissemination of classified national security 
information and intelligence products. 

Period and Place of Perfonnance 

trail, ina may performed at 
Headcluartelrs. 425 I Street NW, Washington. DC or at the contractor's office. 

depending on availability of INS offICe space and other factors. Deployment and 
training will require temporary travel to INS field offICeS nationwide, a few foreign 
offices, and other locations designated by INS. 

Task Descriptions 
1. Project Management 

1.1. Develop and maintain a Work Breakdown Structure (WBS) and related 
project plans and records to reflect tasks and milestones defined by 
INS. including PERT/GANTT charts and other tracking mechanisms. 

1.2. Assign, supervise, administer. and manage contractor personnel and 
resources aSSigned to was tasks. 

2. Report Generation 
2.1. Provide a monthly Project Status Report, by the 5th day of each 

month. The report will itemize WBS task accomplishments. milestones, 
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expenditures, staffing and resources, technical issues and planned 
resolutions. 

2.2. Provide ad hoc reports, system briefings, and demonstrations when 
required by INS. 

2.3. Provide data analysis for project management and planning when 
required by INS. 

2.4. Provide other reports when defined and required by INS. 

3. Travel 
3.1. Travel as required to INS offices and other sites. Travel will be 

required to manage contractor personnel and resources, attend user 
meetings, provide demonstrations and information regarding system 
operations, conduct user requirements analysis, install and maintain 
hardware and software, provide user support, develop patches, 
enhancements and interfaces. and assist INS to prepare and 
implement project plans and validate technical approaches, priorities, 
and resource requirements. (See Travel below) 

4 .. HardWare Deployment and Maintenance 
4.1. Assist INS to maintain project hardware. workstations, peripherals and 

other eqUipment to provide uninterrupted system operatlon and 
support basic level of service/production requirements. 

4.2. Instan, configure, test, evaluate and obtain INS acceptance of . 
LEADS®I NETLEADS®, ADLEADS, and Intelligence Website servers, 
firmware. operating systems, and peripheral devices required to 
maintain basic level of service/production requirements, provide fail­
over operations, replace inoperable or obsolete equipment, and 
accommodate growth in system usage, data volume, and interfaces. 

4.3. Assist INS acqUisition planning for hardware requirements to support 
intelligence operations and training. and maintenance of LEADS®I 
NETLEADS®, ADLEADS, CIRS, the Intelligence Webslt6, data 
sources, and interfaces. 

4.4. Procure project supplies, hardware, and related firmware and software 
as directed by INS. (See Other Direct Costs below) 

.4.5. Develop and maintain documentation for project hardware 
specifications and confrgurations. 

4.6. Research, develop, and implement approved white paper concept for: 
4.6.1. Fail·over and off-site emergency back up server and data storage 

repository for INS information stored on the 
LEADS®lNETLEADS®, ADLEADS, and Intelligence Website host 
systems. 

4.62. Processing and storage requirements to accommodate the growth 
in system usage, data volume, and interfaces 
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4.6.3. Multi-server network operations for LEADS®I NETLEADS®, 
ADLEADS, and Intelligence Website host systems. 

4.6.4. Support of UNIX or NT selVers in INS foreign offices to meet 
requirements to be compatible with existing Microsoft NT operating 
systems deployed by the U.S. State Department. 

4.6.5. Other hardware requirements defined by INS. 

5. Usar Support 
5.1. Provide desktop support to INS user intelligence collection and 

production activities using LEADS! NETLEADS®, ADlEADS. INS 
Intelligence Website, CIRS and interfaces to other systems and data 
sources. 

5.2. Coordinate with the INS Help Desk. Network Control, and INS 
Command Center to prOVide technical support on site at INS 
Headquarters and to remote users, Monday to Friday, 8am to 5pm 
EST/EDT. Respond to trouble calls using phone. INS email, and INS 
Intranet. Problems may require site visits to resolve. Technical support 
requests that cannot be resolved in 24 hours shall be brought to INS' 
attention. Technical support requests shall be tracked and 
summarized in the monthly Project Status Report. Critical personnel 
must be available 24x7 to respond to system outages. 

5.3. Set up and maintain system access for lEADS®INETlEADS®. 
ADLEAOS, Intelligence Website. and interface users based on' INS­
prescribed authorization procedures, via INS Intranet, and other 
interfaces. 

5.4. Set up and maintain local printing for lEADS® data and reports 
through INS diverse environments (i.e., Novell, NT, Web, WAN, or 
local printing). 

5.5. Develop and provide training to INS end-use.rs and managers on 
lEADS®INETlEAOS®, ADlEADS, CIRS. the Intelligence Website 
and interfaces. INS will provide guidance and direction on training 
course objectives, curriculum. materials. duration. location, and times. 
Materials will include multi-media. on-line, or web-enabled 
presentations where feasible for remote users. 

5.6. Provide local and remote installation of client side software and 
settings. 

5.7. Provide expert analysis of INS data and generate intelligence producls 
using LEADS®/NETlEADS®. 

5.S. Develop, install, test, evaluate and obtain INS acceptance of client­
side and user-interface software and other user support for lEADS®1 
NETlEADS®. ADlEADS. Intelligence Website and interfaces when 
required by INS. 

5.9. Develop and maintain user manuals. quick-reference guides, and 
technical manuals for lEADS®/ NETLEADS®. ADLEADS. CIRS. 
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InteiligEmce Website. arid interfaces for INS end-users. managers. and 
technical support. INS will establish guidance and direction on content 
. of manuals and quick-reference guides. training course objectives. 
curriculum. materials, and duration. Materials will include multi-media. 
on-line, or web-enabled presentations where feasible for remote users. .­
Technical manuals will include problem troubleshooting and resolution, 
system administration, instaUation, data loading and maintenance, and 
other requirements defined by INS. 

6. Software, Application, and Interface Development, Deployment, and 
Maintenance 
6.1. Develop. install. test. evaluate, document. and maintain operating 

systems. software, relational databases, repository managers and 
query languages to provide continuous operation of LEADS®! 
NETLEADS®, CIRS. ADLEADS, the Intelligence Website, and 
interfaces to other systems and data sources. and maintain basic level 
of service and production reqUirements. 

6.2. Develop. install. test, evaluate, document and maintain Development. 
Test. Training. and Production environments on project servers for 
configuration management of different releases of the project software 
and interfaces. 

6.3. Develop and maintain security software, procedures and documents in 
order to maintain security certification and accreditation for 
LEADS®/NETlEADS®. ADlEADS, CIRS. the Intelligence Website. 
and interfaces. Documents include the System Security Plan, 
Contingency Plan. Risk Assessment, Security Operating Procedure 
and other documents required by INS. 

6.4. Develop and perform regular backup procedures and maintain a tape 
archive of Unix. Oracle. Netscape. LEADS®INETLEADS®. ADLEADS. 
Intelligence Website and other project software. including performing 
daily back ups and storing off-site as required by INS. Perform backup 
emergency procedures when required by INS, including off-site 
emergency back up and recovery of system software. server. and 
other equipment operations 

6.5. Train designated INS employees in LEADS®INETLEADS®I 
ADLEADS. CIRS, and Intelligence Website problem troubleshooting 
and resolution. system administration. installation. and related 
requirements as defined by INS. 

6.6. ASSist INS acquisition planning for COTS software requirements to 
support intelligence operations and integration with 
LEADS®/NETlEADS®. ADLEADS. CIRS. the Intelligence Website, 
and interfaces. 

6.7. Research. develop. and implement approved white paper concept for. 



6.7.1. Software adaptations to support and maintain multi-server network 
operations for LEADS®INETLEADS®, ADLEADS, and Intelligence 
Website host systems 

6.7.2. Software adaptations to support system fail-over, off-site 
emergency back up, and recovery of system and hardware 
operation for the LEADS®I NETLEADS®, ADLEADS, and 
Intelligence Website host systems. 

6.7.3. Software adaptations to LEADS®INETLEADS®, AD LEADS, CIRS, 
and the Intelligence Website to accommodate changes in 
processing environment and interfaces or level of servicel 
production requirements. 

6.7.4. Migration of existing LEADS®INETLEADS® or Intelligence 
Website production environment from the current Digital Alpha 
4100 server to a Digital Alpha 8400 server, or other comparable 
platforms provided by INS, when directed by INS. 

6.7.5. Migration of the LEADS®INETLEADS®, ADLEADS, or the 
Intelligence Website production environment to an NT server or 
other enVironment, as directed by INS. 

6.7.6. Deployment of ADLEADS and the INS Intelligence Website on 
ADNET and other interagency telecommunications networks. 

6.7.7. Development of new functions in LEADS®INETLEADS®, 
ADLEADS, CIRS. and the Intelligence Website. This may include: 

6.7.7.1. Modify LEADS®/NETLEADS® QA data input screens and 
processes to incorporate information identified by INS. 

6.7.7.2. Modify and create master concepts defined by INS for 
. lookup and QUery processes to the LEADS®lNETLEADS® data 

repository. 
6.7.7.3. Develop LEADS®INETLEADS® transaction analysis by 

emulating phone toll analysis functions to enable analysis of 
financial, communication. travel. and other transactions. 

6.7.7.4. Develop LEADS®INETLEADS® time analysis by emulating 
visual investigative analysis functions to enable analysis of time­
.related factors. 

6.7.7.5. Develop LEADS®INETLEADS® QA tailored screens with 
different sets of system functions available to different user 
roles. 

6.7.7.6. Other technical and functional requirements identified by 
INS. 

6.7.S. Development of LEADS®INETLEADS®, ADLEADS. CIRS, and 
Intelligence Website interfaces to: 

6.7.8.1. Other INS databases, applications, and websiles. 
6.7.8.2. Systems INS is developing or will develop in the future. This 

may include geographic information, sensor tracking, or other 
systems required by INS . 
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6.7.B.3. Other Federal illformatioll systems and commerciaVopen 
sources, databases, applications, data sources, and websites. 
INS has determined that this will include interfaces to non­
classified and classified systems. 

7. Data Acquisition and Maintenance 
7.1. Develop and implement regular backup procedures and maintain a 

tape archive of LEADS®/NETLEADS®, ADLEADS, Intelligence 
Website and other project data, including performing daily back ups 
and storing off site as required by INS. Perform backup emergency 
procedures when required by INS, including off-site emergency back 
up and recovery of system data, data storage repository operations, 
flow of data traffic from commercial data, news media, and public 
inlOrmation sources 

7.2. Assist INS to develop and maintain resources and procedures for the 
acquisition of commercial data, news media, and public information 
sources. 

7.3. Assist INS to develop and maintain resources and procedures to load 
data into the central LEADS repository. Data loading procedure» may 
include document scanning, keyboard entry, data transfer by FTP or 
other methods, and data extraction from a variety of electronic 
sources, including word processing documents. email, message traffIC, 
multimedia records, telephone toll records, spreadsheets, databases, 
and other sources. 

7.4. Train designated INS employees in LEADS®/NETLEADS®I 
ADLEADS and Intelligence Website data loading and maintenance, 
and related requirements as defined by INS. 

7.5. Research, develop, and implement approved white paper concept in 
conjunction with task 4.6 and 5.7 lOr: 

7.5.1. Migration of existing LEADS®/NETLEADS® or Intelligence 
Website production data from the current Digital Alpha 4100 server 
to a Digital Alpha 8400 server, or other platforms provided by INS, 
when directed by INS. 

7.5.2. Migration of the LEADS®INETLEADS®, ADLEADS, or the 
Intelligence Website production data to an NT server or other 

. environment, when directed by INS. 
7,6. Develop, install, test, evaluate, document and obtain INS acceptance 

of an Oracl!:! database for storing LEADS®I NETLEADS®, ADLEADS, 
CIRS, and Intelligence Website data and data from other systems and 
sources. This database will be integrated with the INS Enforcement 
Integrated ~atabase and other databases as required by INS. 

8. Project Quality Management 

Ig: 
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8.1. Develop and perform testing, configuration management, and quality 
assurance testing of project hardware, software. and applications 
when required by INS. 

8.2. Develop and perform routine and ad hoc system usage and security 
audits as required by INS. 

8.3. Maintain system change requests on the PVCS Tracker for tracking 
and managing user requirements for LEADS®INEnEADS®, 
ADLEADS, CIRS. Intelligence Website, and interface enhancements 
and development. 

8.4. Conduct Cost-Benefit Analysis of LEADS®INEnEADS®, eIRS. 
Intelligence Website, and interfaces, and document evidence of 
effective use of information technology to support the INS mission. 

Deliverables , 

.-

Task Due Date from 
Deliverable Reference Award Date 

Revised Work Breakdown Structure 1.1 One month 
Monthly Project Status Report 2.1 Monthly 

System documentation 4.5 TBD 
5.9 TBD 

System Security Plans 6.3' Dec. 31,2000 
Backup and emergency procedures 6.4 Continuous 
Help desk procedures 5.2 Continuous 
Emergency recall procedures 5.2 Completed 

Installation Manual 5.9 Completed 
Training Materials 5.5 Completed 

6.5 TBD 
User Manual 5.9 TBD 
Technical Manual 5.9 TBD 

Install INS Intranet Intelligence Website 6.1 Completed 
Install INS ADNET Intelligence Website 6.7.6 TBD 

. Install INS TSISCI network Intelligence 6.7.6 TBD 
Website 

Install LEADS®INETLEADS® 6.1 Completed 
Install ADLEADS 6.1 TBD 

6.7.6 TBD 
-----~. 

Develo~ and de~I0i' CIRS 6.1 90 days 
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I Task Due Date from 

Deliverable Reference Award Date 

• Migrate to NT 4.6.4 TBD -6.7.5 TBD 
Migrate to DEC Alpha 8400 6.7.4 TBD 

7.5.1 TBD 
~".-

White papers on hardware and software 4.6 TBD 
requirements 6.7 TBD 

7.5 TBD 

Assist INS data entry 7.3 Continuous 
Assist INS acquisition of data sources 7.2 TBD 
Intelligence analysis support 5.7 Continuous 
Cost-Benefit Analysis 8.4 TBD 

All written deliverables are required in hard copy and soft copy in Microsoft Word 
97 and are subject to INS project manager's approval. Constant dialogue with 
the Project Manager is required to insure documents contain no surprises. 
System documentation will be prepared in accordance with the INS System 
Development ute Cycle {SDLC} manual. 

Testing and Acceptance 
All software shall be tested by the contractor after installation, and tested and 
accepted by INS prior to going into production. Published Orion benchmarks 
shall be used to determine performance acceptability. 

Other Direct Costs (OOC's) 

The contractor may be required to buy software, hardware, travel, maintenance 
and supplies to install and support the requirements of this statement of work. 
INS must approve any and all purchases for reimbursement at agreed upon 
OOC rates and shall remain the property of the Federal Govemment 

ODC's may include: 

Project software, including VVinLEADS®, Visual Investigative Analysis® (VIA) or 
other Orion software for stand alone PC users and other COTS software and 
firmware. 

Site licenses, annual licensing fees, and upgrades of operating systems 

Project hardware and peripheral equipment. 

! 



Project Management 

The Contractor shall provide a point of contact to the Govemmentregarding this 
effort. The ContractO(s proposal shan include detailed scheduling and staffing 
for all tasks. Invoices and Project Status Reports for the prior month will be 
submitted by the contractor by the fifth work day of each month. 

Travel 

Travel to the HQ, regional and field offices, and other sites ti",,>inr.at.><I 

for and technical SUIPPClfl 

must approve 
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Criteria 

The contractor shalf comply with INS requirements and guidelines for information 
systems development, deployment, maintenance, interfaces, 
telecommunications, security, documentation, back up and recovery, web sites, 
and Intranet! traffic and routing, and other issues relating to system operation. 
INS shall make these guidelines and criteria available to the contractor. 

Government Furnished Equipment, Data, or Services 

Contractor staff working on site will be provided with desks, phones, offICe 
supplies, and computer workstations with INS WAN access and intranet access 
to Orion LEADS®INETlEADS® and the Intelligence Website, and ADNET 
access to ADLEADS. 

Year 2000 Compliance 

All software provided to INS must be year-200(J..compliant. 

Security 

GENERAL 

INS has determined that performance of this contract requires that the 
Contractor, subcontractor(s), vendor(s). etc. (herein known as Contractor), 
requires access to classified National Security Information (herein known as 
classified information). Classified information is Government information which 
requires protection in accordance with Executive Order 12958, Classified 
National Security Information. and supplementing directives. 

The Contractor will abide by the requirements set forth in the DO Form 254, 
Contract Security Classification Specification. included in the contract, and the 
National Industrial Security Program Operating Manual (NISPOM) for the 
protection of classified information at its cleared facility. if applicable. as directed 
by the Defense Security Service. If the Contractor has access to classified 
information at an INS or other Government FaCility. it will abide by the 
requirements set by the agency. 

SUITABILITY DETERMINA nON 

INS shall have and exercise full control over granting, denying, withholding or 
terminating unescorted government facility and/or sensitive Government 
information access for Contractor employees, based upon the results of a 
background investigation. INS may, as it deems appropriate, authorize and make 
a favorable entry on duty (EOD) decision based on preliminary seCurity checks. 

.• 
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The favorable EOO decision would allow the employees to commence work 
temporarily prior to the completion of the full investigation. The granting of a 
favorable EOO decision shallliot be considered as assurance that a full 
employment suitability autholization will follow as a result thereof. The granting 
of a favorable EOO decision or a full employment suitability determination shall in .­
no way prevent, preclude, or bar the withdrawal or termination of any such 
access by INS. at any time during the term of the contract No employee of the 
Contractor shall be allowed unescorted access to a Govemment facility without a 
favorable EOO decision or suitability determination by the Security Office. 
Contract employees assigned to the contract not needing access to sensitive 
INS information or recurring access to INS' facilities will not be subject to security 
suitability screening. 

BACKGROUND INVESTIGATIONS 
Contract employees (to include applicants. temporaries. part-time and 
replacement employees) under the contract. needing access to sensitive 
information. shall undergo a position sensitivity analysis based on the duties 
each individual will perform on the contract. The results of the position sensitivity 
analysis shall identify the appropriate background Investigation to be conducted. 
All background investigations will be processed through the Security Office. 
Prospective Contractor employees shall submit the following completed forms to 
the Security Office through the COlRno less than 30 days before the starting 
date of the contract or 30 days prior to entry on duty of any employees. whether 
a replacement, addition, subcontractor employee, or vendor: 

1. Standard Form 85P. "Questionnaire for Public Trust Positions' 
(original plus a copy) 

2. 

3. 

4. 

FO Form 258, "Fingerprint Card" (2 copies) 

Foreign Bom Relatives Form (original plus a copy) 

Form DOJ-555, "Disclosure and Authorization Pertaining to 
Consumer Reports Pursuant to the Fair Credit Reporting Acr 

Required forms will be provided by INS at the time of award of the contract. Only 
complete packages will be accepted by the Security Office. Specific instructions 
on submission of packages will be provided upon award of the contract. 

Be advised that unless an applicant requiring access to sensitive information has 
resided in the US for three of the past five years, the Govemment may not be 
able to complete a satisfactory background investigation. In such cases, INS 
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retains the right to deem an applicant as ineligible due to insufficient background 
information. 

In the interest of limiting access to potentially sensitive information and systems, 
INS will consider only US Citizens and Legal Permanent Residents for 
employment on this contract. 

CONTINUED ELIGIBILITY 

If a prospective employee is found to be ineligible for access to 
Government facilities or information, the COTR will advise the Contractor 
that the employee shall not continue to work or to be assigned to work 
under the contract. 

The Security Office may require drug screening for probable cause at any time 
and' or when the contractor independently identifies, circumstances where 
probable cause exists. 

INS reserves the right and prerogative to deny andf or restrict the facility and 
information access of any Contractor employee whose actions are in conflict with 
the OOJ standards of conduct, 5 CFR 2635 and 5 CFR 3801, or whom INS 
determines to present a risk of compromising sensitive Government information 
to which he or she would have access under this contract. 

The Contractor will report any adverse information coming to their attention 
concerning contract employees under the contract to INS' Security Office. 
Reports based on rumor or innuendo should not be made. TIle subsequent 
termination of employment of an employee does not obviate the requirement to 
submit this report. The report shall include the employees' name and social 
security number, along with the adverse information being report. 

The Security Office must be notified of all terminations( resignations within five 
days of occurrence. TIle Contractor will return any expired INS issued 
identification cards and building passes, or those of terminated employees to the 
COTR If an identification card or building pass is not available to be returned, a 
report must be submitted to the COTR. referencing the pass or card number, 
name of individual to whom issued, the last known location and disposition of the 
pass or card. 

EMPLOYMENT ELIGIBILITY 

The Contractor must agree that each employee working on this contract will have 
a Social Security Card issued and approved by the Social Security 
Administration. The Contractor shall be responsible to the Government for acts 

.-
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and omissions of his own employees and for any Subcontractor(s) and their 
employees. 
Subject to existing law. regulations andl or other provisions of this contract. 
illegal or undocumented aHens will not be employed by the Contractor. or with 
this contract. The Contractor will ensure that this provision is expressly 
incorporated into any and all Subcontracts or subordinate agreements Issued in 
support of this contract. 

SECURITY MANAGEMENT 

The Contractor shall appoint a senior official to act as the Corporate Security 
Officer. The individual will interface with the Security Office through the COTR 
on all security matters. to include physical. personnel. and protection of all 
Government information and data accessed by the Contractor. 

The COTR and the Security Office .shall have the right to inspect the procedures, 
methods. and facilities utilized by the Contractor in complying with the security 
requirements under this contract. Should the COTR determine that the 
Contractor is not complying with the security requirements of this contract, the 
Contractor will be informed in writing by the Contracting Officer of the proper 
action to be taken in order to effect compliance with such requirements. 

TAtS CLEARANCE 

When sensitive Govemment information is processed on Telecommunications 
and Automated Information Systems (T AIS), the Contractor agrees to provide for 
the administrative control of sensitive data being processed and to adhere to the 
procedures governing such data as outlined in DOJ Order 2640.2C. 
Telecommunications and Automated Information Systems (TAIS) Security. 

TAIS SECURITY 

All contractor employees using automated systems or processing INS sensitive 
data will be required to receive Security Awareness Training as outlined in the 
Computer Security Act of 1987. This training will be provided by the Information 
Resources Management (lRM) Security Representative. All personnel who 
access INS information systems will be continually evaluated while performing 
these duties. Supervisors should be aware of any unusual or inappropriate 
behavior by personnel accessing systems. Any unauthorized access, sharing of 
passwords, or other questionable TAIS procedures should be reported to the 
Security Office. 

.-
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MINIMUM COMPUTER AND TELECOMMUNICATIONS SECURITY 
REQUIREMENTS 

GENERAL 

Due to the sensitive nature of INS information, the Contractor is required to 
develop and maintain a comprehensive computer and telecommunications 
security (C&TS) program to address the integrity, confidentiality, and availability 
of sensitive but unclassified (SBU) information during collection, storage, 
transmission, and disposal. The Contractor's security program shall adhere to 
the requirements set forth in the DOJ Order 2640,2C, Telecommunications and 
Automated Information Systems Security, INS C&TS Guidance Documents, and 
other DOJ/INS guidelines and directives regarding information security 
requirements, The Contractor shall establish a working relationship ~ith the INS 
C&TS program, lead by the Computer Security Program Manager (CSPM), 

C& TS IN THE INS SYSTEMS DEVELOPMENT UFE CYCLE (SOLCI 

C&TS activities in the SOLC are ouUined in the INS SDLC Manual, Appendix A3, 
C&TS in SOLC. The Contractor shall assist the INS Computer System Security 
Officer (CSSO) with the following activities: 

• Sensitive System Security Plan (SSSP): the primary reference that 
documents system sensitivityl criticality, security controls, policies, and 
procedures. 

• Contingency Plan (CP); ensures system's ability to recover from service 
disruptions in the event of emergencies and/or disasters. 

• Security Operating Procedures (SOP): provide users and administrators with 
detailed requirements on how to operate and maintain the system securely. 

• Risk Assessment (RA): identifies threats and vulnerabilities. assesses the 
impacts of the threats, evaluate in-place countenneasures. and identifieS 
additional countermeasures. 

• Security Test and Evaluation (ST&E): evaluate each security control and 
countermeasure to verify operation in the manner intended. based on the RA 
results. 

• Certification and Accreditation (C&A): establish the extent to which a 
particular design and implementation meet a specified set of security 
requirements. based on the ST&E of security features of a system 
(certification). and the management authorization and approval of a system to 
process sensitive unclassified information (accreditation), 

,-
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C2 LEVEL OF TRUST 

DOJ Order 2640.2C requires that computer systems used for processing SBU 
information must have the C2 level of trust, as defined in the Department of 
Defense (DOD) Standard 5200.28-STD, Trusted Computer System Evaluation ,-
Criteria. The Contractor shall ensure that requirements are allocated in the 
functional requirements and system design documents to address C2 level of 
trust, and that these requirements are based on the INS C&TS Guidance 
Document 9.0, Minimum Requirements Document. C2 systems offer the 
following user-visible features: 

• User Identification and Authentication (I&A) -I&A is the process of 
telling a system the identity of a subject (for example, a user) (I) and 
providing that the subject Is who It claims to be (A). Systems must be 
designed so that the identity of each user must be established prior to 
authorizing system access, each system user must have hislher own 
user ID, and each user is authenticated before access is permitted. 

• Discretionary Access Control (DAC) - DAC is a DOJ access policy that 
restricts access to system objects (for example, files, directories, 
devices) based on the identity of the users and/or groups to which they 
belong. All system files must be protected by a secondary access 
control measure. 

• Object Reuse - Object Reuse is the reassignment to a subject (fOr ' 
example, user) of a medium that previously contained an object (for 
example, file). Systems that use memory to temporarily store user I&A 
Information and any other SBU information must be cleared before 
reallocation. 

• Audit -INS systems must provide facilities for transaction auditing. 
which is the examination of a set of chronological records that provide 
evidence ofsystem activity. 

DATA SECURITY 

SBU systems must be protected from unauthorized access, modification, 
and denial of service. The Contractor shall ensure that all aspects of data 
security requirements (i.e., confidentiality, integrity, and availability) are 
included in the functional requirements and system design, and ensure 
that they meet the minimum requirements as set forth in the INS C&TS 
Guidance Document 9.0. 

• Integrlty- The computer systems used for processing SBU must have 
data Integrity controls to ensure that data is not modified (intentionally 
or unintentionally) or repudiated by either the sender or the receiver of 
the information. A risk analysis and vulnerability assessment must be 



performed to determine what type of data integrity controls (e.g., 
cyclical redundancy checks, message authentication codes, security 
hash functions, and digital signatures, etc.) must be used. 

• ConfidentIality - Controls must be included to ensure that SUB .-
information collected, stored, and transmitted by the system is 
protected against compromise. A risk analysis and vulnerability 
assessment must be performed to determine if threats to the SBU exist. 
If it exists, data encryption must be used to mitigate such threats. 

• Availability - Controls must be included to ensure that the system is 
continuously working and all services are fully available within a 
timeframe commensurate with the availability needs of the user 
community and the Criticality of the information processed. 
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