Company Name:
Science Applications International Corporation (SAIC)

Contract Number:
26301D0046

Order Number:
COW-5-D-0056 (COW5D0056)

Solicitation Number:
ACH-05-MDO05 (ACHO5MDO05)

Latest Modification Processed:
P0O0075

Period of Performance:
1/1/2005 through 1/31/2010

Services Provided:

IT Engineering Support Services under the NIH CIO-SP2
GMAUC; Starlight Information Technology Support
Services (ITESS).
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| PAGE OF PAGES

- ORDER FOR SUPPLIES OR SERVICES
IMPORTANT: Mark all packages and papers with contract and/or order numbers. 1 4
1. DATE OF QRDER 2. CONTRACT NO. (ifany) 6. SHiP TO:
12/09/2004 26301D004 a. NAME OF CONSIGNEE
3. ORDER NO. 4. REQUISITION/REFERENCE NO. Bur of Immigr & Custorns Enforcement
COW-5-D-0056 ACH-05-MD05 Receiving Unit ROOM 1126
5. ISSUING OFFICE (Address comespondance to) b. STREET ADDRESS
US Department of HomeJand Security 4251 Street NW
Bur of fmigr & Custon% Enforcement
425 1 Street, N.W. ' e. CITY d. STATE| . ZIP CODE
SUITE 2208 Washingion DC 20536
Washington DC 20336 f. SHIP ViA
7. TO: ' 8. TYPE OF QRDER
a. PURCHASE - Reference Your
SCIENCE APPLICATIONS .Please furnish the following on the terms and conditions specified on
INTERNATIONAL CORPORATION bath sides of this order and on the attached sheet, if any, including
delivery as indicated.
63565 ARLINGTON BOULEVARD
b. DELIVERY - Except for billing instructions on the reverse, this
delivery order is subject to instructions contained on this side only of
FALLS CHURCH VA 22042" this form and is issued subject to the terms and conditions of the

MR. BILL GIANFAGNA

above-numbeared contract.

10. REQUISITIONING OFFICE
HQIRM

9. ACCOUNTING AND APPROPRIATION DATA
See Below

CONTRACTOR TIN; 950863086

SMALL OTHER THAN SMALL
DISADVANTAGED WOMEN-CWNED
12. F.0.B. POINT  DESTINATION

11. BUSINESS CLASSIFICATIOIHCheck appropriate box{(es))
X

13. PLACE OF 14. GOVERNMENT B/L NO. {15. DELIVER TOF.0.8 PGINT 16. DISCOUNT TERMS
2. INSPECTION b. ACCERTANCE ON OR BEFORE (Data) '
01/01/2005 :
17. SCHEDULE (See reverse for Reject jons)
QUANTITY | it : QUANTITY
ITEM NO. SUPPLIES OR SERVICES ORDERED 8 UNIT PRICE AMOUNT ACCEPTED
@) (o) _ (6 { (8. ) @
0001 - }Task Order Award for IT Engineering
Support Services under the NIH 1.00] LT $847,434.1600 $847,434.16
CI0-8P2 GWAC. The CIO-SP2 Task '
Order authorization number for this
task is DHS-2005-C-2323.
18. SHIPPING POINT 19. GROSS SHIPPING WEIGHT 20. INVOICE NO. 17
. 21. MAIL INVOICE TO: (-gg:;t
SEEBILLING | a. NAME $0.00] pa es-)
Bur of Tmmigr & Customs Enforcement ACCOUNTS PAYABLE 001 pd
INSTRUGTION
ON b. STREET ADBRESS (or P.O. Box) ]
Reverst | 800K Street NW 10th FLOOR - G;;(;jo
c. CITY d. STATE e. ZIP CODE $847,434.16 TOTAL
Wshington DC 20536

22. UNITED STATES OF

Wm

2

3. NAME (Typed)
Robert H. Richards

_BY (Signature} __TITLE. _CONTRACTING/ORDERING OFFICER
[] Vendor Oﬁ' cial Requestor ! OPTIONAL FORM 347 (REV. 6195)
Recelving O c104 oblig. ] other 0% Prescribed by GSA/FAR 48 CFR 53.213 (¢)




DATE OF ORDER CONTRACT NO. (if anv) ORDER NG, PAGE OF PAGES
12/09/2004 26301D0049 COW-5-D-0056 ‘ 2 4

SUPPLEMENTAL INVOICING INFORMATION

NOTE - Ifdesired, this order {or a copy thereof) may be used by the Contractor as the Coniractor's inveice, instead of a separate invoice,
provided the following statement {signed and dated), is on {or attached to) the order: "Payment is requested inthe amountof $_____ .
No other invoice will be submitted. " However, if the Contractor wishes to submit an invoice, the following information must be provided: contract
number (if any), order number, item number(s), description of supplies or services, sizes, quantities, unit prices, and extendad fotals. Prepaid
shipping cests will be indicated as a separate item on the invoice. Where shipping costs excead $10 {axcapt for parcel post), the billing must
supported by a bill of lading or recelpt. When several orders are invoiced to an ordering activity during the same billing period, consolidated

petiodic billings are encouraged.

RECEIVING REPORT
Quantity in the "Quantity Accepted” column on the face of this order has been: D inspected, D accepted, D received,

by me and conforms to contract. ltems listed below have been rejected for the reasons iindicated.

SHIPMENT] PARTIAL DATE RECEIVED SIGNATURE OF AUTHORIZED U.S. GOVT. REP.} DATE
NUMBER EINAL . .
TOTAL CONTAINERS } GROSS WEIGHT RECEIVED AT TITLE -
REPORT OF REJECTIONS
- QUANTITY -
ITEM.NC. - SUPPLIES OR SERVICES UNIT | e eTeD REASON FOR REJECTED

OPTIONAL FORM 347 (REV. 6/95) BACK




ORDER FOR SUPPLIES OR SERVICES PAGE OF PAGES

Schedule -~ Continuation 3 4
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
1. DATE OF CRDER 2. CONTRACT NO. (if anv) 3. ORDER NO.
12/09/2004 2630100049 : COW-3-D-0056
17. SCHEDULE (See reverse for Rejections)

QUANTITY i ' QUANTITY

ITEM NO. SUPPLIES OR SERVICES ORDERED UNIT UNIT PRICE AMOUNT ACCEPTED
(@ ) () {d) {e) ] @

The period of performance for the
Base Period will be January 1, 2005
through September 320, 2005. The
Task Order celling amcunt for the
Base Pericd is $55,299,219.12.

Incremental funding in the amount
of $847,434.16 is hereby provided
for this task order. Incremental
funding breakdown per Task is as

follows:

Task A - $203,925.66
Task B - $145,648.27
Task D - $£389,563.72
Task E - $15,853.332
Task F - $31,611.83
Task @ - $60,831.35

This Task Order includeg the
following Option Periods and
amounts: (See Attached
Spreadsheets for a list of Optioh
Periods and Costs)

The Contracting Officer's Technical
Representative (COTR) for this Task
Order will be Sheilita Williams,
whe can be reached at (202)

The following reguisitions and
appropriation codes were used for
this Task Order award:

Reqg. No. ACH-05-MDO5,
b2Low
b2Low (5148,864.73)

b2Low
{$30,589.85)

OPTIONAL FORM 347 (REV. 6/85) .




ORDER FOR SUPPLIES OR SERVICES

PAGE ©OF PAGES
Schedule - Continuation 4 4
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
1. DATE OF ORDER 2. CONTRACT NO, (if anv} 3. ORDER NO.
12/09/2004 ‘ 26301D0049. COW-5-D-0056
17. SCHEDULE (See reverse for Rejections)
: QUANTITY ) QUANTITY
ITEM NO. SUPPLIES OR SERVICES ORDERER UNIT UNIT PRICE AMOUNT ACCEPTED
e} © (d) ) 4 _©

($12,235.54)

b2Low
b2Low {312,235.54)

ENG-05-0099,

($145,648.27)

BMG-05-0006,

b2Low
b2Low ($21,707.05)

($8,829.00}

(511,285.35)

($9,746.22)

b2Low
($9,263.73)

FRT-05-0016,

($289,563.72)

ENG-05-0108,

($15,853.33)

ENG-05-0107,

(56,979.24) °

{817,242.81)

-!_ ($7,389.78)

OPTIONAL FORM 347 (REV. 6/95)




Science A

Attn: Mr. |
6565 Arlin
Falls Chur

Subj.:
CIO-SP2I

2005-C-23

Dear Mr. J

Aw

Office of Procurement

U.S. Department of Homeland Sceurity
4251 Street. NW
Washington. DC 20536

U.S. Immigration
and Customs
Enforcement

December 9, 2004

pplications International Corporation
Rick Johnston

gton Blvd., Suite 210,

ch, VA 22042-3000 <

rard of ICE OCIO IT Engineering Support Services Task Order, Contract Number

Contract Number; 263-01- D-0046 NIH CIO-SP2i Authorization Number DHS-
33.

ohnston:

Pursuant t¢ SAIC’s August 31, 2004 proposal and subsequent “Best and Final Offer dated
- November|22, 2004, attached is Task Order for the ICE OCIO IT Engineering Support

Services.

This task order is issued against the NIH CIO- SP21 GWAC, Authorization Number:

- DHS- 2005-C 2333.

A total of $847,434.16 of incremental funding is provnded for the Base Period of performance
(See attacled for Contract Ceiling for Base and Option Periods.)

The period
September]

If you hav

Attachmen

Shd
7 Fra

cC

of performance for the Base Period of this Task Order is January 1, 2005 through
30, 2005. .

e any questions, please contact me at (202)“

Tt Holwids-

Robert H. Richards
Contracting Officer

t

bilita Williams, ITESS COTR
ncine Cox, ITESS Program Manager

WwWWw.ice.gov
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ORDER FOR SUPPLIES OR SERVICES | PAGE  OF  PAGES
IMPORTANT: Mark all packages and papers with contract and/or order numbers. 1 4
1. DATE OF ORDER | 2. CONTRACT NO. (if any) o ) " 6. SHIP TO:
12/09/2004 ‘ 2630100049 a. NAME OF CONSIGNEE
3. ORDER NO. | 4 REQUISITION/REFERENCE NO. ‘Bur of Immigr & Customs Enforcement
COW-5-D-0056 ACH-05-MD035 -~ Receiving Unit ROOM 1126
5. ISSUING OFFICE (Address comespondence to) b. STREET ADDRESS
US Departmen{ of Homeland Security 4251 Seet NW
Bur of lmmigr & Customs Enforcement
425 Street, N.W. c. CITY d.sTATE] & ZP CODE
SUITE 2208 _ - Washington DC ]. 20536
‘Washington ' DC 20536 f. SHIP VIA ]
7. TO: 8. TYPE OF ORDER
. a. PURCHASE - Reference Your
SCIENCE APFLICATIONS ID Pleass furnish the following on the terms and conditions specified on
INTERNATIONAL CORPORATION . bath sidaes of this order and on the attachad sheet, if any, including
: . delivery as indicated,
6565 ARLINGTON BOULEVARD

) I b, DELIVERY - Except for billing instructions on the reverss, this

N dalivery order is subject to instruetions contained on this side enly of

FALLS CHURCH 7 s VA 22042 this form and is issued subject to the terms and conditions of the
above-numbered contract. '

10. REQUISITIONING OFFICE

MR. BILL GIANFAGNA

HQIRM
9. ACCOUNTING AND APPROPRIATION DATA
See Below .
11. BUSINESS CLASSIFICATION (Check appropriate bax(es))
SMALL . OTHER THAN SMALL
DISADVANTAGED | | WOMEN-OWNED .
CONTRACTORTIN: 950863086 12, F.0.B. POINT  DESTINATION
13, PLACE OF 14, GOVERNMENT B/L NO. |15. DELIVER TOF.0.8 POINT 16. DISCOUNT TERMS
a, INS_EECTION b. ACCEPTANCE - ON OR'BEFORE (Date) .
oro12005 |

17. SCHEDULE (See reverse for Rejections)

QUANTITY UNIT . QUANTITY
(TEM NO, SUPPLIES OR SERVICES ORDERED 1~y UNIT PRICE AMGUNT ACCEPTED
@) _ () _ 9 e {n ()
0001 Task Qrder Award for IT Engineering
Support Services under the NIH 100 | LT $847,434.1600 $847,434.16
CIO-SP2 GWAC. The CIO-SP2 Task 7 :
Order lauthorization number for this
task is DHS-2005-C-2333. ] _
. 18. SHIPPING POINT 19. GROSS SHIPPING WEIGHT | 20. INVOICE NO. 17ty
21. MAIL INVOICE TO: . . (E?:IE
SEEBLUNG | a. NAME ‘ ) - 50.00| pages)
Bur of Immigr & Customs Enforcement ACCOUNTS PAYABLE -1 Pad
INSTRUCTIONS -
oN b. STREET ADDRESS (or P.C. Box) : .
Reverse | 800K Street NW 10th FLOOR : : ‘ G;{mD
e. CITY . ' " | d. STATE e. ZIP CODE $847,434.16 ( 17aL
Wshington ) , DC 20536

22, UNITED STATES OF Al CA 23. NAME (Typed)

Robert H. Richards .

__BY (Signature) | { TITLE. CONTRACTING/ORDERING OFFICER
H Vendor Official -
Receiving . G104 Oblig.

Requestor OPTIONAL FORM 347 (REV. 6/95) .
Other ( 7 a ({L - Prescribed by GSA/FAR 48 CFR 53.213 (e)




DATE OF ORDER
12/05/2004

CONTRACT NO. {if anv} ORDER NQO.
263010049 COW-5-D-0056

PAGE OF
2

PAGES
4

SUPPLEMENTAL INVOICING INFORMATION

v

NOTE - [fdesired, {
provided the followin
No other invoice will
number (if any), orde
shipping costs will be
supported by a bill o
penodic billings are ¢

his order (or a copy thereof) may be used by the Cortractor s the Contractor's i invoice, instead of a separate i mvmce

i1 statement (signed and dated), is on (or attached io) the order; "Payment is requested in the amount of 3

be submitted. " However, if the Contractor wishes to submit an invoice, the fallowing information must be provided: contract
r number, item number(s), description.of supplies or services, sizes, quantities, unit prices, and extended totats. Prepaid

> indicated as a separate item on the invoice. Where shipping costs exceed $10 {except for parcel post), the billing must
lading or receipt, When several orders-are invoiced to an ordering actlvlty during the same billing period, consolidated
rncouraged.

RECE]VING REPORT

Quantity in the "Qua

by me and conforms

G inspected, D received,

to contract. items listed below have been rejected for the reasons iindicated.

E:coepted.

ity Accepted” column on the face of this order has been:

SHIPMENT] PARTIAL DATE RECEIVED | SIGNATURE OF AUTHORIZED U.S. GOVT. REP.| DATE
NUMBER ["Fal - o
TOTAL CONTAINERS GROSS WEIGHT RECEIVED AT TITLE
- REPORT OF REJECTIONS
. : QUANTITY : -
ITEM NO. SUPPLIES OR SERVICES UNIT | REEeTED REASON FOR REJECTED

OPTIONAL FORM 347 (REV. 6/95) BACK




ORDER FOR SUPPLIES OR SERVICES PAGE  OF PAGES
. Schedule - Continuation 3 4
IMPORTANT: Mark all packages and papers with contract andfor order numbers.
1. DATE OF ORDER 2. CONTRACT NO. (ifany). 3. ORDER NO:
12/09/2004 _ 26301D0049 COW-5-D-0056
' 17, SCHEDULE (See reverse for Reiections) o
. o QUANTITY - . TauanmiTy
ITEMNO. | SUPPLIES OR SERVICES ORDERED .| UNIT UNIT PRICE . AMOUNT ACCEPTED
(a) {b) @ . {d) {8) (n (s)

The period of performance for the
Base Period will be January 1, 2005
through September 30, 2005. The
Task Order celiling amcunt for the
Base Period is £55,299,219.12.

Incremental funding in the amount
of $847,434.16 is hereby provided
for this task order. Incremental
funding breakdown per Task is as

- $203,925.66
- $145,648.27
- $389,563.72

Task - %15,853.33
Task - §31,611.83
Task - $60,831.35

following Option Pericds and
amounts: (See Attached . 4
Spreadsheets for a list of Option
Periods and Costs) '

The Contracting Qfficer's Technical
Repregentative (COTR) for this Task
QOrder |will be Sheilita Williams,

{ who can be reached at (202)

this Task Order award:
Req. No. ACH-05-MDQO5,

{($148,864.73)

{$30,589.85).

" OPTIONAL FORM 347 (REV. 6/95)



ORDER FOR SUPPLIES OR SERVICES PAGE OF PAGES

Schedule - Continuation 4 4
IMPORTANT: Matk alt packages and papers with contract and/or order numbers. '
1. DATE OF ORDER | 2 CONTRACTNO. (if am) 3. ORDER NO.
12/09/2004 ©26301D0049 i COW-5-D-0056 .
17. SCHEDULE (See roverse for Rejections)
QUANTITY ' QUANTITY
ITEM NO. SUPPLIES OR 5ERVICES ORDERED | UNIT UNIT PRICE AMOUNT ACCEPTED
{a} {b) e (d) (a8} {f) {g}

($12,235.54)

{$12,235.54)

ENG-05[-0099,

b2Low
b2Low ($145,648.27)

BMG-05[-0006,

($21,707.05)
($8,829.00) .
($11,285.35)

($9,746.22)

($9,263.73)

FRT-04-0019,

‘ bzLow ($389,563.72)
ENG-05-0108,

b2Low ($15,853.33)

ENG-04-0107,

($6,979.24)

(517,242 .81)

{($7.389.73)

OPTIONAL FORM 347 (REV. 6/95)




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (0CI0)
IT ENGINEERING SUPPORT SERVICES (ITESS)
- BASE YEAR
CLIN - SUPPLIES/SERVICES TYPE  QTY UNIT' AMOUNT
0001 Contract and Task Order Management
Services - Contract Management SOW Para:
0001A| 4.1.1 CPAF 1 Lot NSP
Services - Task Order Level Management - .
0001B| SOW Para: 4.1.2 CPAF 1 Lot NSP
TASK A (SECTIONS 4.3 & 4.4) -
: Systems Management, Integration and
0002 Administration
0002A | Architecture Assurance, SOW Reference 4.3 .
‘Estimated Cost CPAF 122,200 Hours $6,274,171
Award Fee CPAF 1 Lot $533,305
. 0002AA NIH Processing Fee NTE 0.5% of CPAF $34,037
Total Architecture Assurance CPAF $6,841,513
0002B | Architecture Engineering, SOW Reference 4.4 ‘
: Estimated Cost CPAF 38,540 Hpurs $1,815,136
Award Fee CPAF 1. Lot $154,287
0002BA - NIH Processing Fee NTE 0.5% of CPAF $9,847
Total Architecture Engineering CPAF $1,979,269
TASK B (SECTIONS 4.5 - 4.17) -
-~ 0003 Infrastructure Engineering
0003A | Network Engineering, SOW Reference - 4.5
. Estimated Cost CPAF 40,890 Hours $5,402,144
Award Fee CPAF 1 Lot $459,182
 0003AA| NIH Processing Fee NTE 0.5% of CPAF - | $29,307
' | Total Network Engineering CPAF $5,890,632



IMMIGRATIONS AND CUSTOMS ENFORCEMENT dCE)

OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
- IT ENGINEERING SUPPORT SERVICES (ITESS) :

- BASE YEAR
CLIN A SUPPLIES!SERVICES . TYPE OTY UNIT AMOUNT
‘ LOngthS Infrastructure Engmeermg, SOwW
0003B-| Reference - 4.6 : _ , _
Estimated Cost CPAF 6,768 Hours $190,878
Award Fee CPAF 1 Lot $16,225
0003BA NIH Processing Fee NTE 0.5% of CPAF $1,036
Total Logistic_s - Infrastructure Engineering
CPAF _ ' S $208,138
. Network Momtormg, Performance, and
0003C | Apphcatlon Support, SOW Reference 4.7 | .
| Estimated Cost CPAF 7,050  Hours $558,290
Award Fee CPAF 1 Lot $47,455
- 0003CA| NIH Processing Fee NTE 0.5% of CPAF $3,029
Total Network Monitoring, Performance &
Application Support CPAF $608,774
: deeo Teleconferencmg, SOW Reference 4.8
0003D | DELETED
| Estimated Cost _
|- Award Fee : CPAF 1 Lot
0003DA NIH Processing Fee NTE 0.5% of CPAF '
| Total Video Teleconferencihg CPAF
0003E | Circuit Order Analysis, SOW Reference 49 ,
' Estimated Cost ' CPAF 19,740  Hours $621,123
_ ~ Award Fee CPAF p! Lot $52,795
. 0003EA| NIH Processing Fee NTE 0.5% of CPAF $3,370
Total Circuit Order Analysis CPAF $677,288
0003F Quality Aseurance, SOW Reference 4.10 ' N
' Estimated Cost CPAF 4936 - Hours $195,235
Award Fee . CPAF 1. Lot $16,595
0003FA| NIH Processing Fee NTE 0.5% of CPAF $1,059



*

IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

' BASE YEAR

CLIN ' SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT

Total Quality Assurance CPAF $212,889




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (0CI10)
- IT ENGINEERING SUPPORT SERVICES (ITESS)
' BASE YEAR ‘

a
=
Z

SUPPLIES/SERVICES "TYPE QTY UNIT  AMOUNT

Project Management Oversight, SOW
0003G  Reference 4.11

Estimated Cost | CPAF 2,820 Hows  $129,137

Award Fee : CPAF 1 Lot 510,977
0003GA NIH Processing Fee NTE 0.5% of CPAF ‘ : . $701

Total Proje'ctManagement Oversight CPAF ' $140,814

Project Managers - Infrastructure Engiheeﬁng,
0003H SOW Reference 4.12

Estimated Cost _ CPAF 12,690 Hours $669,781
Award Fee " CPAF 1 Lot $56,931
0003HA NIH Processing Fee NTE 0.5% of CPAF | - _ $3,634
- Total Project Managers - Infrastructure
Engineering CPAF $730,346
International Office Support, SOW Reference
00031| 4.13
: Estimated Cost CPAF 7,050 Hours  $1,060,553
Award Fee . : - CPAF 1 Lot $90,147
00031 NIH Processing Fee NTE 0.5% of CPAF . o '$5,753
Total International Office Support CPAF - $1,156,453

| 0003J| Electronic Deployment, SOW Reference 4.14

Estimated Cost CPAF 9,870  Hours $330,560

-Award Fee "CPAF 1 Lot $28,098

0003JA  NIH Processing Fee NTE 0.5% of CPAF $1,793
Total Electronic Deployment CPAF - ’ _ $360,450

, Inventory - Infrastructure Engineering Branch,
0003KI SOW Reference 4.15

- Estimated Cost . CPAF 1,410  Hours $189,185
Award Fee : CPAF 1 Lot $16,081




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

BASE YEAR
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT

0003KIA NIH Processing Fee NTE 0.5% of CPAF . - ' ' $1,026

Total Inventory - Infrastrucfure Engineering _
Branch CPAF - $206,293




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
' BASE YEAR
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
~ Voice Communications Program Support,
0003L| SOW Reference 4.16 : ' _
_ Estimated Cost CPAF 18330 Hours $647,847
Award Fee CPAF 1 Lot $55,067
0003LA NIH Processing Fee NTE 0.5% of CPAF ‘ 83,515
Total Voice Communications Program
Support CPAF - $706,429
Cable Plant Management and. Services, SOW
0003M Reference 4.17 :
Estimated Cost CPAF 124,080 Hours $6,828,368
Award Fee CPAF 1 Lot £580,411
0003MA NTH Processing Fee NTE 0.5% of CPAF $37,044
Total Cable Plant Management and Services o '
CPAF $7,445,823
TASK C (SECTIONS 4.18) -
0004 | - ADP Operations, SOW Reference 4.18 ,
Estimated Cost : CPAF ~ 80,370 Hours  $4,071,524
Award Fee , CPAF 1 Lot $346,080
" 0004AB NIH Processing Fee NTE 0.5% of CPAF . $22,088
Total ADP Operations CPAF $4,439,692
TASK D (SECTIONS 4.19-4.26)-
Computer & Telecommunications Security
0005 Support.
- C&TS Program Management and Integratlon -
0005A| Support, SOW Reference 4.19
Estimated Cost CPAF 11,280 Hours ~ $8,933,476
Award Fee , CPAF 1 Lot  $759,345
0005AB NIH Processing Fee NTE 0.5% of CPAF $48,464
Total C&TS Security Support CPAF $9,741,286




-IMMIGRA'IIONS AND CUSTOMS ENFORCEMENT (ICE)
. OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
' BASE YEAR :
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
0005B | Security Policy, SOW Reference 4.20 , o
Estimated Cost CPAF - 7,050 Hours $391,898
Award Fee CPAF 1 Lc_)t $33,311
0005BA NIH Processing Fee NTE 0.5% of CPAF ‘ ‘ $2,126
Total Security Policy Support CPAF _ $427,336
_ Compliance and Oversight, SOW Reference
0005C| 4.21 - '
Estimated Cost ‘CPAF 77,550  Hours $3,098,464
Award Fee CPAF - 1 "Lot $263,369
0005CA NIH Processing Fee NTE 0.5% of CPAF $16,809
Total Compliance and Oversight CPAF ‘ $3,378,642
Information Security Training Education, and -
0005D| Awareness, SOW Reference 4.22 ¢ i : _
Estimated Cost ‘ CPAF 2,820 Hours $152,259
Award Fee CPAF 1 Lot - $12,942
0005DA NIH Processing Fee NTE 0.5% of CPAF | $826
Total Information Security Training
Education, and Awareness CPAF $166,027
0005E| Security Architecture, SOW Reference 4.23 . '
Estimated Cost CPAF 7,050 Hours $363,286
. Award Fee CPAF 1 Lot $30,879
000SEA NIH Processing Fee NTE 0.5% of CPAF $1,971
Total Security Architecture CPAF $396,136-
0005F| Security Operations, SOW Reference 4.24 .
Estimated Cost CPAF 28200  Hours $1,453,145
Award Fee CPAF 1 ‘Lot $123,517
0005FA NIH Processing Fee NTE 0.5% of CPAF ' ' ‘ $7,’883
Total Security Operations CPAF $1,584,546




 IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO) -
IT ENGINEERING SUPPORT SERVICES (ITESS)
BASE YEAR
- CLIN SUPPLIES/SERVICES - TYPE QTY. UNIT AMOUNT
: | Continuity Planmng for ICE Critical Assets
0005G | Sow Reference 4.25 ' _
Estimated Cost CPAF 4,230  Hours $237,594
Award Fee . CPAF <1 Lot $20,195
0005GA. NIH Processing Fee NTE 0.5% of CPAF ' $1,289
Total Continuity Planning for ICE Critical 3 :
Assets CPAF _ _ $259,078
National Security Systems (NSS) 'and' '
| Communications Security (COMSEC)
0005H | Management, SOW Reference 4.26
Estimated Cost ' - - CPAF 14,100 - Hours $823,060
Award Fee CPAF 1 Lot $69,960
0005HA NIH Processing Fee NTE 0.5% of CPAF $4,465
Total NSS and COMSEC Management CPAF _ $897.485
TASK E (SECTIONS 4.27-4.28)- .
: UNIX Systems & Database Administration
0006 Support
0006A UNIX Systems Support SOW Reference 4.27 _ :
- Estimated Cost __ CPAF 7,332 Hours - $335,395
Award Fee : -- - CPAF 1 Lot $28,509
0006AB NIH Processing Fee NTE 0.5% of CPAF . N . $1,820
Tota! UNIX Systems Support CPAF | $365,724
: ‘Database Administration Support, SOW -
0006B| Reference 4.28 , .
Estimated Cost ' . CPAF 29,187 Hours $293,472
 Award Fee ' CPAF 1 Lot $24,945
- 0006BA NIH Processmg Fee NTE 0.5% of CPAF - $1,592
Total Database Administration .Support CPAF _ $320,010



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE) |
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

Total Decision Support Systems Support
CPAF :

BASE YEAR
CLIN SUPPLIES/SERVICES ' TYPE QTY UNIT AMOUNT
| TASKF (SECTION 4.29)- -
0007 | Infrastructure Management Support
' IT Infrastructure Management Support, SOW
0007A | Reference 429 . = "
- Estimated Cost CPAF 14,100 * Hours , $1,253,975
Award Fee . CPAF = 1 Lot $106,588
0007AB NIH Processing Fee NTE 0.5% of CPAF | $6,803
' Total IT Infrastructure Manégement Support '
CPAF S : $1,367,366
TASK G (SECTION 4.30)-
0008 Technical Requirenﬁents (Optional Task)
0008A | Technical Requirements (Optional Task)
: Estimated Cost $2,413,073
Award Fee _ _ CPAF 1 Lot $205,111
0008AB NIH Processing Fee NTE0.5% of CPAF $13,091
Total Technical Requirements (Optional Task)
CPAF $2,631,275
TASK H (SECTION 4.31)-
0009 Decision Support Systems Support
: “Decision Support Systems Support, SOW
0009A | Reference 4.31 ‘
Estimated Cost CPAF 33,134  Hours $1,980,425
Award Fee , CPAF i Lot $168,336
0009AB NIH Processing Fee NTE 0.5% of CPAF $10,744

52,159,505




=

IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

"BASE YEAR '

CLIN| = SUPPLIES/SERVICES  ~ TYPE OQTY UNIT AMOUNT

Base Year - Systems Managemeht and Integration Program Summary g

Estimated Cost ) ,‘ $50,713,454
‘Target|Award Fee , ' - - $4,310,644
Total Estimated Cost Plus Award Fee : | $55,024,098
NTH Processing Fee NTE 0.5% of CPAF | o ‘ . $275,120

Base Year Total Estimated Cost : - , $55,299,218




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE) .
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT'SERVICES (ATESS)
OPTION1 :
" CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
1001 Contract and Task Order Management
Services - Contract Management SOW Para: ‘
“1001A0  4.1.1 o ' CPAF 1 Lot . NSP
B Services - Task Order Level Management 8 S
.-1001B| SOW Para: 4.1.2 ‘ ‘ CPAF 1 Lot . NSP
TASK A (SECTIONS 4.3 & 4.4)- . . | ‘
Systems Management, Integration and .
1002 Administration o
1002A!  Architecture Assprance, SOwW Referenqe 4.3 ,
Estimated Cost - CPAF 175,780 Hours  $8,031,553
Award Fee CPAF 1 Lot $682,682
1002AlA NTH Processing Fee NTE 0.5% of CPAF $43,571
| Total Architecture Assurance CPAF $8,757,806
. Architecture Engineering, SOW Reference
1002B| 44 . o C
" Estimated Cost ' . ' o .~ CPAF 38,540 ° Hours - $1,382,520
Award Fee o CPAF 1 - Lot $117,514
1002B/A NIH Processing Fee NTE 0.5% of CPAF- $7,500
" Total Architecture Engineering CPAF $1,507,534
_ TASK B (SECTIONS 4.5 - 4.17) - |
1003 Infrastructure Engineering
- 1003A| Network Engineering, SOW Reference - 4.5 _
' Estimated Cost . CPAF 54,520 Hours $6,402,624
Award Fee .CPAF 1 Lot = $544223



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 1
CLIN _ S_UPPLIES/SERVICES ' TYPE QTY . UNIT AMOUNT
1003A/A NIH Processing Fee NTE 0.5% of CPAF - $34,734

Total Network Engineering CPAF ' " $6,981,581




IMMIGRATIONS AND CUSTOMS_ ENFORCEMENT (ICE)
" OFFICE OF THE CHIEF INFORMATION OFFICER (OCI0O)
IT ENGINEERING SUPPORT SERVICES (ITESS) -

NIH Processing Fee NTE 0.5% of TCPAF

OPTION 1
CLIN SUP?LIES/SERVICES TYPE QIY UNIT AMOUNT
Logistics - Infrastructure Engineerling, SOwW o
1003B | Reference - 4.6 '
Estimated Cost - CPAF 9,024 Hours  $174,549
Award Fee _ . CPAF I Lot $14,837
1003BA! NIH Processing Fee NTE 0.5% of CPAF $947
Total Logistics - Infrastructure Engineering -
CPAF ‘ o $190,332
; ‘Network Monitoring, Performancei, and
1003C " |. Application Support, SOW Reference 4.7 . '
| Estimated Cost j CPAF 9,400 Hows  $741,677
~Award Fee | ? - CPAF 1" Lot $63,043
1003CA| NIH Processing Fee NTE 0.5% of CPAF $4,024
Total Network Monitoring, Performance &
Application Support CPAF $808,744
| Vi_de‘o Teleconferencing, SOW Reference
1003D | 4.8 DELETED ‘ _
Estimated Cost | S
Award Fee ‘ CPAF 1 Lot
1003]jA NIH Processing Fee NTE 0.5% of ACPAF
Total Video Teleconferencing CPAF .
| 1003E | Circuit Order Analysis, SOW Refe?rent’:e 4.9 -
| Estimated Cost o - CPAF 26320 Hours  $879,812
| Award Fee : CPAF 1~ Lot  $74784
' |
1003EA $4,773



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCl10)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 1

| .
CLIN SUPPLIES/SERVICES - TYPE QTY UNIT AMOUNT

Total Circhit Order Analysis CPAF ~$959,369

T
i




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 1 ;
CLIN SUPPLIES/SERVICES * TYPE OTY UNIT AMOUNT
1003F | Quality Assurance, SOW Reference 4.10
Estimated Cost i CPAF 6,580  Hours $266,411
Award Fee CPAF 1 Lot $22,645
1003FA NIH Processing Fee NTE 0.5% of CPAF $1,445
Total Quality Assurance CPAF | . $290,501
: Project Management Over51ght SOW
'1003G| Reference 4.11 , ‘ t
'+ Estimated Cost CPAF 3,760  Hours $175,615
Award Fee CPAF 1 Lot $14,927
1003GA NIH Processing Fee NTE 0.5% of CPAF - $953 .
Total Project Management Oversight CPAF $191,495
_ Project Managers - Infrastructu‘re'
1003H| Engineering, SOW Reference 4.12 _ .
Estimated Cost CPAF 16,920 Hours $910,053
Award Fee . CPAF 1 Lot $77,354
{003HA NIH Processing Fee NTE 0.5% of CPAF $4,937
Total Project Managers - Infrastructure
Engineering CPAF - $992,344




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCI0)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 1
CLIN SUPPLIES/SERVICES | TYPE OTY UNIT AMOUNT
International Office Support, SOW
10031 Reference 4.13 : '
Estimated Cost 7 CPAF 9,400 Hours $1,417,329
Award Fee = CPAF 1 = Lot £120,473
1003LA  NIH Processing Fee NTE 0.5% of CPAF '$7,689
Total International Office Support CPAF R . °$1,545,491
. Electronic Deployment, SOW Reférgnée
10037 414 S o _ | ‘
* Estimated Cost ‘_ CPAF 13,160 . Hours  $449,837
Award Fee ‘ _ CPAF 1 Lot '$38,236
1003JA NIH Processing Fee NTE 0.5% of CPAF . ‘ $2,440
Total Electronic Deployment CPAF | ,  $490,514
_ inventory - Infrastructure Engineering -
1003K]  Branch, SOW Reference 4.15 | | .
‘Estimated Cost ' CPAF 1,880 Hours $253,224
Award Fee . « CPAF 1 Lot - $21,524
1003KIA - NIH Processing Fee NTE 0.5% of CPAF : o ‘I $1,374
Total Inventory - Infrastructure Engineering. R .
- Branch CPAF : ' o - $276,122
. Voice Communications Program Support,
1003L| SOW Reference 4.16
Estimated Cost ' . CPAF 24440 Hours $880,015
Award Fee : "CPAF 1 Lot $74,801
© 1003LA NIH Processing Fee NTE 0.5% of CPAF | ' - 54,774
Total Voice Communications Program .
Support CPAF : 7 $959,590



-

IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

Total C&TS Security Support CPAF

OPTION 1
CLIN SUPPLIES/SERVICES IYPE QIY UNIT AMOUNT
| Cable Plant Management and Services, SOW

1003M  Reference 4.17- .
Estimated Cost CPAF ‘ 165,440 Hours $10,317,286
Award Fee CPAF . 1 Lot  $876969

1003MA NIH Processing Fee NTE 0.5% of CPAF | : $55,971
Total Cable Plant Management and Shcrvices { '
CPAF ‘ $11,250,227
TASK C (SECTIONS 4.18) -

1004 ADP Operations, SOW Reference 4.18

' Estimated Cost CPAF 107,160 Hours $4,551,981

Award Fee CPAF I Lot  $386,918

1004AB NIH Processing Fee NTE 0.5% of CPAF $24,694
Total ADP Operations CPAF $4,963,594
TASK D (SECTIONS 4.19-4.26)-

_ . Computer & Telecommunications

1005 | «Security Support '
C&TS Program Management and Integration ,

1005A| Support, SOW Reference 4.19
Estimated Cost CPAF 15,040 Hours 311,922,880
Award Fee CPAF 1 Lot $1,013,445

.1005AB NIH Processing Fee NTE 0.5% of CPAF  $64,682

$13,001,006




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
., IT ENGINEERING SUPPORT SERVICES (ITESS)

Security Operations, SOW Reference 4.24

OPTION 1 :
: . !
CLIN SUPPLIES/SERVICES TYPE  QTY UNIT AMOUNT
1005B| Security Policy, SOW Reference 4.20
Estimated Cost CPAF 9,400 - Hours $532.358
Award Fee CPAF 1 Lot $45,250
1005BA NIH Processing Fee NTE 0.5% of CPAF . $2,888
~ Total Security Policy Support CPAF $580,497
| Compliance and Oversight, SOW Reference
1005C| 4.21 : _
Estimated Cost - CPAF 103,400 Hours  $4,383,016
Awa}'d Fee CPAF 1 Lot $372,556
1005CA NIH Processing Fee NTE 0.5% of CPAF $23,778
Total Compliance and Oversight CPAF | $4,779,351
_ Information Security Training Education,
1005D| and Awareness, SOW Reference 4.22_
Estimated Cost CPAF 3,760  Hours $206,828
Award Fee CPAF 1. Lot $17,580
1005DA NIH Processing Fee NTE 0.5% of CPAF $1,122
Total Information Security Training ‘
Education, and Awareness CPAF $225,530
1005E | Security Architecture, SOW Reference 4.23 7
: Estimated Cost : CPAF 9,400 Hours  $507,076
Award Fee: CPAF 1.- Lot $43,101
“1005EA NIH Processing Fee NTE 0.5% of CPAF | $2,751
L Total Secun'ty Architecture CPAF $552,928
1005F |



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 1
CLIN ~ SUPPLIES/SERVICES TYPE ‘QTY UNIT AMOUNT
Estimated Cost - CPAF 37,600 - Hours $2,028,302
Award Fee CPAF - 1 Lot $172,406
1005FA | NIH Processing Fee NTE 0.5% of CPAF . $11,004

‘Total Security Operations CPAF ' : $2,211,711




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
' OPTION 1
CLIN SUPPLIES/SERVICES TYPE QTY -UNIT AMOUNT
: Contim_iity Planning for ICE Critical Assets,
1005G| Sow Reference 4.25 : :
Estimated Cost - CPAF 5,640 - _' Hours . $310,810 7
Award Fee - CPAF 1 Lot $26,419
1005GA NIH Processing Fee NTE 0.5% of CPAF $1,686
- Total Continuity Planning for ICE Critical '
Assets CPAF $338,915
National Security Systems (NSS) and |
Communications Security (COMSEC)
1005H| Management, SOW Reference 4.26 .
Estimated Cost CPAF 18,800 Hours $1,119,321
Award Fee CPAF 1 Lot $95,142
1005HA NIH Processing Fee NTE 0.5% of CPAF $6,072 -
Total NSS and COMSEC Management '
CPAF : $1,220,535
TASK E (SECTIONS 4.27-4.28)- ‘
UNIX Systems & Database .‘
1006 Administration Support '
: UNIX Systems Support, SOW Reference - '
10064 | 427 - : S N
- | Estimated Cost CPAF 9,776 _Hours $452,233.
Awa:;d Fee CPAF 1 - Lot '$38,440
1006AB NIH Processing Fee NTE 0.5% of CPAF $2,453
Total UNIX Systems Support CPAF $493,127 .
| Database Administration Support, SOW |
1006B | Reference 4.28 ‘ ' _
Estimated Cost CPAF 38916 Hours $1,180,563
Award Fee CPAF 1 Lot $100,348



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 1
. CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
1006BA NIH Processing Fee NTE 0.5% of CPAF -’ $6,405

Total Database Administration Support
CPAF _ ) $1,287,316




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
, OPTION 1
CLIN - SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
' TASK F (SECTION 4.29)- ~ _ | '
1007 Infrastructure Management Support
, IT Infrastructure Management Support,
1007A | SOW Reference 4.29 B
Estimated Cost CPAF I8,760 Hours - $924,659
Award Fee CPAF - 1 7 Lot $78,596
1007AB NIH Processing Fee NTE 0.5% of CPAF - , $5,016
- Total IT Infrastructure Management Support :
CPAF ‘ - $1,008,271
TASK G (SECTION 4.30)-
1008 Technical Requirements (Optional Task)
1008A | Technical Requirements (Optional Task)
Estimated Cost . $3,237,568
Award Fee o CPAF .1 + Lot $275;,193
1008AB NIH Proce_ssling Fee NTE 0.5% of CPAF 517,564
-Total Technical Requirements (Optional :
Task) CPAF _ $3,530,325
TASK H (SECTION 4.31)-
1009 Decision Support Systems Support
Decision Support Systems Support, SOW
1009A | Reference 4.31 | |
| Estimated Cost CPAF 44,180 Hours $2,579,898
| Award Fee - _ CPAF 1 Lot $219,291
1009AE NIH Processing Fee NTE 0.5% of CPAF $13,996
| Total Decision Support Systems Support
CPAF ' . ' - $2,813,185




' IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 1

CLIN SUPPLIES/SERVICES: TYPE OTY UNIT AMOUNT

Option|1 - Systems Management and Integration Program Summary

Estimated Cost ' $66,219,997

' Target Award Fee | $5,628,700
- Total Estimated Cost Plus Award Fee : . ‘ $71,848,697
NIH Prpcessing Fee NTE 0.5% of CPAF ' ' $359,243

Option |l Total Estimated Cost ' : ' $72,207,940




N

IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

4

OPTION 2
CLIN - SUPPLIES/SERVICES . - TYPE QOTY UNIT AMOUNT
2001 Contract and Task Order Management |
.| Services - Contract Management SOW Para: :
2001A[ 4.1.1 , CPAF 1 Lot NSP
| Services - Task Order Level Management - .
2001B| SOW Para: 4.1.2 L CPAF 1 Lot . NSP
| TASK A (SECTIONS 4.3 & 4.4) - -
L Systems Management, Integration and ‘
2002. | Administration S
2002A A:chitecture Assurance, SOW Reference 4.3 _ _
Estimated Cost- o - CPAF 175,780 Hours $8,153,535
. Award Fee CPAF 1 Lot  $693,050
2002AA NIH Processing Fee NTE 0.5% of CPAF $44,233
Total Architecture Assurance CPAF $8,890,818
Architecture Engineering, SOW Reference
2002B| 44 ‘ _ : ' . , : .
- Estimated Cost . ' -CPAF 38,540 . Hours $1,407,100
AwardFee . | " CPAF 1 Lot '$119,603
2002BA NIH Processing Fee NTE 0.5% of CPAF $7,634
' Total Architecture Engineering CPAF $1,534,337
TASK B (SECTIONS 4.5-4.17) - |
2003 Infrastructure Engineering
2003A| Network Engineering, SOW Reference - 4.5
Estimated Cost CPAF 54,520 Hours $6,452,020 .
Award Fee ‘ ' CPAF 1 Lot

$548,422



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

. OPTION 2
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
2003AM NIH Processing Fee NTE 0.5% of CPAF , $35,002

Total Network Engineering CPAF , $7,035,444




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

2003E,

OPTION 2
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
Logistics - Infrastructure Engineering, SOW
2003B| Reference-4.6
Estimated Cost CPAF 9,024 ~ Hours .$175,664
Award Fee CPAF 1 Lot $14,931
© 2003BA. NIH Processing Fee NTE 0.5% of CPAF ' $953
Total Logistics - Infrastructure Engineering .
CPAF ' $191,548
. Network Monitoring, Perfonnanée, and
2003C| Application Support, SOW Reference 4.7 o
Estimated Cost CPAF - 9,400 Hours $749,554
Award Fee CPAF 1 Lot $63,712
2003CA NIH Processing Fee NTE 0.5% of CPAF $4,066
Total Network Monttoring, Performance &
Application Support CPAF " $817,333
.~ Video TeIecohferéncing, SOW Reference
2003D| - 4.8 DELETED
Estimated Cost
Award Fee - CPAF 1 . Lot
2003DA NIH Processing Fee NTE 0.5% of CPAF
Total Video Teleconferencing CPAF
2003E|  Circuit Order Analysis, SOW Reference 4.9
Estimated Cost CPAF 26,320 Hours $895,820
Award Fee CPAF I ‘ Lot $76,145
NIH Processing Fee NTE 0.5% of CPAF $4,860



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
'OFFICE OF THE CHIEF. INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS) '
OPTION 2 '

CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
Total Circuit Order Analysis CPAF _ $976,825




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO) .
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 2
CLIN 'SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
' 2003F | Quality Assurance, SOW Reference 4.10
. Estimated Cost " ' CPAF 6,580  Hours  $271,179
Award Fee . R CPAF S| Lot  $23,050
2003FA| NIH Processing Fee NTE 0.5% of CPAF $1,471
Total Quality Assurance CPAF ' $295,700
: Project Management Oversight, SOW - v
2003G | Reference 4.11 | .
' Estimated Cost . CPAF 3,760 Hours $179,120
Award Fee ' : CPAF 1 Lot $15,225
' 2003GA NIH Précessing Fee NTE 0.5% of CPAF $972
' Total Project Management Oversight CPAF $195.317
.~ .. .| Project Managers - Infrastructure ‘
2003H | Engineering, SOW Reference 4.12° _
: Estimated Cost | o CPAF 16,920 Hours $928,275
Award Fee o ' CPAF 1 Lot  $78,903
2003HA NIH Processing Fee NTE 0.5% of CPAF $5,036
 Total Project Managers - Infrastructure
~ Engineering CPAF ' ' . $1,012,214
International Office Support, SOW
20031 Reference 4.13 ‘ o
Estimated Cost o . ' CPAF , 9,400‘ . Hours 31,424,951 ,
Award Fee. R ' CPAF 1 . Lot -$121,121
2003IA | NIH Processing Fee NTE 0.5% of CPAF - $7,730
- . $1,553,802

Total International Office Support CPAF



- IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE).r
. OFFICE OF THE CHIEF INFORMATION OFFICER (OClO)

_ IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 2
. : |
CLIN | SUPPLIES/SERVICES ‘ TYPE QTY UNIT AMOUNT '
.| Electronic Deployment, SOW Reference | :
20037 | 4.14 . K
Estirnated Cost | -CPAF 13,160 Hours $459,i55
Award Fee | ' - - CPAF 1 Lot $39,028
2'0031A NIH Processing Fee NTE 0,5% of CPAF 5 $2,491

Total Electronic Deployment CPAF ‘ 1 $500,674




- 2003L} SOW Reference 4.16

IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
~ ITENGINEERING SUPPORT SERVICES (ITESS) |
‘OPTION 2 R

' ) . i .
CLIN| ' SUPPLIES/SERVICES TYPE OQTY UNIT AMOUNT

: Inventory - Infrastructure Engineering f
2003K| Branch, SOW Reference 4.15

Estimated Cost CPAF 1,880 Hours $254,295

Award Fee CPAF 1 Lot $21,615
2003KA NIH Processing Fee NTE 0.5% of CPAF - $1,380

Total Inventory - Infrastructure Engineering o

Branch CPAF - $277,290

o e | - -

Voice Communications Program Support,

o !
Estimated Cost CPAF 24,440 Hours  $897,669

. Award Fee ‘ - CPAF 1 Lot  $76,302
2003LA NIH Processing Fee NTE 0.5% of CPAF ' i $4,870
Total Voice Communications Program l
Support CPAF . $978,840
. Cable Plant Managemenf and Services, SOW ' , !
2003M  Reference 4.17 ! .
Estimated Cost CPAF 165,440  Hours $10,373,719
Award Fee - CPAF 1 Lot $881,766
- 2003MA NIH Processing Fee NTE 0.5% of CPAF ; $56,277
Total Cable Plant Management and Services : ‘ 7
CPAF . $11,311,763

s f
_ _ — f
TASK C (SECTIONS 4.18) - | oy
_ | )
2004 | ADP Operations, SOW Reference 4.18° . I

. Estimated Cost CPAF 107,160 Hou}s $4,641,315
Award Fee . CPAF 1 Lot  $394,512

}
!
|

4 .




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS) .
OPTION 2

CLIN SUPPLIES/SERVICES TYPE oTY UNI"‘I' AMOUNT

2004AB NTH Processing Fee NTE 0.5% of CPAF o $25,179

Total ADP Operations CPAF | $5,061,006




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

NIH Processing Fee NTE 0.5% of CPAF

OPTION 2
CLIN SUPPLIES/SERVICES TYPE- QTY UNIT AMOUNT
TASK D (SECTIONS 4.19-4.26)- ;
. Computer & Telecommunications f
2005 Security Support !
i
C&TS Program Management and Integration :
2005A | Support, SOW Reference 4.19 v
Estimated Cost CPAF 15,040 Houris $11,935,243
Award Fee CPAF. 1 Lot $1,014,496
. | |
" 2005AB NIH Processing Fee NTE 0.5% of CPAF ; $64,749
' Total C&TS Security Support CPAF | $13,014,487
2005B | Security Policy, SOW Reference 4.20 - : ,
Estimated Cost CPAF 9,400 Howrs $542.953
Award Fee CPAF 1 L?t $46,151
| | ' o
2005BA NIH Processing Fee NTE 0.5% of CPAF - | $2,946
Total Security Policy Support CPAF | | $592,049
Compliance and Oversight, SOW Reference :
2005C| 4.21. : . .
' Estimated Cost CPAF 103,400 Hours $4,457,003
Award Fee CPAF 1 Lot $378,845
: |
2005C4 NIH Processing Fee NTE 0.5% of CPAF ’ $24,179
Total Compliance and Oversight CPAF 34,860,027
Information Security Training Education, |
2005D| and Awareness, SOW Reference 4.22 : .
Estimated Cost CPAF 3,760 . Hours  $210,944
Award Fee CPAF '1' Lot $17,930
2005DA $1,144



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
. IT ENGINEERING SUPPORT SERVICES (ITESS)
‘ OPTION 2 '

CLIN

, !
SUPPLIES/SERVICES TIYPE OTY UNIT AMOUNT

Total Information Security Training o
Education, and Awareness CPAF- - $230,018




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE) .
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

2005H4

NIH Processing Fee NTE 0.5% of CPAF

e 2 = ek

OPTION 2 ‘
"CLIN SUPPLIES/SERVICES TYPE ‘QTY UNIT AMOUNT
2005E | Security Architecture, SOW Reference 4.23 . :
’ Estimated Cost CPAF 9,400 Hours $517,170
Award Fee o CPAF . 1 L?t $43,959
2005EA NIH Processing Fee NTE 0.5% of CPAF - $2,806
* Total Security Architecture CPAF, . 1T $563,935
2005F | Security Operatxons SOW Reference 4.24 : .
* . | Estimated Cost - CPAF 37,600 Hours $2,068,682
Award Fee _ ' CPAF 1 Lot $1753838
- 2005FA  NIH Processing Fee NTE 0.5% of CPAF , $11,223
Total Security Operations CPAF . $2,255,742
Continuity Planmng for ICE Critical Assets ‘ !
2005G| Sow Reference 4.25 : B
' | Estimated Cost - n ~ CPAF 5640 ~Hows $317,027
Award Fee . CPAF 1 Lot $26,947
2005GA NIH Processing Fee NTE 0.5% of CPAF $1,720
Total Continuity Planning for ICE Critical _
Assets CPAF ' | $345,694
. ¥
National Security Systems (NSS) and
~ Communications Security (COMSEC)
2005H| Management, SOW Reference 4.26 o _ , :
Estimated Cost _ ‘ CPAF 18,800 . Hours $1,141,594
AwardFee a CPAF 1 - Lot  $97,035

$6,193



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCI10)
IT ENGINEERING SUPPORT SERVICES (ITESS) |
OPTION 2

CLIN ' SUPPLIES/SERVICES TYPE oTY UNIT AMOUNT

Total NSS and COMSEC Management * _
CPAF ' ' $1,244,822

¥ SR




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE) i
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

CPAF ' 7 f

OPTION 2
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
| i
TASK E (SECTIONS 4.27-4.28)- 'r
UNIX Systems & Database L.
2006 Administration Support - ! ‘ '
i~ UNIX Systems Support, SOW Reference
2006A | 4.27 . - | ‘
Estimated Cost CPAF 9,776 Hom;'s $461,204
. Award Fee CPAF 1 Lot  $39,202
2006AB - NIH Processing Fee NTE 0.5% of CPAF $2,502
| Total UNIX Systems Support CPAF '$502,909
| Database Administration Support SOwW
2006B Reference 4.28 _ _ : . .
* Estimated Cost, o CPAF 38916 /Hours $1,186,158
Award Fee |  CPAF 1 Lot $100,823
2006BA NIH Processing Fee NTE 0.5% of CPAF  $6,435
Total Database Administration Support |
$1,293,417




+

IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE) .
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 2 ‘
CLIN SUPPLIES/SERVICES : TYPE QTY UNIT AMOUNT
, TASK F (SECTION 4.29)- |
2007 Infrastructure Management Support
IT Infrastructure Management Support,
2007A | SOW Reference 4.29 .
| Estimated Cost CPAF 18,760 Hours  $943,087
Award Fee CPAF 1 L?t $80,162
2007AB “NIH Processing Fee NTE 0.5% of CPAF _ ' $5,116
Total IT Infrastructure Management Support (
CPAF . : | | $1,028,366
TASK G (SECTION 4.30)- ' ‘
2008 Technical Requirements (Optional Task)
2008A | Technical Requirements (Optional Task)
Estimated Cost C - $3,281,033
Award Fee CPAF 1 Lot $278,888
2008AB NIH Processing Fee NTE 0.5% of CPAF ; $17,800
Total Tlec.hnical Requirements (Optional : X
Task) CPAF ' $3,577,720
TASK H (SECTION 4.31)- | % ‘
2009 Decision Support Systems Support !
Decision Support Systems Support, SOW 1
2009A| Reference 4.31 : ! :
Estimated Cost : CPAF 44,180 Hours $2,630,957
Award Fee CPAF 1 Lot $223,631
2009AB NIH Processing Fee NTE 0.5% of CPAF : . $14,273
' Total Decision Support Systems Support ; . '
CPAF i 32,868,862
: _




i

IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)'

OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS) |
OPTION 2 : | ‘

CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT

Optaion 2 - Systems Management and Integration Program Summary

Estimated Cost

$66,956,426
Total Bstimated Cost Plus Award Fee $72,647,722

}
!
B | i
Target Award Fee - : _ . . i l - $5,691,296
:
)

NIH Processing Fee NTE 0.5% of CPAF | $363,239
Option|2 Total Estimated Cost | $73,010,961




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

i
|

OPTION 3 |
1
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
3001 Contract and Task Order Managem'ent }
! . . |
' - 1
Services - Contract Management SOW Para: :
3001A | 4.1.1 : CPAF 1 Iiot NSP
Services - Task Order Level Management - , i
3001B | SOW Para: 4.1.2 - CPAF 1 Lot NSP
TASK A (SECTIONS 4.3 & 4.4) - 5
Systems Management, Integration and {
3002 | Administration ' b
3002A | Architecture Assurance, SOW Reference 4.3 '
| Estimated Cost CPAF 175,780 Hours $8,279,661
Award Fee ' CPAF 1 ‘L‘[ot $703,771
3002AA! NIH Processing Fee NTE 0.5% of CPA_F ' $44,917
Total Architecture Assurance CPAF $9,028,349
Architecture Engineering, SOW Reference :
3002B | 44 . ' . . . i
Estimated Cost CPAF 38,540 Hours $1,432,848
Award Fee CPAF 1+ Lot $121,792
3002BA| NIH Processing Fee NTE 0.5% of CPAF $7,773
Total Architecture Engineering CPAF | $1,562,413
TASK B (SECTIONS 4.5-4.17) - P
3003 Infrastructure Engineering :
3003A | Network Engineering, SOW Reference - 4.5 'l

Estimated Cost ' CPAF
Award Fee CPAF

54,520
1

Hours $6,500,850

Lot

\
I
3

$552,572



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3

CLIN = = SUPPLIES/SERVICES TYPE  QTY UNIT AMOUNT
; .” . . ) - ' { l |

3003AA NIH Processing Fee NTE 0.5% of CPAF 835,267

Total Network Engineering CPAF | . $7,088,690

U e

U P




‘ IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
- OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS) i

NIH Processing Fee NTE 0.5% of CPAF

OPTION 3
CLIN SUPPLIES/SERVICES : TYPE QTY - UNiT AMOUNT
: Loglstlcs Infrastructure Engmeermg, SOwW , 4 |
" 3003B | Reference-4.6 ' . ) o
| Estimated Cost CPAF 9,024 - Hours  $176,745
Award Fee CPAF 1° Lot  $15023
3003BA NIH Processing Fee NTE 0.5% of CPAF $959
Total Logistics - Infrastructure Engineering .
CPAF ’ ’ : $192,727
: | Network Monitoring, Performance, and '
3003C | Application Support, SOW Reference 4. 7 '
Esttmated Cost CPAF 9,400 Hours $757,407
Award Fee CPAF 1 Lot $64,380
3003CA NIH Processing Feé NTE 0.5% of CPAF $4.109
Total Network Moriiton'ng, Performance &
Application Support CPAF $825,896
Video Teleconferencing, SOW Reference
3003D | 48 DELETED - .
Estimated Cost T
Award Fee CPAF 1 Iot
'“3003DA NIH Processing Fee NTE 0.5% of CPAF !
| Total Video Teleconferencing VCP.AF
3003E a Circuit Order Analy51s SOW Reference 4.9 - g
Estimated Cost B CPAF 26,320 . Hours $911,714
Award Fee ' CPAF 1 Lot $77,496
3003EA $4,946



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3
- CLIN _ SUPPLIES/SERVICES TYPE QTY  UNIT AMOUNT
Total Circuit Order Analysis CPAF ' $994,155
.3003F  Quality Assurance, SOW Reference 4.10 7

‘ Estimated Cost ‘ CPAF 6,580 Hours $275,893
Award Fee | CPAF 1 Lot - $23,451
3003FA NIH Processing Fee NTE 0.5% of CPAF - $1,497

Total Quality Assurance CPAF

$300,841




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
- OFFICE OF THE CHIEF INFQRMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
' OPTION 3
CLIN SUPPLIES/SERVICES TYPE  QTY  UNIT AMOUNT
' Project Management Oversight, SOW
3003G | - Reference 4.11.
Estimated Cost CPAF 3,760  Hours $182,699
Award Fee CPAF - 1 Lot  $15,529
3003GA NIH Processing Fee NTE 0.5% of CPAF $991
Total Project Manageméﬁt Oversight CPAF $199,219
Project Managers - Infrastructure 7
3003H| Engineering, SOW Reference 4.12
Estimated Cost CPAF 16,920 * Hours $946,780
Award Fee CPAF 1 Lot $80,476
3003HA NIH Processing Fee NTE 0.5% of CPAF $5,136
Total Project Managers - Infrastructure
Engineering CPAF $1,032,393
International Office Support, SOW |
30031 | Reference 4.13 :
' Estimated Cost CPAF 9,400 Hours $1,432,522
Award Fee CPAF 1 Lot $121,764
300314 NIH Processing Fee NTE 0.5% of CPAF $7,771
‘Total International Office Support CPAF $1,562,058
Electronic Deployment, SOW Reference
30037 | 4.14 :
Estimated Cost CPAF 13,160 Hours $468,396
Award Fee CPAF 1 Lot $39,814
' 3003JA NIH Processing Fee NTE 0.5% of CPAF $2,541
Total Electronic Deployment CPAF $510,751



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
’ OPTION 3
| CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
| Inventory - Infrastructure Engineering
- 3003K | Branch, SOW Reference 4.15 .. &
Eétimated.CoSt : o . CPAF 1,880 - Hours  $255,353
| Award Fee : CPAF 1 Lot  $21,705
3003KA NTH Processing Fee NTE 0.5% of CPAF - | $1,385
Total Inventory - Infrastructure Engineering ‘
| Branch CPAF ' ' o $278.443
" Voice Communications Program Support,
3003L. | SOW Reference 4.16 - . _
Estimated Cost CPAF 24,440 Hours $915,184 |
Award Fee | CPAF 1 Lot $77,791
3003LA NIH Processing Fee NTE 0.5% of CPAF | $4,965
Total Voice Communications Program :
Support CPAF : _ $997.939
Cable Plant Management and Services, SOW |
3003M| Reference4.17 : :
Estimated Cost CPAF 165,440 Hours $10,429,419
Award Fee ' CPAF 1 Lot  $886,501
3003MA NIH Processing Fee NTE 0.5% of CPAF $56,580 A
Total Cable Plant Management and Services . .
CPAF $11,372,500
TASK C (SECTIONS 4.18) - |
3604 ADP Operations, SOW Reference 4.18 | :
- Estimated Cost | ' ‘ CPAF 107,160 Hours $4,730,705
Award Fee o CPAF 1. Lot $402,110




' IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3
CLIN SUPPLI'ES/SERV_ICES_ - TYPE QTY UNIT AMOUNT
3004AB NIH Processing Fee NTE 0.5% of CPAF $25,664
| Total ADP Operations CPAF $5,158,479
TASK D (SECTIONS 4.19-4.26)- |
Computer & Telecommunications
3005 Security Support
C&TS Program Management and Integration
3005A| Support, SOW Reference 4.19 _ :
Estimated Cost CPAF 15,040 Hours $11,947,427
Award Fee ' "CPAF 1 Lot $1,015,531
3005AB NIH Processing Fee NTE 0.5% of CPAF $64,815
Total C&TS Security Support CPAF $13,027,773




1MMIGRATI_ONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3
CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
3005B | Security Policy, SOW Reference 4.20
Estimated Cost CPAF 9,400 - Hours  $553,467
Award Fee CPAF 1 Lot $47,045
3005BA NIH Processing Fee NTE 0.5% of CPAF $3,003
Total Security Policy Support CPAF | $603,515
| Compliance and Oversight, SOW Reference
3005C| 4.21 :
: Estimated Cost . CPAF ' 103,400 Hours $4,532,405
Award Fee CPAF 1 Lot $385,254
3005CA - NIH Processing Fee NTE 0.5% of CPAF $24,588
Total Compliance and Oversight CPAF $4,942 248
Information Security Training Education,
3005D| and Awareness, SOW Reference 4.22 ‘ h
- Estimated Cost CPAF 3,760 Hours  $215,022
Award Fee CPAF .1 - Lot $18,277
3005DA NIH Processing Fee NTE 0.5% of CPAF $1,166
Total Information Security Training
Education, and Awareness CPAF $234,465
3005E| Security Architecture, SOW Reference 4.23
Estimated Cost _ .~ CPAF 9,400 Hours  $527.534
Award Fee o CPAF 1 Lot $44,840
3005EA NIH Processing Fee NTE 0.5% of CPAF $2,862

Total Security Architecture CPAF

$575,237




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 3

CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT

3005F | Security Operations, SOW Referencc; 4.24

Estimated Cost - CPAF 37,600 Hours $2,110,135
Award Fee - o CPAF 1. Lot $179,361
3005FA NIH Processing Fee NTE 0.5% of CPAF _ $11,447

Total Security Operations CPAF ‘ $2,300,944




IMMIGRATIONS AND CUSTOMS ENFORCEMENT: (iCE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
: OPTION 3
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
Continuity Planning for ICE Critical Assets,
3005G| Sow Reference 4.25 -
Estimated Cost CPAF 5,640 . Hours  $323,165
Award Fee CPAF 1 Lot $27,469
3005GA NIH Processing Fee NTE 0.5% of CPAF §1,753
- Total Continuity Planning for ICE Critical '
Assets CPAF $352,387
N National Security Systems (NSS) and
Communications Security (COMSEC)
30054, Management, SOW Reference 4.26
Estimated Cost CPAF 18,800 Hours 31,164,415
Award Fee CPAF 1 Lot $98,975
3005HA NIH Processing Fee NTE 0.5% of CPAF $6,317
Total NSS and COMSEC Management
CPAF $1,269,707
TASK E (SECTIONS 4.27-4.28)-
UNIX Systems & Database
3006 Administration Support
UNIX Systems Support, SOW Reference
3006A| 427
Estimated Cost CPAF 9,776  Hours  $470,085
Award Fee CPAF 1 " Lot $39,957
3006AB NIH Processing Fee NTE 0.5% of CPAF $2,550
Total UNIX Systems Support CPAF $512,592
A Database Administration Support, SOW
3006B| Reference 4.28 -
Estimated Cost CPAF 38,916 Hours $1,191,873
Award Fee CPAF 1 Lot $101,309 -



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3
CLIN SUPPLIES/SERVICES B TYPE QTY UNIT AMOUNT
3006BA NIH Processing Fee NTE 0.5‘% of CPAF ' $6,466

|- Total Database };\dministratién Support

CPAF | . o . $1,299,648



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION QOFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 3

CLIN-| - SUPPLIES/SERVICES - IYPE QIY UNIT AMOUNT
TASK F (SECTION 4.29)- '

3007 °| Infrastructure Management Support

IT Infrastructure Management Support,
3007A | SOW Reference 4.29

Estimated Cost : a CPAF 18,760 Hours $961—,302

Award Fee : CPAF 1 Lot $81,711
3007AB NIH Processing Fee NTE 0.5% of CPAF . ‘ $5,215

Total IT Infrastructure Management . Support ) ’

CPAF ‘ . o $1,048,228

TASK G (SECTION 4.30)-

3008 Technical Requirements (Optional Task)
3008A | Technical Requirements (Optional Task)

Estimated Cost ' $3,324,761

Awal_'d Fee : CPAF 1 Lot  3$282.,605
3008AB NIH Processing Fee NTE 0.5% of CPAF - - . $18,037

Total Technical Requirements (Optional .

Task) CPAF $3,625,403

TASK H (SECTION 4.31)- |

3009 | Decision Support Systems Support
Decision Support Systems Support, SOW
3009A| Reference 4.31 ‘ - .
: Estimated Cost CPAF 44,180 Hours 52,682,335

Award Fee _ CPAF 1 Lot $227,999
3009AB NIH Processing Fee NTE 0.5% of CPAF | ' $14,552

Total Decision Support Systems Support |
CPAF . $2,924,886




- IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

CLIN

OPTION 3

SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT

Option 3 - Systems Management and Integration Program Summary

Estimated Cost $67,700,102
Target Award Fee | $5,754,509
Total Estimated Cost Plus Award Fee | $73,454,611
NIH Processing Fee NTE 0.5% of CPAF : | . $367,273

Option 3 Total Estimated Cost . $73,821,884




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 3

CLIN SUPPLIES/SERVICES " TIYPE QTY UNIT AMOUNT

3001 Contract and Task Order Management

Services - Contract Management SOW Para: .
3001A | 4.1.1 _ CPAF 1 Lot " NSP

_ Services - Task Order Level Management - _
3001B| SOW Para: 4.1.2 CPAF -1 - Lot NSP

TASK A (SECTIONS 4.3 & 4.4) -
Systems Management, Integration and
3002 Administration

3002A | Architecture Assurance SOW Reference 4.3

Estimated Cost CPAF 175,780 Hours $8,279,661
" Award Fee . - . CPAF 1 Lot = $703,771
3002AA NIH Processing Fee NTE 0.5% of CPAF _ . $44,917
' Total Architecture Assurance CPAF C $9,028,349
Architecture Engineering, SOW Reference '
3002B| 44 ' - _ ,
Estimated Cost CPAF 38,540 Hours $1,432,848
Award Fee CPAF 1 Lot  $121,792
3002BA NIH Processing Fee NTE 0.5% of CPAF - $7,773

Total Architecture Engineering CPAF $1,562,413

TASK B (SECTIQNS 4.5-4.17) -
3003 | Infrastructure Engineering

3003A | - Network Engineering, SOW Reference - 4.5 _
Estimated Cost CPAF 54,520 Hours $6,500,850
Award Fee CPAF . 1 Lot $552,572




- IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3
CLIN SUPPLIES/SERVICES ~*TIYPE = QTY UNIT AMOUNT
3003AlA NIH Processing Fee NTE 0.5% of CPAF - $35,267

Total Network Engineering CPAF © $7,088,690
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IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3
CLIN ' SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
Logistics - Infrastructure Engineering, Sow
3003B | Reference - 4.6 :
| Estimated Cost CPAF- 9,024 Hours $176,745
| Award Fee CPAF I Lot $15,023
3003BA| NIH Processing Fee NTE 0.5% of CPAF $959
. Total Logistics - Infrastructure Engineering '
CPAF ’ $192,727
_ Network Monit'o-f'ing, Performance, and
3003C | Application Support, SOW Reference 4.7
Estimated Cost CPAF 9,400 Hours $757,407
Award Fee CPAF 1 Lot $64,3380
3003CA| NIH Processing Fee NTE 0.5% of CPAF $4,109
Total Network Monitoring, Performance &
- Application Support CPAF $825,896
Video Teleconferencing, SOW Reference
3003D '| 4.8 DELETED
Estimated Cost .
Award Fee CPAF 1. Lot
3003DA] NIH Processing Fee NTE 0.5% of CPAF
Total Video Teleconferencing CPAF ’
3003E | Circuit Order Analysis, SOW Reference 4.9 ._
Estimated Cost CPAF 26,320 Hours $911,714
Award Fee CPAF 1 Lot - $77,496
3003EA| NIH Procéssing Fee NTE 0.5% of CPAF - $4,946




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
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OPTION 3

CLIN SUPPLIES/SERVICES TYPE OTY . UNIT AMOUNT
Total Circuit Order Analysis CPAF $994,155

'3003F | Quality Assurance, SOW Reference 4.10 _ .
Estimated Cost - ' o CPAF 6,580 Hours $275,893

Award Fee . CPAF 1 Lot $23,451

3003FA NIH Processing Fee NTE 0.5% of CPAF $1,497
" | Total Quality Assurance CPAF $300,841




IMMIGMTIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCI0)

IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3
CLIN SUPPLIES/SERVICES TYPE OQOTY UNIT AMOUNT
Project Management Oversight, SOW |
3003G | Reference 4.11 7
| Estimated Cost CPAF 3,760 Hours $182,699
Award Fee ) CPAF 1 Lot $15,529
3003GA NIH Processing Fee NTE 0.5% of CPAF $991
Total Project Management Oversight CPAF $199,2‘19
| Project Manégers - Infrastructure
3003H | Engineering, SOW Reference 4.12
Estimated Cost CPAF 16,920 Hours $946,780
Award Fee CPAF 1 Lot $80,476
3003HA NIH Processing Fee NTE 0.5% of CPAF $5,136
| Total Project Managers - Infrastructure ’
Engineering CPAF $1,032,393
. International Office Support, SOW
30031 | Reference 4.13
Estimated Cost CPAF 9,400 Hours $1,432,522
Award Fee CPAF 1 Lot $121,764
3003IA| NIH Processing Fee NTE 0.5% of CPAF $7,771
Total International Office Support CPAF $1,562,058
Electronic Deployment, SOW Reference
3003) | 4.14
' Estimated Cost CPAF 13,160 Hours $468,396
Award Fee CPAF 1 Lot $£39,814
3003JA| NIH Processing Fee NTE 0.5% of CPAF $2,541
Total Electronic Deployment CPAF $510,751




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIQ)
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OPTION 3
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
Inventory - Infrastructure Engineering
3003K| Branch, SOW Reference 4.15
| Estimated Cost - CPAF 1,880 Hours $255,353
Award Fee ] ' CPAF 1 Lot $21,705
3003KA NIH Processing Fee NTE 0.5% of CPAF $1,385
Total Inventory - Infrastructure Engineering
Branch CPAF ’ $278,443
Voice Communications Program Support,
3003L| SOW Reference 4.16
|  Estimated Cost o ‘ CPAF 24,440 Hours $915,184
~ Award Fee . _ CPAF 1 Lot $77,791
3003L.A NIH Processing Fee NTE 0.5% of CPAF $4,965
Total Voice Communications Program
Support CPAF $997,939
Cable Plant Management and Services, SOW
3003M| Reference 4.17 |
~ Estimated Cost CPAF 165,440 Hours $10?429,419
Award Fee - CPAF 1 Lot $886,501
3003MA NIH Processing Fee NTE 0.5% of CPAF $56,580
Total Cable Plant Management and Services .
CPAF ' $11,372,500
TASK C (SECTIONS 4.18) -
3004 | . ADP Operations, SOW Reference 4.18 _ o
Estimated Cost ' ] CPAF 107,160 Hours $4,730,705
1 Lot $402,110

" Award Fee ' CPAF



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
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IT ENGINEERING SUPPORT SERVICES (ITESS

OPTION 3 -
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
3004AB NIH Processing Fee NTE 0.5% of CPAF o ‘ : : .‘ $25,664
| Total ADP Operations CPAF - . $5,158,479

TASK D (SECTIONS 4.19-4.26)-
| Computer & Telecommunications ‘
3005 Security Support

C&TS Program Management and Integration
3005A | Support, SOW Reference 4.19

Estimated Cost | CPAF 15,040  Hours $11,947,427
Award Fee CPAF 1 Lot $1,015,531
3005AB NIH Processing Fee NTE 0.5% of CPAF | - $64,815

Total C&TS Security Support CPAF | 813027773




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIQ)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 3
CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
3005B| Security Policy, SOW Reference 4.20 ’
Estimated Cost CPAF 9,400 Hours $553,467
Award Fee CPAF 1 Lot $47,045
3005BA NIH Processing Fee NTE 0.5% of CPAF $3,003
Total Security Policy Support CPAF $603,515
- Compliance and Oversight, SOW Reference
3005C| 421 '
Estimated Cost CPAF 103,400 Hours $4,532,405
Award Fee CPAF 1 Lot - $385,254
3005CA NIH Processing Fee NTE 0.5% of CPAF . 524,588
' Total Compliance and Oversight CPAF $4.942,248
Information Security Training Education, ’
3005D| and Awareness, SOW Reference 4.22 ‘
Estimated Cost CPAF 3,760 Hours $215,022
Award Fee CPAF 1 Lot $18,277
3005DA " NIH Processing Fee NTE 0.5% of CPAF $1,166
Total Information Security Training R
Education, and Awareness CPAF $234.465
3005E | Security Architecture, SOW Reference 4.23 ﬂ |
Estimated Cost | CPAF 9,400 Hours $527,534
Award Fee CPAF | 1 Lot $44,840
3005EA NIH Processing Fee NTE 0.5% of CPAF $2;862
Total Security Architecture CPAF $575,237
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OPTION 3
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
3005F | Security Operations, SOW Reference 4.24
Estimated Cost CPAF 37,600 Hours $2,110,135
Award Fee CPAF 1 Lot  $179,361
3005FA NIH Process;in_g Fee NTE 0.5% of CPAF $11,447
Total Security Operations CPAF | $2,300,944




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)

OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3
CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
Continuity Planning for ICE Critical Assets,.
3005G | Sow Reference 4.25 |
Estimated Cost CPAF 5,640  Hours  $323,165
| Award Fee CPAF 1 Lot $27.469
3005GA NIH Processing Fee NTE 0.5% of CPAF $1,753
Total Continuity Plamﬁng for ICE Critical
Assets CPAF $352.387
National Security Systems (NSS) and
Communications Security (COMSEC)
3005H | Management, SOW Reference 4.26
Estimated Cost CPAF 18,800 Hours $1,164,415
: A_ward Fee CPAF 1 Lot $98,975
3005HA NIH Processing Fee NTE 0.5% of CPAF - $6,317
Total NSS and COMSEC Management 7
CPAF $1,269,707
TASK E (SECTIONS 4.27-4.28)-
UNIX Systems & Database
3006 Administration Support
' UNIX Systems Support, SOW Reference
3006A_ 427
' Estimated Cost " CPAF 9,776  Hours  $470,085
Award Fee CPAF 1 Lot $39,957
3006A8 NIH Processing Fee NTE 0.5% of CPAF $2,550
Total UNIX Systems Support CPAF $512,592
Database Administration Support, SOW
3006B.| Reference 4.28
. Estimated Cost CPAF 38,916 Hours $1,191,873
Award Fee CPAF 1 Lot $101,309




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 3
CLIN SUPPLIES/SERVICES TYPE QOTY UNIT AMOUNT
3006Ba NIH Processing Fee NTE 0.5% of CPAF | $6,466

Total Database Administration Support
CPAF - $1,299,648




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 3

CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT

TASK F (SECTION 4.29)-

3007 Infrastructure Management Support

IT Infrastructure Management Support,

3007A| SOW Reference 4.29 _ :

Estimated Cost , CPAF 18,760 Hours  $961,302

Award Fee ' , CPAF I Lot $81,711
3007AB NIH Processing Fee NTE 0.5% of CPAF , - §5,215

Total IT Infrastructure Management Support

CPAF : $1,048,228

TASK G (SECTION 4.30)-

3008 Technical Requirements (Optional Task)
3008A| Technical Requirements (Optional Task)

Estimated Cost ' - $3,324,761

Award Fee " CPAF 1 Lot  $282,605
3008AB NIH Processing Fee NTE 0.5% of CPAF | $18,037

Total Technical Requirements (Optional

Task) CPAF , ‘ $3,625,403

TASK H (SECTION 4.31)-

.3009 Decision Support Systems Support
‘Decision Support Systems Support, SOW
3009A| Reference 4.31

Estimated Cost . CPAF 44,180 Hours $2,682,335
Award Fee CPAF " 1. Lot $227,999
l 3009AB NIH Processing Fee NTE 0.5% of CPAF $14,552

Total Decision Support Systems Support
CPAF $2,924,886




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 3

CLIN SUPPLIES/SERVICES | TYPE QTY UNIT AMOUNT

Option 3 - Systems Management and Integration Program Summary

Estimated Cost - ‘ $67,700,102

Target|Award Fee | $5,754,509
Total Estimated Cost Plus Award Fee | - $73,454,611
NIH Processing Fee NTE 0.5% of CPAF _ . $367,273

Option 3 Total Estimated Cost - ' ' , $73,821.884




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 4

CLIN - SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT

4001 | Contract and Task Order Management

Services - Contract Management SOW Para:

4001A| 4.1.1- CPAF 1 Lot NSP
Services - Task Order Level Management -

4001B| SOW Para: 4.1.2 CPAF 1 Lot NSP
TASK A (SECTIONS 4.3 & 4.4) -

Systems Management, Integration and
4002 Administration

4002A| Architecture Assurance, SOW Reference 4.3

Estimated Cost CPAF 175,780 Hours - $8,408,843
Award Fee - CPAF 1 Lot $714,752
4002AA NIH Processing Fee NTE 0.5% of CPAF | $45,618
Total Architecture Assurance CPAF $9,169,212
' Architecture Engineering, SOW Reference
4002B| 4.4 : | |
Estimated Cost ‘ o CPAF 38,540 Hours $1,459,582
Award Fee ‘ ' CPAF o1 Lot - $124,065
4002BA NIH Processing Fee NTE 0.5% of CPAF _ $7,918
| Total Architecture Engineering CPAF $1,591,565-

TASK B (SECTIONS 4.5-4.17) - .
4003 Infrastructure Engineering

4003A| Network Engineering, SOW Reference - 4.5

Estimated Cost CPAF 54,520 Hours $6,552,127
Award Fee " CPAF 1 Lot $556,931




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIOQ)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 4
CLIN SUPPLIES/SERVICES TYPE OQTY UNIT AMOUNT
4003AA NIH Processing Fee NTE 0.5% of CPAF " $35,545

Total Network Engineering CPAF _ ' $7,144,603




| IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 4

CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT

Logistics - Infrastructure Engineering, SOW
4003B | Reference - 4.6 S :

Estimated Cost S - CPAF 9,024 Hours  $177,838

Award Fee CPAF 1 Lot $15,116
4003BA NIH Processing Fee NTE 0.5% of CPAF - §965

Total Logistics - Infrastructure Engineering -

CPAF $193,919

Network Monitoring, Perfo;'mance, and
4003C | Application Support, SOW Reference 4.7 _ , ,

.Estimated Cost . CPAF 9,400 Hours- §765,225

Award Fee CPAF 1 Lot  $65,044
4003CA NIH Processing Fee NTE 0.5% of CPAF $4,151

Total Network Monitoring, Performance &

Application Support CPAF $834,420

: Video Teleclonferencihg, SOW Reference

4003D | 4.8 DELETED :

Estimated Cost

Award Fee CPAF 1 Lot .
4003DA NIH Processing Fee NTE 0.5% of CPAF

Total Videb Teleconferencing CPAF
4003E | Circuit Order Analysis, SOW Reference 4.9

Estimated Cost CPAF 26,320 Hours $927,650

Award Fee CPAF 1 Lot $78,850
4003EA NIH Processing Fee NTE 0.5% of CPAF $5,032




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 4
CLIN SUPPLIES/SERVICES TYPE QIY UNIT AMOUNT
Total Circuit Order Analysis CPAF $1,011,532
4003F | Quality Assurance, SOW Reference 4.10 : _ ;.
' Estimated Cost CPAF =~ 6,580 Hours $280,772
- Award Fee ‘ - CPAF 1 . Lot $23,866
4003FA| NIH Processing Fee NTE 0.5% of CPAF $1,523

Total Quality Assurance CPAF

$306,160




- IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
~ OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

Total Electronic Deployment CPAF

OPTION 4 _
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
Project Management Oversight, SOW
4003G | Reference 4.11
Estimated Cost CPAF 3,760 Hours $186,350
Award Fee CPAF 1 ~ Lot $15,840
4003GA NIH Processing Fee NTE 0.5% of CPAF $1,011
Total Project Management Oversight CPAF $203,201
) Project Managers - Infrastructure
4003H | Engineering, SOW Reference 4.12
Estimated Cost CPAF 16,920 Hours $965,766
Award Fee CPAF 1 Lot $82,090
4003HA NIH Processing Fee NTE 0.5% of CPAF $5,239
Total Project Managers - Infrastructure -
Engineering CPAF $1,053,096
International Office Support, SOW
40031 Reference 4.13
Estimated Cost CPAF 9,400 Hours $1,440,455
Award Fee CPAF 1 Lot $122,439
40031A[° NIH Processing Fee NTE 0.5% of CPAF $7.814
Total International Office Support CPAF $1,570,708 -
4 Electronic Deployment, SOW Reference
4003 | 4.14 :
- Estimated Cost CPAF 13,160 Hours $477,456
Award Fee CPAF i Lot $40,584
4003JA] NIH Processing Fee NTE 0.5% of CPAF $2,590

$520,630




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
' OPTION 4
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
: Invehtory - Infrastructure Engineeﬁng '
4003K | Branch, SOW Reference 4.15 - '
Estimated Cost - ‘ _ CPAF 1,880 Houwrs  $256,458
Award Fee ° o - CPAF 1 Lot  $21,799
4003KA NIH Prdcessing Fee NTE 0.5% of CPAF $1,391
Total Inventory - Infrastructure Engineering
Branch CPAF $279,648
Voice Communications Program Support,
4003L | SOW Reference 4.16 : }
Estimated Cost ‘ CPAF 24,440  Hours  $933,512
Award Fee ' : CPAF 1 Lot $79,348
' 4003LA| NIH Processing Fee NTE 0.5% of CPAF $5,064
Total Voice Communications Program .
Support CPAF $1,017,924
Cable Plant Management and Services, SOW
4003M | Reference 4.17 ' _ .
Estimated Cost : CPAF 165,440  Hours $10,485,973
Award Fée : CPAF . 1 Lot $891,308
4003MA NIH Processing Fee NTE OLS%, of CPAF $56,836
Total Cable Plant Management and Services ,
CPAF o $11,434,167
TASK C (SECTIONS 4.18) -
4004 ADP Operations, SOW Reference 4.18 _ :
" Estimated Cost CPAF 107,160 Hours $4,820,758
Award Fee CPAF 1 Lot  $409,764



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION: OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 4 ~ -
CLIN SUPPLIES/SERVICES TYPE OQTY UNIT AMOUNT
" 4004AB NIH Processing Fee NTE 0.5% of CPAF $26,153
Total ADP Operations CPAF $5,256,675

4005 .

4005A

4005A1

TASK D (SECTIONS 4.19-4.26)--
Computer & Telecommunications
Security Support

C&TS Program Management and Integration

Support, SOW Reference 4.19

Estimated Cost : CPAF 15,040
Award Fee : CPAF 1

NIH Processing Fee NTE 0.5% of CPAF
Total C&TS Security Support CPAF

Hours $11,960,250
“Lot $1,016,621

$64,884
513,041,755




IMMIGRATIONS AND _CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCl10)

IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 4
CLIN SUPPLIES/SERVICES TYPE  QTY UNIT AMOUNT
4005B | Security Policy, SOW Reference 4.20 :
Estimated Cost CPAF 9,400 Hours $564,582
Award Fee CPAF 1 Lot $47,989
4005BA | NIH Processing Fee NTE 0.5% of CPAF $3,063
Total Security Policy Support CPAF $615,635
Compliance and Oversight, SOW Reference
4005C | 4.21 :
Estimated Cost CPAF 103,400 Hours $4,609,727
Award Fee CPAF 1 Lot $391,827
4005CA| NIH Processing Fee NTE 0.5% of CPAF $25,008
Total Compliance and Oversight CPAF $5,026,561
Information Security Training Education,
4005D | and Awareness, SOW Reference 4.22 .
Estimated Cost CPAF 3,760  Hours $219,346
- Award Fee CPAF 1 Lot $18,644
4005DA| NIH Processing Fee NTE 0.5% of CPAF $1,190
Total Information Security Training
Education, and Awareness CPAF $239,181
4005E | Security Architecture, SOW Reference 4.23 :
Estimated Cost CPAF 9,400 Hours $538,101
Award Fee CPAF 1 Lot $45,739
4005EA| NIH Processing Fee NTE 0.5% of CPAF $2,919
Total Security Architecture CPAF $586,759
4005F | Security Operations, SOW Reference 4.24




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 4

CLIN | ' SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT -
Estimated Cost CPAF 37,600 Hours $2,152,405
Award Fee CPAF 1 Lot $182,954

4005FA! NIH Processing Fee NTE 0.5% of CPAF IR $11,677

Total Security Operations CPAF - $2,347,036




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 4
CLIN® . SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
Continuity Planning for ICE Critical Assets,
4005G | Sow Reference 4.25 :
Estimated Cost CPAF, 5,640 Hours $329,588
Award Fee - CPAF 1. Lot  $28,015
4005GA NIH Processing Fee NTE 0.5% of CPAF | ' 4 $1,788
' Total Continuity Planning for ICE Crmcal , |
Assets CPAF . 4 ‘ $359,391
National Security Systems (NSS) and
.| Communications Security (COMSEC)
4005H | Management, SOW Reference 4.26 _ ‘
' Estimated Cost ax A CPAF 18,800 Hours $1,187,783
' Award Fee A - CPAF 1 - Lot $100,962
4005HA NIH Processing Fee NTE 0.5% of CPAF - $6,444
Total NSS and COMSEC Management '
CPAF ' _ $1,295,188
TASK E (SECTIONS 4.27-4.28)-
UNIX Systems & Database
- 4006 Administration Support
' UNIX Systems Support, SOW Reference
- 4006A | 4.27 o
Estimated Cost ~ CPAF 9,776  Hours  $479,484
Award Fee . CPAF - 1 © Lot $40,756
4'00l6AB‘ NIH Processing Fee NTE 0.5% of CPAF. . $2,601
Total UNIX Systems Support CPAF 7 $522,842
. Database Administration Support, SOW
4006B | Reference 4.28
Estimated Cost CPAF 38,916 Hours $1,197,803

Award Fee . . CPAF - 1" Lot $101,813



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 4
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
4006BA NIH Processing Fee NTE 0.5% of CPAF 7- : | $6,498

. Total Database Adnnmstratlon Support . '
CPAF - ‘ _ $1,306,114




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCI10)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 4
CLI‘i\I SUPPLIES/SERVICES TYPE QIY UNIT AMOUNT
TASK F (SECTION 4.29)- | |
4007 Infrastructure Management Support
IT Infrastructure Management Support
4007A| SOW Reference 4.29 .‘
Estimated Cost CPAF 18,760 Hours $979,353
Award Fee | : "~ CPAF 1 - Lot $83,245
4007AB NIH Processing Fee NTE 0.5% of CPAF $5,313
Total IT Infrastructure Management Support :
CPAF ' $1,067,911
TASK G (SECTION 4.30)- |
4008 Technical Requirements (Optional Task)
4008A| Technical Requirements (Optional Task)
~ Estimated Cost $3,368,595
Award Fee . : CPAF 1. Lot $286,331
4008AB NIH Processing Fee NTE 0.5% of CPAF $18,275
| Total Technical Requirements (Optional
Task) CPAF $3,673,200
TASK H (SECTION 4.31)-
4009 Decision Support Systems Support
Decision Support Systems Support SOW
4009A| Reference 4.31 ' . .
- |  Estimated Cost = o CPAF 44,180, Hours $2,735,956
Award Fee - L CPAF 1 Lot $232,556
4009AB NIH Processing Fee NTE 0.5% of CPAF $14,843

Total Decision Support Systems Support
CPAF '

$2,983,355




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 4

SUPPLIES/SERVICES IYPE QTY UNIT AMOUNT

Option|4 - Systems Management and Integration Program Summary

®
=
Z

Estimated Cost - - | $68,461,737
Target Award Fee 7 _ £5,819,248
Total Estimated Cost Plus Award Fee $74,280,984
NIH Prc')c’essing Fee NTE 0.5% of CPAF $371,405

Option 4 Total Estimated Cost - - $74,652,389




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 5
CLIN SUPPLIES/SERVICES ~ TYPE QTY UNIT AMOUNT
. 5001 | Contract and Task Order Management
Services - Contract Management SOW Para:
5001A | 4.1.1 - ‘ CPAF 1 Lot NSP
Services - Task Order Level Management -
5001B | SOW Para: 4.1.2 CPAF 1 Lot NSP
TASK A (SECTIONS 4.3r& 4.4) -
Systems Management, Integration and
5002 Administration
_SOOZA Architecture Assurance, SOW Reference 4.3 , , Y
'| Estimated Cost CPAF 175,780 Hours $8,542,699
Award Fee _ CPAF 1 Lot  §726,129
5002AA NIH Processing Fee NTE 0.5% of CPAF $46,344
- Total Architecture Assurance CPAF $9,315,173
Architecture Engineering, SOW Reference
5002B | 44 | -
Estimated Cost CPAF 38,540 Hours $1,487,188
Award Fee ' CPAF 1 Lot §$126,411
5002BA.  NIH Processing Fee NTE 0.5% of CPAF $8,068
" Total Architecture Engineering CPAF $1,621,667
'TASK B (SECTIONS 4.5-4.17) -
5003 | Infrastructure Engineering
5003A | Network Engineering, SOW Reference - 4.5
Estimated Cost CPAF 54,520 Hours $6,607,580
Award Fee CPAF 1 Lot 3$561,644



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE).
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 5
- CLIN - SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
S003AA NIH Processing Fee NTE 0.5% of CPAF - $35,846

Total Network Engineering CPAF ‘ $7,205,070




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 5
CLIN SUPPLIES/SERVICES | TYPE QTY-  UNIT AMOUNT
- Logistics - Infrastructure Engineering, SOW
5003B | Reference - 4.6 _ . .
Estimated Cost . CPAF 9,024 Hours  $178,967
Award Fee : CPAF 1 Lot $15,212
5003BA| NTH Processing Fee NTE 0.5% of CPAF $971
| ' Total Logistics - Infrastructure Engineering -
CPAF $195,150
Network Monitoring, Performance, and
5003C | Application Support, SOW Reference 4.7
Estimated Cost CPAF 9,400 Hours  $773,429
Award Fee ' CPAF 1 Lot $65,741
5003CAl NIH Processing Fee NTE 0.5% of CPAF $4,196
' Total Network Monitoring, Performance & '
Application Support CPAF $843,366
Video Teleconferencing, SOW Reference
5003D | 4.8 DELETED -
Estimated Cost . .
Award Fee ' CPAF. 1 Lot
5003DA NIH Processing Fee NTE 0.5% of CPAF
| Total Video Teleconferencing CPAF
5003E | Circuit Order Analysis, SOW Reference 4.9 '
Estimated Cost CPAF 26,320 Hours $944,677
- Award Fee | CPAF | Lot $80,298
5003EA| NIH Processing Fee NTE 0.5% of CPAF $5,125



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
- IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 5

CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
Total Circuit Order Analysis CPAF $1,030,100

5003F | Quality Assurance, SOW Reference 4.10
Estimated Cost CPAF 6,580 Hours  $286,009
- Award Fee CPAF 1 Lot $24,311
5003FA NIH Processing Fee NTE 0.5% olf CPAF $1,552
Total Quality Assurance CPAF $311,871




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
. IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 5
- CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
Project Management Oversi ght SOW .
5003G | Reference 4.11 .
Estimated Cost CPAF 3,760 Hours $190,089
Award Fee CPAF 1 Lot $16,158
5003GA NIH Processing Fee NTE 0.5% of CPAF $1,031
Total Project Management Oversight CPAF $207,278
Project Managers - Infrastructure
5003H | Engineering, SOW Reference 4.12
Estimated Cost CPAF 16,920 Hours $985,081
Award Fee CPAF 1 Lot  $83,732
5003HA NIH Processing Fee NTE 0.5% of CPAF $5,344
Total Project Managers - Infrastructure
Engineering CPAF $1,074,157
. International Office Support, SOW |
50031 Reference 4.13 ‘
Estimated Cost CPAF 9,400 Hours $1,449,031
Award Fee CPAF 1 Lot $123,168
50031A! - NIH Processing Fee NTE 0.5% of CPAF $7,861
Total International Office Support CPAF $1,580,060
Electromc Deployment, SOW Reference
50037 | 4.14 _
Estimated Cost CPAF 13,160 Hours $486,991
Award Fee CPAF I3 Lot 541,394
5003JA NIH Processing Fee NTE 0.5% of CPAF $2,642
Total Electronic Deployment CPAF $531,027




- IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
- OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
o - OPTION 5
CLIN SUPPLIES]SERVICES : TYPE QOTY UNIT AMOUNT
" Inventory - Infrastructure Engineering
5003K ; Branch, SOW Reference 4.15
Estimated Cost CPAF 1,880 Hours - $257,647
Award Fee CPAF 1+ Lot $21,900
5003KA NIH Processing Fee NTE 0.5% of CPAF 51,398
' Total Inventory - Infrastructure Engineering ¢ o
Branch CPAF $280,944
Voice Communications Program Support,
5003L | SOW Reference 4.16 - .
| Estimated Cost CPAF 24,440 = Howrs  $953,224
" Award Fee CPAF « 1. Lot $81,024
5003LA NIH Processing Fee NTE 0.5% of CPAF 85,171
~Total Voice Communications Program
Support CPAF $1,039,419
Cable Plant Management and Services, SOW |
5003M| Reference4.17 ' ‘
Estimated Cost CPAF 165,440 Hours $10,546,581
Award Fee CPAF 1 Lot = $896,459
5003M|A NIH Processing Fee NTE 0.5% of CPAF $57,215
Total Cable Plant Management and Services :
CPAF ' $11,500,256
TASK C (SECTIONS 4.18) -
5004 ADP Operations, SOW Reference 4.18 _
Estimated Cost CPAF 107,160 Hours $4,916,134
Award Fee CPAF- 1 - Lot $417,871



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)

IT ENGINEERING SUPPORT SERVICES (ITESS)

— OPTION 5

CLIN S=UPP'LIES/SERVICES TYPE QTY UNIT AMOUNT

5004AB NIH Processing Fee NTE 0.5% of CPAF $26,670
Total ADP Operations CPAF $5,360,676
TASK D (SECTIONS 4.19-4.26)-

- | Computer & Telecommunications

5005 Security Support
C&TS Program Management and Integration

5005A| Support, SOW Reference 4.19
Estimated Cost - CPAF - 15,040 Hours $11,974,115
Award Fee CPAF 1 Lot $1,017,800

5005AB NIH Processing Fee NTE 0.5% of CPAF $64,960
Total C&TS Security Support CPAF $13,056,874




~ IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 5
CLIN ~ SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
5005B | Security Policy, SOW Reference 4.20 ‘
Estimated Cost . CPAF 9400 Hours $576,585
Award Fee o : CPAF 1 Lot $49.010
5005BA NIH Processing Fee NTE 0.5% of CPAF $3,128
Total Security Policy Support CPAF ‘ $628,722
Compliance and Oversight, SOW Reference
5005C| 4.21 | | ' , .
Estimated Cost . CPAF 103,400 Hours $4,688,116
Award Fee : . . CPAF 1 Lot  $398,490
5005CA NTH Processing Fee NTE 0.5% of CPAF | $25,433

" Total Compliance and Oversight CPAF ' : $5,112,038

Information Security Training Education,
50050 and Awareness, SOW Reference 4.22

Estimated Cost | CPAF 3,760 Hours  $224,009
Award Fee - o CPAF . 1 Lot  $19,041
50050A NIH Processing Fee NTE 0.5% of CPAF S ' $1,215

_Total Information Security Training _
Education, and Awareness CPAF , $244,265

5005E  Security Architecture, SOW Reference 4.23

Estimated Cost . " CPAF 9400 Hours $548,841
Award Fee ' CPAF 1 Lot $46,651
5005EA NTH Processing Fee NTE 0.5% of CPAF - $2,977

Total Security Architecture CPAF $598,470
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OPTION 5
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5005F Sécur'ity Operations, SOW Referénce 4.24 : L
Estimated Cost CPAF 37,600 Hours $2,195,362
Award Fee , CPAF 1 Lot $186,606
5005FA NIH Processing Fee NTE 0.5% of CPAF ' $11,910 °

Total Security Operations CPAF : ' $2,393,877




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
. IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 5
CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
Continuity Planning for ICE Critical Assets,
5005G| Sow Reference 4.25 : |
Es‘gimated Cost CPAIj” 5,640 Hours  $336,603
Award Fee CPAF 1 Lot $28,611
5005GA. NIH Processing Fee NTE 0.5% of CPAF $1,826
Total Continuity Planning for ICE Critical
Assets CPAF ‘ $367,041
National Security Systems (NSS) and
Communications Security (COMSEC)
50054 Management, SOW Reference 4.26 \ .
Estimated Cost CPAF 18,800 - Hours $1,211,517
Award Fee CPAF 1 Lot $102,979
5005HA NIH Processing Fee NTE 0.5% of CPAF $6,572
Total NSS and COMSEC Management
CPAF $1,321,069
TASK E (SECTIONS 4.27-4.28)-
- UNIX Systems & Database
5006 Administration Support
UNIX Systems Support, SOW Reference
5006A 4.27
Estimated Cost - CPAF 9,776 Hours  $489,476
Award Fee " CPAF 1 Lot $41,605
5006AB NIH Processing Fee NTE 0.5% of CPAF $2,655
Total UNIX Systems Support CPAF $533,737
" Database Administration Support, SOW
5006B .. Reference 4.28
~ Estimated Cost CPAF 38,916 - Hours $1,203,923
Award Fee CPAF 1- Lot $102,333




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 5
CLIN SUPPLIES/SERVICES TYPE OQTY UNIT AMOUNT
5006BA NIH Processing Fee NTE 0.5% of CPAF | $6,531

Total Database Administration Support
CPAF $1,312,788




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS) -
OPTION S
CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
TASK F (SECTION 4.29)-
5007 Infrastructure Management Support
. IT Infrastructure Management Support,
5007A| SOW Reference 4.29 _
| Estimated Cost _‘ CPAF 18,760 Hours  $998,326
Award Fee ~ ' " CPAF 1 Lot  $84,858 -
5007AB NIH Processing Fee NTE 0.5% of CPAF | | $5416
Total IT Infrastructure Management Support Co ' :
CPAF ' $1,088,600
TASK G (SECTION 4.30)-
5008 Technical Requirements (Optional Task)
5008A  Technical Requirements (Optional Task)
Estimated Cost - ‘ $3,413,982
Award Fee o CPAF 1 Lot  $290,188
5008AB NIH Processing Fee NTE 0.5% of CPAF | $18,521
Total Technical Requirements (Optional -
Task) CPAF : $3,722,691
TASK H (SECTION 4.31)-
5009 Decision Support Systems Support
Decision Support Systems Support, SOW '
5009A  Reference 4.31
Estimated Cost . CPAF 44,180 Hours $2,792,979
Award Fee } CPAF 1 Lot ~ $237,403
5009AB NIH Processing Fee NTE 0.5% of CPAF $15,152
- Total Decision Support Systems Support . :
CPAF . $3,045,534




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 5

CLIN . SUPPLIES/SERVICES TYPE 'OTY UNIT AMOUNT

~ Option|5 - Systems Management and Integration Program Summary

Estimated Cost ' | $69,259,160
Target Award Fee ‘ o $5,887,029
Total Estimated Cost Plus Award Fee $75,146,188
NIH Prpcessing Fee NTE 0.5% of CPAF | ‘ 7 ' $375,731

Option|5 Total Estimated Cost ’ $75,521,919




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 6
CLIN SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT
6001 (_Ionfract and Task Order Management
Services - Contract Management SOW Para:
6001A| 4.1.1 ‘ CPAF 1 Lot NSP
Services - Task Order Level Management -
6001B| SOW Para: 4.1.2 CPAF 1 Lot NSP
TASK A (SECTIONS 4.3 & 4.4) -
o Systems Management, Integration and
6002 Administration
6002A  Architecture Assurance, SOW Reference 4.3 o '
Estimated Cost CPAF 43,240 . Hours 33,456,144
Award Fee CPAF 1 Lot  $293,772
6002AlA NIH Processing Fee NTE 0.5% of CPAF $18,750
Total Architecture Assurance CPAF $3,768,666
Architecture Engineering, SOW Reference
'6002B 4.4 ' _
Estimated Cost CPAF 10,340 Hours  $876,804
Award Fee CPAF 1 Lot $74,528
6002BA NIH Processing Fee NTE 0.5% of CPAF $4.757
Total Architecture Engineering CPAF $956,089
. TASK B (SECTIONS 4.5 -4.17) -
6003 Infrastructure Engineering
6003A  Network Engineering, SOW Reference - 4.5
Estimated Cost CPAF 13,630 Hours $1,665,270
Award Fee CPAF 1 Lot 5141,548



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 6
CLIN ) SUPPLIES/SERVICES TYPE ° QTY UNIT AMOUNT
6003AA NIH Processing Fee NTE 0.5% of CPAF : $9,034

Total Network Engineering CPAF $1,815,852




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCI0)
‘IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 6
CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
| Logistics - Infrastructure Engineering, SOW
6003B | Reference - 4.6 _
Estimated Cost CPAF 2,256  Hours $71,705
Award Fee CPAF "1 Lot $6,095
6003BA NIH Processing Fee NTE 0.5% of CPAF $389
Total Logistics - Infrastructure Engineering
CPAF : $78,189
Network 'Monitoring, Performance, and
6003C Application Support, SOW Reference 4.7
: Estimated Cost ' ' CPAF 2,350 Hours $221,804
| - Award Fee CPAF 1 Lot $18,853
6003CA NIH Processing Fee NTE 0.5% of CPAF $1,203
| Total Network Monitoring, Performance &
Application Support CPAF $241,861
" Video Teleconferencing, SOW Reference
60030 4.8 DELETED
Estimated Cost
Award Fee CPAF 1 Lot
6003DA NIH Processing Fee NTE 0.5% of CPAF
Total Video Teleconferencing CPAF
6003  Circuit Order Analysis, SOW Reference 4.9
Estimated Cost CPAF 6,580 Hours  $236,940
Award Fee CPAF 1 Lot $20,140
6003FA NIH Processing Fee NTE 0.5% of CPAF $1,285




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCI0O)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 6
CLIN SU_PPLIES/ SERVICES TYPE OTY UNIT AMOUNT
Total Circuit Order Analysis CPAF ' $258,365
6003F | Quality Assurance, SOW Reference 4.10 _
Estimated Cost CPAF 1,645  Hours $85,826
Award Fee CPAF 1 Lot $7,295
6003FA NIH Proéessing Fee NTE 0.5% of CPAF $466

Total Quality Assurance CPAF

$93,587




IMI\/IIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
. OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO})
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 6
CLIN SUPPLIESI SERVICES :TYPE OTY UNIT AMOUNT
Project Management Oversight, SOW
6003G| Reference 4.11
Estimated Cost CPAF . 940 Hours $48,475
Award Fee CPAF 1 Lot - $4,120
6003GA NIH Processing Fee NTE 0.5% of CPAF $263
Total Project Management Oversight CPAF $52,859
Project Managers - Infrastructure
6003H - Engineering, SOW Reference 4.12
Estimated Cost CPAF 4229 Hours $294,670
Award Fee CPAF 1. Lot $25,047
6003HA NIH Processing Fee NTE 0.5% of CPAF $1,599
Total Project Managers - Infrastructure
Engineering CPAF $321,315
International QOffice Support, SOW
60031] Reference 4.13
Estimated Cost CPAF 2350 Hours $364,331
Award Fee CPAF 1 Lot $30,968
6003JA NIH Processing Fee NTE 0.5% of CPAF 81,976
Total International Office Support CPAF $397,276
Electronic Deployment, SOW Reference
6003 4.14 : _
Estimated Cost CPAF 3,290 Hours  $124,185
Award Fee CPAF 1 Lot $10,556
6003JA NIH Processing Fee NTE 0.5% of CPAF $674
Total Electronic Deployment CPAF $135,415




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (0OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 6
CLIN SUPPLIES/SERVICES TYPE OTY UNIT AMOUNT
Ihventory - Infrastructure Engineering
6003K  Branch, SOW Reference 4.15
Estimated Cost CPAF Hours $64,702
Award Fee . CPAF Lot $5,500
- 6003KA NIH Processing Fee NTE 0.5% of CPAF $351
Total Inventory - Infrastructure Engineering
- Branch CPAF $70,552
| Voice Communications Program Support,
60031 SOW Reference 4.16 _
Estimated Cost CPAF Hours  $243,084
Award Fee _ CPAF Lot = $20,662
60031A NIH Processing Fee NTE 0.5% of CPAF $1,319
Total Voice Communications Program
Support CPAF $265,064
- ‘Cable Plant Management and Services, SOW
6003M Reference 4.17 _ .
' Estimated Cost _ CPAF Hours $2,713,316
- Award Fee : : CPAF Lot  $230,632
6003MA NIH Processing Fee NTE 0.5% of CPAF $14,720
Total Cable Plant Management and Services
CPAF : ' $2,958,668
TASK C (SECTIONS 4.18) -
6004 ADP Operations, SOW Reference 4.18 ‘
Estimated Cost CPAF Hours $1,363,057
Award Fee CPAF Lot $115,860



-

IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 6
CLIN '~ SUPPLIES/SERVICES TYPE  QTY UNIT AMOUNT
6004AB NTH Processing Fee NTE 0.5% of CPAF $7,395
Total ADP-Operations CPAF - $1,486,311

TASK D (SECTIONS 4.19-4.26)-
Computer & Telecommunications
6005 Security Support

N C&TS Program Management and Integration
6005A]  Support, SOW Reference 4.19

Estimated Cost CPAF 3,760 Hours $2,996,879
Award Fee : CPAF 1 Lot $254,735
6005AB NIH Processing Fee NTE 0.5% of CPAF $16,258

Total C&TS Security Support CPAF : $£3,267,871




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 6
CLIN | SUPPLIES)SERVICES " TYPE QTY UNIT AMOUNT
6005B ~ Security Policy, SOW Reference 4. 20
-Estimated Cost CPAF 2,350 Hours $147,031 "~
Award Fee - ‘ : CPAF 1 Lot $12,498
 6005BA NIH Processing Fee NTE 0.5% of CPAF R $798
Total Security Policy Support CPAF . $160,326
Compliance and Oversxght SOW Reference
6005C| 421 - -
" Estimated Cost o ' CPAF = 25,855 Hours $1,299,740.
Award Fee ' 'CPAF. 1 Lot $110478
6005CIA NIH Processing Fee NTE 0.5% of CPAF T 87,081
Total Compliance and Oversight CPAF | © o $1,417,269
. Information Security Training Education, :
6005D  and Awareness, SOW Reference 4.22 _ ' v _
Estimated Cost , CPAF 940 Hours $57,123
‘ Awai'd Fee ' . CPAF 1 - Lot $4,855
" 6005DA NIH Processmg Fee NTE 0.5% of CPAF o ' o $310

Total lnformatlon Security Trammg a
Education, and Awareness CPAF | | $62,289

6005E. Security Architecture, SOW Reference 4.23,

Estimated Cost CPAF 27350 Hours ~$139,951
AwardFee ~ CcPAF . 1 Lot $11,89%
600SEA NIH Processing Fee NTE 0.5% of CPAF - - - 8759

Total Security Architecture CPAF , S $152,606




" IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
1T ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 6
CLIN 'SUPPLIES/SERVICES TYPE OQTIY UNIT AMOUNT
6005F | Security O_peratidhs, SOW Reference 4:24
Estimated Cost ~ CPAF 9,400 Hours $559,805
Award Fee CPAF 1 Lot  $47,583
600SFA NIH Processing Fee NTE 0.5% of CPAF £ §3,037
$610,425

Total Security Operations CPAF




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE) U
OFFICE OF THE CHIEF INFORMATION OFFICER (OCI0)
IT ENGINEERING SUPPORT SERVICES (ITESS)
OPTION 6
- CLIN ‘ SUPPLIES/SERVICES TYPE QTY UNIT | AMOUNT
~ Continuity _Plannin“g for ICE Critical Asseis,
6005G| Sow Reference 4.25 ‘ 7
Estimated Cost- CPAF 1,410 Hours  $85,838
Award Fee CPATF 1 = Lot $7,296
|6005G/A NTH Processing Fee NTE 0.5% of CPAF $466
Total Continuity Planning for ICE-Critical :
Assets CPAF $93,600
‘National Security Systems (NSS) and
. Communications Security (COMSEC)
' 6005H Management, SOW Reference 4.26 -
Esﬁmated Cost CPAF 4,700 Hours $308,950
Award Fee CPAF 1 Lot $26,261
600SHA NIH Processing Fee NTE 0.5% of CPAF $1,676
' Total NSS and COMSEC Management - .
CPAF | ~ $336,887
TASK E (SECTIONS 4.27-4.28)-
.| -UNKX Systems & Database
6006 Administration Support
' UNIX Systems Support, SOW Reference
6006A 4.27 : :
Estimated Cost CPAF 2,444 - Hours $126,486
Award Fee CPAF 1 Lot $10,751
6006AB NIH Processing Fee NTE 0.5% of CPAF " $686
Total UNIX Systems Support CPAF . $137,923
o Database Administration 'Suppoft, SOW |
6006B  Reference 4.28 :
' Estimated Cost CPAF 9,724 Hours  $509,430
Award Fee - CPAF 1 Lot  $43,302



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)

OPTION 6
CLIN SUPPLIES/SERVICES  TYPE . OTY UNIT AMOUNT
6006BA NIH Processing Fee NTE 0.5% of CPAF 82,764

Total Database Administration Support , .
CPAF B . $555,496




13 }
IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)‘ :
‘OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
: OPTION 6
CLIN SUPPLIES/SERWCES TYPE OTY ‘ UNIT AMOUNT
TASK F (SECTION 4.29)-
'6007 | . Infrastructure Management Support
. IT Infrastructure Management Support,
6007A SOW Reference 4.29 o | :
Estimated Cost CPAF 4,700 Hours $258,441
Award Fee : - 'CPAF 1 Lot $21,967
6007AB NIH Processing Fee NTE 0.5% of CPAF $1,402
‘ Total IT Infrastructure Management Suppdrt :
CPAF : $281,810
TASK G (SECTION 4.30)-
‘6‘008 ’Techmcal Reqmrements (Optional Task)
6008A  Technical Requirements (Optlonal Task)
Estimated Cost o $872,311
Award Fee . . - CPAF 1 Lot  $74,146
6008AB NIH Processing Fee NTE 0.5% of CPAF $4,732
Total Technical Requirements (Optional ‘
Task) CPAF - $951,190
TASK H (SECTION 4.31)-
6009 Decision Support Systems Support
‘ Decision Support Systems Support SOW
6009A Reference 4.31 , _
Estimated Cost o _ CPAF . 11,045 Hours $71 1,464
Award Fee I CPAF 1. . Lot $60,474
6009AB NIH Processing Fee NTE 0.5% of CPAF $3.860
Total Decision Suppdrt-.Systems Support |
CPAF $775,798



IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING.SUPPORT SERVICES (ITESS)

OPTION 6 :

CLIN| = SUPPLIES/SERVICES TYPE QTY UNIT AMOUNT

Option 6 - SYStems Management and Integration Program Summary

Estimated Cost e o $19,903,762

Target |Award Fee A | ' | - - : $1,691,820
Total Estimated Cost Plus Award Fee S ' : $21 ;595,582
NIH Processing Fee NTE 0.5% of CPAF | . _ _ $107,978

Option 6 Total Estimated Cost $21,703,559




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER (OCIO)
IT ENGINEERING SUPPORT SERVICES (ITESS)
TASK ORDER COST SUMMARY BASE THROUGH OPTION 6

Option 3 Total Estimated Cost

Base Year - Systems Management and |ntegration Program Summary Amount
~ Estimated Cost o $50,713 454
Target Award Fee , $4,310,644
“Total Estimated Cost Plus Award Fee $55,024,008
NIH Progessing Fee NTE 0.5% of CPAF $275,120
Total Base CPAF and Processing Fee $55,299,218
Option 1 - Systems Management and Integration Prbgram Summéry Amount
* Estimatgd Cost | o $66,219,997
" Target Award Fee 85,608,700
Total Estimated Cost Plus Award Fee - $71,848,697
NIH Progessing Fee NTE 0.5% of CPAF $359,243
| Option [l Total Estimated Cost $72,207,940
~ Option 2 - Systems Management and Integration Program.Surﬁmary A_ﬁLunt
" Estimated Cost | ' | $66,956,426
Target Award Fee , ~ $5,691,206
Total Estimated Cost Plus Award Fee $72,647,722
* NIH Pracessing Fee NTE 0.5% of CPAF $363,239
" Option|2 Total Estimated Cost $73,010,961
Option|3 - Systems Managefnent and Integration Program Summary Amount
Estimated Cost _ $67,700,102
Target Award Fee $5,754,509
Total Estimated Cost Plus Award Fee | §73,454,611
NiH Processing Fee NTE 0.5% of CPAF . $367,273
' | ' §73,821,884




IMMIGRATIONS AND CUSTOMS ENFORCEMENT (ICE)
OFFICE OF THE CHIEF INFORMATION OFFICER {OCIO)
-IT ENGINEERING SUPPORT SERVICES (ITESS)

" TASK ORDER COST SUMMARY BASE THROUGH OPTION 6

Option 4 - Systems Man.ag'emenf and Integration Program Summary Amount
Estimated Cost | | $68,461,737
| TargetAwardFee - T $5,819,248

Total Es| imatéd"Cos.t_ Plus Award Fee : $74,280,984
NIH Processing Fee NTE 0.5% of CPAF - ' $371,405
Option 4 Total Estimated Cost | | $T‘4.65?2,_389“ |
Option 5 - Systems Management and Integration Prograh Summary A_mg_L_ln_t '
Estimated Cost | | $69,259,160

. Target Award Feé._ $5,887,029 -
Total Estimated Cost Plus Award Fee §75,146,188
NIH Processing Fee NTE 0.5% of CPAF 375,731
Option 5 Total Estimated Cost $75,521,919
Optién 6 - Systems Management and Integration Pfo_gram Summary | Amount
Estimated Cost | | - $19,903,762
Target Awafd_ Fee ~ $1,691,820
Total Estimated Cost Plus Award Fee $21,595,582
NIH Pracessing Fee NTE 0.5% of CPAF $107,978 .
Option|6 Total Estimated Cost_ ~ $21,703,559
Total Task Ordér | Base Year Throught Option 6 Summary Amount
Estimaled Cost | $409,214,638
Target;#}ward Fee $34,783,244
Total Estimated Cost Plus Award Fee $443,997,882
NIH Processing Fee NTE 0.5% of CPAF | $2,219,989
Total Task Order ThroughtAOption Year 6 CPAF and Processing Fee |

$446,217 871

®
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UNITED STATES DEPARTMENT OF HOMELAND SECURITY (DHS)

Immigration and Customs Enforcement (ICE), .
Office of the Chief Information Officer (OCIO)
Systems Management, Integration and Administration Program

TASK ORDER REQUIREMENTS PACKAGE

. 1.0 BACKGROUND

Immigration and Customs Enforcement (ICE) is the investigative arm of the Border and .

Transportat

on Security Directorate (BTS), the operational directorate within the Department of

Homeland Security (DHS) tasked with securing the nation’s borders and safeguarding its
transportatipn infrastructure. The largest component within the DHS, BTS employs more than
100,000 men and women. ICE brings together more than 20,000 employees who focus on the
enforcement of immigration and customs laws within the United States U.S., the protection of
specified Federal buildings, and air and marine enforcement. By unifying previously fragmented
investigative functions, ICE will deliver effective and comprehensive enforcement. ICE is led by

an Assistan|

The Office

The Office
Information
model to bg

I Secretary who reports directly to the Under Secretary for BTS.

of Chief Information Officer (OC10)

of the Chief Information Officer (OCIO), formerly known as the Office of
| Resources Management (OIRM), recently re-aligned its structure and operating
more responsible to the constantly evolving DHS environment, be more customer

focused, and more efficient in providing the highest quality IT support to ICE. The OCIO is

responsible

mission’. G

for cultivating and maintaining an organization that provides high quality and timely
and products that reinforce ICE’s ability to effectively and efficiently meet it’s
CIO is also responsible for the administration, operation, and management of a broad

range of support systems for ICE and its customers.

ICE OCIO Mission is to establish a viable organization that supports the mission of DHS, that is

_ sensitive to

the needs of its personnel and is focus on delivering quality service to its customers.

' ICE MISSION
To prevent acts
U.S. Imrnigratio

f terrorism by targeting the people, money, and materials that support terrorist and criminal activities.
and Customs Enforcement (ICE), the largest investigative arm of the Department of Homeland Security (DHS), is responsible

for identifying and shutting down vulnerabilities in the nation’s border, economic, transportation and infrastructure security,

ICE VISION

security. Establi

hed to combat the ¢riminal and national security threats emergent in a post 9/11 environment, ICE combines a new investigative

Tobe the nalionF preeminent law enforcement agency, dedicated to detecting vulnerabilities and preventing violations that threaten national

approach with ngw resources 0 provide unparalieled investigation, interdiction and security services to the public and our law enforcement
parmers in the féderal and local sectors. .

8/12/04




.UNITED STATES DEPARTMENT OF HOMELAND SECURITY (DHS)

Immigration and Customs Enforcement (ICE),
_ Office of the Chief Information Officer (OCIO)
Systems Management, Integration and Administration Program

2.0 OB]

The SMI Cq
and integrat
oversight an

. 3.0 SCC

[ECTIVES

ntractor shall provide enterprise-wide information technology program management
jon support to OCIO as well as support and assistance in strategic planning and the
d coordination initiatives. '

JPE OF WORK

s Management and Integration (SMI) Contractor shall p.rovide direct support to the

managem
shall also 1
automation
responsibl

ormation Officer (CIO) by executing processes and procedures, which facilitate the
t and integration of ICE information technology systems and applications.” Support
clude program management and integration, oversight and coordination of
initiatives and investment management In addition, the Contractor shall be

for ICE OCIO level systems engineering and support. This,support includes but is

not limited |to, Systems Development Life Cycle management; configuration management, data

managem
the ICE teg

t, quality assurance, testing, and all services required supporting the management of
ical architecture. The Contractor shall also support implementation and

management of OCIO information technology resources secunty and privacy programs and

processes.

CIO-Sp2i T

4.0

4.1 Co

411 C
The Contr
for progras
Quality Ag

contract l¢

CIQ-SP2;i-Task Area 1
- CI(-SP2i Task Area 4
' CIQ-SP2i Task Areas

" CI0-SP2i Task Area 7

ask Areas within the overall scope of this statement of work include: B

Chief Information Officer Support
.Integration Services
Critical Infrastructure Protection & Information

Assurance

Enterprise Resource Planning

SPECIFICATIONS
ntract Level and Task Order Management

ontract Level Program Management

actor shall provide the technical and functional activities at the contract level needed

m management of this TORP incliding productivity and management methods such as
isurance, Configuration, Work Breakdown Structure, and Human Engmeermg at the ‘
vel. The Contractor shall also provide centralized administrative, clerical, '

documentation and other related functions.

Performan
Separately

4

ce of this support shall be included for all subtasks within this task order as Not
Priced (NSP) Items.

8/12/04




NITED STATES DEPARTMENT OF HOMELAND SECURITY (DHS)
Immigration and Custonis Eiiforcement (ICE),
Office of the Chief Information Officer (OCIO)
Systems Managémel_lt, Integration and Administration Program

U

412 B\

ask'Ord'ér Management
4.1.2.1 I!"E Task Manager
The ICE S MI Task Managcr is respon51b1e for the oversight of the SMI Task Order. These

' duties include assurmg that project activities are accomplished within the general scope of the
* “task order, |insuring adequate funding is available for authorized work, resolving task order level .
management and programmatic issues, approving other direct cost expenditures, when
authorized] and facilitating effective interaction and coordination between ICE Project Leads and
the contradtor. ' - -

The ICEP
initiate all
contracting
writing, aft

roject Lead will set technical performance priorities, provide operational guidance and
changes to the task order technical baselines for their assigned project. The

y officer will designate the responsible ICE Task Manager and Project Leads in

er award of the task order.

° 4.1.2.2 Contractor Project Manager

ICE Task Manager will provide management oversight of the task, it is the

lity of the Contractor to manage all corporate resources and supemse all Contractor
performance of all work on this task. The Contractor shall assign a Project Manager
nanage the day-to-day activities of the Contractor’ s staff. The Contractor’s Project

s the member of the Contractor’s management team who has responsibility for the
)mphshment of the TORP requirements for this task. The Contractor’s Project

hall organize; direct, and coordinate planning and execution of all task order activities;
view the work of subordinates, including subcontractors, to ensure that the schedule,
and reporting responsibilities are met. The Project Manager shall integrate the

’s management and technical activities across all of the SMI projects to ensure they
are consistent. The Contractor’s Project Manager shall ensure that all work on this task complies
with the contract terms and conditions and shall work with senior corporate managers, the
Systems Management and Integration Contractor and ICE Managers to resolve any task issues
that might arise. The Contractor’s Project Manager shall be the primary interface with the ICE

‘While the
responsibi
staff in the
who will 1l
Manager i$
actual acce
Manager §
and will re
standards,
Contractor

SMI Task

Name) CL
4123 C
The COTI

other direc
invoices, I

Contracting Ofﬁcer s Techmcal Representatlve (COTR)

Manager or designee. Performance of this support shall be inciuded for all (Project
INS as Not Separately Priced Items (NSP). - :

R 18 responmble for day-to-day contract administration act1v1ty such as: approval of

t cost expenditure requests, acceptance of deliverables, review and approval of

nonitoring cost and schedule performance, enforcing task order terms and conditions

recommending task order change requests and other duties as specified by the Contracting

Officer. @
the terms

inly the Contracting Officer can authorize work to be performed or make changes to
and conditions or scope of this task order.’
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41.3 DHS-ICE IT Information Technology Management Concept

The OCIO will employ the DHS-ICE - IT Engineering Systems Assurance Program and
integration management concept to manage the mandatory interaction of various Contractors
delivering IT services on OCIO contracts and task orders. The primary tool for managing this

_ ~ interaction|is the OCIO Interface Coordination and Control Working Group (ICCWG) made up

of ICE technical managers, the performing Contractors, and a System Management and
Integration| (SMI) Contractor.

The National Institute of Health CI0-SP2i Government Wide Acquisition Contract will function
as the primlary acquisition vehicle for OCIO IT service requirements. Contractors selected to
fulfill requirements from the CIO-SP2i contract will be directed, along with existing OCIO
Contractorp, to participate in the working group.

4.1.3.1 Interface Coordination and Control Working Group (ICCWG)

The Contractor’s Project Manager or his designee shall at as Coordinator for the OCIO ICCWG
The ICCWG function as a forum for interaction and information sharing between the
Government and the various Contractors pcrformmg on the ICE information technology
contracts. [Roles and responsibilities are described in the ICCWG Charter at Appendix D.

" 42 - SMI Project Overview
The Systerns Management and Integration (SMI) Program consists of the following subtasks.

TASKHA SYSTEMS MANAGEMENT AND INTEGRATION SUPPORT
TASK B INFRASTRUCTURE ENGINEERING SUPPORT

- TASKC | ADP OPERATIONS
TASK D COMPUTER AND TELECOMMUNICATION SECURITY SUPPORT
TASK E UNIX SYSTEMS SUPPORT & DATABASE ADMINISTRATION SUPPORT
TASKF IT INFRASTRUCTURE MANAGEMENT SUPPORT ' '
TASKG | TECHNICAL REQUIREMENTS (OPTIONAL TASK)
TASKH | DECISIONS SUPPORT SYSTEMS

TASK A | SYSTEMS MANAGEMENT, AND INTEGRATION (TORP SECTIONS 4.3 &
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{ITED ST

. The Department of Homeland Security (DHS) is working to make effective use of IT by
developing pnd implementing information systems that improve access to information across the
Department| and other Federal, state and local law enforcement entities. The U.S. Immigration
and Customs Enforcement (ICE), within DHS, take a proactive position to integrate and

. modernize

ts IT systems to ensure that associated infrastructure are accessible, maintainable,

* industrious jand easily modernized to meet future IT objectives and support the sharing and
integration pf information within DHS, other federal agencies plus state and local law

enforcem

oversee and
Managemel

(OCIO) in

Architectur]

4.3

t organizations. ICE has established a Technical Architecture Program (TAP) to
coordinate all technical architecture efforts in the Office of Information Resources

1t (OCIO) and to partner with the ICE Office of the Chief Information Officer

he definition and implementation of the technology portions of the ICE Enterprise

E. : _

|

\

itecture Assurance

Arch : .
The Contrltor shall support the Architecture Assurance function in developing a comprehensive

the development of applications and integrated IT infrastructure services. The Contractor shall

help develop processes and technical approaches to support Architecture

program fcg providing overall technical guidance, system assurance, standards, and direction for

recommend and

Program p
and techni

4.3.1

Systems

promote s
quality, sc
objectives

4.3.1.1

g and coordination. The Contractor shall assist in the development of processes
al approaches to support the following activities:

System Assurance

surance embraces a number of disciplines, which when implemented in concert
stems that fully achieve functionality, performance, interoperability, certification,
ability, compatibility, and maintainability requirements. This task addresses these

ough:

(Iuality Assurance {QA) Program

' The Contractor shall be responsible for implementing an Enterprise-wide QA program,

managing

improvemy

4312 (

The Contr
managing,
improvem

43.13 (

“The Contr
audits to v}

and modifying the program as necessary to ensure conformance and process
ent(s).

)A Oversight

hctor shall be responsible for implementing the ICE Enterprise QA program,
and modifying the program as necessary to ensure conformance and process
ents. -

DA Requirements and Management Support

hctor shall maintain a2 QA Program that includes management, technical reviews and
alidate the quality of work performed by development team personnel. The Contractor

8/12/04
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shall provide assistance to the Architecture Program in defining the QA standards for all -
- products and services, and audit compliance of project in using the required standards, as
requested by the Architecture Task Manager. The Contractor shall be responsible for the
following: ' '

e Conducting an analysis of QA processes, to include mapping of AQ accomplishments to
process improvement initiatives and established QA databases; )

e Performing QA audits projects, as requested by the ICE Systems Assurance Manager

. intaining the QA Portions of the Enterprise Systems Assurance Plan (ESAP)

 Generating QA-related routine and special reports required by this task;

e Serving as QA point of contact for ICE generated AQ questions or issues;

e Proposing and documenting process improvements in AQ and associated areas;

e Proyiding training in the ICE AQ process and QA standards.

Product/Services Support
ractor shall: |

e -Seryeinan bversight role and support IT Project Managers in the planning phase of the
mission-critical development and maintenance tasks to: ‘ :

Ensure appropriate QA standards are applied; -
Identify the types and frequencies of review processes required to meet those

. standards; . '

* Integrate the development and/or maintenance schedules with sufficient time to
allow for compliance with the applicable development life cycle and IT oversight
processes.

e Use a standard QA process and methodology across all development tasks. Track,
) monitor, and audit selected development projects identified by the ICE Task Manager to .
e the quality of configuration management; :

o Conduct periodic audits/reviews of work products for tasks identified by the ICE Task
Manager, to verify compliance to Enterprise QA standards. Perform project audits and
reviews to determine project compliance to the life cycle or other appropriate standards. .
The Contractor’s reviews/audits shall cover at 2 minimum, content and quality of project”

s and deliverables. Any AQ issues should be acted upon/teported in accordance with

standard AQ procedures. : '

e Monitor projects and manage noncompliance issues to facilitate resolution of issues

related to process deviations and standards; and provide written notification of such

issues to the ICE TASK Manager to determine course of action;
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e Work with ICE TASK Manager when selecting an appropriate risk assessment, tailoring -
plan, or work pattern, and assist in identifying and using the appropriate work breakdown -
.structure applicable to all projects; - . S

4.3.1.5 Configuratibn Management (CM)

' The TAP OM provides central management and oversight in the development and '
implementation of an Enterprise-wide CM program. The Contractor shall ensure that superior
- and reliablg products are delivered to the Government. The Contractor shall maintain an ICE |
Electronic Library for the management of application components, and shall institute a standard - -
~ and accessible change control process for all applications. CM activities include: o

e Guiding and administering an ICE Enterprise-wide CM pfogram applicable to all
projects; ' o

Maintaining the CM portions of the ESAP; _ T

Providing configuration identification for software, hardware, and documentation;

jating, controlling, tracking, and auditing changes, deviations, and waivers;

nducting configuration audits and reviews; . - |
Administering enterprise-wide use of PVCS Tracker and version Manager Software CM
tools and ensure ICE investments and software assets are maintained; L
Managing and administering the Migration Request Tracking Systems (MRTS);

yzing and evaluating CM software tools; S .
Researching products and technical specifications; S o ‘
Maintaining and operating the ICE Electronic Library, which is a central library of
documents dand software. : :

5

4.3.1.6 Enterprise Lifecycle Management

The Enterprise Life Cycle Management functional component of the TAP establishes key

"~ architecturg processes to support the ICE Technical Architecture. The Contractor shall ensure
that an appropriate and flexible process is prescribed, maintained and disseminated to ail
'stakeholders. This includes the following processes:

e - Systems Development Life Cycle (SDLC) — provides a structured framework for
managing system development and infrastructure proj ects.and ensures that end-state
sysrems and projects meet user requirements and support ICE strategic goals and
objectives - . ‘ T o S

e Requirements Services — enables ICE OCIO to establish, track, maintain, control and

validate the functional and operational requirements for all ICE Systems in a disciplined

and structured manner throughout the life cycle. :

8/12/04
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e QA-monitors projects and systems throughout the lifecycle to verify compliance with
 Technical Architecture standards o : o o
- o CM-govems the integrity, control, and traceaBili_ty of system products throughout the life
cycle phases k ‘
e Architecture Test & Evaluation — ensures that software delivered to ICE meets
functional, security, and performance requirements and is in compliance with the ICE
tructure ’

IT Change Request - controls changes to the ICE Standards Profile.

These processes are documented in the SDLC, ESAP, Architecture Test & Evaluation Plan, and
the Technical Architecture Guidebook.

4.3.2 2 ~ Assessment and Compliance

Assessmentand Compliahce is charged with maintéining compatibility of systems in concert .
with the ICE Technical Reference Model (TRM), both as-is and target. The Design Phase of the
SDLC servés as the most decisive point to evaluate system compliance with the target "
environment. ' . ‘
4.3.2.1 Design Review

Toward an pbjective of maintaining a viable technical architecture within ICE, the Contractor
shall support both formal and informal reviews of all IT initiatives throughout the system
lifecycle. .

4.3.2.2 Requirements Management

The Contractor shall provide management support for Requirements processes, procedures,
documentation, and tracking tools for all phases of the life cycle process.

' 4:3.2.3 Support to the Requirements Management Program

The Contractor shall provide support in establishing and maintaining a standard framework for
the collection, storage, validation, and management of automated system requirements and in
developing tracking mechanisms, documentation, tool sets, and business processes to improve
requirements management practices. The Contractor shall provide support, as requested by the
ICE Task Manager, in the review, assignment, justification, and tracking of requirements
management documentation, including those generated by system developers, review boards,
and user groups. The Contractor shall review and recommend revisions to ICE requirements
management policies, processes, and procedures as requested by the ICE Task Manager. The
Contractor| shall be responsible for maintaining the Requirement Management portion of the
Enterprise[Systems Assurance Plan (ESAP). The Contractor shall also provide support n
developing, coordinating, and implementing a program that ensures that requirements are
integrated [nto project system injtiatives. The program shall allow requirements traceability-
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projects. . The management of the requirements includes tracking initial requirements.
ation at the User Group meetings, through any change processes, to final

on into deliverable product(s). Baseline requirements are to be managed to facilitate
heration; tracking and management of requirements also includes documenting

Ul
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matrices to

system requ

Contractor |
changes in {

~ The Contraj
identifying,
shall provic
 training anc
field of IT 1
requested b
to conduct

4324 M

automated
from genen
incorporati
test plan g¢
requirémern
developme
- provides tr]
creating th

4325 (

n
b

nt project. All requirements information is to be stored and managed in a system that
hceability information on specific requirements. This activity will also involve
= necessary linkage and traceability.

be used to validate the design components; user participation in the development of
irements; and the conduct of system readiness processes and evaluation. The .

shall revise the ICE Requirements Management Process Guide, as requested to reflect
the ICE Requirement management process and procedures. .
ctor shall support ICE in establishing and maintaining a standard process for

tracking, and resolving issues related to the IT project requirements. The Contractor
le training and briefings in the ICE requirements. The Contractor shall provide

] briefings in the ICE requirements management process, industry best practices in the
requirements management, and use of the ICE requirements management library, as

y the ICE Task Manager. The Contractor shall prepare all training materials required

the training sessions.

[aintain Requirements Management Library

ctor shall manage and track requirements and requirement modifications for all

ts that are initially generated by the User Group, but are then later deleted from the

ontractor Project Liaison -

The Contractor shall provide technical and coordination guidance to support development

activities 1
Liaison mé
interrelatig
enforceme

433 B

The Contr
software d
Processes,
Testing Fa
testing and
Contracto:
document
formulatex
allocated t

=4
-~

il

=2

egarding the technical architecture supported by ICE. The Contractor’s Project
vy make recommendations regarding the structure and content of documentation,
nships of applications, address TRM interoperability, security, or standards

nt issues and activities.

ranctional Test and Evaluétion

actor shall suﬁport the Architecture Test and Evaluation (T&E) process and ensure that
clivered to ICE meets functional requirements and is in compliance with SDLC

The Contractor shall support Architecture T&E while serving as the Independent

icility (JTF) for all ICE systems and is tasked specifically with providing system-level

evaluation activities, as well as assisting users with acceptance testing activities. The
s test and evaluation activities shall validate that delivered software meets the

d functional and interface requirements. The Contractor shall review and validate __
requirements to ensure standardized refinement and traceability of the requirements : -

o the system components. The Contractor shall ensure that requirements are tested
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* and DHS computing environments. The Contractor shall identify deficiencies and recommend ' -
altemative-s to meet established and future requirements. o . '

44.1  Information Integration
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and verified at the level specified. ‘The Contractor shall assist in reviewing the proposed desi gn
solutions, in tracing the refined requirements definitions, and closely participate with system/user

- groups and SDLC phase review activities. The Contractor shall use the provided requirements

traceability matrix as an effective tool in preparing:a detailed specification describing the
physical solution. o : ‘ _

4331 S_ysteih Accepfance Testing (SAT)

The Contractor shall provide SAT services to validate whether a system satisfies its acceptance -
criteria. The Contractor shall evaluate user requirements to establish appropriate test metrics to -
ensure uset development needs are met while maintaining ICE architecture compliance. :

4.3.3.2 User Acceptance Testing (UAT) Facilitétion Support

User Acceptance Tesﬁng (UAT) involves actual system users testing the software to ensure it

meets user|operational needs. The Contractor shall support UAT facilitation activities to include.
identifying, tracking and reporting all defects and discrepancies; providing management with -
daily and weekly status reports, and compiling anUAT Test Analysis Summary report;

43.3.3 Systems Security Testing

The Contractor shall provide Systems Security Testing services to evaluate the compliance of an
operational system’s technical controls with security and data integrity guidelines. The
Contractor shall ensure systems developed on behalf of the Government meet the systems
security requirements established for the ICE architecture. The Contractor shall identify security -

" deficienci¢s and recommend alternatives to meet security requirements. .

ctor shall provide architecture-engineering services to ensure that the ICE technical
e adequately supports the system functional requirements and provides L
ility between and arnong systems. The Contractor shall ensure systems developedon. .~
e Government meet the technical architecture requirements established forthe ICE -

The Con

architec
interopera
behalf of

The Contractor shall provide the support necessary to develop and maintain ICE interoperability,
solutions and to perform data modeling to specify appropriate application logical data models for
enterprise systems and to assist in transformation of such models into the appropriate physical

data modgls.

i
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8/12/04 : .




UNITED ST

ATES DEPARTMENT OF HOMELAND SECURITY (DHS)
Immigration and Customs Enforcement (ICE),
Office of the Chief Information Officer (OCIO)

Systems Management, Integration and Administration Program

'4.4.1.1 Interoperability

The Contrac
exchange an
enhanced ar
~ known. Thg
information
the number

4412 D

tor shall provide technical architecture guidance in support of strategies for data

d improved information sharing among systems. The premise is that systems are
“hitecturally as additional data or business transactions from external systems are
approach to data exchange is through a common information hub, in which
routing, rules and transformations are centraily managed and operated to minimize
of system —to-system data exchanges. - .

ta Management Services

In support df the sharing of process resources during application development, the Contractor
shall develgp and maintain the ICE Process Model component of the ICE Data Model. . The
Contractor shall accomplish this task by capturing, analyzing, and incorporating the ICE
Business Processes from the ICE Applications that have their data requirements already
incorporated in the ICE Data Model. The Contractor shall facilitate the sharing of information

and proces

maintain trz
shall explai
 the applicat

how compl

When final

resources in support of the application development planning. The Contractor shall
ining materials and documentation on the use of the ICE Data Model. The materials -
h how the ICE Data Model will support the business application planning process and
ion development process. Additionally, these materials shall address the issue of
iance between the application logical model and the ICE Data Model is determined.
ized, enhancements to the ICE Data Model shall be made as necessary, using the

- provided Designer 2000 tool. The Contractor shall continuously participate in the analysis of

changes of

recommended alignment of projects within I

changes. T
~ Contractor
ICE Data N
by Contrag
governmer
of the task

Up
Up
Prq
1C]
Im

De
M3
tab
P

P
M:

date the ICE Data Model
date the Ice Process Model

:

aintain the ICE Meta-Data Repository.

de electronic information, where available to support
CE priorities, and determine gaps, overlaps and

The Contractor shall review the possibility of common schema development. The
shall assist Performance Contractors in understanding the technical capability of the
{odel and monitor the Performance Contractors use of the standard tables as defined
tor. The Contractor shall publish the production version of the ICE Data Model using
t provided tools. The Contractor shall maintain the ICE Data Model for the duration
period. Specific activities include:

the above components and provi

vide support in reviewing ICE Application Logical Model(s) for compliance with the

£ Data Model.
plement the ICE Standard Data Tables
velop ICE Standard Data Table documentation
lintain and provide application leve
les. '

{ support for implemented ICE Standard data

I

lish the ICE Data Model, in both document and website format
lish the ICE Process Model in both document and website format

11
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" Te¢hnology Integration

‘The ICE enterprice integration concept is a technical architecture approach to link existing
systems and fto provide the groundwork for future enterprise-enabled applications. ,
Consequently, the ICE Technology base consists of an ever-evolving set of standards and
products. To meet the challenges imposed by this continual evolution and upgrade, the -

- Contractor shall provide the necessary support to meet the ICE technology integration
requirements. Specific support includes simulation and modeling, technology domain planning
and tactical project support. ‘

4421 Si ulation and Modeling

At any point in the ICE technology evolution and the continuing evolution of the IT base, there
may be a wide variety of product offerings and standards that offer upgrade possibilities, but
whose advantages over present standards, cost of implementing and maintaining and unintended
consequences are not known in advance. Simulation and modeling offers ICE the means of
evaluating some parameters before making a high-dollar commitment and impacting the current

architectarel The Contractor shall provide the support necessary to meet ICE simulation and
modeling requirements. ‘ "

44.2.2 Domain Planning

The ICE technical architecture must be continuaily monitored and evaluated for its effectiveness .

and efficiency in the support of current and planned applications and the enterprise architectural

ideal of providing current, accurate and complete information to the user, irrespective of the '

location or position of the use r and the information systems that might contain that information. '

* Standards and produets must be evaluated and their insertion, either as replacement standards or °
contained standards, must be planned to help bridge legacy applications into an updated

infrastructure. The Contractor shall provide the support necessary to ensure effective and
accurate technology domain planning.

'4.4.2.3 Thactical Project Support

The ICE te :hnical architecture organization represents the central knowledge pool with regard to

proper use

Through cd
and related

and provid
Contractor
available “

of the technology products and standards that comprise the enterprise architecture.
intinual liaison with all applications and infrastructure projects, as well as the vendors
consultants, technical architecture functions as a “clearinghouse” for best practices,

=5 project consultation and support in the optimal use of these technologies. The .
shall provide tactical project support as necessary to ensure ICE projects have the best
how to” knowledge provided to them. - o :

12 °
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'4.4.3  Technical Test and Evaluation

Technical Test and Evaluation (T&E) evaluates the stability, capacity, response time, and
throughput|of a system by providing end-to-end integrated performance and interoperability
testing for ICE systems. Technical T&E services include the use of custom test scripts, test

~ automation tools, software and technical environment defect analysis and resolution, and IT

. product evaluation. The Contractor shall assist in the development of processes and technical
approacheg to support the following activities. ' '

4.4.3.1 Lab Administration

The Contractor shall set up test environments and administer test lab facilities to provide ongoing
support of [CE lab infrastructures which support: Systems Acceptance Testing, System Security
Testing, Interoperability Testing, Performance Testing, Simulation and Modeling, and .
Application Tuning on behalf of the Government. '

4.4.3.2 Interoperability Testing

- The Contractor shall provide Interoperability Testing Services to validate that two or more
systems can operate effectively when connected together. Interoperability Testing assesses the
compatibility and potential impact of new or updated systems upon existing systems through the-
validation of their operation and conformity to approved architecture standards. It may be |
- conducted with both manual or automated test tools and procedures. The Contractor shall
identify discrepancies and make recommendation regarding feasibility of use for tested systems.

44.3.3 "Integrated Performance Testing, -

Integrated Performance Testing evaluates the stability of a system by providing end-to-end
integrated testing that measures system capacity, response time, and throughput among other
parameters. The Contractor shall implement and operate an Integrated Performance Testing
process that follows a methodology to coordinate, plan, execute, and document the results of the
required testing activities during the full lifecycle of the development projects. The Contractor
~ shall ensure activities are coordinated with all stakeholders according to schedules and plans,
while enduring testing activities are thoroughly documented in support of lifecycle development
-activities, '

4.4.3.4 Application Tuning
The Contractor shall provide performance application tuning services to identify technical design

and development issues causing known or potential performance, stability and reliability
problems| - - T

13
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444
Within the

for the plann
Technical A
policies and
- current and

Te

chnology and Standard Policy

CE Technical Architecture Program, the Policy and Standards component provides
jing of an integrated enterprise infrastructure, defines an interoperable and open
rchitecture, establishes and administers enterprise-wide IT standards, establishes key
processes that support the Technical Architecture, and formulates strategies for the
future Technology environment for ICE. The Contractor shall support the activities

I

~of the Technology Policy and Standards function.

4441 T

The Contra

processes ag
and Applica]

built.

4442 St

The Contra

echnical Reference Model (TRM)

ctor shall produce, document and maintain the ICE TRM by structuring IT services and .
ross the enterprise to support ICE business processes to support the Business, Data,

tion layers of the ICE EA and to serve as the foundation on which ICE applications are

ndards Pljoi"lle and Standard Documentation

tor shall document the Technical Architecture standards by way of 2 Standards Profile.

In conjunction with the Standards Profile, the Contractor shall also maintains an extensive

collection o

detailed standards documentation published to help project teams plan, design and

build systems and infrastructures that conform to the ICE architecture. The current standards

include:

The Contra
ICE Task N

Requireinents standards .
Enterprise data naming and structure standards
 Data modeling stan_da:ds
Standard lookup tables ‘
" XML data scherna standards
Oracle database standards
IDMS standards
- Web standafds
Versioning standards
* Product release standards
Structured cab_ling system standards
Domain name system (DNS) standards
Local area network (LAN) standards

ctor shall maintain these and develop additional standards documents as directed by the.
lanager. o

14
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ITED ST

4443 Te

In conjuncti
specific tech
environmeny
~ these archite

4444 En

chnology Patterns

bn with the Technical Reference Model, ICE maintains runtime patterns that identify
nology integration approaches for each of the architecture platforms within its

. The Contractor shall recommend, document, maintain, and otherwise develop
ctural patterns for the current and target ICE environments.

terprise Architecture Liaison

The Contra
liaison, the
and enterpris|

ontractor shall research, document and generally facilitate integration between technology
business process. ' :

c%r shall provide liaison support to the ICE Enterprise Architecture planning activity. As the

445 A

plication Integration and Infrastructure Services

The Contractor shall provide the support necessary to maintain, improve, and manage the ICE web
hosting envitonment infrastructure, and support the activities associated with hosting web-based Internet
and intranet applications and websites.

Deliyerables:

|| Infrastructure

Application Weekly Status Reports Weekly

Integration and

Services

4451 W

. The Contrad
environment

The Contrac
infrastructuz

The Contrac
“24x7x365
Contractor d
the Service
24 hours of
Contractor §
(4) hours of}

eb Infrastructure Services

tor shall be responsible for maintaining operational status for the following Web/Application -
S: ' : ‘

E-Gov (production, test & evaluation) -
Intranet/Application Cluster/Isolated Application Clust
support, test and development environments)

Internet (production, support, and development)
Dallas, TX contingency environment ~

ers (production,

tor shall provide ongoing administration, monitoring, and technical support for all project

€. .

tor shall provide infrastructure and operational support for the production environment on a
basis. Off-hour support (outside 7 AM to 5 PM) may be via “on call” personnel. The
hall respond to trouble calls within one (1) hour of notification, or as otherwise indicated in
Level Agreement (SLA) associated with the hosted application. Problems are resolved within
notification of the problem, or as otherwise indicated in the application’s SLA. The _
hall, at 2 minimum, provide an update of each problem to the SMI Task Manager within four

problem detection.’

15
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The Contract
ensures certif

The Contrac

or shall follow established security requirements for maintaining an environment that
ication and accreditation requirements are met.

r shall review and analyze all production logé on a daily basis. The Contractor shall back up

volatile data bn a daily basis.

The Contractor, in close consultation with the ICE Task Manager, shall resolve operational problems in a

- timely mann

The Contract

components.

The Contrac

eT.

or shall maintain standardized processes for deployment and maintenance of infrastructure

or shall comply with practices stated in the Application Integration and Infrastructure

The Contr:
standardiz¢

4453 Y

The Contr;

- Change Control Board Charter for configuration management within the hosting environment.
Deliverables: .
4.4.5.1 | Web Infrastructure System Activity Analysis | Daily
Services Reports
Maintenance Log Reports | Daily
“System Change Requests | As applicable
Updated documentationto | As apj_a]icable
reflect all changes to the
configuration
Technology descriptions, As requested
recommendations and .-
| analyses.
: As applicable
Completed Infrastructure
Change
4452 Web Hosting Services

ctor shall design, configure, implement, and maintain an infrastructure to provide a
.q hosting environment for ICE’s web-based applications.

-

Veb Application Integration Services

hctor shall provide ongoing management, monitoring and technical hosting support for

all web-based applications within the ICE infrastructure. The current environment consists of.

various V1
packages..

3,

JAVA, ASP, DHTML, XML, and HTML software, along with various COTS

16
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The Contrac
practices for

The Contradt
load new/up

. The Contrad
“24x7x365
notification,

tor shall meet with pmJect managers to discuss standaids and guidelines and best
development and deployment of their web-based applications.

tor shall retrieve new versions of application software from Version Manager and " -
graded web-based a'pplications into the applicable hosting environment. =

tor shall prov1de apphcatlons support for the productlon environment on'a.
basis. The Contractor shall respond to trouble calls within one (1) hour of :
or as otherwise indicated in the Service Level Agreement (SLA) associated with the

hosted appl

cation.- Problems are resolved within 24 hours of notification of the problem, or as

otherwise indicated in the Service Level Agreement (SLA) assoc1ated with the hosted

application.|

Off-hour support may be via “on call” personnel.

The Contra

The Contra¢
problems w|

The Contraf
standards o
create Test

tor shall aaalyze all production lo gs on a daily basis to determine operational issues.

tor, in close consultation with the ICE SMI Task Manager, shall resolve operational

ithin 48 hours, unless otherwise directed by the ICE SMI Task Manager

ctor shall perform code reviews to ensure hosted apphcatlons comply with coding
tlined in the Standards and Guidelines for Web Services. The Contractor shall
Problem Reports within PVCS Tracker for issues identified in code reviews.

- The Contrattot shall perform Web Environment Response Evaluations to gauge hardware
resource consumption for hosted apphcatlons -
Deliverables: |
44.53 | Web Apphcatlon Operational Status Report | Weekly
Integration Services : -
- Problem Status Report As applicable
(may be verbal) L
Updated documentation ' As applicable
‘'Formal Code Review . As needed
Test Problem Repdrts As needed g
Web Environment As needed
- Response Evaluatmn
chort
4454 Documentatlon Mamtenance

The Contractor shall update, maintain and otherwise develop SDLC documentatlon for all

aspects of 1

version as p

this project. The Contractor shall maintain compliance with the current ICE SDLC |

f the date of the deliverable.
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The Contractor shall update the Standard and Guidelines for Web Services document to ensure it
remains current with AI&I requirements, versions of software components, nfrastructure
components, and best practices.

~ The Contr ctor shall maintain a project schedule that encompasses all tasks related to the
Application Integration and Infrastructure task. The schedule shall be available to all team
members. ' .

. |Deliverables: ' - :
"] 4.4.5.4 | Documentation 'All SDLC specified ‘| As applicable
1 | Maintenance~ | documentation — as B '
: determined necessary by
the Government. Task -
Manager

As applicable
Updated Standards and ’ _
Guidelines for Web
Services document ‘
. On-going
Project schedule

TASK B-INFRASTRUCTURE ENGINEERING SUPPORT (TORP SECTIONS 4.5
THRU 4.17). -

Infrastructure Engineering

The Infrastructure Engineering Infrastructure Engineering provides for all data communications
needs for the Department of Homeland Security (DHS) Bureau of Immigration and Customs
Enforcement (ICE) enterprise, and other networks which are located in the Continental United
States (CONUS), Alaska, Hawaii, International offices, territories, and trusts. Specifically,

e Engineering Infrastructure Engineering is responsible for:

e Network engineering to research, design, test, document; and deploy new network
- systems solutions and develop network systems policies and procedures.

» LAN/WAN design, installation, troubleshooting, and user support for ICE International .
" offices. : ' _ ,

e Dagta communicaﬁoné equipment staging, configuration, installation, mﬁing, and turnover
" to production control to the NOC.

e Circuit ordering and tracking, as well as data communications equipment logistics,
acquisition. : '
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o Assistance with mission applications planning, development, and performance testing to-

ensure efficient network bandwidth usage and best possible response time/throughput
across LANs and WANS. N _ :

e Cable plant management, engineering, design, installation, logistics, implementation and

maintenance.

o Network address matiagement functions including Dynamic Host Control Program
(DHLP) servers to dynamically provide IP addresses, as needed, Domain Name Service
(DNB), and NT Domain. | - -

e Manpgement and technical support to ensure consistent, responsive infrastructure and

application deployments, integration of mission-related application development and
deplpyments, and consistency of requested platforms within the installed base.

o - Infr structure platform management, engineering, design, installation, logistics,
implementation and upgrades

e Manage, operate, and maintain the IT Infrastructure Engineering Lab and establish a

consolidated Network Performance Lab to simulate, test, and certify configurations prior

' to production deployment. - .
ate and maintain a secure ICE Staging Facility for the receipt, secure storage, and
ing of Infrastructure platform and communications equipment and components.
e Intemational Office technical support in the areas of technology assessments, planning,
design, development, tracking, acquisition, system administration, system engineering,
implementing, network assessments and inventory control '

s Voite engineering and management support for the design, installation, logistics,
implementation and maintenance of PBX systems. '

e Voite management support for all voice related services including but not limited to cell

phones, pagers, and calling cards. .

4.5 NETWORK ENGINEERING

The Contractor shall provide network engineering support to research, design, test, document, ‘ ‘

and deploy new data communications network systems, solutio'ns,\ policies, and procedures, -
including: . a ' : -

L Continuous improvement in the’integration_of ATM, FDDL Frame Relay, MPLS, ISDN,

SONET, and Point-to-Point circuit topology, along with OSPF, EIGRP, RIP, and other
routing strategies; . ' :

o Engineer, design, implement, as well as maintain on an as directed basis, firewalls that

acdess entities outside the ICENet and other networks supported by ICE. Implementation

will involve: 1) Request for connectivity from external agencies handled by ICE
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Managers, 2) Establish type of connectivity and termination point, 3) Contact the external
agency and understand the application that will be used to access the external from the
network or vice versa, 4) Identify the protocols and the ports that need to be defined on
the firewall and formulate a secure rule to parse the packets, 5) Identify the changes at the
desktop to be effected to make the secure connection, 6) Establish the rule set and the
necessary protocols with the General Services Passer.definitions but do not enablé it, 7)
Establish static routes at the firewall for the external connection but do not enable it, 8)
On the testing date, bring up all rules and GSP services for the connectivity and test with
users and developers. Maintenance may involve: 1) Cleaning up log files an archive on a
regular basis, 2) Running Raptor log file analyzer and generate access reports for
examine the reports for any anomalies, 3) Getting updates from Axent Technologies and .
effact the upgrades to the system at regular intervals, 4) Backing up configurations on a
reghilar basis, and 5) Actively assisting in trouble shooting external access.

ineer, design, implement, as well as maintain on an as directed basis, Domain Name
vice on ICENet and other networks supported by ICE. This will involve: 1)

Sugsporting ICE Enterprise NT rollout, 2) Maintaining ICE Sector and District level
administration autonomy while providing interfaces to 2 and 3™ level support via

~ Headquarters, 3) Supporting ICE mobile users by providing authentication service from
any account domain (pass-through authentication) and implementing roaming user
profiles, 4) Providing a consistent, manageable name space with unique user IDs for all
employees, 5) Providing NT domain based authentication access to local and centralized
respurces, 6) Minimizing WAN traffic by using local authentication and WINS for
NetBIOS name resolution and optimizing placement and relationships of domain
controllers, 7) Inter-operate with the current ICE Office Automation (OA) environment
including Windows95 (or current operating system) running either the Microsoft Client
or the Novell Client32 and the NetWare 4.11 NOS (or current NOS) 8) Being compatible
with current and future DHS security standards, and 9) Supporting ICE and DHS
resource naming and communications standards. ' ' o

¢ Design, document, implement, and assign network addresses, server names, and directory
seqvices to assist system deployment, including (but not limited to) IP and IPX addresses,
local or global NDS Tree assignment, and NT Domain assignment. The Contractor shall
~opgrate an activity that provides one-stop shopping, for ICE personnel and support
Cantractors, to request IP addresses, IPX addresses, and server names. This service must
be|constantly staffed, from 8am to 6pm Eastern Time, 5 days per week. The function
‘must be on-call via pager or other mechanism until 8pm Eastern Time. The existing one-
stgp shopping function is currently available via telephone, FAX, or cc:Mail. The |
Contractor shall work with ICE Web programmers to also provide the service on the
OCIO Intranet Web Page. The Contractor shall operate the QIP Database to maintain the
IP| address ranges. The Contractor shall operate and maintain the DHCP function
ingluding trouble resolution. The Contractor shall also monitor and analyze the operation
of these existing DHCP facilities, recommend design changes as needed, and deploy
approved design changes. Deployment of approved design changes encompasses the
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acquisition of any necessary GFE hardware or software, testing the new configuration,
shipping equipment and material to the field, and installation at field locations.

e Ider tify, record, determine causes, and resolve performance bottlenecks with technical
" industry expertise and supported by the use of protocol analyzers and other real-time
system monitoring tools;

e Develop specifications and upgrade data communications hardware and software to apply
latest, proven technology to keep the LANs/WANSs using state-of-the-art technology.
This will involve engineering design, configuration, and recommending the most
qualified vendor to supply the hardware and/or software. ‘

e  Design, document, implement, and train support personnel to operate access.interfaces to -
mainframe or remote hosts using TN3270 emulation via TCP/IP protocols or SNA/SDLC
gateways; .

e Document and disseminate “lessons learned” or best practice solutions via written, oral,
- or Web-based reports; :

e Train other support personnel in the use and support of data communications systems,
policies, and procedures. _ :
4.6 LOGISTICS - INFRASTRUCTURE ENGINEERING
The Contractor shall coordinate a multitude of logistical and administrative activities, including
coordinating Branch activities with other organizational entities, assisting with acquisition of
equipment|and materials, maintaining the circuit tracking database, and providing the Branch
_ with scheduling and administrative support. ' : :

4.6.1 Coordination

The Contractor shall coordinate the various functions and activities of the Infrastructure -
Engineeririg Branch. Contacts will include the Department of Justice, Department of Homeland
Security, [J.S. Sprint, M.C.I, RBOCS, Local Telcos, Equipment Vendors, Users, G.S.A. and
other government agencies. _ }

4.6.2  Acquisition

The Contractor shall assist with and coordinate the acquisition of equipment and materials
associated with the daily operation of the Infrastructure Engineering Branch. This includes
conducting documentation searches, preparing equipment specifications, preparing order
dotumentation, and tracking deliveries. . o S
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4.6.3

D

ata Entry

TheiContmctor shall gather, orgamze enter, and maintain accurate and current data-into the

Circuit Tra
intranet ho

464 S

The Contrz
.operation ¢
. deploymen

cking Data Base, various spreadsheets and the Infrastructure Engmeenng Branch
me page.

cheduling Support:

ictor shall participate in the schedulmg of all activities associated with the day-to-day .
)f the Infrastructure Engineering Branch. This includes, but is not limited to
ts, techmcal projects, meetmgs conferences and trips.

t

.dmmnstratlve Support 5

various po
operation

4.7

The Con
to assist

' network b
networks.

Co
on
th

pa
Co

ctor shall participate in and prov1de admlmstratlve support for the preparatlon of
icies, directives, procedures, and documentation associated with the day-to- day
f the Infrastructure Engineering Branch. '

TWORK MONITORING PERFORMANCE, AND APPLICATION SUPPORT

ctor shall implement an enterprise-wide network and infrastructure performance plan
ission applications planning, development, and performance testing to ensure efficient

dwidth usage and best possible response time/throughput across local and wide area
Spec1ﬁca11y, the Contractor shall:

gure, deploy and manage network probes and other devices used for gathenng data
e 1000 node ICE network and otlier networks supported by ICE. With these dev1ces

Contractor shall capture and analyze circuit utlhzatlon data, WAN traffic ﬂow

erns, and application workflow data. _

rdinate with application software developers and managers to identify and document
e plans for applications development and deployment. Advise software developers

on jways to optimize utilization of network resources. Participate in applications design

an

development to ensure efficient network ‘bandwidth usage and best possible response

ime and throughput across the local and wide area networks.

sp

-D'

ign, implement, and operate test bed to simulate full range of communication line
eds, bandwidth availability, routing nodes, repeater nodes, and other communication
eters. Develop models that represent the network infrastructure and applications

thdt use the Data Communication Branch infrastructure.

. ap
.ap

D 'velop pérformance test plans, conduct performance testing of existing or new

lications, document test results, and disseminate “lessons learned” information to all -
lications development teams.

D velop an overall approach that mcorporates the network design, circuit utilization
ormation, and future apphcatlon software plans to predict future requirements for
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topology changes, architecture changes, and utilization of complonents designed to speed
the delivery of network data. ' "

e Disctete and analytical simulation of models using varying network capacities,
topologies, throughput rates, and design options to identify cost-effective network
strat¢gies. |

e Analyze new technologies that will speed delivery of network data and provide
- .predictable performance against business requirements from an enterprise perspective.
Apply/adapt emerging technologies while supporting legacy systems in the ICE
enterprise and other networks supported by ICE, to include interoperability with sister
entities of the Homeland Security alliance.

e Contractor must also provide guidance to the DCB on:

T e Designing. and implementing content delivery solutions (load balancing, content filtering,
distributed caching).

s Weh hosting technologies and associated progra:nnﬁng languages (knowledge of Web
- objects and HTML/XML tagging essential). I

e Profiling apialications to be supported in the infrastructure -and identifying respdnse time
vulnerabilities prior to deployment. ' !

‘s Optimizing data delivery from an enterprise perspective.

o Theltechnical and business cases, in detail, for any proposed solutions at multiple levels
(end user to executive).

¢ Identifying and explaining metrics associ)ated'with application transaction performance in -
- a dynamic enterprise environment. -

4.8 VIDEO TELECONFERENCING (VTC) - DELETED

4.9 CIRCUIT ORDER ANALYSIS ' :

ICE is billed, on a monthly basis, for all of its data communications circuits. Currently, the
monthly CDROM invoice is in-excess of 1 gigabytes. These circuits are provided by many
circuit providers and billed through the Department of Justice. After years of installing, de-
installing ahd moving hundreds of circuits, discrepancies begin to ‘accumulate in the billing
documents| These discrepancies need to be identified and resoived in order to maintain an
accurate billing structure. ' o

" The Contractor shall assess the data communications network topology and identify the monthly
~ circuit expenditures to determine best practice, most cost effective circuit provisioning design
technology, The billing reconciliation system is a web-based system. Specifically, the

~ Contractor|shall import the Department of Justice circuit billing data files or other billing data
files as appropriate into a readable format (e.g. Excel spreadsheet or Access table). The
Contractor|shall group the circuit cost entries by circuit type, bandwidth, geographical area,
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and/or cost factors. The Contractor shall also assemble lists of all existing data circuits. The
- Contractor shall compare the billing against the actual installed circuit list to identify any
discrepancies. The Contractor shall recommend technology options to reduce ICE circuit costs.

The Contractor shall provide for the development, operation and maintenance of the existing

_ Server and Web based system, as well as the on-going enhancement and expansion of the OCIO
Intranet facilities or other Intranet facilities as appropriate. These facilities support the Service-
wide operation of the Systems Integration Division or other organizations as appropriate. The
Contractor shall be responsible for the technical support in the areas of technology assessment,
planning, design, development, acquisition, system administration, Web site operation &
maintenance|and user support. . - -

49.1  Technology Assessment

The Contracfor shall perform research and analysis work on new Web technologies. The
Contractor shall identify new and emerging Web related technologies, evaluate the applicability
of these technologies, provide evaluation reports and recommendations, and test new and
promising products. ' ' ' '

4.9.2 Planning

The Contradtor shall establish plans for the on-going expansion and enhancement of the OCIO
Web facilitibs based on changing requirements, priorities and new technologies.

4.9.3 Design \
The Contractor shall prepare designs for the expansion and enhancement of the OCIO Web

" system based om approved plans. The designs shall be based on the utilization of standard
Commercial-Off-The-Shelf (COTS) products such as HTML, DHTML, Active Page, avaScript,

VB script, and FrontPage.

49.4  Development

Develop Web interface Client/Server application through the ICE Intranet using COTS products
such as HTML, DHTML, MS Visual Studio, MS SQL Server, VB/ActiveX, CGL, COM/DCOM
technologies and other appropriate technologies. Conduct thorough pre-production testing and
. verification|of new hardware and software designs.

4.9.5  Acquisition

The Contragtor shall develop acquisition documentation based on the approved plans and site
design criteria. The documentation shall contain detailed specifications for the COTS equipment -
and software to be acquired and specify the number of units of each item required. The-
Contractor shall acquire COTS equipment and software necessary to deploy, operate, and
maintain the Web Site(s) within approved plans.
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4.9.6

System Administration

. The Contractor shall administer access to the Web page, coordinate the entry and removal of

data, and p
configure, 3

FrontPage

Us
des

end
dev
"ress
tecl

pro

We
hary
aval
and

rovide for the back up and security of the data. The Contractor shall install,
maintain, and trouble shoot Web software such as MS NT Server 4.0, MSIIS 4.0, and
D8. i

b Site Operation and Mainténance - The Contractor shail operate and maintain the
dware and software facilities, related to the Web system, in order to provided reliable
ilability 24 hours per day, 7 days per week. The Contractor shall develop standards i
procedures related to the operation and access of the Web Site.

Support - The Contractor shall work with end-users and provide technical support to
ign and implement their portions of the home page. The Contractor shall work with
_users to design and set-up standards for users interface, templates, and home page |
elopment and authoring tools. The Contractor shall provide new technolo gies

sarch, consulting and training services to test and evaluate emerging information:
nology and to heip streamline Web home pages functions. The Contractor shall also
vide remote assistance to ICE field personnel accessing the Web Servers supported by

DCB.
410 QUALITY ASSURANCE . ,,
From the Infrastructure Engineering Branch perspective, quality assurance is any systematic’

process of
" specified r
‘organizatiq
organizatiq

4101 Q

checking to see whether the services we deliver to our customers are meeting their
equirements. A quality assurance system will increase customer confidence and the
n credibility, it will improve work processes and efficiency, and enable our

0 to better compete with others. :

Juality Assurance Program — Infrastructure Engineering Branch

approaches supporting the Infrastructure Engineering Branch through 1) long-term process

The Contr}ctor shall develop a program that continues to adapt quality assurance (QA)

- centric su
centric tecl
operations

4102 ¢

The Contr;
satisfactiot
7 work surve

port for the development of institutionalized QA programs; 2) short-term customer
hnical assistance in the full range of modern QA methodologies; 3) a program of
research; and 4) providing technical leadership in the application of QA.

fustomér Satisfaction — Infrastructure Engineering Branch

actor shall collect, document, analyze , and interpret the data regarding customer

h on Infrastructure Engineering Branch services from call logs, trouble ticket, post-
ys, interviews, and site inspection visits. Providing root cause analysis on the specific

customer wants and needs, identifying areas for performance improvement, and making

corrective

4103 C

or preventive recommendations to establish a new quality assurance benchmark.

duality Assurance in Network Life Cycle
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The Contractor Shall lead DCRB efforts in building best practices, processes, procedures,
documentation, and reporting to achieve Qualify Assurance throughout the Life Cycle of the
network. This includes creating an environment where QA engineers and network engineers
‘work side-Yy-side during all phases of the product development cycle and facilitating meetings
to coordinate processes and procedures both internal to QA and cross-functionally.

4104 Organizational Policy and Procedures

The Contractor shall cooperate with management personnel to formulate, establish and maintain
orgmﬁzat;]o{: policies, operating procedures, objectives and goals. The Contractor shall assist
p

with the inftiation, development, and implementation of action plans for improvement in ail
 business process, practices and procedures.

4.10.5 Quality Assurance Reportmg Infrastructure Engineering

The Contractor shall monitor and evaluate, and prepare reports indicating the results of QA
observations by program and/or service. The Contractor shall also monitor inbound call quality,
ticket qual ty and order implementation quahty for outside sources (DHS, DOIJ, GSA, telephone
compames vendors)

The Contrictor shall coordinate with other Data Communication Branch Groups, to develop a
test plan with documentation including test procedures, test guidelines, test scenarios, and test -
matrices. This test planning must include both a normal performance test and a stress network
_ test, to enspire the response times and services delivered by the network fall within acceptable
time limits under both normal and peak conditions '

Other activities include:
e Mdintenance of QA documentation including minutes of meetings, up-to-date matrix of
~ specifications/QA activities, glossary of QA terms, results of QA monitoring, formal QA
- reports. :
¢ Development ofa problem tracking system used to control and document any problems
found within any process. Problems will be prioritized according to criticality.
e Refommendation of any additional tools or processes that will increase productivity or
quality. : o

411 PROJECT MANAGEMENT OVERSIGHT

Project Management Oversight is the general administration, plamung, organization, control and
oversight, lon a day-to-day basis, of major telecommunications projects to ensure that they are
completed by the DCB on time and under budget. This includes the monitoring of a project in
order to détermine if the project is on schedule, within authorized budget, proceeding in
conformance with the approved plans and specifications, and is being implemented efficiently
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and effectively, Throughout the life of this tz;sk, the Contractor shall provide proj ect management’

oversight to ensure the successful and timely completion of all tasks and deliverables. Project
management deliverables shall include monthly status reports and project management plans as
described in the following sections: ‘ o : ‘

. 411.1 Project Management — Infrastructure Engineering

The Contractor shall prc)iride project management support on major Information Technology (IT)
telecommunications projects from initiation through implementation. This support will include
as planning, analysis, budgeting, design, development, and implementation. The

111 establish project requirements, priorities and deadlines and coordinate resources
(staff, equipment, vendors and consultants) across one or more projects. Manage budget for
assigned project(s), monitor project progress and adjusts resources and priorities accordingly.

| presents progress reports for management using project management tools such as -
Project and Project Central. Contractor shall apply performance management

_ concepts tq analyze cost, schedule, and technical performance of work packages, and also ensure
that all eleménts of the project conform to Quality Assurance requirements. The Contractor shall
coordinate among and between the task leaders, the Project Manager, and Government
Organizations to develop integrated project schedules across multiple teams working on
telecommunications activities. - - : ‘

4.11.2  Project Management Plan

The Contractor shall provide detailed project management plans that the DCB will use to

" identify the budget/cost considerations, technical issues, work breakdown structures, and .
scheduled milestones and objectives in support of DHS/ICENet initiatives. This plan must be
consistent with the general management approach used to manage major U.S. Government
projects and must detail the risks, budget, schedule, and technical issues, and identify work tasks
for each of the DCB groups, as well as groups and agencies outside DCB as appropriate. This
plan will establish the technical, cost, and schedule baselines to which the DCB projects will be
managed and to which the performance of the project will be measured. Major schedule
milestones will be defined, along with the cost estimate of each major subsystem to support this
schedule. [This plan must also describe the project management control mechanisms, -
configuration and change management, reporting requirements, and contingency procedures.
This plan will be relied on by the management hierarchy within the DCB and OCIO.to track
ongoing projects, and outline the responsibilities between the DHS, BTS, ICE, and the DCB and
all their users. - o ' L :

4113 Project Mﬂnagemeni Reporting / Progress Reports

" The Contractor shall provide brief progress reports to DCB once each month during the period
that work is performed. These reports shall be submitted in duplicate no later than the 15th of the
following month. The Contractor shall immediately notify DCB management of any significant
breakthroughs or problems. Progress Reports shall be in a standard format and shall include ata -
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minimum the following subjects in the order indicated, with appropriate explanation and
. discussion:

Title of project

Reporting period

Progress of project during the reporting period

Identification of problems '

Planned solutions ‘

Schedule - percent or degree completed by task to date, critical path
analysis, ability to meet contract schedule, reasons for slippage, and
path to recovery ,

e Cost - analysis of actual cost incuired in relation to budget and _
progress to date, and ability to complete project within contract budget -

412 PROJECT MANAGERS - INFRASTRUCTURE ENGINEERING

'The connectivity services that the Infrastructure Engineering Branch provides to their customer
base encompass a number of diverse functions, including; engineering and design, voice and data
circuit ordering, network address management, router deployment, performance monitoring, and
cabling. These services must be delivered as a seamless set to provide reliable, timely, end-to-
end connectivity on the ICE WAN and other ICE supported networks. The Contractor
supporting DCB shall provide a knowledgeable, technical team of project managers to
accomplish| this objective. 7 -

4.12.1 Project Cooperation and Management .

The Contractor shall cooperate with management personnel to formulate, establish and maintain
organization policies, operating procedures, objectives and goals. The Contractor’s Project -
Managers shall be responsible for managing large-scale muiti-disciplinary projects within the
DCB network infrastructure. Responsible for the management of all assigned projects from
inception through implementation including understanding customer requirements,
planning/analysis/design, coordination between muitiple DCB groups, documentation and
resolution of issues, communication with end-users, implementation of network services, and
follow-up and confirmation of project completion. The positions will also be expected to
collaborate with Headquarters officials and field resources, to serve as customer focal point for
network reqquirements, to manage teams implementing new network infrastructure in the field,
maintain detailed schedules and tasking for network projects, and work with other Project
Managers to ensure overall program success. '

4.12.2  Project Management Support

~ The Contractor shall provide design, development, deployment, problem identification and
remediation, and on-going support of the ICE global wide area network and other ICE supported
networks. [Work as a member of a project management team that takes part in the design, -
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de’ployment and support of a WAN connecting all sites. The Contractor shall work
independently, with only general guidance, to make independent decisions concerning: network
e:ngineeringlj design, problem identification, and, problem remediation. The Contractor shall

respond to
on-call basis.

ietwork administration, operations, and maintenance problems while off duty, on an

. Job Duties include:

4.13

Independently manage a large, complex project that includes humerous communications
components

Develop and maintain project plans

Act as liaison between varied project teams and DCB management

Evaluate alternative solutions to business problems and make recommendations about
technical and process solutions

Define user requirements and functional specifications

Revjew the work of project team members for accuracy and comprehensiveness
Prepare scoping estimates for enhancements

Coordinate the prioritization of tasks

Manage Actions Items / Task List

Pre are weekly project status report and meeting agenda

} tively identify and resolve project issues, escalate when appropriate

Responsibilities and tasks may include, but are not limited to:
Design and Engineering planning

dress management ,

Det rmine appropriate circuit capacities

Cogrdinate implementation schedules

~ Tragking circuit orders with Government and Contractor personnel

Effect changes in routing tables to migrate sites to new OSPF areas.
Proyide design engineering and implementation support for the design and deployment of
the [CE WAN and other ICE supported networks, and LANS located at all sites.

" Proyide 2nd and 3rd tier support to the Network Operations Center (NOC) to identify and

cortect WAN hardware, software, and circuit problems.

IN ERNATIONAL OFFICE SUPPORT

The Contractor shall provide Intematlonal Office technical support in the areas of technology
assessments, planning, design, development, tracking, acquisition, system administration, system
engineering, implementation, network assessments and inventory control. The Contractor shall
test International Office hardware and software products, stand-alone equipment, and software .-
apphcatlo as needed. All activities under this subtask must ensure that software and hardware
will perfo n correctly over the Diplomatic Telecommunications Services Program Office

Network.
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4.13.1 Technology Assessment:

In support of the International Offices, the Contractor shall perform research and analysis work
on new networking technologies. The Contractor shall identify new and emerging network
operating systems, as well as various International Office LAN and WAN peripherals. The
Contractor shall evaluate these products and prov1de ICE DCB with evaluatlon reports and

. recornmendations. :

4.13.2 Planning: : ‘ , :
The Contractor shall estabhsh plans for the expansion, support and operatlons of the
'International network and’ support operatlons '

4133 Designi

The Contractor shall prepare de31gns for the expansion and enhancements of the Internatxonal
network and support operations. The designs shall be based on the utilization and/or migration
" to standard Commercial-Off-The-Shelf (COTS) products such as, but not limited to, Microsoft -
Office 2000. Windows 2000, and Exchange.

s

velopment

ctor shall work with COTS products and develop solutlons to enhance

- 4.13.7 I ternational Office System Admmlstratlon

ctor shall desi en,. 1rnplement deploy and support the lnternat10na1 Office LAN/W AN
components. These components consist of file servers, NOS, pnnters switches, routers, ’
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encryptors

duties shall

" WAN co

workstations, CD ROM tower as well as any new technologies. Interhational Office
also include development of life cycle strategies for International Office LAN and
onents and Wide Area Network analysis TCP/IP.

4139 1 plementatnon

-The Contractor shall perform mplementatlon of Intematlonal Office LAN/WAN components in
the United|States as well as in international countnes

' 4.13.10

The Con
include de
implement

4.13.11 1

ocumentation:

ation plan.

ctor shall create and provide "as-builts” for historical purposes. These “as-builts” will
sign, site survey, inventory (equlpment) cabling standard, and a copy of the

n_ternational Office Network Assessments:

The Contractor shall assess current International Office LAN/WAN implementations and

provide I
functionali

414 EL

ty.

E DCB with recommendations for improving performance of LAN/WAN

ECTRONIC DEPLOYMENT

The Contractor shall provide resources to support ICE management with the deployment of
LAN/WAN electronics, including but not limited to CSU/DSU(S), routers, swit_ches, and

encryptors.

4141 1

The Con
internatio:

ICE. Inst

Contractor

12-hour p¢riod the Contractor shall be required to complete all required documentation and turn

stallation:

tor shall perform turnkey installation of routers and switches to domestic and
locations. Installation of the routers, switches, and encryptors will be done in
accordance to ICE policy and procedures and will be implemented per the design provided by
lation of these devices may or may not require travel. If travel is required, the
Contactor [shall inform the ICE Task Manager and COTR of the requirement and shall be
required t9 coordinate travel with all partles involved. Once the installation has been completed
the Contractor shall be required to remain onsite for 12 hours after the installation until the .
Government has provide acceptance. If no travel is deemed necessary by ICE management, the
shall perform the installation over the phone with field personnel. Contractor shall
continue tp monitor the components for 12hours after installation has been completed. After the

over the injstallation to the Network Operation Center for production monitoring. -

1442 §

tandards

The Contrpctor shall follow ICE and industry standards during the installation of components
The Contractor shall work with ICE management to develop and modify standards as needed.

31

8/12/04




Uj

NITED STATES DEPARTMENT OF HOMELAND SECURITY (DHS)
Immigration and Customs Enforcement (ICE), '
Office of the Chief Information Officer (OCIO)
Systems Management, Integration and Administration Program

1443 C

switches.

pnfiguration:

tor sha}l confi gure routers and switches pér the ICE standards to include standard

tor shall procure equipment as needed to perform the installation of routers and
1 procurements must be pre-approved by ICE management. All procured equipment

must be entered into the ICE inventory management system. Procurement of equipment on

behalf of T

E will be done in accordance with the Federal Acquisition Regulations as applicable.

144.5 Lpgistics:

The Con

immediatel
delivery of
implement
project schl
field perso
of the swit
properly e

4146 D

tor shall ensure that personnel, matenals and. electromcs arrive onsite and

y corrected any deficiencies. The Contractor shall assist in ensuring the proper

all components and associated materials and supplies required to properly and fully
each project in accordance with ICE-approved design, Infrastructure standards,
edules, and task statements. The Contractor shall coordinate the installation with HQ,
anel, telephone companies and other parties that may be involved with the installation .
thes and routers. Contractor shall also be responsible for ensuring all.components are -
itered into the ICE property management systems.

ocumentation:

The Contractor shall create and provide as-builts for historical purposes. These as-builts will
include design, site survey, inventory (equipment), cabling standard, and a copy of the
1mplernen tion plan: .

4.14.7- "
The Coni

ommunications:

tor shall be required to hold pre installation and post installation briefing with our

customers; therefore, the Contractor must have demonstrated superior oral and written
communication skills.

4.15

The Con
Infrastructy
the Action
Contractor
departmen|

INTORY — INFRASTRUCTURE ENCINEERING BRANCH

tor shall perform inventory of equipment and resources located at all ICE
hre Engineering Branch sites. The Contractor shall be responsible for the updating of
Request System (ARS) and the ICE Automnated Management System (AMIS). The
shall provide yearly inventory reports of all equipment and work with other ICE
ts to locate and identify missing equipment.
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416 VOICE COMMUNICATIONS PROGRAM SUPPORT

continued development of service-wide voice communications policies and procedures. The
Contractor shall provide technical advice on voice communications, the characteristics of
transmission facilities to include switching and switches and public and private networks. The

The Contnz[tor shail provide voice communications expertise to assist the USICE in the

" Contractor [shall create wiring plans and telecommunications layout drawings; assist in the

development of requirements documentation for telecommunications hardware and services; and
assist in the continued development of USICE voice communications policies and procedures.

4.16.1 Headquarters Voice Communications Support

The Contrdctor shall assist with the identification, ordering, and placement of voice
communications equipment, lines, and features réquirements for office expansions, relocations,
system enhancement additions, etc., and assist staff through the necessary approvals and
placementy of orders. Work requirements shall include the management of databases for work
performed, lines provided, calling cards provided, pagers provided, cell phones provided, billing
rates, and go forth. The Contractor shall maintain and publish an electronic and camera-ready
telephone directory that will be used to produce hard copies and electronic copies. The
Contractor|shall also maintain and publish the telephone directory in Hypertext Markup
Language (HTML) format for use on the USICE intranet website. The Contractor shall work
directly with users, service providers, and ordering officials to insure that all voice services and
equipment|charges are accurate and that corrections are made as discrepancies are identified. The

- Contractor| shall maintain regional and HQ inventories on pagers, cell phones calling cards,

PBXs, switches and lmes

4.16.2 Administrative Centers Voice Commmunications Support

The Contractor shall provide operational management of voice communications services at
USICE Administrative Centers. At the Administrative Centers, the Contractor shall design and
manage telecommunications projects as needed for USICE facilities and organizations

throughout the Eastern Reglon area of operations, including travel to those locations to conduct

site surveys, participate in project meetings, monitor installations and address post-installation
issues. The Contractor shall provide technical advice on telephony, regulatory initiatives and
general telecommunications services that support USICE business applications. The Contractor
shall provide specialized knowledge of voice communications circuitry, switching, transmissions
facilities, and networks. The Contractor shall provide first level trouble diagnosis and
maintenance. The Contractor shall install and test voice communications equipment at the
USICE Administrative Centers. The Contractor shall maintain all private branch exchanges
(PBXs) atthe USICE Administrative Centers, i.e., Lucent G3si, Mitel 1/w/ s/w 200 PBX, and
Nortel Meridian Mail PBX. The Contractor shall oversee vendor installations and repairs at the
USICE Administrative Centers. :
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4163 V

oice Communications Engineering

The Contrgctor shall provide voice communications expertise to assist the USICE in the

developme
direct supp
(DataComz
. directed by

4164 1
The Contr

nt of voice communications technologies and design. The Contractor shall provide
ort to the USICE Systems Integration Division’s Infrastructure Engineering

m) staff and shall work in cooperation with Infrastructure Engineering Contractors as
USICE Infrastructure Engineering management.

esign and Deployment of Voice Network Systems

ctor shall develop designs for new PBX or other designated voice communication

systems at[ICE sites designated by DataComm Branch management. At DataComm Branch
management direction, the Contractor also shall develop plans to fully unplement those plans
approved and selected by DataComm management.

At DataCo _
designs an
concert wi
DataComn

417 C

4.17.1

Branch management direction, the Contractor shall deploy systems according to
d plans approved by management. The Contractor shall perform these deployments in
ith the DataComm Deployment Section and, when directed, shall work with designated
n Contractors.

LE PLANT MANAGEMENT AND SERVICES

roject Coordination

. The Contractor shall work jointly with the ICE to provide management support services for the
installation and maintenance of cable plants throughout the ICE. The Contractor shall be
required t¢ manage multiple projects at once. The Contractor shall be required to interface,
coordinate, and liaise with personnel at ICE Headquarters, ICE Regional offices, Systems

Integratior
Engineers

gather req
projects w

Communi
constructi
assurance
standards.

4.17.2

The Conty

beginning
agreed to

Division, Department of Justice, General Services Administration (GSA), Core of
and civilian Contractors, architects, and engineers. The Contractor shall be required to
nirements, establish schedules, chair and attend meetings, communicate and coordinate
ith various cable Contractors, track project costs, and interface with Data :
cation Branch (DCB) customers. In addition, travel will be required for attending
bn meetings, project kick off meetings and performing site surveys, and quality
checks. The Contractor shall assist with modifications to policies, procedures, and

Cable Plant Management Support Activities

actor shall be requlred to provide cable plant management support for the ICE from
to end and ensure all documentation has been completed in accordance with the ICE °
project plan.
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stallation, Maintenance, Repair, and Site Survey Slipport

The Contractor is also responsibie for providing engineering support for the design,
development, implementation, maintenance and support for all ICE Cable Plants.

tor shall be responsible for the oversight and completion of all cabling projects. The
Contractor|shall be responsible for identifying that all materials (including incidentals and
exhaustibles) acquired meet the ICE Infrastructure Cable Plant Standards. If the Contractor
determines that materials do not meet the specified standards, the Contractor shall be responsible
ifying the ICE Task Manager. Also, the Contractor shall be responsible for ensuring that
equipment, except consumables, is entered into the ICE asset management system.
tor will also procure this equipment/materials at or below subcontractor/vendor GSA

tor shall provide the ICE with integrated cable piant installation services. For this
effort, the Contractor shall provide cable, cable plant electronics (per ICE approved design),
station and patch cables, face plates and surface mounts, patch panels, racks and other
rr'liscellanEu‘s hardware, materials and labor used for the installation of a cable plant. The

K

infrastructiire cable plant shall be implemented in accordance with the ICE Infrastructure Cable
Plant Standards and will adhere to all Local, State and Federal codes, and regulation. The
Contracto* shall be required to obtain any and all permits required to perform the cable plant
installation. The Contractor shall be required to perform standard non-structural modifications -
as needed this may include, but not limited to, core drilling, punch-down block installation,
installation of plywood and mounting of communication racks. The Contractor shall be required
to mount, patch, label, and document the cable plant electronics unless otherwise directed by the
ICE Task Manager. Additionally, the Contractor shall test, certify, and label the entire cable
plant instdllation; and provide As-Built documentation per the ICE Infrastructure Cable Plant
Standards| . - -

The Contractor shall also be responsible for providing support for a rapid response cabling team
(i.e., “SWIAT team™) for emergency installations as directed by the ICE Task Manager. For '
CONUS sites, rapid response is defined as less than a 24-hour response. Each instance of arapid -
response Trill begin with written authorization from the ICE Contracting Officer or COTRto the
Contractor and will be funded similarly to other cabling projects. Due to the nature of this
requirement, the Contractor must coordinate with the ICE Task Manager to provide the required

deliverables and documentation required for cabling projects within an appropriate time frame. .

The Conttactor shall notify the DHS ICE Task Manager of cabling installation issues that arise
that will jeopardize completion of cabling projects. This starts with a written report with 16
business hours of the discovery of the issue(s) and then continues with the trouble-shooting and
dispatching of resources to resolve (personnel, equipment, materials, etc.) the issue(s).

The Contractor shall provide support for the resolution of LAN related trouble tickets to the
extent of pssigning trouble tickets and coordinating the solution. '
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q

Upon completion of

package. The CO

the cable plant installation, the Contractor shall complete a documentation
will issue a written acceptance of each cable plant installation after receipt

and acceptance of al 1 dehverables

4.17.4. Cable Pla

t Management Quahty Control Activities .

The Contractor shal] develop a Quality Control (QC) plan for infrastructure cabling that will be

implemented in the

erformance-based environment. This plan describes how the Contractor

shall perform quality control activities during the des1gn, implementation, and certification for

infrastructure cabli

Define
. checklis
each ph

Provide

g. Spemﬁcally, the overall QC plan must consider the following: -

e QC activities, sampling methodology, procedures document templates,
s and resources (including personnel qualifications and certifications) for
e of a cable project :

echnical parameters for cabling'installations based upon or considering ICE

Infrastructure Cable Plant Standards and international quality control standards

4175 PLATFO

Identify all IT data
Operating System

4.17.5. 1 Platform

M ENGINEERING
rocessing reqiu'rements and c'letermixﬁng" the suitability of all hardware,
d related COTS used by the Bureau to support the ICE mission.

onfiguration

The Contractor shall establish and identify mlmmum requirements for all computer hardware;

server hardware, co
deployed within the

peripherals deploye

4.17.5.1.1 Identify.

The Contractor shal

software requireme
evaluating systems
requirements. -

4,17.5.1.2 Determin

. The Contractor shal

workstations, serve
it is fully compatibl
and any third party

mmunications devices, operating systems and desktop applications to be
ICE IT environment. Determine a uniform standard for all equipment and
d across the ICE system based on interoperability and functionality.

Applications Processing Requirements

1 identify specxﬁc application related hardware, operating systems and
nts required to support ICE mission critical applications. This includes
Bios, operating system capability and any spectal configuration or driver

e Hardware Configuration
1 insure that all hardware (communications devices and software,
rs, printers etc.) will support existing software, network connectivity and that

e with related peripherals and systems. Also verify that all requ1red dnvers |
software is available W1th1n the system.
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4.17.5.1.3 Determine Software Configuration

The Contracto shall analyze and verify that Operatmg Systems and COTS can be configured to

meet mission

quirements without impact to ex1st1ng systems and capable of being standardlzed

in a controlled|image release.

4.17.5.1.4 Est blish Platform Cotifiguration Standards

The Contractor shall assist ICE i in estabhshmg technical standards that will aliow the agéncy to
stay current with its equipment and to interface technically with other department components.
The Contractor (Lab personnel) may be required to participate in active ICE technical workmg

groups (i.e.,
event, the Co

Contractor sha

standards ina

417515De\

chitecture, Windows) with or on behalf of IT Infrastructure Engmeenng, in this
actor shall report on any action items at working group meetmgs The’

11 provide written findings pertaining to the establishment or revision of technical
separate sectlon of the Monthly Progress/Status Report.

relop Acqmsltlon Speclﬁcatlons

The Contractor shall provide written technical spemﬁcatlons for the standard hardware software

configuration
are to be used

requirements, once approved by the Government task manager. These standards
by acquisition branch for procurement.

41752 IT _ijrastructure Engineering Lab

The Contract

~at 801 I Street,

4.17.5.2.1 D¢

The Contractc
new model co
image for proj
test special pri
an electronic
The Contractg
images develc
Infrastructure

4.17.5.2.2 Te

r shall staff and maintain the IT Infrastructure Engineering Lab, currently located
Washington, DC. The Lab supports the following primary functions:

velop and Update'Standard and Custom Image Configurations

r shall devclop and update standard and custom image conﬁguratlons for every
mputer that ICE purchases. The Contractor shall configure and test the standard
ects with unique and specialized requirements. The Contractor shall develop and
bject images, as directed by the ICE Task Manager. The Contractor shall maintain
ibrary of all images currently in use, which will be accessible to ICE at all times.

or shall submit for ICE approval a detailed overview and layout of customized

yped with unique and specialized requirements and changes to the standard

base platform..

.t Hardware and Software Compatibility

The Contractor shall test equipment and verify components with the appropriate image before it

is shipped to t

the field to insure its compatibility with all automated data processing (ADP)

software, hardware, and peripherals utilizéd by the ICE. The Contractor shall provide ICE with

written results

5 of all tests and present the impacts to ICE image and 1dent1fy requlred changes for

s
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application images. The Contractor shall deliver written findings of all testing to ICE written in
accordance with the latest version of ICE Systems Development Life Cycle (SDLC) procedures.
These findings shall be included in a separate section of the Monthly Progress/Status Report and
posted on the|ICE Infrastructure Engineering Intranet website. ’

4.17.5.2.3 Evaluate and Test New Technologies

- At the gov ent’s direction, the Contractor shall evaluate and test new technologies, including
hardware and|software, to allow for key technical architecture decisions to be made with full
knowledge off how equipment integrates with the rest of the ICE information technology. The
Contractor shall proactively identify and evaluate products and technologies and research and
evaluate any special new technology required by a program. The Contractor shall document the.
results of tests and evaluations and recommendations regarding products and technologiesin a
separate sectipn of the Monthly Progress/Status Report; in addition, a list of technologies and
products under review, test results, and documented recommendations shall be maintained on the
ICE Infrastructure Engineering website. The Contractor shall also conduct, as appropriate, on-

- going analyses of the IT environment (i.e., network operating systems and servers) either through
a simulated o a production system; the resuits of these analyses shall be documented in a
separate section of the Monthly Progress/Status Report. '

4.17.5.3 Staging Facility

The Contractbr shall staff and maintain a secure ICE Staging Facility, such as the one currently
located in Lahdover, MD. The Staging Facility shall protect the equipment stored in the facility
from theft and damage (e.g., with monitored video surveillance 24 hours/day, appropriate
lighting, alarns, etc.). The Contractor shall conduct a cost/benefit analysis for review by the ICE
Task Manager prior to moving to another location. Staging Facility activities shall be conducted

' in accordance with Standard Operating Procedures (SOPs). The Contractor shall update the
‘SOPs, as required, with ICE approval. ‘

4.17.5.3.1 Receipt of Equipment

The Contractor shall receive all equipment, ordered by customers of the Infrastructure
Engineering Branch at the Staging Facility. The Contractor shall inspect all incoming items for .
signs of damage and prepare equipment for storage and document details pertaining to damage or
shortages in equipment orders. - The Contractor shall provide copies of all staging receiving
reports to both the Information Technology Solutions Management Center (ITSMC) and the ICE
Task Manager for certification for payment. The Contractor shall apply ICE property
management stickers to all equipment upon arrival and enter required information into the
current inventory database. The Contractor shall recommend process improvements for logging
and tracking|the receipt of equipment and incorporate recommendations that are approved by
ICE. - '
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4.17.5.3.2 Inv|

The Cdntract_
percent accur

entory of Equipment

shall maintain an up-to-date and accurate in'veﬁtory (with not less than a98
cy rate) of all equipment received at the ICE Staging Facility. The Contractor

shall enter the|necessary data into the current inventory.data base and provide weekly inventory )

reports to the

astructure Support Branch. The weekly inventory report shall include a list of

equipment on back order. The Contractor shall coordinate with the Infrastructure Liaison to

provide quali
written notifi

_inventory control, as well as w
Audit Reports.

4.17.5.3.3' St

assurance and “real-time” inventory information. The Contractor shall provide
ation to the Infrastructure Engineering Branch on any issues/concerns regarding
eekly inventory reports and Quarterly Certified Inventory and

rage of Equipﬁ)ent

" shall follow-]

The Contractor shall store ICE equipment at the ICE Staging Facility. The Contractor shall track
storage charges by ICE Program name and pallet count on 2 monthly basis. The Contractor shall
submit a dampge or theft report to the Infrastructure Engineering Branch upon discovery of such
an incident and complete the necessary Computer Incident Response Program (CIRP)

ical direction from ICE Infrastructure Engineering Branch Team, the Contractor
e appropriate image on workstations, configure office automation (OA) servers,
ty assurance (QA), and document the configuration prior to shipment. The
Contractor shall also coordinate the installation of application servers and provide peripherals as
requested. The Contractor shall perform front-end encryption on notebooks/laptops going to the
field from stagi

ging.

shall install t}
perform qual

* 4.17.5.3.5 Shipment of Equipment
Following setup and imaging of equipment, the Contractor shall prepare equipment for shipment
following authorization by the Infrastructure Engineering Task Manager. Proposed shipping
rates for all equipment stored in the staging facility must be approved by ICE. The Contractor
shall provide ICE with the approved-current Shipping Rates Schedule and notify ICE 60 days
prior to any proposed rate changes. Prior to shipment, the Contractor shall update current -
inventory database to reflect G-504 location codes. The Contractor shall send G-504 forms with
the shipment to the receiving site, notifying the site of transfer of ownership. The Contractor '
up with customers to ensure that all G-504s are closed out within 15 calendar days .
of shipment. : : :
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4.17.5.4 Deployment Lifecycle Support

The Contractor shall wark with the ICE Task Manager and the customer to identify specific
requirements for the praject and prepare a cost estimate and project plan. The majority of
deployments require the Contractor to replace or upgrade existing IT hardware and software; in
addition, the Contractor shall deploy equipment to newly established sites. The Contractor shall
perform the deployment activities in accordance with SOPs. The Contractor shall update the
SOPs as requlred with JCE approval

4.17.5.4.1 Pre Deployment Assessment Support

The Contractor shall assist the ICE in pre-deployment planning. Pre-deployment activities shall
be conducted in conjun¢tion with the identified Infrastructure Engineering Liaison and include '
conductmg pre-site suryey assessments, i.e., making contact with the customers, accessing and
reviewing all available site documents; 1dent1fy1ng current and planned activities; developinga
preliminary deployment plan and schedule; and coordinating all infrastructure activities prior to
visiting the site. - ' B " R

RS

4.17.5.4.2 Site Survey Support .

The Contractor shall conduct a Site Survey using an established, standard site survey instiument
that covers, but is not limited to, the facility, the network topology, hardware and software -
mventory, and user needs. The site surveys will be conducted on site; however, there may be
occasions when the Contractor, in conjunction with the ICE Infrastructure Engmeenng Task
Manager, will determme whether the survey can be conducted by telephone or by field
personnel. .

The Contractor shall ¢cdordinate all site visits with the ICE Infrastructure Engineering Liaison.
All site visits must be pre-approved by the USICE Task Manager. If the Infrastructure '
Engineering Liaison is not participating in the site VlSlt then the Contractor shall coordinate the
site visit with the ICE $ite POC.

The Contractor shall assist in developmg 51te-spe01ﬁc Deployment Plans that describe the LAN )
design and equipment tequirements for the site, cable plant design, and proposed Bill of
Materials (BOM). - '

For each site, the Contractor shall develop and submit to ICE a Comprehenswe Site Survey
Report and one or more¢ Trip Reports.

4.17.5.4.3 Acquisition| and Logistics Support
ICE will acquire and make available to the Contractor hardware and software needed for

deployment through the appropriate acquisition process. The Contractor shall receive, inventory,
configure, and test all hardware and software to be deployed. These activities shall be conducted
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primarily at

the Staging Facility, with some testing occurring within the Image Lab. ‘Hardware

and software shall be deployed from the staging facility to the deployment site. Special

circumstanc

es may require “just-in-time” deliveries and on-site staging.

" The Contractor shall coordinate all acquisition and logistics activities with the ICE Infrastructure ;

Engineering

Liaison. The Contractor shall work with the ICE Infrastructure Engineering Liaison

" toreview and ord.e;"BOMs_for hardware and software, if applicable. The Contractor shall ship
“the equipment from the staging facility to the site(s) or arrange for “just-in-time” delivery in |

- accordance
shipments t

with the deployment schedule. The Contractor shall track purchase requests and
o the Staging Facility and provide delivery information on a weekly basis to the ICE

Infrastructure Liaison in accordance with SOPs. The Contractor may be required to resolve
issues relating to the purchase of equipment or, if necessary, to expedite shipment.

The Contra

tor shall maintain the Master Infrastructure Site List and, in conjunction with the

ICE Infrastructure Engineering Liaison, shall work with the sites to resolve any issues pertaining
to the shipment, receipt, or condition of equipment.

4.17.5.4.4

Contractor
install and ¢

n-Site Installation

personnel shall travel to the sites designated for infrastructure deployment and shall

onfigure the hardware and software in'accordance with the ICE approved

Deployment Plan and Schedule. The Contractor shall verify site readiness, as defined in SOPs,
prior to traveling to any sites. _ ‘

. The Contrac;tor shall perform the following activities while on site:

Conduct On-Site Inventory — The Contractor shall inventory shipped equipment
and notify Staging and the Infrastructure Engineering Liaison of any discrepancies.
The Deployment Team Lead shall ensure that the G-504 is signed and accepted in’
AMIS. The Contractor shall return the signed G-504 to ICE Headquarters.

Coordinate all Deployment-Related Activities — The Contractor shall work in
' |concert with the ICE Infrastructure Engineering Liaison, the Site POC, cabling
c
proceeds smoothly, on schedule, and that the ICE mission objectives are satisfied.
The Contractor shall provide the ICE Infrastructure Engineering Liaison with daily
status updates during the daily meeting and a written daily report. The Contractor
shall identify any issues upon discovery.

Receive Equipment shipped from the Staging Facility — The Contractor shall

arrive on site to receive the equipment shipped from the staging facility or elsewhere
in the case of just-in-time deliveries. The Contractor shall unpack boxes and inspect - o
" |the equipment for damage and prepare for installation. The Contractor shall ‘
immediately report any damage or short
- |Liaison. . ' , :

age to the ICE Infrastructure Engineering

&

ontractor, and any other support contractors, to ensure that the equipment installation
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nstall and Test Equipment — The Contractor shall bring the system up to its full
yperational state. The Contractor shall review and update Standard Test Plans. The
nstalled system shall be tested in accordance with an identified Standard Test Plan.
After conducting the tests, a Test Analysis Report for each site shall be prepared and
lelivered to ICE. The Contractor shall provide “As Built” documentation to ICE.

=y by I

o Prepare Equipment for Excessing — The Contractor shall assist the site by
* consolidating, boxing, arid inventorying equipment identified by the site POC that is
to be excessed w1th a palletlzed inventory that identifies the equipment on each pallet.

. Coordmate Trash Removal — The Contractor shall coordinate with the site POCs
for the removal of trash generated by the deployment

o Conduct Close—Out Briefing — After the equipment has been installed and tested,
the Contractor shall conduct a close-out brief that presents the activities, results, and
lessons learned from the site installation. If no ICE Infrastructure Engineering
‘Liaison'is available, the Contractor shall coordinate with the ADP POC on site to
‘coordinate and lead the meeting. The Contractor shall ensure that the Infrastructure
. Engineering Team Lead and ADP POC 51gn the test and acceptance documents

| 4.17.5;4.5 Post-Installation Support. ’

Once a site installation is complete the Contractor shall prov1de post-mstallatlon support to the | .
site personnel. The post-installation support shall last up to five working days depending on the
size of the site following the acceptance of the installed system by the ICE site personnel.

During this period, the Contractor shall provide ‘technical guidance and assistance to site staff
and system users. The Contractor shall provide a limited amount of system administration
functions and training to keep the system functioning. In addition, the Contractor shall provide
assistance to the site personnel to communicate, eoordmate, and facxhtate Inﬁ'astmcture
Deployment project activities on site.

The Contractor shall prov1de ad hoc support, as needed to local site staff during periods of thh
intensity deployment activity, such as facility modifications, cable plant installation, and post-
installation transition. In addition, the Contractor may be required to provide temporary or
permanent(local) on-site system administration support at selected sites. :

4.17.6 Interface with Other Contractors Supportmg the Infrastructure Engmeermg
Branch T sk

In providmg the services described herein, the Contractor shall work in conjunction with other
service prqviders under contract to ICE as follows:
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1. NOC operation is provided on a full time (24 by 7) basis under a separate task.
The Contractor shall: -

e Provide WAN design for (or review existing design by) the other Contractor;

e Receive trouble ticket assignments from the NOC Contractor, provide expert:
analysis to resolve problems, record resolution into the NOC’s trouble ticket
tracking system, and de-brief the NOC Contractors on troubleshooting
outcomes;

e Request NOC Contractors to conduct link monitoring, trouble ticket tracking,
circuit status update from previous shlﬁs and current system performance

. parameters; and

» At the request of ICE, train other user support Contractors in nnplementmg
particular network performance enhancement procedures or equipment;

2. Under a variety of contract vehicles, ICE obtains International Office LAN/WAN
Support from Northrop Grumman, Siemens, and through the Department of State.
The Contractor shall:

¢ Provide LAN/WAN design for (or review existing design by) Department of
State, other technical Contractors; )

e Receive trouble ticket assignments from.the Department of State Contractors,
provide expert analysis to resolve problems, record resolution into the NOC’s
trouble ticket tracking system, and de-brief NOC Contractors on
troubleshooting outcomes;

* Request Department of State Contractors to conduct lmk monitoring, trouble
ticket tracking, circuit status update from previous shifts, and current system
performance parameters; and

e At the request of ICE, train user support Contractors in implementing
particular network performance enhancement procedures or equipment.

- 3. A separate task is used for equipment storage, staging, and deployment. The
Contractor shall:-

¢ Direct equipment shipping, inventory tracking from the storage-staging-
~ deployment Contractor for advance preparation of site installs

4, The Contractor shall interact with manufacturer technical support personnel.
providing hardware/software maintenance services to ICE. The Contractor shall
work with vendor’s technical support personnel to perform technical analysis,
trouble resolution, design review, reporting, and user training. These vendors
shall include, but are not limited to, the following:

e Cisco
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Nortel -
Hewlett-Packard
IBM :
Siemens/Pyramid
Remedy .
Oracle/SQL
Network General

5. The shall interact with-various Long Distance Carriers and Local Exchange
Carriers as follows: '

o The Contractor shall issue trouble tlckets to the Long Distance or Local
Exchange Carriers, provide expert analysis to resolve problems, report
problem resolution to the exchange carriers; and

o The Contractor shall request exchange carriers to conduct link monitoring,

~ ) trouble ticket tracking, circuit status update from previous shifts, and current o

system performance parameters.
TASK C + ADP OPERATIONS (TORP SECTION 4.18)
4.18 ADP|OPERATIONS SUPPORT .

The purpose of the Contractor is to provide Information Technology (IT) infrastructure services
to the Unifed States Immigration and Customs Enforcement (BICE) worldwide. .

4.18.1 BACKGROUND

The ADP Dperations Branch is responsxble for providing a secure, effective and responswe

~computing environment for the development, implementation, and maintenance of mission-
critical and decision-support information systems. The Branch provides computer operations,
database management, and systems software services. The Branch also has 2 major role in
providing mainframe and enterprise UNIX systems sﬁpport.

USICE has an Interagency Agreement (IAA) with the Department of Justice (DOJ), Justice
‘Management Division (JMD), Information Resources Management, Computer Services Staff
(CSS) to provide large-scale computing services to process and store mission-critical and |
decisiox}-&aking data. There are two (2) Justice Data Centers (JDCs); one is located in Dallas,
Texas (JDC-Dallas) and the other is located in Rockville, MD (JDC-Washington). -USICE uses
* both Justice Data Centers for computing services.

Mainframe and enterprise computing services provided by the JDCs support a wide range of
application programs and systems designed to enforce and support the immigration laws and
codes and|related missions of the USICE. As such, USICE applications systems must be
available 24 hours a day, 7 days a week to immigration officers (i.e., USICE Inspectors,
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" Examiners, Border Patrol Agents, etc.) who are interviewing aliens, screening potential terrorists,
and facilitating entry of persons legally admissible as visitors, citizens and immigrants. These

functions are typically performed with a sense of urgency and in a time-sensitive environment at .
more than 1400 locations both within the continental U.S. and at numerous overseas locations.

4.18.2 Objpctives

- The purpose of this Task Order is to maintain contractor support for the seamless sustainment of

Headquarters ADP Operations Support functions. Support provided will include, but is not
limited to: ) : B

e Computer operations support required to operate and monitor the USICE MVS. peripheral .
: equipment, minicomputers (including UNIX-based), and mrcrocornputers, at the HQ
Operations Center; :
Production control support to process USICE data;

Storage management support to manage and control USICE data that is stored on various
storage media;

Contingency planning support to minimize the impact of a disaster;
Cappcity planning support to ensure availability of required computing resources

Systems software support to manage and control operating systems and product software;
and

e Database management support of the USICE database management systems.

4.18.3 Re uirements \

The Contractor shall provide all necessary supervision, managernent techmcal and
admlmstrat ve support to accomplish this task order. ; '

4.18.3.1 Computer Operations Support

The Contractor shall provide computer operations support required to operate and monitor the
USICE cnvllronment of MVS peripheral equipment, minicomputers (including UNIX-based), and
microcomplters, at the HQ Operations Center located in the Chester Arthur Building at 425 I. St.
NW. The Contractor shall be required to perform printing services, backup and archiving
procedures, disaster recovery, and prevention procedures. The Contractor shall also provide
ancillary support services such as supplies control and limited facility management. The
Contractor shall provide staffing coverage 24 hours per day, 7 days per week. Mandatory
staffing shall be one (1) person per shift, including weekends and holidays. This subtask
requires knpwledge of Multiple Virtual Storage (MVS) and/or UNIX operating systems.

- Knowledgg of Mrcrosoﬁ operating systems and Novell is desirable. :

1

45

8/12/04




- 'UNITED STATES DEPARTMENT OF HOMELAND SECURITY (DHS)
Immigration and Customs Enforcement (ICE),
‘Office of the Chief Information Officer (OCIO)
Systems Management, Integration and Administration Program

4.18.3.2 Production Control Support

The Contractor shall provide production control support for USICE application systems that are '
operational at the JDCs, HQ Operations Center, and other decentralized locations. Production
control support shall include, but is not limited to, job scheduling; job submission; job
recovery/restart; problem identification, determination and notification; input preparation;
input/outpyt control; output distribution; and database and file backup and recovery. Also, the
Contractor|shall perform system and on-line monitoring, and provide periodic reports on system
unavailability and processing exceptions. The Contractor shall provide staffing coverage 24-
hours per day, 7 days per week. The Coniractor shall provide one (1) Systems Analyst or
equivalent skill level, to staff the HQ Operations Center at all times, including weekends and
holidays. The Systems Analyst shall ensure effective and timely problem identification, take the-
necessary ¢o orrective actions, and escalate problems in accordance with the ADP Operations
Branch Problem Reporting and Escalation Procedure. This subtask requires knowledge of MVS
or UNIX operating system, Job Control Language (JCL), automated scheduling packages (i.e.,
CA-Scheduler), Time-Sharing Option (TSO), and MVS or UNIX utilities.

© 4,18.3.3 Magnetic Media Library Management and Control

The Contractor shall manage and control magnetic media located at the HQ Operations Center
and JDCs. | At the HQ Operations Center, the Contractor shall manage and control storage,
withdrawal, and return of magnetic media; and maintain and control magnetic media at offsite
storage. At the HQ Operations Center and JDCs, the Contractor shall respond to user requests to
manage data sets resident on USICE tapes; operate and maintain an automated media library
management system; and maintain and execute a magnetic media rehabilitation and disposal
program. JDC personnel will physically handle the magnetic media at JDC’s. This subtask
requires knowledge of MVS or UNIX Tape Management System (TMS) and TSO.

4.18.3.4 Direct Access Storage Device (DASD) Management and Control

The Contractor shall manage and control USICE assigned DASDs at JDCs. The Contractor shall
complete establishment of storage management procedures and rules and use automated storage
managers fuch as IBM’s Data Facility System Managed Storage (DFSMS) and Data Facility
Hierarchical Storage Management (DFHSM) to manage and control disk space for all USICE
storage media. The Contractor shall also respond to user requests for disk storage space; :
maintain the integrity of USICE datasets residing on DASDs; maintain files and database backup
and recovery procedures; perform disaster/recovery support; and monitor DASD usage and take
appropriate action to minimize waste and abuse. This subtask requires knowledge of principles
of storage management, including procedures and rules, and operational use of DFSMS,
DFHSM, ABR/FDR, TSO, and MVS utilities or UNIX storage management products and
utilities. ' . :
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4.183.5 ¢
The Contr:
Contractor
-and prepan

apaclty Planmng

actor shall provide capacity planning for USICE data processmg at JDCs. The

shall gather and conduct an analysis of USICE plans, develop workload projections, |

e reports. The Contractor shall monitor USICE system usage and prepare reports.

The Contractor shall also provide JDC budget planning and monitor costs. This subtask requires

knowledge
software.

4.18.3.6 (
The_ Contr
maintenan
JDCs. Th

the ADP ¢
contingem

4.183.7 1)

The Contrg
the followi

of pnnmples of ADP capac1ty planning, modeling software, and presentation

ontingency Planning

actor shall continue development, updating, administration, testing, and
ce of an USICE ADP Contingency Plan for USICE applications systems at the
e Contractor shall stay abreast of USICE and JDC plans and make adjustments to

ontingency Plan. This subtask requires knowledge of pnnmples of ADP

LY planning..

ocumentation

ictor shall continue development, malntenance updatmg, storage and distribution of :

g docu.mentatlon

procedure manuals and related documentatlon concenung ﬁmctlons performed

ices provided under this contract.

contract. The Contractor shall identify and recommend for Government approval topics

that re

d.

4.18.3.8 Te¢

The Contra
- commercia
~ documenta
~ consultatio

- notification
change not
conform to
but not be ]
support ATl

uire documentation._

bulletins, ncwsletters change notices, system outage notices, and other written

ntation to inform users about operations and other matters pertaining to ADP
ions and related support.

:locurr_léntation updates.

:chnical Suppoi‘t

ctor shall provide technical assistance to support operating systems, DBMSs, and .

1 software applications. The Contractor shall analyze and resolve problems, provide
tion of procedures and standards for the use of system software, and provide expert
n on related technical issues. The Contractor shall develop and maintain an on-line

1 and information system capable of disseminating and tracking documentation and
ces. Asrequired by the Government, the Contractor shall provide IT services that
the USICE Systems Development Life Cycle (SDLC). These services shall include,
imited to, requirements analysis, design and development and test and acceptance to
)P operations activities.
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4.18.3.9 M[anagemént Support

The Contractor shall provide the necessary operational management, project control, and
technical expertise to provide technical guidance and direction to staff personnel. Additionally, -
the Contractor shall provide senior level technical storage management expertise and supervision
to support capacity planning for USIC data processing at JDCs. |

TASK D-COMPUTER AND TELECOMMUNICATION SECURITY PROGRAM (TORP
SECTIONS 4.19 THRU 4.26) "

The Contractor is to provide~&&¥S— Office of Information Security Systems (OISSM) with
products and services that support the ICE and DHS initiatives and ensure compliance with the
mandated fnformation security reqmrements as established by FISMA DHS, ICE and NIST, as
- well as other government agencies as indicted.

The primary goal is to achieve cost effective and efficient compliance with information security
mandates and develop-G&TS-_OISSM program performance metrics, based on the DHS CISO

Program Elements, that can be used as supporting information that indicates compliance with the
current Security Act and/or mandates. Performance metrics must also allow for the tracking of
- metrics down to the Major Systems/Applications and General Support Systems (GSS) that will
- include ICE major offices or Sites. In addition, it is important to maintain continuity of the
security program as it supports agency requirements and programmatic plans throughout the
Systems Development Life Cycle (SDLC) of each IT system.

The Contrgctor is to assist the-C&TS- OISSM program with ensuring an operationally effective
yet secure|automated environment for existing and future information systems and apphcatlons
- by prov1d1 g a strong, proactive team of practltloners that:.

erstands IT archltecture, SDLC and related issues;

2) Understands relevant Federal laws, and DHS policies, and other as listed

3) Provide a strong IA Program management and integration capability to effective design,
implement and maintain a robust, comprehensive, efficient and cost effective-C&TS
OISSM 1A program. '

4) Review, interpret, develop, and dlssemmate the necessary ICE-C&TS- OISSM policies
and procedures that reflect the DHS CISO’s eight program areas and account for the
guidance found in Attachment A.

5) Assist ICE in the development of an effective secunty solutions that addresses significant

" differences in multiple operational environments; develop risk managemient processes
that are proven through utilization, and flexible enough to be valid as IT and user
requirements evolve;

6) Deyelop and maintain an effective risk management and Certification and Accreditation
(C&A) program that meets the requirements of FISMA, other oversight authorities, and
other guidance found in attachment A. This must account for ICE requirements to

perform C&A on Major Systems/applications ‘and GSS, that address DHS and ICE

. pohcles and the ICE mission and operational requirements; ‘
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7) Develop, implement and maintain, in coordination with DHS and the ICE IT Training
Program, a comprehensive Information Security Training, Education and Awareness
Program that provides all requisite role based training required to ensure an effective IA
' program is fully implemented within ICE;

8)

Des

ign, develop and coordinate, with DHS and ICE IT Operational Organizations,

- Architecture teams, and System Assurance teams, the implementation of an effective IT
Security Architecture that meets and complies with the DHS security architecture and
meets ICE Operational and Mission requlrements and IT operational needs and meeting’
IA requirements as identified; |

9)

Dest

Ce:

ign, develop, enhance, and operate and maintain an effective Security Operations

Ceﬂ:er Computer Secunty Incident Response Center, and Digital Identity Management

er (DMIC) to ensure that ICE is effectively securing and monitoring the security

posture of its IT infrastructure and taking appropriate actions when threats, -

‘vulnerabilities, and/or incidents are discovered/reported;

10)Develop and maintain, in coordination with System owners, IT development and
operations personnel, users and other necessary parties, to ensure development and

fementation of an ICE wide Continuity planning program for all of the ICE IT

Infrastructure and systems;

11) Develop, implement and maintain, as part of the-G&TS—_OISSM Program Ofﬁce a |
comprehensive National Security Systems (NSS) or Classified IT security Program that
meets the Executive, Federal, Department of Defense (DoD), DHS, ICE, or other agency
NS§ technical, management and operational controls requirements for the processing of :

NSS data.
419 C&TS PROGRAM ‘MANAGEMENT AND INTEGRATION SUPPORT
The Contractor shall assist ICE In 1dent1fymg strategic directions for the-G&%S— OISSM

‘Program; review and revise existing documentatlon (e.g.,-C8ES- QOISSM Program Strategic
Plan; legacy INS ATLAS plan); and support development of documentation charting the course
~ of the Program. The Contractor shall coordinate this support with: :

ICE Senior management for strategic direction, initiatives, and implementation;

DHS CISO Staff to ensure compliance with their program vision;

ICE Chief Information Officer (CIO) for identification of compliance with the ICE CIO

Mlssu)n, Vision and strategic planning;

Oth

er federal state, local government and commercial CISOs; and

And others as identified by the ICE ISSM.
: _The Contractor shall:

Develop, maintain, and coordinate the 1mplementat10n of the:

C&TS Strategic, Tactical and Business Plans;
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4.20

» | Comprehensive Budget planning, execution, and tracking to ensure compliance with
Federal, DHS, ICE and-C&FS- OISSM OISSM budget preparation and execution . - o
requirements; and '

» | The Contractor shall have the ability to accurately track all costs incurred for any
non-ICE work conducted under this tasking.

“Research and advise on best practices in IA organizational structure, stafﬁng and other

related resource issues and-C&FS- QISSM program implementation. I

Research and prepare, responses as to internal and external data calls as directed by the
ISSM and/or the Task Manager.

Further the development, implementation, and enhancement of the-C&FS- QISSM |
Program by participating in meetings and subject matter conferences and seminars as -
required to keep abreast of ICE, DHS, and federal issues and trends in the-C&FS- OISSM |
arena.

Attend conferences and industry symposia, when directed ‘by the ISSM or Task Manag'er,
to|ensure continuing knowledge and awareness of state-of-the-art and market industry
information relating to IA products, services, processes, practices, and techniques.

Provide interface, coordination, and liaison with ICE personnel, ICE Contractors, and
external partners to work with them to gain an understanding of requirements and to
facilitate the inclusion of secunty capabilities in the planning of projects or activities
requiring IA services.

Provide support for ICE participation in the DHS and ICEIT Inﬁ-astrucmre steering and
working groups, as directed.

Emsure that all programs and major projects have a current and accurate Plan of Action
and Milestones (POA&M); Budget projected and execution plan and reports; and that
thlrzse are kept accurate (no less than monthly) and any significant {(more than a week

edule slippage or a 5% cost) deviations are immediately prowded to the ISSM and/or
T k Manager

Ensure that Program and project plans and budgets are in line and tie to the overall-C&FS
OISSM strategic, tactical and business plans and related budgets

Provide overall on-site administrative support to the ICE-C&FS- OISSM Program Ofﬁce
to| ensure its effective day to day operations

SECURITY POLICY

The Contractor shall provide technical support for the identification, development, establishment
and dissemination of ICE, DHS and other appropriate policies, standards, procedures, and
guidelinep. In this capacity, the Contractor shall review Federal, State, and Local guidance, as
well as, commercial standards for their impact on the ICE computing and security architecture.

50

8/12/04




UNI'I'ED STATES DEPARTMENT OF HOMELAND SECURITY (DHS)

Immigration and Customs Enforcement (ICE),
Office of the Chief Information Officer (OCIO)
Systems Management, Integration and Administration Program

Attachment-/
baseline for.

e Research and apply knowledge of ICE IT operating environment and operational mission

The Contrz:Eor shall perform:

requu

-ICE
Infa
Acc
pers

¢ Res
pap

ements to prepare ICE 1A policies and procedures, facilitate their acceptance by
senior management, assist with their distribution of these documents to the
rmation System Security Officers (ISSO) Assistant ISSOs (AISSO), Designated

onnel, end users, and ICE Management personnel;

earch and apply knowledge of the ICE operating environment to prepare posmon
ers on policy and standards issues as directed;

e Review and comment on DHS and ICE standards and documents for relevancy and

COD

sistency with current-G&F$- OISSM Program processes and practlces

‘e Research analyze and convert ex1st1ng,-@8e’PS- OISSM guidance documents and

tech

o Dey

Nove

e Dey

_ICE
s Dey
e Dey

* Dev
dire
e Maj
P10}

inical bulletins into ICE policy statements and operating procedures;

relop p-oIicy and/or guidance for integrating IA requirements into Windows, UNIX,
rell, IBM Mailflfra.me, CA Top Secret, and other IT environments as directed;

NET wide area network;
relop policy and guidance for securing Wireless technologies;
relop policy and guidance on the use of Portable Electronic Devices (PEDs);

relop policy, guidance, procedures and posmon papers on other IT technologies as
cted;

ntain a-C&TS- OISSM web page to promote—G&fPS— QISSM Policy and other
pram areas of the DHS CISO elght program areas; and

. ASTSt in the Service-wide dlstnbutlon of other 1T-related policy and procedures as

req

ired.

421 COMPLIANCE AND OVERSIGHT

The Contra
maintain a
mitigation,
Office of Ir
audits, and
provide gui
program is

ctor shall prdvide a variety of support functions to develop, implement, operate and

Certification and Accreditation (C&A); FISMA self assessments and reporting;
ispector General (OIG) audits, ICE CIO or-C&TFS- OISSM  Internal reviews and

dance and assistance to assist in ensuring that all aspects of a comprehensive 1A
effectively implemented throughout ICE Systems and sites.

rediting or Approving Authority (DAA), Systems Development teams, IT operations

relop policy and guidance for securing remote access and external connectivity to the

comprehensive compliance and oversight program to address Risk Management and

any other internal or external oversight and/or compliance activities. They will also
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4.21.1 Information Systems Security Officer (ISSO) Support
The Contrg ctor shall perform the following activities:

. Intain a cadre of dedicated security professionals with diverse IT backgrounds to
pr vide support to the ICE-C&TS- OISSM program and its ISSOs;

® Provide dedicated IT Security Analyst for each of the following ICE program areas: ICE
Offjce of Information Resources Management, Air Marines, Federal Air Marshall,
Int lhgence Investigations, Federal Protective Service, International Affairs, Internal

s P v1dc a cadre of up to 10 Regional ISSOs, as directed and as funding penm'ts, who
will act as an extension of the ISSM and perform as the Central-C&FS- QISSM
representative for all-G&FS- OISSM _efforts, including NSS functions, within their
respective regions. They will work out of their homes, when practical, and will be

expected to be on travel status at least 50 % of their time. They will:

1. Act on behalf of the ISSM;
2. Coordinate all-C&TFS- OISSM initiatives within their respecu'veregionS' '

3. Visit all sites within their regions at least quarterly and provide trammg,
" education, and assistance to the ISSOs.

4. Provide DHS IG support and other oversight/audit support to other regions, as
directed by the ISSM and/or Task Manager

5. Plan and coordinate regional Information exchange, traiﬁing, etc working
groups as directed by the ISSM and/or Task Manager.

6. Act as a focal point for any Secunty incident until, and if, the ICE or higher
© CSIRC team responds.

7. Must have a strong understanding of computer forensics and its apphcanon
Certification in this field is a plus.

8. Must have a Secret Clearance and be clearable up to SCI. -

9. - Certified Information Systems Security Professional (CISSP) certification or
equivalent IA related certifications is highly desired; other technical
certifications are also highly valued.

¢ Develop, implement, and maintain a model for establishing and supporting 1SSOs.

* Maintain an ISSO Support Center for centrally supporting the Regional, System and Site
IS$0s in all aspects of establishing and maintaining a local implementation of the-C&TS
OISSM_program for their respective Systems or sites. The ISSO Support Center must

- interoperate with the ICE Help Desk, Security Operations Center, and Computer
- Security Incident Response Center and provide after hours support.
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» Establish a local implementation of the-C&FS- OISSM Program at ICE HQ; including |
all getivities associated with the-C&TS- OISSM program requirements.

¢ Facilitate a working group of ICE HQ ISSOs.

4.21.2 Ris

The ICE en
informatior
processed b
processing
next few ye
appropriate,

- To ensure the security of the ICE automated systems and the information they contain, the-G&—'FS

OISSM__Pr

Management Support

nploys a multitude of automated systems to fulfill day-to-day, mission critical,
| gathering, processing, and dissemination requirements. Much of the information

occurring. However, it is expected to increase at some phenomenal rates over the
ars. Therefore, it is vital that all ICE information only be made available to the
authorized, and authenticated parnes

ogram has identified risk management as a key element of their Service-wide -

y these automated systems is highly sensitive. There is some NSS or classified data -

security strategy. Risk management consists of the disciplines, methodologies,and tools used to |

determine and quantify the relative value of a system, identify potential threats to the system and

. their appropriate countermeasures, as well as determining the appropriate level of support
(resources and costs).

The ICE requires support in managing and mitigating risks associated with information systems.

The-C&TS-

support of
various ove

OISSM program is responsible for providing guidance and technical direction in

rsight or audit performed by internal or external organizations. In support of these

endeavors, the-G&TS- OISSM__Support Team shall provide proficient staff, proficient with
implementation and use of known risk management tools, processes and concepts and good
familiarity with System Development Life Cycle (SDLC) processes and IT Investment
Management (ITIM) and Federal IT budget processes as they impact the implementation of an
effective IJE-C&TS- OISSM IA program.

" The boﬂtaetor shall perform the following activities:

[ Develop, implement, and maintain a C&A program that minimizes the C&A process and
' enﬁowers lower level approval authorities but complies with DHS and higher
u : ,

.a

orities requirements.

e Develop an ICE Risk Management Plan and"mapage its execution;

isk management, certification and accreditation (C&A), and FISMA assessments and .

e Re search, test, procure and install, when directed, an automated Risk Management tool
to assist in streamlining and improving ICE abilities to meet the C& A and FISMA

prc

cesses and requirements. This must interface with the DHS tools of choice for Risk

Management, C&A and FISMA activities and reporting

- Provide guidance and technical direction in support of C&A, FISMA and other
oversight related activities.
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Develop a schedule in con_]unctlon with the necessary DAA, ISSO and other relevant
parties, for conducting and mamta:lmng C&A on each system or apphcatlon

111tate with the appropnate DAA, ISSO and other relevant parties, risk management

is is to include guidance and assistance, and when directed, to prepare acceptable
documentation to include: System Security Plans (SSP), Risk Assessments,

Plans (CP), CP Test Plans and Results, Inter-Agency Secunty Agreements (ISA) and
Rules of Behavior.

Pr are and submit Security Evaluation Reports (SERs) for the Certification Official
reyiew and approval and submission to the appropriate DAA for the accreditation
decision,

Coordinate with fhc SOC for the conduct vulnerability assessments of information

. technology systems and networks in operational environments.

Conduct and/or ensure the executlon ofa vulnerablhty assessment of systems in lab and -

Al
ads

4.21.3 FIS

Federal law
Congress p
assessment

icipate in Systems Assurance and Conﬁ guration Management processes to ensure
t IA requirements are being addressed and complied with.

ssist System and LAN Administrators to identify security vulnerabilities in system
ministration processes and unplement correctlve measures.

MA Reporting and Self Assessments

y requires govermnment agencies to test their IT secunty ona regular basis, and
lans regular hearings to follow-up on government agency compliance. Self-
s provide a method for agency officials to determiné the current status of their

" information security programs and, where necessary, establish a target for improvement. The
Guide’s framework shall establish the groundwork for standardizing on five levels of secunty
status and provide criteria agencies could use to determme if the five levels are adequately

implemente
The Contra

e - Develo

control

ed (See NIST SP800-26).

ctor shall perform the following activities:

p a self-assessment guide that provides an extensive questionnaire containing specific
objectives and techniques against which a system or group of interconnected systems
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can be
contro
statute,

tested and measured. The guide shall not establish new security requirements. The
| objectives and techniques shall be abstracted from existing requirements found in
policy, and guidance on security. This guide will be in compliance with DHS

requirements and support the input of the necessary data into DHS choice of Automated Tool
for complying with FISMA reporting, self assessments and remediation tracking;

* Provide ISSOs, DAAS, and other relevant parties training on FISMA requirements and how

to use

the procedures, guides, templates, automated tools that may be available for meeting

the FISMA requirements. This effort should be coordinated with the Information Security

Training, Education and Awareness-C&TFS- OISSM support team as defined in activity 2.4; |
¢ The Contractor shall provide technical support in conducting self-assessments by the various.

ICE camponents on their respective systems. This includes 1dentifying corrective actionto

~ weakn

esses and vulnerabilities identified during the assessment.

 Coordinate the ICE initiative to ensure accurate and timely submissions are made by the

ISSOs
higher

and that the ICE FISMA reporting requlrements are meet in accordance w1th DHS and
authority directions.

e Coordinate and ensure the estabhshment of user accounts for all ICE ISSOs on the DHS tooI
of choice for complying with FISMA self assessments and reporting requirements; ensure
that the ISSOs, in coordination with the Information Security Training, Education and

Aware

422" IN

ness taskmg as defined in activity 2.4

FORMATION SECURITY TRAINING EDUCATION, AND AWARENESS

The Contractor shall provide a variety of support functions to institutionalize awareness of the | .

S&FS- 0l

5SM Program and IA requirements. Specifically, the Contractor shall assist with

coordinating an Information Security Training, Education, and Awareness training program.
This program shall be in compliance with and complement the DHS Information Security
Training, Education, and Awareness program requlrernents '

The Contractor shall perform the following activities:

e Attend Proj ect Management meetings to educate ICE program managers in-G&FS I

OISSM program and IA training requirements for both SBU and NSS systems;

s Co

ordinate all activity relating to the development and execution of an annual ICE or

DHS five fulI day Secunty Conference;

e Providea Plan of Action and Milestones (POA&M) for developmg and implementing
role based training for DAAs, ISSOs, System and LAN administrators; Database -
Administrators; IT Project Managers; Supervisors and Managers; end users; and Senior
Executives;

e Des

sign and develop Story}boards for role based training for DAA, ISSOs, System and

LAN administrators; Database Administrators; IT Project Managers; Supervisors and
Managers; end users; and Senior Executives

35

8/12/04




UNITED STATES DEPARTMENT OF HOMELAND SECURITY (DHS)
' Immigration and Customs Enforcement (ICE),
Office of the Chief Information Officer (OCIO)
Systems Management, Integration and Administration Program :

* Develop and implement role based training that will be accessible via the ICE Virtual
University or CD-ROM for DAA,; ISSOs, System and LAN administrators; Database

Executives;

® Design, develop and implement an internal training and certlﬁcatlon program for ISSOs .

Administrators; IT Project. Managers; Supemsors and Managers; end users; and Senior

that will be accessible the ICE Virtual University or CD-ROM. This should be based on,
and adapted to the ICE environment, a recognizable professional certification like CISSP,

. CISM or SANS ISSO certlﬁcatlon

¢ Develop and conduct at least one awareness briefing (one half hour or less) and one -

. training course (to be housed in the ICE Virtual University and CD- -Rom), not to exceed:
twa hours, for DAAs. This awareness briefing and training will focus on providing them

~ with the requisite skills and knowledge they need to effimently perform their DAA
responsibilities

» Design and maintain a vanety of awareness tools (posters, pamphlets give a ways and
training briefings), :

¢ Proyvide revisions to existing C&TS, and create new, awareness pamphlets and facilitate

the dlstnbutlon of such materials agency-wide.

- ¢ Develop and provide for ISSM dissemination, through email broadcasts a series of
Security awareness emails to be sent, at a minimum monthly to all ICE users;-

¢ Develop and produce a monthly newsletter for dissémination to ISSOs, DAAs, and other °

. personnel with interest in the-C&TFS- OISSM _ program;
* Support the planning for an ICE TA awards program for recognizing key personnel and

organizations and their efferts and successes with respect to implementing key elements

of the-€&FS- OISSM  Program and 1A requirements;

¢ Developa POA&M Storyboard and scripts to produce a-G&TS- OISSM Awareness CD

to be distributed to all ICE Managers and Supervisors to make them more aware of the

ICE-G&TS- OISSM program and how they can help ICE maintain an effecnve IA
program.

e Develop a POA&M, Storyboard and scripts to produce an-C&TS- QISSM Awareness
'CDto be distributed to all ICE Users to make them more aware of the ICE-C&TS
OISSM _program and how they can help ICE maintain an effective IA program.

» Assjst and/or conduct annual Computer Security Awareness Tralmng (CSAT) for ICE
employees and Contractors

_ & Plan, coordinate; and implement an ICE 1A Awareness Day to be conducted in

conjunction with the Worldwide Computer Security Awareness Day. ThlS is to include
all ICE Iocatlons worldwide.
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e, Dst:

blish communications and dialogue with ICE and DHS Training organizations and

facﬂxnes to integrate ICE-C&¥8- OISSM Program precepts into their respectwe

cu

Hculums as necessary.

» Research the feasibility of obtaining an organizational membership in organizations like -
Computer Security Institute (CSI), Information Systems Security Association (ISSA) and

ha

g memberships for all ICE ISSOs;

423 SECURITY ARCHITECTURE

The Coni

* comprehensive information security architecture that is in compliance with the DHS Information

Security ar:
sensitive-b

tor shall support the on-going design, devel_opment,‘ and implementation ofa

hitecture and meets the ICE mission and operational requirements to protect both
t-unclassified and classified information in electronic form and the systems which

process, stare, and transmit the information to ensure 1ntegnty, confidentiality, and avmlablhty,

authenticat

on and non-repudiation.

The Contnﬁctor shall provide technical skills and leadership to sustain and protect the ICE
Technical infrastructure. The activity.includes the development and implementation of an
enterpnse-%de integrated strong security architecture, establishment; stafﬁng and operations of
an Enterprise Security Architecture lab; Security Engineers to assist the various IT Operations

and Progr.

Development Teams to ensure that IA is addressed during the SDLC, Systems

. Assurance,|ICE IT architecture, Configuration Management and IT operations processes and

‘procedures

The Contractor shall perform the following activities: .

" e De

. DeLelop and maintain an ESIA lab product testing plan and schedule,

elop the necessary SDLC and C&A documentation in accordance with DHS and

IC pohc1es and procedures for any security solutions that area approved for deployment
and|use in the ICE/DHS IT Infrastructure

e Ens
env
and
and

e Pro

¢ that all Security COTS products, prior to deployment in an operational
ironment have been tested by Systems Assurance, approved by the IT Architecture

exemptlons have been obtained.

duce Product spec1ﬁc analysis and testing results documents

included as part of the ICE/DHS Technical Reference Models or appropriate waivers
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‘e Research, desi gn, and document an ICE Security Architecture that is in compliance with
DHS security architecture and meets the ICE mission and operational requirements.

-+ * Deyelop, when directed, Operating Systems (OSs) Hardening Guides for OSs that are
usgd within ICE. The Contractor should use, when available and feasible, existing
respurces such as NSA Hardening guides as a baseline and modify as necessary to fit in
ICE environments. This effort must be coordinated with the ICE IT architecture, Image
‘lab; Systems Assurance, Systems Development teams, etc.

¢ Research, evaluate, acquire (as directed) and implement (as directed) various automated
- security policy, vulnerability scanning, and intrusion detection and prevention tools.

»  Establish a strategy for updating, deplbying and maintaining ICENET protection tools.

» Research, design, document a strategy, and implement when directed, to inij)rové the

_ tionality and operations and maintenance of the Password Issuance and Control
System (PICS); and ' N '

¢ _ Conduct an analysis of the existing ICE, Department of Justice (DOJ) and DHS Secure
Remote access solutions that are currently being used by ICE personnel, and determine,
based on ICE remote access requirements, recommend and engineer a single ICE solution
that meets DHS and ICE security architecture and meet ICE Mission and operational
irements for fast, secure and reliable remote access. .

» Assist; as directed, in the development of thé Consolidation Tracking Repository System;

. Investigate and make configurations improvement recommendations on the ICE
implementation of CA/Top Secret in the mainframe enviro_nment;

¢ Parficipate in the development and modification of ICE automated systems and
. appllications to ensure effective integration of required security features.

e De elop an identification and authentication model/protocol/strategy (Single Sign on) for
all ICE systems and applications. :

" Research and enhance, when feasible, a robust virus prevention strategy for Service-wide .
implementation. ' :

'4.23.1 Auditing, Review and Consolidation of Audit Records

Research, plan, coordinate, acquire (when directed) and implement (when directed) a solution for
effectively integrating audit capabilities into the Windows, UNIX, IBM mainframe and user
workstations; The-C&TS- OISSM Task Order Support Team will support the development and
fielding of a system user activity and auditing capability. Specific functions required by this
activity include the following: | oo : 3

- ®  Evajuate products required to perform auditing on ICE IT infrastructure components and
provide appropriate recommendations for product selection '

* Obtain products for evaluation within EISA lab and produce product evaluations reports;
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. Dei_ign, implement, and monitor pilot implementations, in an ICE operational

environment, of products recommended for use in the ICE security architecture

¢ Deyelop Standard Operating Procedures addressing the use of the selected products

ide appropriate training and documentation on the use on the selected products

Develop an implementation schedule that will ensure distribution of auditing software to
ICE Major Systems and GSSs;

¢ Cooprdinate with the SOC, the transfer of this capability as it is developed and ready to be
‘mafle operational;

¢ Support the SOC, as required, in administering and maintaining event collectors,
centralized data analysis, and management components;

Under the {Sovernment Paperwork Elimination Act (GPEA), Pub. L. No. 105-277, executive
‘agencies are required, by October 21, 2003, to provide "for the use and acceptance of electronic
signatures, when practicable." Under the OMB Guidance, Procedures and Guidance on
Implementing the Government Paperwork Elimination Act, the Department of Homeland
Security is|charged with developing, in consultation with federal agencies and OMB, practical
guidance qn legal considerations related to agency use of electronic filing and record keeping.

- 4.23.2 Pj\:r:cy and Public Key Infrastructure (PKI)

The explogive growth of the Internet has led to great concem about system and network security,
including information confidentiality, integrity, and authenticity. PKI provides the overall
framework and individual tools that allow organizations to satisfy one or more of the following
objectives] use certifications to authenticate users; create secure communications channels; and
sign content in a way that guarantees non-repudiation. PKI can also reduce overall security costs
and increage interoperability within and between enterprise systems.

- Because of the cost and complexity of implementing PKI, in the future, most enterprises will use
multiple qurels, of assurance (e.g., low, medium, high) to ensure that the more complex and costly
security solutions are applied to those individuals requiring high assurance capabilities.

To support this activity, the Contractor shall:

e Conduct an arialysis of the nature of ICE systems and applications to determine the level
of|protection needed and the level of risk that can be tolerated. The Contractor should
usg the Risk Management, C&A and FISMA documentation to gather this information

‘e Define the roles to be played by the electronic signature and adopt the electronic
signature technology or technologies that best serve those purposes.

» Benchmark PKI processes and procedures used by civilian, government, and other law .
orcement agencies

¢ Develop a list of PKI alternatives that can be used by ICE.
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-Sypport the operation of the PKI Lab or infrastructure, as a part of the EISA lab if
feasible, at the Contractor’s facility that can be flexibly configured to simulate the ICE
I infrastructure and used to test and demonstrate PKI components and capabilities.

. Acquire the hardware, software, and services requlred to nnplement a PKI Infrastructure -

~ Conduct a market survey of available commercial off-the-shelf (COTS) products to
identify products that best meet ICE and DHS requirements for PKI component.

Evaluate PKI products and recommend the best products for use in prototyping, and
dgcument the process and results in a monthly product evaluation report.

Integrate COTS products together, as appropriate, to implement PKI components. Where
suttable products are not available, ICE may task the Contractor to develop the missing -
ponent. .

mplement a PKI prototype. Demonstrate prototype to both ICE and DHS
representatives, modifying as necessary to obtain DHS acceptance.

Coordinate and conduct the analysis and evaluation of the PKI/Cryptographic Services
tructure (CSI) component.

- Define requirements, develop the design, and implement a prototype for the
tographic Services Infrastructure component and also manage and conduct a CSI

. P1 otf. CSI Pilot activities shall include:

* Provide installation guides, operation guides-and training support for the pilot.

Provide acquisition support to the ICE for the hardware, software, and services requu-ed
for the pllot

epare the pllot evaluatlon report.

Pr

‘Develop a transition and implementation plan, in coordination with the Digital Identity
Management Center personnel that ensures compliance with the ICE and DHS secunty ;
arcthecture and the ICE Mission and operational requlrerncnts

Develop training and standard operation procedures for the chosen altematwe

Support the implementation of the PKI technology

4.23.3 Smart Card Technology

Smart cards are widely acknowledged as one of the most secure and reliable forms of electronic

1dentificat

lon. Smart cards have the unique ability to store large amounts of biometric and other

data, carry out their own on-card ﬁmcnons and interact intelligently with a smart card reader.
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. Secure ID $ystems that require the highest degree of security and privacy are mcreasmgly
implementing both smart card and biometric technology.

- Biometric technologies, when used with a well-designed ID s'ystem, can provide the means to
ensure that) an individual presenting a secure ID credential has the absolute right to use that
credential. Smart cards provide the secure, convenient and cost-effective ID technology that

. stores the enrolled biometric template and compares it to the "live” biometric template. -

Using smart cards significantly enhances privacy in biometric ID systems. It secures personal
information on the card, allowing the individual to control access to that information and
removing the need for central database during identity verification

Smart cards can store digital certificates for secure transactions over the Internet, be a container ‘
for vital information, store a biometric for positive 1dent1ﬁcat10n, and can be used to make
purchases or exchange value.

The Contractor shall perform the following activities.

e Define the roles to be played by the Smart Card Technologles and adopt the technology |
or technologies that best serve those purposes.-

chmark Smart Card processes and procedures used by civilian, government, and
other law enforcement agencies :

" e Develop a list of Smart Card alternatives that can be used by ICE.

vide recommendations for product selection based on the evaluation of the
alfernatives. :

* Define reqmrements develop designs, implement prototypes, and support pllOtS for PKI
ponents.

» Develop an implementation plan that ensures compliance with DHS/ICE secunry
arthitecture and ICE Mission and operational requirements.

~» D velop training and standard operation procedures for the chosen altematwe
e § |pport the implementation of the technology.
4.23.4 Bipmetrics

Biometric|technologies are emerging as a viable security solution on many fronts, including
government, IT and the enterprise. Biometrics are automated methods of recognizing a person
based on 3 physmloglcal or behavioral characteristic. Among the features measured are; face,
fingerprints, hand.geometry, handwriting, iris, retinal, vein, and voice. Biometric technologxes
are becoming the foundation of an extensive array of highly secure identification and personal .
verification solutions. As the level of security breaches and transaction fraud iricreases, the need
for highly secure identification and personal verification technologies is becoming apparent.

Biometrictbased authentication applications include workstation, network, and domain access,
single sign-on, application logon, data protection, remote access to resources, transaction
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security an

d Web security. Utilized alone or integrated with other technologies such as smart

cards, encryption keys and digital signatures, biometrics are set to pervade nearly ail aspects of .

IT operatio
considerab
 This is bec|
- used by so
accurate (i
acceptable

To support

ns. Utilizing biometrics for personal authentication is becoming convenient and

ly more accurate than current methods (such as the utilization of passwords or PINs).
ause biometrics links the event to a particular individual (a password or token may be.
meone other than the authorized user); is convenient (nothing to carry or remember),

provides for posmve authentication), can provide an audit trail and is becommg
and inexpensive.

this effort, the Contractor shall:

Benchmark biometric methods used by civilian, govemment and other law enforcement

agencies

Develop a list of biometric alternatives that can be used by ICE.

Provide recommendations for product selection based on the evaluation of the
alf

ematives.

':

Dc=ﬁne requirements; develop designs, implement prototypes, and support pilots for

Smart Card implementation.

D
D

evelop training and standard operation procedures for the chosen alternative.

=velop an implementation plan that ensures compliance with DHS security architecture

and ICE Mission and operational requirements.

-4.23.5 Vi

© Avirtual 5

telecomm

and securi
leased ling
the same ¢

private on

virtual pri

~data. Org:
wide-area
Using av
network 2
encryptin

To suppo
‘ L J

D

rt this activify, the Contractor shail:-

Support the implementation of the technplo gy.

rtual Private Network (VPN) Technology

private network (VPN) is a private data network that makes use of the public

unication infrastructure, maintaining privacy through the use of a tunneling protocol
ty procedures. A virtual private network can be contrasted with a system of owned or
s that can only be used by one company. The idea of the VPN is to give the company
apabilities at much lower cost by using the shared public infrastructure rather thana
e. Phone companies have provided secure shared resources for voice messages. A
vate network makes it possible to have the same secure sharing of public resources for

nizations today are looking at using a private virtual network for both extranets and
Intemets. : '

irtual private network involves encryptmg data before sending it through the public
ind decrypting it at the receiving end. An additional level of security involves

g not only the data but also the originating and receiving of network addresses.
E

Provide recommendations regarding the design, procurement and deployment of a VPN.
evelop Standard Operating Procedures addressing the use of a VPN.
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Sup
4.23.6 Goy

Def]
Proy

.‘ Dev
all ¢

Ine requirements; develop designs, implement prototypes, and sﬁpport pilots for VPN.
vide appropriate training on the use of the VPN.

elop an impleméntation schedule that will ¢nsuré distribution of software/devicesto
»f ICE personnel and locations as required to have an effective implementation.

port the implementation of the technology
vernment Network .

The General Services Administration, at the request of the Executive Office of the President of -

the United
National Se

There will
This appli
well. Initi

, Umted Staj

* The Con
on acquirir
4.23.7 Dej
ADMZ is
network p¢

network cq
because it'

“The ICE C&

‘solutions {

1g the service to support the ICE telecommunication requlrements
militarized Zone - DMZ '

States and the newly designated Advisor for Cyberspace Security, and in support of -
curity goals established by the President, is presently seeking information from
t will assist in the development and deployment of a special telecommunications

€ no mterconnectlons or gateways to the Internet or other public or private networks.
s to any network management, control, and maintenance functions for GOVNET as
ly, GOVNET will provide private intranet data connectivity within the contiguous 48
es (CONUS). '

tor shall monitor the status of the GOVNET mmat:we and make recommendatlons

¥

a network segment behind your firewall, accessible fromr the Internet, but a separate

yrtion from your corporate network. It requires different levels of access than other
ymponents. The general philosophy is that any system on the DMZ can be comprised
5 accessible from the Internet, while the corporate network remains protected.

. To support this act1v1ty, the Contractor shall: _
e Make recommendations addressing the capablhty of the DMZ to serve as a measure of"
pratection for ICE systems.
424 SECURITY OPERATIONS -DEELETED

&TS progarri requires a cen'trahz.ed capability to manage all related [A security ‘
hat are deploved and operational. This should include, but not be limited to. Secure

Remote A

ccess, DMIC PKI Infrastructure, and other Security operations Technologies as

implemen

ed and directed by the ISSM and/or Task Manager.
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4.24.1

Access and Data Security

All IA polities stress the need for good identification and authentication (I&A) processes and

procedureslas one means of helping to ensure the confidentiality, integrity and availability of its

information and systems. A strong role and rules based program that operates of the principles

M

of “least privilege”,” need to know”, and “‘separation of duties” are three tenets that must be
vigorously|applied and enforced across the ICE IT infrastructure and on the various systems and
components that comprise that infrastructure.

4.24.2 Diﬁital Management Identification Center

' 'DHS policy requires the application of strong authentication and encryption technologies for

protecting department IT systems. This project encompasses the acquisition of physical

cryptographic tokens, hardware devices and software to facilitate the use of strong
authentication. These cryptographic technologies and techniques can be used to support the

encryption of local data and any data files transmitted over the ICE WAN or local GSS.

The OISSM Task Order Support Team will coordinate, at the direction of the Task Manager
and/or the ISSM, the construction, build-out, and configuration of a new DIMC facility, housed
within a Government owned facility, to become the primary DIMC and convert the existing to
the backup operational DIMC to support digital identity programs for all ICE components and,

as directed, DHS and its other organizational elements. They will aiso staff, manage. and
administer the operational functions of the DIMC.

The DIMC will contain sufficient space to house the following critiéal elements for
administering PKI and cg.:ptogl_'aphlc technologes throughout the DHS

Svstems Administration Room—The space in which PKI security admlmstrators and

technologists conduct 24x7 administration and monitoring operations of PKI elements

rver Room—Secure location for the PKI technical components (e.g.. Security devices

d AIS[
Vau]t—Houses the Certificate Authontv (CA) for the DHS public key mfrastmcture and -

B 2

other sensitive systems and items. The CA is the critical element in the DHS PKI and is

ed to generate and backup cryp tographic kevs and electronic credentials that uniquely -
identify personnel and are used to encmt/decmt sensitive data

|5

To ilﬁplcment the DIMC, the ICE OISSM Sugport Team will:

- e Asdirected, Preparea detafled program plan that identifies kev activities,
deliverable, and milestones necessarv for 1mnlementm2 a secure facilitv that wﬂl
provide PKI support capablhtles

e As directed. Prepare a physical design document that includes;
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r—-.n-.-t"

Physical lavout and construction

invironmental regmrements, e.g., power, Hej{iting, Ventilation, and Air Conditioning | |
HVAC) - ' .

Access com:mlé

{7 S |

surveillance and detection systems

Alarms

e

Primary and secondary data and voice communications

" Exclusion areas

" Secure storage containers

Equipment and Software
Networks -

,Furm shings

e As dlrccted, prgpa.r e the Bill of Materials and cost estimate for bulld out of the DIMC

o As directed, construct the facility at a location to be determined by the Government

e As directed, provide weekly status reports until construction is completed -

. Coordmate, through the ICE ISSM and/or Task Manzigér, a transition plan to assun&e

Jonsibility for assuming the daily operations of the existing DMIC facility and PK1

respl
infrastructure from the incumbent Contractor support team.

Once a DM DMIC facilitv is oneratlonal ‘the Contractor shall:

) Develop and Deliver presentations/demonstrations; provide mterface coordination, and -

" liaison with ICE, ICE Contractors, and external ICE partners; and support ICE

ticipation in Steering and Working Group for PKI technologies, as directed.
ist ICE in defining a high-level business case for developing PKI policy, establishing

mplementation strategy, and tracking DHS and Federal policies.
sien and engineer, and build as directed. a DMIC facility to house an ICE PKI

¢ ES Bz RE

fastructure;

and operate a DMIC facility to meet the ICE Mission and operational requirements f

as agreed by the ICE ISSM and /or Task Manager;

ort the desien and development of the PKI to meet ICE and DHS security

architecture. It must:

11. Have strong security mechanisms that can provide adequate protection of ICE

information and svstems both now and into the foreseeable future, including the
use of public key and secret key cryptographic technologies.
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2.. Support multipie levels of trust/assurance as regiu‘red by the ICE mission.

3._Provide integrated, interoperable security services to ensure security: across the
infrastructure, including workstations, servers, mainframes, ICENET, ICE L AN,
the Internet, intranets, extranets, and remote access; between applications and
application components; and between ICE and external partners, including other

'DHS components, and ICE clients; and provide security services, including: digital
signatures, to enable the conversion of paper-based processes to electronic-based’

processes. including electronic commerce activities.

-14.  Support remote and mobile users.

3. Provide users a single strong means of authenticating themselves to systems and -
_apnlications, replacing the need to deal with multiple passwords and sum;ort role-
based access control.

6. Impiement a single standard approach to p_rowdmg cryptoeraphic services for use

by all systems and agphcanons to ensure cost effective, uniform support for
specific levels of trust/assurance enterprise-wide.

7. Provide efficient, centralized management of IT security including: management’

" of cryptographic keys; secure remote administration of architecture components;
management of access controls; vulnerability scanning; collection and ana1v51s of
audit information; and intrusion detection.

8. Minimize user interactions required to perform security ﬁmctmns and be
reasonably transparent to users.

o Assist in developing a high level ICE Security Policy Statement governing PKI and
developing policy statements governing the PKI components.

ack DHS and Federal Government policies and requirements with respect to PK1
components and work to bring the PK1 into compliance, or prowde support for the
preparation of waiver requests, as directed.

«__Based on the resuits of the CSI Pilot . make appropriate changes to related policy,
practices, design, etc, to prepare for full-scale implementation. The Contractor shall

support the implementation efforts as determined by the ICE ISSM and/or Task Manager.
'T_hese include: "

2]

1. Procure cryptographic tokens, hardware deviées, and software to support
encrvption of local data and data files transmitted over ICE WAN or local GSS.
2. Identify cryptographic application(s) that will protect laptop computers from
unauthorized access and compromise through the use of encryption technologies.
3. Procure, install. and maintain cryptographic application(s) that will protect laptop
computers from unauthorized access and compromise.
4. Develop an implementation schedule for modifying legacv assets.
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of the econ
energy, b

- governmen(
the Presidet

The ICE is
equipment

debilitate mi
measures t¢
mission pez
various ICE

ITY PLANNING FOR ICE CRITICAL ASSETS

my and government. They include, but are not limited to, telecommumcanons,

g and finance, transportation, water systems and emergency services, both

al and private. The DHS has developed a CIP Strategic Plan that is intended to fulfill
1t’s goals and satisfy the requirements of PDD-63 and later guidance

dependent on a large number of automated systems, applications, facilities, and

for its operation. Degradation of system operations and/or functionality could
\ission-critical functions and operations. The ICE is engaged in adopting protective

) ensure sustained operation of systems and equipment that will be considered vital to
formance. Continuity of Operations Planning (COOP) must be accomplished by the
£ component’s Senior Management personnel to identify their minimal essential

functions, personnel, and related support requirements. Including IT systems As this is -

accomplis
document
necessary.

ICE cannot
enduring m

Recover/C

provide the
Planning. E

acquisition
organizatic

Response.
damage to

Recovery ;
TESOUICES 3
reasonable

ed, the ICE OCIO and-G&FS_ OISSM -will be able to help to identity, pian,

, and test the necessary IT contingency Plans for the ICE Major Systems and GSSs as |

expect to effectively recover from a disaster situation in a timely fashion without
lajor disruption to business functions and operations with first having Disaster
ontingency Plans for every site or system. Disaster Recovery/ Contingency Plans
basis for the following key elements:

“stablishing backup procedures, forming a disaster management team, pre-planning
requirements, pre-positioning supplies, and establishing agreements with external
ns for the use of facilities and other critical resources.

Dcvelopmg a disaster notification process, establishing a model for assessing the
a facility/site and its physical, personnel, and information technology resources.

and Restoration. Developing specialized teams to address recovery of existing
ind restoring operations, including prior service levels and functionality, within a

timeframe. Teams will include:
¢ Disaster Management Team to oversee recovery operations,

e Damage Assessment Team to analwe the situation and determine the overall

disaster impact,

. Operations Team to reestablish technical services such as telecommunications
interfaces,

Logistics Team to provide inventory management and transportation services,

User Support Team to interface with the user community,
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Policies un

s Security Team to secure the site and facility, and the

acquisition activities.

determine the fundamental practices and culture throughout the enterprise. They are usually

linked clos

to ensure the stability and continuity of the organization. It is essential therefore that they exlst,
~ are up to date and are comprehenswc in their coverage.

The Cdntractor shall;

. ;{ure that the necessary COOP, CP, and DRP policies and procedures are adequately
Fo

every DRP/CP document created or reviewed, ensure that the following are

adgquately addressed:

1. Potential impacts of each type of disaster or event.

Risks and their magnitude of the scenarios most likely to occur.
That minimal essential resources are clearly identified;

That a personnel succession plan is completed

That all aspects of continuing operation are addressed.

AN S T

That continuous review/audit of the plans is addressed to ensure

on a regular basis in accordance with DHS or higher authority

- 8. Prepare and submit reports that cover lessons learned during

mﬁl"l_n-n.-nb'-t

testing of or reviews of an CP or DRPs.

lan.

egulariy updated, as required.

» Administrative Services Team to provide general support such as clerical and

\derpin an organization’s whole approach to contingency and disaster recovery. They

sely with information security policies and also address the basic defense requirements

dressed within the ICE-C&TS- OISSM policy documents, handbooks and procedures.

that the plan remains current and stands up to rigorous examination

7. That the plans addresses the need for reports of reviews and testing

velop and maintain the ICE CIP plan and ensure it is in compliance with the DHS CIP

date the ICE HQ (facilities) Emergency Response Plan as requested by the ICE ISSM

%

d/or Task Manager. This docurnent was prepared in the 1% quarter of 2002 and will be

evelop an ICE Disaster Recovery Plan (DRP) that will address regeneration of mission

ritical OCIO resources in the event of a disasteér or other emergency. This document

vill include procedures necessary for the regeneration and relocation of ICE
Jeadquarters activities

)evelop an ICE OCIO Disaster Recovery Plan that will address all OCIO services,

rapabilities, and functionality, including the Network Operations Center (NOC), SOC,

ind the ICE Help Desk. Responsibility for disaster recovery planning for operational
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factlities such as the ICE SOC, NOC, and Help Desk, will be coordinated with the
curtent IT operations support Contractor.

¢ Prepare and/or assist, other contingency planning and disaster recovery planning
materials as directed by the ICE ISSM and/or Task Manager.

426 NATIONAL SECURITY SYSTEMS (NSS) AND COMMUNICATIONS
" SECURITY (COMSEC) MANAGEMENT

The-C&TS! OISSM Program Office is responsible for managing the security of ICE IT systems |

that process National Security Information (NSI) or “Classified” data processed or stored on any

ICE computer, GSS, and major systems/applications, regardless of physical locations, and
“operated by ICE organizational components-

The ContrT,:ltor shall
- Provide qualified staff who are cleared up to and including the Sensitive Compartmented
Information (SCI) level to support NSI program requirements -

ide assistance in the development of security policy for ICE NSI systems

aration and maintenance of a NSI Systems Project Management Plan. This
document will describe procedures to meet policy requirements, define the scope of the
project, define actions and Obj ectives, and provide mllestones necessary for achieving
goals and objectives

e Ac qu1re, install and maintain the necessary DHS or higher authorities requirements for
pracessing NSI information in the performance of this tasking. This capability shall be in
Gavernment spaces approved for the processing of NSI data.

» . Prgvide support for ensuring that ICE requirements for the DHS HSDN are clearly
identified and communicated;

e Provide engineering and technical design support for interfacing with the DHS HSDN;

¢ Develop transition plans for ICE NSS to transition/connected to the DHS HSDN
Management of NSI system security plans and activities in a physically secure
enyironment where necessary .

o Preparation of the classified and unclassified Certification and Accreditation
dofumentation necessary for authorizing NSI system operations in the ICE, DHS and
other NSI environments in accordance with approved procedures and directives

¢ Implementation of an awareness program that addresses the special needs of the

community responsible for NSI systems. The NSI awareness program will be included in
the Awareness activities described in Activity 2.4

e Cgordination of an appropriate security-related training syllabus. Training information

- will be included in the Information Security training Plan subrmtted as part of Activity
2.4
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Coordination and preparation of ISAs when connectivity requirements dictate

Enst

made available for required FISMA reports

e Providing subject matter expertise in discussions with orga.mzatlons both within and
outside ICE regarding NSI security matters

¢ (Coordination of NSI system security incident reporting. Incident repomng w111 conform
" to the requirements of the ICE CSIRC reporting procedures

e Co

requi
e Provi

loc

Provi

uct site visits to assist the ISSO in planmng for and meeting NSI security

ements as part of the ISSO Support in activity 2.3.1

de support to ICE component operations in the development and maintenance of
security procedures in support of NSI system security

vide support to the ICE ISSM to ensure program compliance

iring that appropriate project status information and progress data are maintained and

e Serve as the ISSM representative to other organizational elements in support of ICE NSI

secC

ty initiatives

e Proyide support and guidance to DHS Orgamzanonal Elements under a shared resource
concept

s Se
De

e as a member of workirig groups/configuration management bodms

elop system lifecycle capabilities for NSI systems to mclude configuratxon
agement and change control

® Coirdmatc with the NSS System owners, ICE Customer Service Branch and

proy
e Cod

TASKE —
SECTION

The purpos
manageme
United Sta

tructure Engineering Branch to develop a CIO/OCIO plan for assuming and

UNIX SYSTEMS SUPPORT & DATABASE ADMINISTRATION (TORP
S 4.27 THRU 4.28)

tes Department of Homeland Security (DHS) Bureau of Immigration and Customs

Enforcement (ICE) Service Technology Alliance Resources Systems Management and

Integration

(SMI) contract.

viding all Operations and Maintenance support for all ICE NSS regardless of locations

rdinate with NSS systems owners to bring all NSS under a ICE CIO NSS centralized -
Configuration Management plan and processes, where feasible.

e of this Task Order is to describe the task activities, scheduling, staffing resourcesﬁ,
nt and technical approaches related to the UNIX Systems Support Task Order of the -

The ADP Operatlons Branch (HQAOB), UNIX Systems Support Section is responsible for the :

evaluation,

selection, and implementation tasks associated with obtaining and integrating new

UNIX operating system software, solving operational probiems involving UNIX operating
systems software, designs, implements and monitors equipment software performance and
support programs for systems supported by the ICE Bureau of the DHS.

e
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f

UNIX Syst

production

fixes, patch
systems are

ICE is worki
over 40 Ori
all Oracle p

With incre3
the ICE Ofj

ems Support provides environmental support for the UNIX development, test, and
systems. This inciudes the operating system as well as system maintenance, upgrades,
es, tools, and new releases. Many, if not most, of the applications that run on these
DHS mission-critical that must be operational 24 hours a day, seven days a week.

ling toward creating a more homogeneous UNIX environment. Currently, there are
icle databases running on IBM and Siemens UNIX platforms. The goal is to migrate’
roduction databases to [BM AIX/UNIX platforms.

1sed public scrutiny and greater resource demands on DHS operational components,
fice of Information Resources Management (OCIO) must utilize the most effective

means to automate the management of information and provide productivity capabilities to

operational

427

The
UNIX based systems likely to be acquired or created by ICE in the near future

TA

programs. Specifically, the ICE and its Contractors need a clear understanding of:

UNIX/Oracle databases currently in ICE possession, and their structures

probable evolution of ICE UNIX systems in view of technological advances
ential difficuities involved in migrating from one platform to another

thods of maintaining operating system integrity and security

achi Storage Area Networks

ministration of Backup Software

Tracking of vendor maintenance and support agreements.
ICE System Development Life Cycle (SDLC)

b sphere MQ Series

SK MANAGEMENT AND COORDINATION

The Conh:gtof shall prepafe weekly and monthly status reports for the United States Department
L

of Home
4271 Te

The Contr;
and applic
addition tg

d Security (DHS) Bureau of Immigration and Customs Enforcement (ICE).
chnical Guidance and Support '

ctor shall provide technical support for the system administration of UNIX databases
ation servers utilizing web-based, client-sever and/or host-based applications. In
the aforementioned the Contractor shall perform the following activities:

Prov1de UNIX system admmlstratlon and database support

Momtor application and database servers and troubleshoot/resolve OS and MQ
Series issues .

Verify that the pro&uction and ’development servers are operational

Install and administer all operating systems and software associated with the
servers including back-ups, fixes, patches, tools, etc.
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¢ Provide 24 x 7 problem resolution and support.

¢ Coordinate OS upgrades, patches, fixes, and testing with Data Center staff
4.27.2 Environment Configuration

The Contractor shall provide configuration, tuning, and mamtenance of UNIX operating systems

- on IBM ATX/UNIX servers. When the IBM AIX servers have been configured, stabilized and

certified for production use by ICE, the Contractor shall support the migration of each database
-environment from other platforms to the IBM/AIX environment on an “as-needed” base. The
" configuration required at the DOJ Data Center in Rockville, MD shall include (at a minimum): -

» 6IBM M-80 servers
2 IBM p660 servers
4 IBM P690 (Rega&a) Servers
The configuration required at the DOJ Data Center in Dallas, TX shall include (at 2 minimum):
1 IBM M-80 server
1 IBM P660 server
2 IBM P690 servers

- 4.27.3 Performance Monitoring

The Con
control for

tor shall continue to monitor the performance and provide disk management and
databases and application servers to ensure optimal performance.

4.27.4 Maijntain UNIX Documentation

" The Contractor shall create/maintain and updates the following documentation:

e Startup/shutdown procedures for all UNIX production and database servers

e Allocation of disk storage procedures for all UNIX production and database
servers B

e User ID procedures for all UNIX production and database servers
¢ AIX/UNIX Application Development Guidelines and Procedures
4.27.5 System Admmnstratlon/Capamty Planning

The Contractor shall provide expert knowledge in capacity planning of UNIX servers. The
Contractor|shall provide: ’

Analysis of ICE plans ‘
- Develop workload projections
Prepare a semi-annual Capacxty Planning Report
Monitor systems usage -
Advance notice of storage increase requirements
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o o Efficient maintenance and tracking of storage
4.27.6 US|VISIT Support

The Contractor shall support the development, testing and implementation of the USVISIT
databases and interconnects within the defined scope of this task.

4.27.7 Data Center Relocation/Database Mlgratlon

The Contractor shall sup;;ort the planning and relocation of all ICE UNIX-based platforms from
the two D()J data centers to the two DHS data centers. The Contractor shall coordinate data

migration with Database Administrators. Data Center relocation is expected to occur in fiscal
year 2005. : ‘ .

4.27.8 Maintain UNIX Documentation

The Contractor shall facilitate and support the estabhshment and mamtenance of MQ Series
queues hosted in centralized ICE UNIX-based servers.

428 TASK MANAGEMENT AND COORDINATION

This plan |describes support that will be provided to the DHS in the areas of Management,
Coordination and Databasé Administration; including Oracle Environment Configuration, Oracle
" Name Seryer Maintenance, Database testing, MQ Series support, US VISIT Increment 1 system
support, and Data Center relocation and Database Migration support.

The Department of Homeland Security (DHS) is working to make effective use of information
technology (IT) by developing and implementing information systems that improve access to
information across the Department and other Federal, state, and local law enforcement entities.
The Bureau of Immigration and Customs Enforcement (ICE) is taking a proactive position in
integrating and modernizing its databases, and ensuring that newly developed software and
databases |are maintainable, and easily transitioned to newer platforms. The currently ongoing
integration of USVISIT, ADIS, and IBIS advances these mission objectives through automating
the sharing and integration of information within the DHS and state and local law enforcement
agencies. [CE is nearing completion of the integration a myriad of specialized databases into a
unified, comprehensive Enforce Integrated Database (EID). Utilizing its database integration
experience, ICE is providing a leadership role in demonstrating the means of integrating the
many diverse databases across the DHS. At present, ICE has a disparate information
environment containing mainframe, client/server, and web-based application. environments.
There are| approximately 30 IDMS “national databases” that run on the IBM 2/0OS operating
system, and over 40 Oracle Production databases that run on IBM UNIX platforms. Primary
among these are the Claims 4 database and the ENFORCE Integrated Database utilizing Oracle
RAC on the AIX/UNIX operating system. Oracle databases remaining on the Siemens platform
are scheduled to rmgrate to IBM utlhzmg ATIX operating system.

With increased public sc':rutmy and greater resource demands on DHS operatioﬁal' componenté,
the ICE Office of Information Resources Management (OCIO) must utilize the most effective
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means to automate the management of information and provide productivity capabilities to.
operational programs. Specifically, the ICE and its Contractors need a clear understanding of:

The databases currently in ICE possession, and their structures

Databases likely to be acquired or created by ICE in the near future

The probable evolution of ICE databases in view of technological advances

Potential difficulties involved in migrating data from one database to another
Methods of maintaining data integrity and security

Maintaining databases for other Bureaus '
Incorporating legacy databases from incoming ICE components 1nto ICE standard
platforms while maintaining support for these databases . '
Configuring and mamtalmng Oracle Real Application Clusters (RAC) ina partmoned
IBM AIX environment using High Availability Clustering (HACMP) .

The Contractor shall provide full software deVelopment life cycle (SDLC) and data management
support services as required to meet the overall objectives of the task and will continue to

provide an

Integrated and controlled approach to the database management and technical support

services. The Contractor has the primary responsibility for ensuring that the products/services'
‘meet the performance and design requlrements specified in accordance with this TORP. The
Contractor )s fL‘nconmdered to have expertise in the tasks identified in this TORP. In consideration .

of this exp

se, the Contractor shall notify, in writing, the ICE Contracting Officer’s Technical

Representative (COTR) of any omissions or clarifications that will enhance the TORP in order to
provide a better solution for the U.S. Government. The Contractor shall prowde ‘

An integrated and controlled approach to' the management of DHS vital data
resources - : :

Support the infusion of application support techno_logy
Technical assistance to ICE ofganizations

Dperational support for the definition, maintenance, security, and integrity of some
non-ICE databases

A Balanced Scorecard concept of mterpretmg/dlsplaymg the results of the estabhshed
performance measures

. Bervices consistent with those of skilled Database Administrators

Database integrity though security standards as prescribed by DHS 4300b

4.28.1 Purpose
The Contragctor shall provide:

Réports summarizing security activities related to the database server log ins
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4.28.2 Guj

Graphical reports that demonstrate database SErver processor utihzation, session
activity, and operational statistics

Monthly reports relevant to the support of the database systems and servers
Weekly reports descnbmg specific DBA act1v1ty for that week

dance .

- The Contractor shall provide technical support for the identiﬁcation, development, and
establishment of ICE policy, standards, procedures, and guidelines. In this capacity, the

Contractor
their impac
Developme
Series Stan
technology,

ishall review Federal, State, and Local guidance, as well as, commercial standards for

t on the ICE computing architecture, The Contractor shall update Oracle Application

nt Guidelines, IDMS Application Development Guidelines and Procedures, and MQ
dards Guidelines documents at least once per year, or more frequently as policy or

shifts dictate. The Contractor shall review and provide recommendations for addition

or changes
new Versio

to the ICE System Development Life Cycle (SDLC) document once per year or as
are produced.

4.28.3 Database Administration Support

The Con
other datab
activities 1
activities i

4.28.4 Or

ctor shall provide database administration support for all ICE applications, and any

ases as determined by the Government. This includes all database administration

equired to provide accessible, secure, and dependable databases for ICE. The
nclude:

The creation and maintenance of database structures for IDMS and Oracle
Maintenance of standards and procedures for distributed Oracle databases
Maintenance of standards and procedures for IDMS databases

24 x 7 database support and problem resolution

Database performance and tuning

IDMS and Oracle security requirement and solutlons

Application design reviews

Enterprise scalability analysis plans for IDMS and Oracle systems as requested
12x35 database support and problem resolution for SQL Server databases

acle Environment Configuration'

ctor shall provide configuration, tuning, and maintenance of Oracle databases on IBM
servers. When the IBM AIX servers have been configured, stabilized and certified

6 IBM M-80 servers
2 IBM p660 servers
4 IBM P690 (Regatta) Servers
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1

The eonﬁguratlon required at the DOJ Data Center in Dallas, TX shall include (at a mlmmum)
' 1 IBM M-80 server
e 1 IBM P660 server
2 IBM P690 servers
4.28.5 Oracle Name Server (ONS)

The Contractor shall maintain at least 4 regional ONSs' in accordance with Oracle standards and
ICE security policy. Each ONS will be configured to accommeodate up to 40,000 named users.

4.28.6 Database Testing

The Con tor shall conﬁgurc environments for and support all database related aspects of user

The Contractor shall support the development, testing and implementation of the US VISIT
d interconnects within the defined scope of this task.

4.28.3 DATA CENTER RELOCATION AND DA'I‘ABASE MIGRATION SUPPORT

The Contractor shall support the pianning and relocation of all ICE databases from the Rockville,

MD and the Dallas, TX DOJ Data Centers to the two new DHS-ICE Data Centers. The

Contractor shall play a lead role in migrating data from the DOJ Data Centers to the new DHS
Data Centers. This migration is expected to occur in fiscal year 2005.

4.28.9 Support ICE Operations
The Contractor shall provide support for the OCIO section of ICE. This support includes:

| Manage, support, and maintain mtegnty of the ICE legacy data entities
Specify guidelines for accessing business data '
Maintain data structures and operating systems
Support each phase of the SDLC
‘s Planning and Requirements Phase
Design Phase _
Development and Testing Phase
Implementation Phase
- Development, Testing, Training Database Support
Production Database Support

TASKF + IT INFRASTRUCTURE MANAGEMENT SUPPORT (TORP SECTION 4.29)
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| Systems M;

 Information

anagement and Integration (SMI) Contractor shall assist the Office of the Chief
| Officer (OCIO), in organizational planning and implementation, ICE transition

planning and implementation, Program management assistance, and Contractor oversight

support. O
procedures,
for internal
transition p|
action item;
managers il

rganizational planning and implementation includes analysis of current processes and -
process re-engineering activities to support Business Lines, assistance in planning
restructuring, and developing organizational communication strategies. ICE

lanning and implementation includes assisting in data gathering and responses to ICE.
s. Program management assistance includes support to respective program/project .
n tracking Contractor performance, management and financial analysis, and

organizational change management. Contractor oversight support includes coordination and

Contractor

OCIO antic
Fiscal Yeas
. and the infr

_required to
implement
emerging t
where appl

oversight in the areas of deployment, and financial tracking and analysis.

ipates continuing to deploy and upgrade the technology infrastructure throughout
's 2004 and 2005 consistent with program priorities. As. this deployment proceeds,

astructure continues to grow in scope and complexity, continued planning will be
sustain capacity and performance. Methodologies, tools, and procedures must be

ed to manage and control system and network resources and assets. New and

echnologies must continue to be assessed as a force multiplier for implementation
icable.

. The Contractor shall provide manageﬂlent and technical support to the Systems Integration

Division b
Assisti]
commy

y:

ng in the planning and management of the transition of personnel and assets to ICE;
ating the installation and upgrade of consistent and compatible hardware, software, and

Identi
Contr:
Facilit:
assets;
Suppor
and fin

4.29 TA

mications platforms, including custom apphcanons deployment expcdltlously as
posmbflﬁccordmg to program priorities;

g problems through communications with Government staff and other Support
tors and proposing solutions;

ating the tracking, management, and accountability of all Information Technology (IT)
and

ting the individual project managers within ICE by providing management analysis
ancial analysis support.

SK MANAGEMENT

The Contractor shall be responsible for the effective management and administration of all

efforts und
. manageme
performan
organizati
the life of

lertaken under this Task Order. The Contractor shall identify and maintain a
ent structure and organization with overall project control and authority for the
ce of work under the Task Order. The Contractor's management structure and

bn shall ensure that the following requirements, at a minimum, are satisfied throughout
the Task:
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o Ated hnically proﬁcient and proféssionally capable staff is established and maintained;
. Personnel turnover is mlmmlzed and individuals are motivated to achieve excellent and
timely performance; - : -

s Prob

lems are avoided and unavmdable/unannmpated problems are resolved with little or

no disruption to the activities performed under the task order;
-» Feedback on performance is obtained from Government management and provided to
~ Contractor personnel on all areas of task order performance;
e Quality and timeliness of the products and services provided under this task order are
continually monitored to ensure improvement; and .
e All resources used for the performance of work under the task order are identified, thelr
roles clearly defined, and their relationship to the remamder of the organization

estal]

nhshed and identified.

ICE requires an operatin_g environment that embodies a combination of quality, cost-

effectivenes
industry be
optimize th

4.29.1 Tas
The Con

s, industry best practices, efficiency, and flexibility. The Contractor shall review .
practices and develop an operating framework, customized to the environment, to
productivity of the ICE Team.

Management Reportmg _
tor shall maintain detailed resource assignment data, tracking individual task status,

problems, igsues, progress, and other activities related to this Task Order. The SMI Task Leader
shall be able to accurately describe project and task status, including resources utilized (by

name), si

ficant accomplishments (milestones achieved, quantities of inputs processed, etc.),

problems or issues encountered (by task activity), resolution steps, costmg data and burn rates
(by task activity), and vanous other data as requued

The Con ‘,tor shall submit a monthly Task Order Progress Report and a Monthly Task Order
Financial Analysis Status Report as required by the Contract. The Task Order Report shall
discuss the status of the task (generally), and each task activity (specifically), and shall include: -

Pro
Out
Issu

ess since last reporting period; ,
ook or plans for the next reporting period; and
s that the SMI Contractor believes require near-term Government Task Manager

intervention in order to forestall potential progress delays.

In addition to these reports, the Contractor shall hold monthly Task Order Management Review |
meetings with the Government Task Manager(s) and designees. The Contractor shall prepare
agendas and handouts for status meetings. The Contractor shall define action items by task

activity that

require Task Manager attention, action items requiring SMI attention, dependencies

or issues thiat prevent progress, summaries of achievements, trends or performance issues or
recommendation that would improve quality, or similar information.
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4.29.2 Qu:ality Assurance/Control Requirements

The Contractor shall ensure consistent technical quality of deliverables, work products, and
services prpvided utilizing quality assurance/control measures.

TASK G- TECHNICAL REQUIREMENTS - OPTIONAL TASK (TORP SECTION 4.30)

430 TECHNICAL REQUIREMENTS
4.30.1 Portfolio Level Management Suppbrt

The Contractor shall assist in providing overarching, objective, and analytical management
support, working closely with the ICE OCIO Program Managers as well as other Program
Managers. The Contractor shall conduct organizational planning and implementation assistance
to include analyzing and documenting current processes and procedures, performing process re-
engineering activities to support Business Lines, providing assistance in planning for internal
restructuring, and developing organizational communication strategies. Contractor shall assist in
DHS transition planning and implementation by assisting in data gathering and assisting
managers with development of responses to DHS action items. Contractor shall provide
" Program management assistance including support to respective program/project managers in
tracking Cpntractor performance, management and financial analysis, and organizational change
management. The Contractor shali track, coordinate, and ensure the timely completion of high
visibility projects. The Contractor shall assist with the initiation and review of draft
correspondence and responses to queries and taskings from outside ICE OCIO for accuracy,
consistency, and completeness. The Contractor shall attend meetings as directed, and provide
analytical support to the ICE OCIO point of contact (POC) relative to the subject matter of those
meetings. | The Contractor shall conduct objective and independent analyses and assessments of ;
ICE OCIQ functions and operations as directed by the Task Manager. The Contractor shall
~ assist in d ﬁmng, collectmg, and consohdatmg orgamzatlonal performance measures.

The Contractor shall prov1de assessment and momtonng of organizational functlons and
activities within ICE OCIO. The Contractor shall monitor change within the organization to .
identify weaknesses or inconsistencies that exist. The Contractor shall monitor the integration of
functions and responsibilities within the organization and with other entities within ICE OCIO

. and withiff DHS. The Contractor shall monitor the quality of work being accomplished and of the
functioning of the organization as a whole, identifying duplication of effort and developing and
recommending altemative solutions to negate the overlap. The Contractor shall periodically
review status reports and deliverables submitted by the Deployment Contractor to assess and
verify the accuracy of information being collected throughout the organization and contmuously
review the accuracy of performance and statistical data being entered into infrastructure
databases, The Contractor shall track ICE OCIO credit card accounts and purchases. This
includes working with purchasers to resolve issues with orders as received, and completlng
monthly reconciliation of the bank statement.,
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- 4.30.2 Teq hnology Infrastructure Management Support

The Contractor shall provide support to facilitate the installation and upgrade of all identified
hardware, software, and communications platforms at identified sites. This support includes, but
is not limited to, providing management oversight support for all aspects of infrastructure
deploymeqts to ensure consistency, and responsiveness in accordance with mission objectives.
The quality assurance/control shall include technical reviews and audits to validate the quality of
the work performed by the Deployment Contractor personnel.

The Contractor shall assist in the management of infrastructure activities, including planning,

oversight, and acquisition support of infrastructure activities. Required support includes the
following activities:

e Planning and Task Coordination Assistance - The Contractor shall anatyze, design, and
generate a web-based tool to display all relevant infrastructure related activities and
documentation; ' ‘ ' _

® Project Tracking Support - The Contractor shall analyze, design, and maintaina
coraprehensive project tracking system for all infrastructure related activities; this

" includes generating and tracking Service Level Agreements (SLAs);

IT Acquisttion Review -. The Contractor shall provide techinical review of Automated

Informatign System (AIS) requests and report statistics on a weekly, monthly, and as required
basis. - - '

4.30.2.1 Planning and Task Coordination Assistahce

The Contractor shall analyze, design, and generate a web-based tool to display all relevant
infrastructure related activities and documentation. ‘This tool shall display data in a variety of
formats with appropriate security for each level of display. The Contractor shall work with the
Deployment Contractor to ensure that data related to current and upcoming activities is able to

feed into this tool for real-time display of information, The Contractor shall perform the
following|activities as required:

¢ | Requirements and Business Process Improvements

» Document customer specifications and interact with other support groups to
identify business processes, systems, and product requirements; and

¢ Evaluate unanticipated problems and or emergencies as they occur and explore

and recommend solutions.
e | Coordination and Communication

-« Provide coordination and documentation support for meetings hosted by OCIO,
‘ ICE, or other DHS personnel;

- o Prepare meeting minutes, issues, and action items; irack'eagh issue-and action
itemn through its resolution as approved by the Task Manager;
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¢ Infrastructure Technical Assessment and Configuration Recommendations
Assist in the technical evaluation of new and emerging technologies that may be
applicable to the technology infrastructure at DHS;

¢ Coordinate with Infrastructure management, Application Project Managers and
the Infrastructure Deployment Contractor to address technical issues that may
arise, which may impact infrastructure equipment operations;

¢ Attend and participate in Architecture Review Board meetings as requested.

o Clerical and Administrative Support
¢ Provide clerical and administrative support;
¢ Track Other Direct Cost (ODC) requests subnutted by Deployment Contractor

o

4.30.2.2 Project Trackmg Support

The Contractor shall analyze, design, and maintain a comprehensive project tracking system for
all infrastructure related activities; this includes generating and tracking Service Level

Agreements (SLAs).

The Contractor shall support ICE in tracking and reporting on all deployment activities related to
the technology infrastructure.

. eployment Tracking and Reporting

Coordinate and monitor deployment activities, including pre-site and site surveys;

deployments, and post-deployment support;

e Identify and design standardized periodic and ad-hoc reports tailored for varying .

levels of management, to include Infrastructure personnel OCIO Senior

- Management, and others as required;

" |o Prepare and distribute periodic (such as the Monthly Deployment Status Report)

| and ad-hoc status reports identifying in-progress, upcoming and completed
deployment activities; and

» Prepare and maintain briefing and presentation materials as required by ICE

management to convey information to Management and/or oversight
organizations, agencies or groups.

o |Budget and Financial Assistance

s Assist in generating and maintaining Service Level Agreements and monthly
financial tracking in support of reimbursable and Operations and Maintenance
(O&M) Infrastructure activities.

o | Database Administration and Maintenance

"|e Update the Refresh Cost Model; -
e Provide ad-hoc assistance as required for developing and mamtammg database

’ tools in use within ICE.

e |Processes and Procedures . '

e Maintain Standard Operating Procedures (SOPs) for the Infrastructure Branch;
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_ s

~ ® Maintain workflow diagrams for deployment life-cycle actlvmes provide updates

as requested;
o Assist in the development of SOPs based on knowledge of Branch operatmns

4.30.3 IT Acquisition Review Support

The Contractor shall assist in review, coordination, and liaison support of Infrastructure
acquisition activities: Specifically, the Contractor shall:

s Provide centralized support in the acquisition of infrastructure hardware and
software, equipment requisition tracking, and validate shipments into Staging to
facilitate the invoice payment process;

e Monitor and insist upon accurate inventory inventories of stored goods recewmg
activity, staging activity and shipping activity;

e The Contractor shall provide technical review of Automated Information System
~ (AIS) requests and report statistics on a weekly, monthly, and as required basis.

4.30.3 Asset Management Oversight — Deleted
4.30.5 Special Projects

The Con
projects

ctor shall be available to support Special Projects as rcquired. Typically, these
11 be for a specific Branch within ICE or other DHS entity that is able to provide

funding for the specified project. At the wntmg of this TORP, there are five known projects as
detailed below.

4.30.5.1

echnology Training Servnces (ITS) Branch Mgmt and Financial Support

The Con actor shall prov1de management support to include planning, trackmg, coordmatmg, )

and repo.

g on the various reimbursable training activities. This shall include reviewing,

analyzing, and tracking Branch task plans and financial status. The Contractor shall also _
coordinate with other ICE Branches in order to analyze and cost their training needs and review,
all requirements to ensure that they are included in Atlas projections for FY04-FYO08. The
Contractor shall attend meetings, as required, to determine customer requirements and
communic¢ate them to TTS personnel. The Contractor shall prepare written and verbal reports
and briefings, as required, and will prov1de assistance with drafting correspondence,
justifications, and responses to queries from outside entities. The Contractor shall review and
analyze training vendor cost estimates, actual costs, and clients” account balances. The
Contractc1r shall provide analysis and research on technical and organizational topics as they
relate to training, learning, and knowledge.

4.30.5.2

ADP Operations Technical Support

The Contractor shall provide data analysis support for the System Access nghts Review
(SARR) project. This support is anticipated for three months.
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4.30.5.3 Integrated Automated Fingerprint Identification System (IAFIS) Project Support

The Contractor shall attend IAFIS related meetings, capture and submit meeting minutes via e-

mail, and follow up on all outstanding action items. Action item status reporting shall be done.

once per week, also by e-mail. All site survey information shall be captured and analyzed for

issues that need to be resolved. Issues shall be forwarded as they are received, to the
Deployment Manager. This support is anticipated for twelve months.

4.30.5.4 Customer Service Branch Support

The Contractor shall assist the Customer Service Branch in identifying, analyzing, and
documenting procedures within the Branch. This includes, but is not limited to the foliowing:

Assist in developing cross-component DHS Help Desk Procedures

s| For software products — document procedures for life-cycle support (from product
assurance acceptance to deployment in the field, to help desk support, and
Operations and Maintenance through retirement)

.o Analyze and document other processes within the Customer Service Branch as
required

A

4,30.5.5 Computer and Telecommumcatlons Security

Support the following activities: Requirement Analyses, COTR and Program coord.matxon
Analyze Data, Database Management, Inventory Maintenance and limited Administration duties.

~ The Contractor must:

“oordinate with the contract COTRS to collect contact user data

“oordinate with application program managers to collect data.

\nalyze and review gathered data

“reate, maintain and analyze reports

vianipulate and Maintain the SARR Data Collections Tool

- 'Work with technical support prov1dmg database management and administration.
Assist the-E&FS- OISSM Branch management as needed ”

nventory Maintenance — Respond to Bi-yearly Inventory Calls. Input the C&TS
DISSM Branch Equipment into the inventory systems AMIS and ITT. Bi-weekly
nonitor new equipment and assign a Property Contro! Number (PCN). Track
zquipment arrival and destination. Penodically, work with the Excess Equipment
[eam to excess equipment. Attend occasional meetings. ‘

* o & & & & & @
LI, N T P ij\&.f\f\

TASK H - DECISION SUPPORT SYSTEMS (T ORP SECTION - 4.31 THRU 4.31.5)

The ICE Office of Chief Information Officer (OCIO), Decision Support Division’s mission is to:
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Impiement integration of data resources

decision-making process
* Provide stewardship of ICE Business Intelligence Resource

The basic
- associated with data mtegratlon

The Contractor shall provide operatlonal and administrative support of the ICE Business
Intelligence Resource. This includes the set of activities required to ensure smooth daily
operations, ensure that resources are optimized, ensure growth is managed, and create, maintain
and enforce data extraction, transformation, load, and delivery standards and functions.

The objective of this task is to provide support and to compiement the ICE, OCIO, Decision
Support Division in order to effectively manage its Business Intelligence resources, which
includes the Operanonal data store(s)

All deliverables shall require the review and acceptance of the ICE Task Manager. The:
Contractor shall submit to the ICE Task Manager a draft deliverable (in electronic format only)
for review Hefore the final submittal. The Contractor shall develop all deliverables using the
current ICE‘standard Office Automation (OA) commercial of-the-shelf (COTS) application.
Microsoft Qffice 2000 is the OA COTS standard.

The Contragtor will need to coordinate aspects of this task with Database Administrators;

computer sgrvices staff, application development Contractors and other ICE Contractors. The

Contractor also needs to be apprised of related activities being performed under different tasks,

and which may have a bearing upon the current task. Travel within the continental U.S. may be

involved for coordination and data gathering. No more than four trips outside the greater

Washington, DC area with a maximum of two people per trip are anticipated. This task shall
" make use of ICE SDLC Version 6.0, when applicable.

431 DECISIONSUPPORT e
4311 MANAGEMENT, COORDINATION, AND ADMINISTRATIVE SUPPORT

The Contractor shall prepare weekly and monthly written status reports during the execution of

 this task. Reports shall include a summary of any noteworthy “lessons learned” that might be
valuable to|this task or related ICE activities. The Government may also direct whlte-
papers/reports to cover special topics relevant to this task. ‘

Management ﬁmctional roles include:

. Managing associated groups of Operations Data Stores (ODS)
e Manage teams of subject matter experts
. Pnonnze requirements

8/12/04

| acquire, and deliver systems that prqvide information critical to the ICE business

b

ction of this task is to support the ICE OCIO Decision Support D1v151on activities -
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Schedules tasks

Communicates progress to Government managers
Manages scope and expectations

Coordinates external and internal resources

4.31.2 DATA DESIGN . S ' S

The Data Design subtask provides and maintains the metamode! for the ICE Operational Data
Store (ODES). This is a standards-based, procedure-onented function.
Communication of these standards to the customer community on a regular basis is essential

' Functional Roles include:

e Communicate physical and logical database design to database administrators -
Evolve models to meet new and changing business requirements
¢ Develop processes for captunng and maintaining metadata from all data integration -
components
Maintain compatibility with orgamzed data modeling standards
Ensr:e overall health and performance of Operational Data Store (ODS) metadata
_Tepository
Maintain meta model for metadata repos1tory
Maintain Standard Tables
Develop and Maintain Standard Table Conﬁguratlon Management and Change Request
Processes

4313 DATA ACQUISITION

This subtask involves the creation and pepulatlon of the Operational Data Store (ODS). Thisis -
where intelligent information integration is performed. Data must be extracted from the source
database, transformed into efficient, standard format, and loaded into the ODS. Expertise
necessary to perform these functions using a variety of ETL tools and an Oracle ODS is |
necessary.|Source data may be derived from IDMS, Oracle, or other databases. The ODS must
then be madintained according to carefully developed maintenance standards. Support for this
resource must be avmlable 24/7. _

Functional Roles include:

Ensure overall health and performance of ODS(s)

Monitor performance, reliability, availability, and recoverability
Administer user access protocols

Identify, understand, and coordinate with source data systems and owners -
Map source data to ODS models

Develop, test, and deploy ETL processes

Define and capture metadata and rules associated with ETL process _
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e Adapt ETL process to accommodate changes in source systems and new business user
‘requirements

e Maonitor, manage, and validate data warehouse act1v1ty including data extraction,
transformation, movement, loading, and updating processes
Ensure the ODS meets service level requirements
Deyvelop, manage, schedule, and document ODS operations and tasks including
extraction, movement, loading, archival, security, backup, and aggregate table creation
. Meinage requests for change and prioritizes work based on busmess needs and available
resources
® Defines and documents the technical architecture of the ODS including the physical
components and their functionality
Evaluates, selects, tests, and optimizes hardware and software products
Estimates system capacity to meet short and long-term processing requirements

Writes/reviews specifications for client machmes apphcatlons/web servers, database
servers, and networks

DELIVERABLES - DUE DATES

Decision Support System Lifecycle | First Version within 90 days of Start of
_ contract .
Re-hosted database ' Software re-hosted per agreed—upon
schedule
Utilization Reports, including Monthly, 15 DARP
statistics -

=

4.31.4 DATA ACCESS AND DELIVERY

This subtask is most visible to the end user of Decision Support Systems. End users within ICE
are largely comprised of Law Enforcement Professionals and not the general public Integrated
information products delivered to this user base may be of a sensitive nature requmng data
security skills. Also, information delivery must be timely in many cases.

Functional Roles Include:

e * Write applications/dashboard/dimensional cube mechanisms that letend users access and
analyze data in an ODS

¢ Coordinate with business requirements analysts to understand and prioritize user
requirements

e Coordinate end-user training and business-oriented metadata definitions
¢ Liaison between end-users and ODS project teams -

» Determine reqmrements for data, reports, analys1s metadata, training, service levels, data
quality, and performance
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e Coordinate with architects to translate requirements into technical specifications

» [dentify and assess potential data sources
-e  Validate ODS

e (Coprdinate prototype previews

‘@ Maintain library of all associated documentation

e D

. Trtk versioning of all tools and access methods

ews and edits all documentation

etclops, maintains, and trains users on Decision Support Systems lifecycle processes

e Reviews and reports on adherence to processes
. M

difies/updates processes in accordance with changes in business requirements, .

organizational standards, technical architecture, and political/legislative directives
e E | ure that all systems, applications, and tools adhere to DHS securitjr requirements

¢ Monitor systems for security lapses, loopholes, and attacks

e Build and maintain robust information delivery website

DELIVERABLES:
DELIVERABLES [ DUE DATES
Decision Support System Lifecycle | First Version within 90 days of Start of
contract
431.5 DATA GOVERNANCE |
Data Integration cannot occur in a vacuum. Neither can development and extraction of reliable

informati
subtask p

must have
(ODS).

on from data occur without standards, policies, and processes. The Data Governance
rovides these functions. As stewards of the integrated data resource, data administrators
e detailed knowledge of each data element comprising the Operational Data Store
dherence to existing Enterprise Architecture standards and models as well as

development and enhancement of existing standards, models, and guidelines are critical
functionsl of this subtask.

Functions under this subtask include:

.
c

aintain extensive knowledge of business domains with respect to particular data
ements
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*  Provide stewardship of data elements

- Track and interprét communication between business and technical units
* Coordinate and facilitate meetings, seminars, and occasional training sessions
+ Dotument exceptions to governance rules, standards, and procedures

¢ Proofread all official documentation -

. ReJnove and edit technical jargon from documents mtended for business unit
consumption

» Ensure that data governance rules, standards, and procedures are followed

" ® ' Clearly communicate ranuﬁcatlons of fallure to adhere to governance rules, standards,
and procedures :

¢ Prepare marketing documents which hlghhght successes and services provided by the

~ Decision Support D1v1sron

DELIVERABLES:

DELIVERABLES DUE DATES

Updated data architecture Standards | Per agreed upon deliverables
Updates to ICE Enterprise Data | | As required by changes
Model . ]

Updates to ICE Metadata 'As required by changes
Repository 3

Updates to ICE XML Dictionary . As required by changes ]
| Creation and Maintenance of ICE | First Version within 90 days of start of .
Decision Support Systems . contract. ‘
Dictionary ,
Support for and Enforcement of As necessary
_ICE Data $tandards _ :
Adherence to, Creation for, and As necessary
Enforcemént of ICE Business Rules |
for Data

50 INVESTMENT TASKS

The CBntr actor shall provide services required to develop and/or deploy new fincticnality or

enhancements to existing business functions when approved through the Information Technology

Investment Management (ITIM) Process and authorized by modification to this task order.
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TING

6.0 TES

The Contrag
SDLC Manj
deviations f

tor shall comply with Proceduréﬁ and Documentation requirements outlined in the
hal. The Systems Assurance Configuration Control Board (SACCB) must approve
rom the SDLC process by using the Request for Deviation Form. -

. The Contrag
Specifically
to ensure al
requirement

tor shall perform and participate in the formal reviews set forth in the SDLC.

, a Functional Requirements Review (FRR) will be conducted prior to system design
requirements are captured in the Functional Requirements Document and that

s are stated in a clear, unambiguous and verifiable manner. A Preliminary Design
Review (PDR) and/or Critical Design Review (CDR) will be held in order to review, approve,
and baseline the system design before actual software coding activities begin. A Test Readiness
Review (Tars) shall be conducted prior to the start of independent test & evaluation to ensure
that the statlis of the software and documentation is sufficient to begin System Acceptance
Testing (SAT), and when directed by the DHS - User Acceptance Testing (UAT). Release
Readiness Reviews (Errs) shall be conducted after SAT, and UAT when directed by DHS, to
verify that the software successfully passed independent testing, all required documentation is
complete, and outstanding issues have been resolved (i.e. all Scars passed testing, necessary
training is complete, no open test problem reports exist, sites are prepared for software release to
the production environment, and software distribution methods have been agreed upon).

The ContraT:tor shall comply with the Technical Architecture'as specified in the INS T echnology

Architecture Overview, or superceding documents at date of award. The OCIO Architecture
Team throv.lgh the DHS Information Technology Change Request process must approve
deviations from the Technical Architecture. The OCIO Architecture Team will conduct design
_reviews as $pecified in the SDLC. .

70 DATA MANAGEM:ENT - OVERALL TASK

When deve oping IT applications, the Co_ntractbr shall also develop a Data Management Plan
which, willlinclude the Application Data Mode! consisting of clearly documented application

data requin
the Applica
representati
Enterprise
follow the |
Logical Mc¢
Plan shall t
database.

80 RIC

The clause

ments (1.. application entities, attributes, relationships, and unique identifiers) and
tion Process Model, which documents process requirements (i.c. graphical

on of the processes performed within/by the application) compliant with the DHS
Model version current at date of award. In addition, the data and process models must
ogical modeling development standards and specifications documented in the DHS
del Standards version current at date of award. The application Data Management

¢ approved and compliant with the enterprise model and to develop the physical

SHTS IN DATA - SPECIAL WORKS (FAR 52.227-17)

at FAR 52.227-17 shall be incorporated herein by reference.
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9.0 CENTRAL CONTRACTOR REGISTRATION (FAR 52.204-7)

100 COMPLIANCE WITH SECTION 508 OF THE REHABILITATION ACT OF
ANIENDMENTS

1973, 1998

Electronic and Informatlon Technology ﬁroducts or services delivered by the Contractor shall be.
in compliance with the Electronic and Information Technology Accessibility Standards (36 CFR

1194).

1.0 SECURITY REQUIREMENTS . o . o

11.1 General

’.

DHS has determined that performance of this task order requires that the Contractor,
subcontractor(s), vendor(s), etc. (herein known as Contractor), require access to classified
National Security Information (herein known as classified information). Classified information
1s Government information, which requires protection in accordance with Executive Order
12958, Classified National Security Information, and supplementing directives.

The Contrz

ctor shall abide by the requirements set forth in the DD Form 254, Contract Security

Classification Specification, included in the task order, and the National Industrial Security
Program QOperating Manual (NISPOM) for the protection of classified information at its cleared
facility, if applicable, as directed by the Defense Security Service. If the Contractor has access

to classified information at a DHS or other government facility, it will abide by the requirements
set by the agency. If the Contractor does not properly follow these procedures, it will resultin

deductio

from monthly invoices.

11.2  Sujtability Determinations

DHS shall have and exercise full control over granting denying, withholding or terminating
unescorted government facility and/or sensitive government information access for Contractor
employees, based upon the results of a background investigation. DHS may, as it deems
appropriai:,
security checks. The favorable EOD decision would allow the employees to commence work
temporarily prior to the completion of the full investigation. The granting of a favorable EOD
decision shall not be considered as assurance that a full employment suitability authorization will
follow as a result thereof. The granting of a favorable EOD decision or a full employment
suitability determination shall in no way prevent, preclude, or bar the withdrawal or termination -
of any such access by DHS, at any time during the term of the task order. No employee of the
Contractor shall be allowed unescorted access to a government facility without a favorable EOD
decision or suitability determination by the DHS and/or ICE Security Office. Contract

employees assigned to the task order not needing access to sensitive DHS information or
recm:ring access to DHS? fac1htles will not be subject to secunty suitability scrcemng

authorize and make a favorable entry on duty (EOD) decision based on preliminary
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Contract employees awaiting an EOD decision may begin work on the task order provided they
_do not accegs sensitive government information or systems. Limited access to government
buildings is|allowable prior to the EOD decision if a Government employee escorts the
Contractor. | This limited access is to allow Contractors to attend briefings, non-recurring
meetings and begin transition work.

- 11.3  System Management, Integration, and Admlmstratlon (SMI) Program Personnel
Security Requirements

The Contrastor shall provide personnei who will meet the security clea:ance level for SMI
Program.

11.4 Background Investigations

Contract employees (to mclude applicants, temporaries, part-time and replacement employees)
under the task order, needing access to sensitive information, shall undergo a position sensitivity
analysis based on the duties each individual will perform on the task order. The results of the
position sensitivity analysis shall identify the appropriate background investigation to be
conducted. | All background mvestlgatlons will be processed through the Security Office.
Prospectw Contractor employees shall submit the following completed forms to the Security
Office thro gh the COTR no less than 30 days before the starting date of the task order or 30

" days prior tp entry on duty of any employees, whether a replacement, addition, subcontractor
employee, .{r vendor: . :

Standard Form 85P, “Questionnaire for Public Trust Positions”
FD Form 258, “Fingerprint Card” (2 copies)
Fo 1gn National Relatives or Associates Statement
DQJ-5535, “Disclosure and Authorization Pertalmng to Consumer Reports Pursuant
to the Fair Credit Reporting Act”

5. Form G-736 — “Pre-Employment Suitability Check” (2 years employment venﬁcatmn)

Ll S

The Contractor using Form G-736 will provide documentation that previous employers of all
new contract employees have been interviewed to ascertain the following information:

a) Verification of employment history (dates, salary, job titles and duties for the
most recent 2 years).

b) Reason for leaving employment.

c) Eligibility for re-hires.

d) Name of person contacted.

¢) Name of employee doing the interview on behalf of the Contractor.

The Contractor shall conduct and provide the results of the pre- screening employment activity
along with|a current credit check.
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DHS will p
accept only|
provided up

Be advised

US for thre
- background
due to insuj

The DHS
(LPRs), in

rovide required forms at the time of award of the task order. The Security Office will
complete packages. Specific instructions on submission of packages will be
on award of the task order.

that uniess an applicant requiring access to sensitive information has resided in the
e of the past five years, the Government may not be able to complete a satisfactory

investigation. In such cases, DHS retains the right to deem an applicant as ineligible
fficient background information.

oes not permit the use of Non-U.S. citizens, including Lawful Permanent Residents
e performance of this task order. By accepting this task order, the Contractor agrees

to this restriction with respect to all employees utilized directly to perform duties on this task

order.

11.5 Continued Eligibility

If a prospe¢
informatioﬁ,

or to be ass

. TheICES

DHS reser
of any Cornl
CFR 2635
sensitive G

The Contr:
contract er
ON TUmor ¢
employee

The ICE §

building p
employees
a report sh
to whom 1

ctive employee is found to be ineligible for access to government facilities or
the COTR will advise the Contractor that the employee shall not continue to work
igned to work under the task order.

scurity Office may require drug screening for probable cause at any time and/ or when

the Contractor independently identifies circumstances where probable cause exists.

ves the right and prerogative to deny and/ or restrict the facility and information access
tractor employee whose actions are in conflict with the DHS standards of conduct, 5

and 5 CFR 3801, or whom DHS determines to present a risk of compromising

rovernment information to which he or she would have access under this task order.

actor shall report any adverse information coming to their attcntlon concerning
nployees under the task order to the DHS and/or ICE Security Office. Reports based
or innuendo should not be made. The subsequent termination of employment of an

does not obviate the requirement to submit this report. The report shall include the
employeeg’

name and social security number, along with the adverse information being reported.

ecurity Office shall be notified of all terminations/ resignations within five days of
occurrence.

The Contractor shall return any expired DHS issued identification cards and

asses, remote access or strong authentication devices; or those of terminated .
 to the COTR. If an identification card or building pass is not available to be returned,
all be submitted to the COTR, referencing the pass or card number, name of individual
ssued, the last known location and disposition of the pass or card.
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11.6 Employment Eligibility

The Contractor shall agree that each employee working on this task order will have a Social

Security

ard issued and approved by the Social Security Administration. The Contractor shall

be re5pons|.1ble to the Government for acts and omissions of his own employees and for any
subcontractor(s) and their employees.

Subject to|existing law, regulations and/ or other provisions of this task order, illegal or
undocumented aliens will not be employed by the Contractor, or with this task order. The
Contractor shall ensure that this provision is expressly incorporated into any and all subcontracts
or subordinate agreements issued in support of this task order.

11.7 Security Management

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The
individual will interface with the ICE Security Office through the COTR on all security matters,

to include physical, personnel, and protection of all government information and data accessed
by the Contractor.

The COTR and the ICE Security Office shall have the right to inspect the procedures, methods,
and facilities utilized by the Contractor in complying with the security requirements under this

task ord
determin

and other DHS or federal security policies, as they are applicable. Should the COTR
that the Contractor is not complying with the security requirements of this task order,

the Contractor will be informed in writing by the contracting officer of the proper action to be
taken in order to effect compliance with such requirements.

11.8 Information Technology Security Clearance

When ser
automate
sensitive
DHS Ma;

isitive government information is processed on DHS telecommunications and

d information systems, the' Contractor agrees to provide for the administrative control of
data being processed and to adhere to the procedures governing such data as outlined in
nagement Directive 4300 IT Systems Security Pub Volume 1 Part A and DHS

11.9

Manage:Ient Directive 4300 IT Systems Secunty Pub Volume 1 Part B.
I

formation Technology Secunty Training 0versnght

All Contractor employees using automated systems or processing DHS sensitive data shall be
required Yo receive Information Technology Security Awareness Training as outlined in the
Computer Security Act of 1987. Contractor employees may participate in ICE Computer and
Telecommunications Security (C&TS sponsored training). However, should they not be

available,

it is the responsibility of the Contractor to ensure that they have received the

appropriate annual awareness training as coordinated with the ICE-E&FS- OISSM Program
Office. All personnel who access DHS information systems will be conunually evaluated while
performing these duties. Supervisors should be aware of any unusual or inappropriate behavior
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by personnel accessing systems. Any unauthorized access, sharing of passwords, or other
questionable IT security procedures should be reported to the local DHS Help Desk.

12.0 MINIMUM COMPUTER AND TELECOMMUNICATIONS SECURITY
REQUIREMENTS

General

Due to the sensitive nature of DHS information, the Contractor is required to develop and
maintain a comprehensive Computer and Telecommunications Security (C&TS) Program to
address the(integrity, confidentiality, and availability of sensitive but unclassified (SBU)
information during collection, storage, transmission, and disposal. The Contractor’s security
~ program shall adhere to the requirements set forth in the DHS Management Directive 4300 IT
Systems S l urity Pub Volume 1 Part A and DHS Management Directive 4300 IT Systems
Security Volume I Part B and other DHS or ICE guidelines and directives regarding
informatio 1 security requirements. The Contractor shall establish a working relationship with
the JCE-G&FS- OISSM Program Office, headed by the Information Systems Security Program
Manager (ISSM).

12.1 C&TS in the Systems Development Life Cycle (SDLC)

C&TS activities in the SDLC are outlined in each current version of the SDLC Manual. The

. Contractor shall assist the appropriate ICE ISSO with development and completion of all
secunty related activities contained in the SDLC. These activities include deveIOpment ofthe
following Jlocuments

o Sengsitive System Security Plan (SSSP): This is the primary reference that describes’
. system sensitivity, criticality, security controls, policies, and procedures.
o Contingency Plan (CP): This plan describes the steps to be taken to ensure that an
' autpmated system or facility can be recovered from service disruptions in the event of
~ emergencies and/or disasters.
- o Security Guide (§G): This is a manual that provides users and administrators with
detailed requirements on how to operate and maintain a system securely.
® Risk Assessment (RA): This document identifies threats and vulnerabilities, assesses the
impacts of the threats, evaluates in-place countermeasures, and identifies additional
co termeasuxes necessary {o ensure an acceptable level of security:.
. ﬁ: ity Test and Evaluation (ST&E): This document evaluates each security control and
termeasure to verify operation in the manner intended. Test parameters are
estlabhshed based on results of the RA.

° a‘ttzj" ication and Accreditation (C&A): This program establishes the extent to which a
" particular design and implementation of an automated system and the facilities housing
thalt system meet a specified set of security requirements, based on the ST&E of security
fealmres and other technical requirements (certification), and the management
. authorization and approval of a systcm to process sensitive but unclassified information
(accreditation).
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12.2 Secu'ritiy Assurances

DHS Management Directives 4300 encourages the use of International Standard 15408, Common
Criteria for Information Technology Security Evaluation, for evaluating computer systems used
for processing SBU information. In addition, the DHS Office of Information Resources
Management requires that Contractors adhere to the Department of Defense (DOD) Standard

. 5200.28-STD, Trusted Computer System Evaluation Criteria or the equivalent common criteria.
Therefore, the Contractor shall ensure that requirements are allocated in the functional
requirements and system design documents to address C2 level of trust, and that these
requirements are based on the INS-C&TS- OISSM Guidance Document 9.0, Minimum
Requirements Document or the most currently approved DHS directive. C2 systems shall offer
the following user-visible features:

e User Identification and Authentication (I&4) — 1&A is the process of telling a system the
identity of a subject (for example, a user) (/) and providing that the subject is who it .
claims to be (4). Systems shall be designed so that the identity of each user shall be
established prior to authorizing system access, each system user shall have his’/her own
user|ID and password, and each user is authenticated before access is permitted. All
privileged users shall have strong authentication, of at least three (3) factors (somethmg
you know; something you are; or, something that you have).

o Discretionary Access Control (DAC) — DAC is a DHS access policy that restricts access
to system objects (for example, files, directories, devices) based on the identity of the
users and/or groups to which they belong. All system files shall be protectcd bya
secgndary access control measure.

o Object Reuse — Object Reuse is the reassignment to a subject (for example user) of a
medium that previously contained an object (for example, file). Systems that use
mermory to temporarily store user I&A information and any other SBU information shall
be gleared before reallocation.

o Audit — DHS systems shall provide facilities for transaction auditing, Whlch is the

examination of a set of chronological records that provide evidence of system and user

activity. ) : '

12.3  Data Security

SBU systerus shall be protected from unauthorized access, modification, and denial of service.
The Contractor shall ensure that all aspects of data security requirements (i.e., confidentiality,

_ integrity, nd availability) are inciuded in the functional requirements and system design, and
ensure that they meet the minimum requirements as set forth in the legacy INS-G&TS- OISSM
Guidance Document 9.0 or the most current, approved DHS directive at the time of system
design or modification. These requirements include: ‘

e Integrity ~ The computer systems used for processing SBU shall have data integrity
controls to ensure that data is not modified (mtennonally or umntentmnally) or repudiated

N
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by either the sender or the receiver of the information. A risk analysis and vuinerability -

assessment shall be performed to determine what type of data integrity controls (e.g.,
cyclical redundancy checks, message authentication codes, security hash functions, and
digital signatures, etc.) shall be used. :

Confidentiality — Controls shall be included to ensure that SBU mformanon collected,
stored, and transmitted by the system is protected against compromise. A risk analysis
and vulnerability assessment shall be performed to determine if threats to the SBU exist.
If it exists, data encryption shall be used to mitigate such threats.

Availability — Controls shall be included to ensure that the system is continuously
working and all services are fully available within a timeframe commensurate with the

availability needs of the user community and the criticality of the information processed.

124 PROGRAM DELIVERABLES
Plans and| Schedules

The Contractor shall develop a Task Order Project Plan, containing all resources, activities, and
milestones necessary to accomplish work specified in the TORP. Technical activities in the

schedule shall be at a level of detail sufficient for the Contractor to manage the task. The

Contractor shall develop a new Task Order Project Plan Schedule whenever an Updated Task . :

Order Plan or Revised Task Order Plan is submitted to the DHS for review and approval.
The Contractor shall schedule all activities specified in the TORP including:

a) Management activities .
b) Prpduct Assurance activities
¢) Design activities
~ d) Development activities
e) Test activities.
f) Deployment activities (each site)
'g) Operations and Maintenance activities -
h) Reviews
i) Releases
j) Milestones
k) Decision points

The Conuractor shall prowde an initial schedule and monthly update for each of the SMI
Techmcai Archltecture Project. ‘

Progressﬁ_Reports, Status Reports, ahd Program Reviews:
124.1 Prbgress' Reports: |

The Contractor shall prepare monthly progress reports for each project within the SMI Technical
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Architecture Project.

Initial reports are due 30 days after task award and every 30 days thereafter until the last month
of performa‘C::u, the final delivery will occur 10 days before the end of the of the final option
period and will summarize performance during the period of performance and provide the status
of any plam\led transition activity. The monthly report shall contain the following:

a) Description of work planned

b) Des#ription of work accomplished

c) Anq.lysis of the difference between planned and accomplished
d) Work planned for the following month

e) Open issues

12.4.2 Weekly Status Report

The Contractor shall prepare a weekly status report for the Task Manager for each project.
Generally, [these reports include the week’s accomplishments, any deviations from planned
activities; field related issues, other issues, and planned activities for the next period. The
weekly reports are for the Task Manager, and may be delivered in a meeting, electronic (e-mail)
or in hard copy. Additionally, the DHS Task Manager may request weekly and/or impromptu
meetings to discuss status or issues.

12.4.3 Program Reviews

The Contractor shall participate in monthly Program Reviews with the DHS Task Manager or
designee to review selected projects. The purposé of this meeting is to ensure that all software
modification efforts within the SMI Technical Architecture Project are coordinated, consistent,
and not duplicative throughout the Project. Budgets, schedules and other program related issues
shall also be addressed when required. The program review is intended to be an informal
executive|summary of these events, and should require only minimal presentation tirre.

12.4.4 Cost/Schedule and Earned Value Management System (EVMS) Reporting:

The Contractor shall submit monthly reports to the DHS that must be prepared in sufficient detail
to support OMB A-11 reporting requirements at Exhibits 53 and 300. The initial report is due 45
calendar gays after task order award and shall cover the first 30 days of task order performance.
Subsequent reports will be provided monthly and shall cover the 30-day period that began at the

conclusign of the last reported period. At a minimum, the report shall contain the following
elements : '

Cumulative to date:

Budgeted cost of work scheduled includihg fee (award fee estimated at 100%)
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Contractor,

. 12.4.5 Tay

The Coni

Atg

Budgeted cost of work performed including fee (award fee estimate at 100%)
Actual cost of work performed including fee (award fee estimated at 100%)
Cost Performance Index and Schedule Performance Index analysis

Variances between budgeted and actual cost and schedule performance.

ompletion:

Budgeted Cost

Estimated Cost

Variance, if any

Cost Performance Index and Schedule Performance Index analysis

Variances of more than 10% during any reporting quarter will be discussed in

sufficient detail as to identify the underlying causes, corrective action employed and
the status of any ongoing corrective activity.
5 shall provide the required report in accordance with the formats in Appendix E.

3k Order Funds Status Report

tractor shall submit a monthly task order funds status report concurrent with the

Cost/Schedule EVMS Report. The status report shall be segregated by government fiscal year

and reports
Major subt
is one that|i
task order

125 SD
The Contr]
cycle phas
Document

ed on the DHS-ICE - I & SA Funds Status Report Parts A and B at Appendix E.
contractors shall submit Parts C & D of the Funds Status Report. A major subcontract
is the lower of either (a) $10 rmlhon or (b) $550,000 and more than 10 percent of the
price.

LC/ECMP AND TECHNOLOGY ARCHITECTURE COMPLIANCE

actor shall provide SDLC/ECMP deliverables required by the appropriate system life

e to the DHS IT Task Manager, Enterprise Library, and Version Manager.

ation shall be prepared in accordance with the guidelines specified by the SDLC and

the approv
Appendi
shall be 1

DHS Ente
an approv
Agendas,

The Contr
reports fo

ed Tailoring Plan agreed to work pattern; and shall be delivered as specified at

A or as incorporated into the approved project plan. Additionally, all deliverables
conformance with and implemented within the framework of the prescribed DHS
Architecture change process and will be evaluated by DHS within the context of the

rprise Architecture framework. Deviations from the Approved Work Pattern require
ed RFD by Systems Assurance
Minutes, Trip Reports:

actor shall prepare agendas and/or meeting minutes as requested and prepare trip
r each trip performed under this task order.
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12.6 Presentations, Demonstrations and Project Support Materials:

The Contra ctor shall prepare project presentations, conduct demonstranons, and prepare support
materials such as designing system information guides or preparing project displays. Itis
estimated that at least f two instances of any one of these may be required during a year. Each
such instance may encompass a single or multiple projects.

13.0 ACCEPTANCE CRITERIA

13.1 Don:umentation and Deliverables

Documentation and deliverables will be deemed acceptable if the document adequately covers all
required tOFplCS, is professionally prepared in terms of format, clarity and readability; and is
delivered dn time to the designated delivery location. The Contractor shall deliver the correct
number ofcopies and electronic submissions. . All deliverables shall be written and delivered to
the task/subtask level and distributed to each different Task Manager accordingly. Specific
deliverables related to each Pl‘OJ ect are outlmed in Appendix A and Section 9. 0 of this. TORP.

13.1.1 mancxal Reporting

The Contractor shall deliver two (2) copies in electronic and hardcopy format with a letter of
transmittal; one (1) copy of the transmlttal letter will be addressed to the contractmg officer
without a achments :

13 1.2 SDLC dellverables ' ) -

For all SDLC deliverables, the Contractor shall deliver three (3) copies of each deliverable to the
DHS Task Manager in electronic and hard copy format; one (1) copy of the letter of transmittal
w1thout a!tachments shall be delivered to the COTR and the contracting officer.

13.1.3 Task Order Project Plans & Schedules

. For all Task Order Project Plans and Schedules, the Contractor shall deliver two (2) copies of
each deliverable to the DHS Task Manager in electronic and hard copy format; one (1) copy of
the letter jof transmittal without attachments shall be delivered to the COTR and the contracting
officer. : _

L]

13.14 Progress Reports

The Contractor shall deliver two (2) copies of each monthly Progress Report one (1) copy shall
be addressed to the DHS Task Manager, one (1) copy shall be addressed to the COTR, and the
contracti ng officer shall receive one (1),copy of the transmittal letter without attachments.
13.1.5 Quahty Assurance Reports

The Confractor shall deliver two (2) of the Quallty Assurance Reports in 1 hard copy arid
electronic format. Two (2) copies will be provided; one (1) copy shall be addressed to the DHS
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Task Manager, one (1) copy will be addressed to the COTR, and a letter of transmittal without
attachment will be provided to the contracting officer. '
13.1.6 Ad Hoc Deliverables

All other task order deliverables shall be delivered in accordance with instructions specified af
the relevant sections of the TORP : L

13.1.7 Deliverables Summary

Financial Reports (EVMS and TM (1) copy/ COTR (1)
Funds Status) S Monthly 2 copy / CO (trans Itr.)

- : TM (3) copies/ COTR
SDLC Dogumentation As Required |3 (trans Itr.), CO (trans Itr.)
Task Order Project T™M (2) copy/ COTR
Plans/Schedules ' As Required | 2 (trans ltr.), CO (frans ltr.)

' _ ' ' TM (1) copy/ COTR (1) -
Progress Reports Monthly 2 copy/ CO (trans ltr.)
: . TM (1) copy/ COTR (1)
Quality Alssurance Reports Quarterly 2 copy/ CO (trans lr)
13.2 Product Acceptance '
Information technology products delivered under this task order shall be accepted whien they

meet all requirements, which include: validating obj ectives, processes and functiomality, - | .
technical dccuracy or merit, compliance to DHS technical standards, and all Coordination,
Review and Approval Forms required by the SDLC Manual are completed.

140 TASK SPECIFIC DELIVERABLES -~ TASK A
See Sectigns 4.4.5 thru 4.4.5.4 for deliverables.

15.0 TASK SPECIFIC DELIVERABLES - TASK B

The following deliverables are representative of the deliverables that i mavbe required, as
directed by ICE. All deliverables are due 2 calendar weeks after completion of the assignment,
unless otherwise directed by ICE. ‘ -

Engineering Analysis, White Paper, or Within 2 calendar weeks of completion of
“Lessons [Learned” reports on network assignment ' '
problems or poor performance; _
Oral presentation involving questions and ‘Within 2 calendar weeks of completion of
answers L ' | assignment unless otherwise directed
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Written trip [report summarizing issues,
findings, accomplishments, and
recommendations

Within 2 calendar weeks of completion of
assignment unless otherwise directed

Written design specifications with sufficient As directed
detail for procurement

Technology Assessment and Recommendatlon ‘As required
reports '

Systems designs, including engineering As required

diagrams and supporting narratives describing
each proposed expansion or enhancement to
the Intemational networks, Web Page system,
and VTC systems.

L

-Completed as-built information and inventory
of all property pertaining to the International
network installs/upgrades

“Within 2 calendar weeks of completion of
_assignment uniess otherwise directed

Impact Assfessment Report—Infrastrucmre '| As required
Engineering

Staffing Plan & Orgamzatlon Plan As required
White Papers (Resolution of Technical Issues) | As required

Deployment schedules

Two weeks after feceiving prioritized list of 4
sites to be deployed. !

Pre-Sui've]f Reports

| Telephonic with site. Due two weeks prior to

conducting site survey.

Site Survey Reports

10 workmg days after completion of each site
survey

Listing ofall circuits (Voice and Data) ClICIllt
Order Analysis

Two weeks after effecnve date of task with

_| monthly updates.

Circuit Order Analysis

Billing I%screpancy Report

Monthly

Monthly Progress/Status Report including
Description of work planned,

Description of work accomplished,

Analysis of the difference between planned and
accomplished,

Work planned for the following month, and
Open 1ssues

Monthly

Monthly financial report including planned
costs and actual costs incurred, segregated by.
labor, imaging, storage, shipping, travel.

Monthly .

8/12/04

101




U

NITED STATES DEPARTMENT OF HOMELAND SECURITY (DHS)

Immigration and Customs Enforcement (ICE),
Office of the Chief Information Officer (OCIO)

Systems Management, Integration and Administration Program

Weekly Task Order Status Report describing
the week’s accomplishments related to all
subtasks in ludmg on-going activities, back-
orders, de atlons from planned activities,
planned a;q{vmes for the next period, individual
team membler weekly activities and any issues.

Weekly

IT Infrastructure Support Image Lab Monthly
Report addressing the following:

Status of conﬁguratlon and testing of standard
and custom images, in accordance with TORP

‘ reqmrem:]]t Develop and Update Standard and
Custom Image Configurations;

Resuits of hardware and software compatibility -

| tests, in accordance with TORP requirement;
Test Hardware and Software Compatibility

Results of new technology test and evaluation,

in accord ice with TORP requirement;
Evaluate and Test New Technologies;

Results of analyses of the IT environment, in
accordance with TORP requirement, Evaluate
and Test N:ew Technologies;

Results pertaining to the establishment or
revision ofjtechnical standards, in accordance
with TORP requirement, Assist in Developing
Technical Standards o

Monthly

Shipping report of all items received into the

warehouseLand shipped from the warehouse the
previous d

Daily

Staging Facility Standard Operating
Procedures (SOPs) including updates to
existing Staging Facility SOPs based on
USICE approved process and procedural
changes

As Needed

Weekly Inventory Report and Receiving
Report b)L program name all items stored
within the ICE Staging Facility. The receiving
portion of the report shall indicate all items
received into the warehouse dunng the
preceding week.

Weekly

Incident Report and CIRP documentatlon

regarding damage or theft at the ICE Staging
Facility.

As Needed
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-Quarterly ‘fCertified” Inventory Report
providing the following information: Certified
listing of a]l items stored within the ICE
Staging Facility and the report shall indicate all
items received in the warehouse during the

| preceding guarter.

Quarterly

Daily Deployment Status Report mcludmg the
following information: SLA#, Site Name,
Activity, Team Leader, Team Member, Dates,
Percentage complete, Accomplishments,
Planned Activities, and Issues/Resolutions.

Daily

Deployment Standard Operating Procedures
including updates to existing Deployment
Standard Qperating Procedures based on ICE
approved process and procedural changes

As Needed

Deployment Project Plan -

As Directed

Site Survey Report - Documents the results of
the site survey that discusses, but is not limited
to, the following: the facility, the network
topology, hardware and software inventory,

| user needs, and the identification and follow-

up action of any outstanding issues.

As Required

Standard Test Plans for On-Site Installation -
Review and update Standard Test Plan
procedures for bringing up the installed

equipment to its full operational state

As Needed

Test and Analysis Report - Discuss the analysis
and results of testing for installation of

equipment for each site

“As Needed ' .

Close Out Briefing — A briefing that presents
the activities, resuits, and lessons learned from

the site installation

As Needed

As-Built Configuration/System Administration
Guide - Maintain System Administration

Guide (SAG) for each site

.As Needed

Inventory| Tracking and Warehousing Weekly
“Report - Provides information on weekly

accomplishments, planned activities for the
following week, and programmatic issues

related to [the task,

Weekly

Inventory and Receiving Report - Provides a
report on the products received/shipped,

quantities received/shipped, storage

Bi-Weekly 4
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location/shipment date, product condition,
number of pallet tickets and equipment
disposition., Report will also include the
manufacturer, serial number, model number,
and description of the ADP excess equipment.

The follo g dellirerables are representative of the deliverables that m maybew be required, as l
directed by ICE. All deliverables are due 2 calendar weeks after completlon of the assignment,
unless otherwise directed by ICE

Dehverabl Number.

¢ Title of Deliverable: Capac1ty Planmng Repon :
o - Description: The ADP Capacity Planning Report shall reflect the workload prO_] ections .
for the JDC-owned mainframes and enterprise UNIX servers at the Justice Data Center *
(JDC) and full computing resources requirement for the DHS-owned mid-range servers
(i.e,, UNIX, NT, etc.) at the JDC and at the HQ Operations Center ' "
. Frequency Annually
¢ Dates of Submission: Draft by February 28, 2005; final by March 14, 2005; and
reproduced and distributed by March 28, 2005.
* Number of Copies: One electronic copy to the Quality Assurance Manager prior to
delivery to the DHS distribution for review and release to the customer.
¢ Ong copy of draft and final, via email. Prior to acceptance of the final by the DHS Task
Manager, he/she will identify the number of copies required for reproduction and
distribution.
e Distribution: One copy of draﬁ and final to the USICE Task Manager One copy of final

to the COTR and the customer Program Office. Reproduced copies will be distributed per
direction of the DHS Task Manager.

Deliverable Number 2

o Title of Deliverable: Monthly Status Report :

o Description: The Report shall include, but is not limited to, the followmg
Accomplishments 4

Work-in progress

Planned activities  °

Staffing changes

Issues of concern

Problems encountered .

Proposed/Required solution -

requency: Monthly , '

Date of Submission: Three (3) workdays after the end of each month. Include pro_]ected
: informatlon for above—hsted categones b

MO b BT
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o Number of Copies: One electronic copy to the Quality Assurance Manager prior to
delivery to the DHS distribution for review and release to the customer. One copy, via
email to the DHS Task Manager One copy of final to the COTR and the customer
Program Office.

¢ Digtribution: One copy of draft and final to the DHS Task Manager One copy of final to

- the COTR and the customer Program Office.

7 Deliverable Number: 3

e Title of Deliverable: Weekly Status Report

Description: The report shall reflect significant work-in progress act1v1t1es and
- ac¢omplishments; programmatic problems and issues; next week plans; and

trayel/training/leave. The Report format shall be in accordance with the Branch weekly

Teporting format.
Frequency: Weekly
Date of Submission: Due by 4 PM each Fnday
e Number of Copies: One electronic copy to the Quality Assurance Manager prior to
" delivery to the DHS distribution for review and release to the customer. One copy, via
email to the DHS Task Manager. One copy of draft and final to the USICE Task

M

ager. One copy of final to the COTR and the customer Program Office.

e Distribution: One copy of draft and final to the DHS Task Manager. One copy of final to
the COTR and the customer Program Office.

Deliverable Number: 4

e Title of Deliverable: Monthly Production Services Staffing Report
¢ Description: Report shall reflect how.each Production Services shift leader function was

staffed during the month.

¢ Frequency: Monthly

Date of Submission: Due by Noon on the 5th working day after the end of the month.

e Number of Copies: One electronic copy to the Quality Assurance Manager prior to

delivery to the DHS distribution for review and release to the customer, One copy, via
email to the DHS Task Manager. One copy of draft and final to the USICE Task
Manager. One copy of final to the COTR and the customer Program Office. -

o Distribution: One copy of draft and final to the USICE Task Manager One copy of final

tg the COTR and the customer Program Office.

Deliverable Number: 5

¢ Title of Deliverable: Monthly Billing and Cpacity Planning/Cornsumption Report
. Description: Report will include reporting on the resource consumption JDC bills

for USICE applications systems and hardware (Mainframes, UNIX servers, and

mall servers, plus storage devices and other supporting infrastructure) supported at the

1
JDC datacenters (DAL and COW). : Report will also include availability (uptime) and

105

8/12/04:




TED STATES DEPARTMENT OF HOMELAND SECURITY (DHS)
Immigration and Customs Enforcement (ICE),
Office of the Chief Information Officer (OCIO)
Systems Management, Integration and Administration Program

system resource utilization for the major applications run on the JDC mainframes for the

USICE customer previously provided in the Monthly Capacity Planning and consumption
Report. These applications and systems include: IDMS, CICS, and FOCUS applications,.
and the mainframe systems supported at the JDC datacenters (DAL and COW). -

1 16.0 T KSPECIFIC DELIVERABLES —-

TASKC

1

The following dehverables are representative of the deliverables that maybewill be required, as
directed by ICE. All deliverables are due 2 calendar weeks after completion of the a551gnment
unless otherwise directed by ICE
Dehiverabl equen “opies: FHFREcipients ;
Financial Reports (EVMS and TM (1) copy/ COTR (1)
Funds Status) Monthly copy / CO (trans ltr.)
' TM (3) copies/ COTR
' : (trans 1tr.), CO (trans
SDLC/DLC Documentation As Required Itr.)
Task Order Project } TM (2) copy/ COTR
Plans/Schedules As Required (trans Itr.), CO(trans ltr.)
' TM (1) copy/ COTR (1)
Progress|Reports . Monthly copy/ CO (trans Itr.)
SOC Facility and Infrastructure : TM (2) copy/ COTR (1)
Design Specifications and Plans | As Required copy/ CO (trans Itr)
DMIC Facility and Infrastructure TM (2) copies/ COTR
Design Specifications and Plans | As Required (trans Itr.), CO (trans ltr.)
- EISA L3b facility and | '
Infrastructure Design 60 days after ‘
_ specifications and plans award
90 days after .
task award '
and as
' o required TM (3) copies/ COTR
- DMIC Operations Procedures after that (trans ltr.), CO (trans Itr.) |
' ' 90 days after ' :
: : task award \
EISA Lab Operations Procedures

and as
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TG oplets:gﬂ
120 days
after task
Award and
updated - '
_ annually “TM (3) copies/ COTR
C&TS Strategic Plan thereafter 3 (trans ltr.), CO (trans ltr.)
» 180 days '
after Task
Award and
updated
annually .
_ -(Fiscal Year) ' TM (3) copies/ COTR
C&TS Tactical Plans thereafter 3 (trans 1tr.), CO (trans Itr.)
180 days
after award
and annually
‘ : (fiscal Year)
C&TS Business Plans thereafter 3
60 days after
, task award
'C&TS budget planning and - and updated
execution tool as required 3
: 120 Days
after Task
Award and
updated
‘ ‘ : annually )
ICE Risk Management Plan thereafter '3
Security Evaluation Reports
(SERs) and CO and DAA letters | Asrequired | 5°
System Security Plans "~ | Asrtequired | 5
Risk Assessments As required 5
" Security Test and Evaluations
| (ST&E) Test Plans (pre- - :
production and Operational) | Asrequired | 5
ST&E test reports (pre- ' ‘
production and Operational) Asrequired | S
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| Security Guides Asrequired | 5

Certification and Accreditation - |
(C&A) POA&Ms Asrequired | 5
C&A/Risk Management Tool 120 days
- analysis | . | after award 3
" ICE HQ|CP and DRPs : Asrequired | 3
ICE OCJO CP and DRPs Asrequired | 3
Review pf ICE System
CPs/DRPS S Asrequired | 3
Position| and white papers Asrequired | 3
' ‘ 30 days after
| task award
. and updated
Role based-C&ES- OISSM | annually -
training|plan and implementation | (Fiscal Year) |
schedules and requirements there after 3
' 60 days after |

ISSO Roie based storyboard and | award and
supporting design specifications | updated as

and reqpirements _ required 3
S 120 days:
after govt.
_ acceptance '
ISSO training course and support | of ISSO '
‘materials _ | storyboard 3
DAA role based training '
storybgard and supporting design | 30 days after -
specifications and requirements | task award 3
' 120 days
after Govt.
g _ o acceptance
DAA fraining course and support | of DAS
materials ‘ storyboard 3
| EISA Lab Product review reports | Asrequired | 3
) 180 days _
ICE Security Architecture | after Task 3
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Award and .
updates
annually
(fiscal year)
thereafter
120 days
after task
award and
| updated
annuaily
: . : (fiscal year) :
ICE 1A policy documeénts . thereafiter | 3
ICE IS procedures, guidelines | =~ -
| and other policy related NE
documents Asrequired | 3
o 30 days after
task award
and updated
Develop and maintain a model annually
* for establishing and supportmg (Fiscal year)
ISSO:s. there after 3
Position paper on the resea.rch
and evaluation of smart cards
used in combination with other T
biometri¢ and PKI technologxes 180 days
as a form of electronic after task
identification. award | 3
Develop and document an
identification and authentication | 270 days
model/ protocol/strategy for all . | after task

ICE systems and applications. award 3
DevelopiLa migration strategy, -
transition and implementation 210 days

plan and|business case for having | after task
one ICE jsecure Remote Access - | award

Develop| high-level ICE Security
Policy Statement governing PKI
and developing policy statements
governing the PKI components. | As required
Define rpquirements, develop the
demgn, and 1mp1ement a | Asrequired
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prototyp for the Crypto graphlc
Services | tructure
component and also manage and
conduct 4 CSI Pilot.

Position paper on the research

and evaluation of biometrics used
in combination with other
authenticgtion and PKI

technologies as a form of
electronic identification.

and evaluation of VPN
technologies to improve remote
access and infrastructure security
used in combination with other -
biometric and PKI technologies.

Position ‘Eaper on the research

ICE Auditing Strategy, business
case, implementation plan and
other IDLC documentation for the
establishment of a comprehensive
and centralized ICE Auditing
solution that encompasses As

Windows server and workstation, | negotiated
UNIX, Novell, IBM mainframe; with the ICE
and oth# major ICE IT ISSM and/or
infrastructure components task Manager

170 TASK SPE_CIFIC‘ DELIVERABLES - TASKD

The Contractor shall conduct Task Review Analysis and Coordination (TRAC) meetings

(operational/status meetings) monthly or as determined by the Government. The Contractor shall
coordinate and participate in all Infrastructure related, OCIO, or DHS meetings as directed by the
Task Manager. Additionally, the Contractor shall provide informal, verbal reports regardmg task

status to the Task Manager upon request.

18.0 MEETING

| Meeting _ Frequency Attendance
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TRAC (Status) Meeting Monthly Task Leader and team
_ members as required
Infrastructure Deployment Weekly ' Task Leader and team
(Status) meetings members as required
Infrastructuire related meetings | As Required Task Leader and team

members as required

OCIO/ICE/DHS Meetings As Required | Team members as required

19.0 QUALITY ASSURANCE

The Con

tor shall implement a quality assurance program to ensure that all products and

services completed under this task order are delivered in accordance with the DHS SDLC

Manual.

e Contractor shall conduct periodic comphance surveys and report the survey

findings oh a quarterly basis. The report shall be prepared in Contractor format, the first of

which is '

e three months after task order award.

20.0 PERIOD OF PERFORMANCE

* The peri

of performance for this Task Order is twelve (12) mox;ths from date of task order

-award and includes up to six (6) one-year options to extend performance up to a total of 84 _
months, or through December 31, 2010, whichever occurs sooner. The last option may not cover

a full 12-

onth penod of performance. The Government will provide a 30-day notice of intent

before each opnon is to be exercised.

21.0 T K ORDER TYPE

This T

Order will include a contract type of Cost Plus Award Fee. The Award Fee Evaluation

Plan is provided as Appendix H — Award Fee Evaluation Plan. Cost proposals shall be prepared
in accordance with section G.5 of the CIO-SP2i contract. Cost and Award Fee build-ups shall
support each individual CLIN. Authorized Base Fee is 0%. See Appendix B, Cost & Pricing

Tables. Mapping shall be prowded between Mercer Guide Labor Categones and the CIO-SP2i
Labor Categories.

220 P

Work on
to DHS o
required.
OCIO Of

LACE OF PERFORMANCE

this Task Order will be performed primarily at Contractor’s facilities. Frequent travel
ffices in the Washington, DC metropolitan area for meetings and briefings will be
The Contractor’s operating facility shall be within 60 minutes travel time to.the DHS
Tice located 801 I Street NW, Washington DC. Travel to sites outside of the

Washmgton, DC area is required in conjunction W1th the performance of Task Order project -

requirem

ts.
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23.0 KEY PERSONNEL

A number of billets within the Contractor's organization are expected to significantly affect
Program success, and are accordingly designated as key. For this task, the Task Manager shall be
designated as Key Personnel and shall be a full-time employee of the Contractor at the time of
task award. The Contractor may also designate any other positions to be filled upon award of |
this Task Qrder as Key, and such designated personnel shall be required to adhere to the terms
and conditions of the Key Personnel provision. Key personnel are expected to serve for the life
of the Task, or until replacements with equivalent skills are nominated by the Contractor and
accepted By the DHS. In addition to these designations, the Government reserves the right to
revise this| designation during task order performance, including requiring the identification of

~ additional Key Personnel.

During the first 180 days of contract performance, no key personnel substitutions will be
permitted, unless necessitated by compelling reasons including, but not limited to, an individual's
illness, death, termination of employment, declining an offer of employment (for those
individuals proposed as contingent hires), or maternity leave. In any of these events, the
Contractor shall promptly notify the CO and the COTR, and provide the information required
herein. | ' o '
Following this initial 180-day period, the DHS will consider requests for changes in
key personnel, if necessary. COTR and CO approval is required prior to any change
in key personnel. Requests for key personnel changes shall be submitted in writing at
least 30 days in advance of a prospective substitution, and provide a detailed
explanation of the circumstances necessitating the proposed substitution, a complete
resume of the proposed new personnel, and any other relevant information necessary
‘to evaluate the impact of the prospective substitution on  the Program requested by the
| COTR and CO. The qualifications of proposed substitute key personnel must meet or
exceed the qualifications of personnel whom they are proposed to replace. The COTR
and CO will generally accept or reject the resume within ten (10) working days.

"2{4.0 GOVERNMENT FURNISHED MOWATION

A CD with all available documentation relevant to the SMI Technical Architecture Project will
be provided to the vendors upon release of the TORP. Upon award (and obtaining required
security clearance), the successful Contractor will be provided access to the Enterprise Library at

1101 Vermont Avenue, NW, Suite 220, Washington, DC, 20005. This is the central repository
for all DHS IT Systems documentation.

25.0 GOVERNMENT FURNISHED EQUIPMENT/PROPERTY ’
- Governmient furnished eqmpment/property relative to project requirements are 1dent1ﬁed at

~ Appendix C and will be transitioned to the Contractor after Task Order Award. The Contractor
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shall manage, maintain, and control all Government Furnished Equipment / Property in support
of this Task Order in accordance with FAR 52.245-5.

In accordance with FAR 45.505-14, the Contractor shall prepare and submit an annual report of
Government property for which the Contractor is accountable as of December 31 of the previous
year. The ( Contractor shall submit the report to the cognizant administrative contracting officer

- no later than January 31st of each year.

26.0 OTHER DIRECT COSTS (ODCS)

The Contractor shall propose anticipated ODCs with appropriate justification and explanation
in its technical and cost proposals. Once accepted those anticipated costs would be included in
the total estimated cost ceiling applied to the awarded tisk order. In any case, all ODC

expenditurgs shall be pre-approved by the Government in accordance with the following
guidance: | . o :

e - The DHS-ICE Task Manager will approve individual ODC requests totaling $2,500 or
less and all-domestic travel. This approval authority specifically excludes the purchase
of personal computers (PCs), laptops, cell phones, pagers, handheld computers, cameras,
and video equipment, in addition to computer systems/workstations, software and
training which can only be approved by the COTR. .

e The COTR will approve all international travel based on the recommendation of the DHS
-ICE Task Manager. Task Managers will review requirements, i.e. purpose of the trip,
destination, number of travelers, and the duration of each trip.

e The COTR will, with the recommendation of the DHS Task Manager, approve all
requests for payment of Contractor training cost. The DHS-ICE will only pay for
training costs associated with the training of Contractor personnel necessary to support
DHS unique applications/requirements. The DHS-ICE expects that all Contractor
personnel will be properly trained and maintain proficiency in their field of expertise at

' noladditional cost to the Government. Therefore the Government will not pay for
training courses or seminar that Contractor personnel would normally attend to remain
proficient or current in their fields of expertise. Costs associated with such training will
be tthe sole responsibility of the Contractor.

27.0 INVOICE SUBMISSION

The Contractor shall prepare invoices in accordance with SECTION G.2 of the NIH CIO-SP2i
contract,%itled PREPARATION OF VOUCHERS and submit them directly to the DHS
Accountable Management Official (AMO). (Note: The AMO is also the DHS Procuring
Contracting Officer (PCO) and Adrmmstratlve Contractmg Ofﬁcer (ACQ).):

A. The cognizant audit office:
Defense Contract Andit Agency
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Mid-Atlantic Region

Alexandria Branch Office .

8725 John Kingman Road, Sute 2135
Fort Belvoir, VA 22060-6228

B. Accountable Management Official:

Robert H. Richards

HQ Procurement Division

801 I Street, N.W., Suite 700

Washington, DC 20536 : d

C. Customer Finance Ofﬁce
[i)O NOT SUBI\/IT INVOICES TO THE FINANCE DEPARTMENT]

ICE Finance Office
800 K Street, NW
Room 1000
‘Washington DC 20536

D. Contracting Officer Technical Répresentative‘address:
Sheilita Williams

Office of Information Resources Management
801 I Street, N.W,, Suite 710

Washington, DC 20536

In addition to the requirement; listed aboxmre, the Contractor shall provide the following

. documentation with each submitted invoice:

The following information for each CLIN for each person being billed: "

e Labor category
"~ o Name of person and rate
e period of performance that shows the start date (Month/Day/Year) the end date -
onth/Day/Y ear) and, the associated number of hours being billed.
Tptal Cost per labor category.
ther Direct Costs (ODCs)
DC Details: The cost reimbursable invoice for a billing period shall mclude the
- following information by CLIN:
ount and description of each ODC including assocmted date or dates
otal amount for all ODCs
umulative amount of ODCs
otal reimbursable costs
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28.0 AVA
Funds are ay

29.0 LIM

- The Gov

\[LABILITY OF FUNDS

yailable for this task order or will become available prior to award.

[ITATION OF FUNDS

ent will mcrementally fund cost reimbursable line items; FAR 52.232-22 (Apnl

1984) applies.

30.0

The Contr:

task. The (

award, The
consist of tn

Inve
(GF]

SITION

tor shall be responsible for the transition of all technical activities identified in this
ontractor shall complete the technical transition within 60 days after task order
technical activities, which shall be included as part of the technical transmon,
ansition plans for the:

ntory and orderly transfer of all Government Fumished Equlpment/Property
E/GFP), software and licenses.

T,
T

staf
The Contra

fer of documentation currently in process at the time of TO award.
fer of all Software coding in process at the time of TO award.

Establishment of a facility for housing hardware, if any.

Coardinating the body of work with the current Contractor and turnover of tasking,
fing, etc.

ctor’s transition plan shall be approved by the DHS and shall contain a milestone

schedule of;
disruption i

events and system tumovers. The transition plan shall transition systems with no
operational services. The Contractor shall provide the transition plan 7 days after

task order award. To ensure the necessary continuity of services and to maintain the current
level of support, the DHS will retain services of the incumbent Contractor for the transition

penod, if r

At the comj
support the
Activities 1
documentati
Upon comp
options, th
actmty of

quired.

pletion of the period of performance of this task order, the Contractor shall fully

transition of SMI Technical Architecture requirements to the successor vendor.

nclude supporting all of the activities listed above by makmg available personnel and
non required to facilitate a successful transition.

letion of the authorized period of performance for thlS task order mcludmg exercised
contracting officer will i issue a modification to authonze and fund the transition
e outgomg Contractor

R CLAUSES INSERTED BY REFERENCE

g clauses are hereby inserted by reference and have the same force and effect as if

inserted full text into awarder’s contract:
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31.1  52.204-7 Central Contractor Registration (OCT 2003)

31.2 52.232-33 Payment by Electronic Funds Transfer — Central Contractor Re01stratlon
(OCT 2003)

320 PACKAGING, PACKING, AND SHIPPING

The Contractor shall ensure that all items are preserved, packaged, packed and marked in v

accordance with best commercial practices to meet the packing rcquu'ements of the carner and to
ensure safe and timely delivery at the intended destination.

. All data and correspondence submitted shall reference:

A. The CIO-SP2i Task Order Authonzanon Number
B. The NITAAC Tracking Number

C. The Government end user agency

D. The name of the COTR '

Containers shall be clearly marked:

Name of Contractor

The CIO-SP2i Task Order Authorization Number
The NITAAC Tracking Number

Description of items contained therein
Consignee(s) name and address

MUQWE»

116

8/12/04




‘ ‘ 1. CCNTRACT I CODE PAGE OF PAGES
AMENDMENT OF SOLICITATICN/MODIFICATION OF CONTRACT 1 I 2 o
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D The above numbered soficitation is amended as set forth in ltem 14. The hour and date spacified for receipt of Offers I:I is extended, D fs not
extended. Offers must acknowledge recsipt of this amendment pricr ta the hour and date specified in the solisitation or as amendad, by one of the following methods:

{(a) By completing ltems 8 and 15, and returning copies of the amendment; (b} By acknowledging receipt of this amendment on each copy of the offer
submitted; or {c) By separate letter or telegram whish includes a reference to the solicitation and amendment numbars, FAILURE OF YOUR ACKNOWLEDGEMENT
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12. ACCOUNTING AND APPROPRIATION DATA (if required) ’ ‘ “':‘
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appropriation date, ste. ) SET FORTH IN ITEM 14, FURSUANT TO THE AUTHORITY OF FAR 43.103 {&).
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO FURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of medification and authority)

E. IMPORTANT: Contractor is not D is required o sign this document and return copies to issuing office.
14. DESCRIPTION OF AMENDMENT/MODIFICATION (Crganized by UCF section headings, including solicitationfcontract subject matter whers feasible,)

The IT Engineering Support Services (ITESS) task order is hereby modified to add
incremental funding.

This medification alse adds attached Form DD 254, Con'tract Security
Classification Specification (2 pages).

Incremental funding in the following amounts are hereby added to the following
task areas, for performance through February 2005:

Task Area A - $896,074.34, Revised Total Funding $1,1C0,000.34
Task Area B - $1,870,000.00, Revised Total Funding $2,015,648.00

Except as provided herein all terms and conditions of the document referenced in ltem SA or 10A, as heretofore changed, remains unchanged and in full force and effest,
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Robert H. Richards
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1. CONTRACT ID CORE

~ AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT - Continuation

2. AMENDMENT/MODIFICATION NO. 3. EFF. DATE 4. REQUISITION/PURCHASE REQ. NO. RPAGE ©OF PAGES
P001 02/04/2005 ACH-05-MDO6 ) 2 I 2

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including scficitationicontract subject matter whers feasihle.)
Task Area D - $969,008.24, Revised Total Funding $1,358,572.24
" Task Area F - $190,896.17, Revised Total Funding $222,508.17
Task Area G - $136,017.65, Revised Total Funding $196,848.65

The total amount of incremental funding added via this modification is
$4,061,996.40. :

The fellowing requisitions and appropriation codes were used for this
modification: '

[

Req. No. ACH-05-MDCG,
(3573,487.58)

{495, 879.95)
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($87,815.29)
{$91,399.58)

ENG-05-0128,

($1,200,000.00)

($335,000.00)

ENG-05-0153,
($298,7392.00})

(%36,261.00)

FRT-05-0020, ($969,008.24)

ENG-05-0155, ($82,384.00)
($24,624.00)

ENG-05-0131, ($18,520.76)

(845, 757.1
{819,610.22)

BMG-05-0010, {427,385.76)

($16,011.24)
(519, 841.00)
($25,359.65)
(535, 625.78)
(811,794.22)
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virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or leiter, provided each telegram or fetter makes

reference to the solicitation and this amendment, and is received prior to the epening hour and date specified,

12. ACCOUNTING AND APPROPRIATION DATA (If required.} Net Increase: $3,448,995.64
. H >y : -

SEE ATTACHMENTS
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED N ITEM 14.

() A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: {Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NG, IN ITEM 10A,

B. THE ABOVE NUMBERED CONTRAGT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TC THE AUTHORITY OF FAR 43.103(b).

X
C. THIS SUPPLEMENTAL AGREEMENT [S ENTERED INTC PURSUANT TC THE AUTHORITY CF:
D. OTHER (Specify type of modification and authority)
E. IMPORTANT; Contragtor Xlispot. [isrequired tosignthisdocumentandratum _______ copies to the issuing office.

14, DESCRIPTICN OF AMENDMENT/MODIFICATION (Crganized by UCF section headings, including solicitalionicontract subject matter where feasible.)
Tax ID Number: 953630868
DUNS Number: 054781240
IT BEngineering Support Services.
LIST OF CHANGES:
Total Amount for this Modification: %3,448,995.64
New Total Amount for this Award: $3,448,995.64
Obligated Amount for this Modification: $3,448,995.64
~New Total Obligated Amount for this Award: §$8,358,426.20
Contracting Officer changed
from Robert Richards .
to Jogeph Spencer and after March 24, 2005

Continued ...
Except as provided herein, all terms and, conditions of the document referenced in ltem 9A or $0A, as hergtofort changed, remains unchanged and in fult force and effect,
15A. NAME AND TITLE OF SIGNER (Type or print) ) : 16A. w AND TITCE OF CONTRACTING OFFICER (Type or print)

AME
Jos%p# Spencsr

168. CONTRACTOR/OFFEROR . 15C. DATE S_IGNED 16B. UN{TED STATE AMER|CA 16C. DATE SIGNED
) - - ) ‘ 6'\ th - b S .
. {Signature of person autharized to sign} fure of CoMtracting Officer)
1Y

. NSN 7540-01-152-8070 STANDARD FORM 20 (REV. 10-83)

Previous edition unusable Prescribed by GSA
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CONT'NUAT'ON SHEET REFERENCE ::.-;f.'"OF DOCUMENT BEING CONTINUED ’ . - PAGE OF
26301D0046/COW~5-D-D056/P0Q002 2 l 2

NAME OF OFFEROR OR CONTRACTCR
SCIENCE APPLICATICNS INTERNATTIONAL CORPORATION

ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(a) {B) - {c) D) (E) (F}

from Joseph Spencer

to Jogeph M. Garforth, 202“

FOB: Destination
| Discount Terms:
b2Low
Period of Performance: 12/10/2004 to 12/31/2010
Delivery Locaticn Code: ICE
Immigration and Customs Enforcement
425 I Street NW
Rm 2208 _
Washington DC 20536

0002 1|LT {3,448,995.64|3,448,995.64

This modification is to provide incrémental
funding by $3,448,995.64 from $4,909,430.56 to
$8,358,426.20 to increase funds in Task Areas
A,B,D,E, and G, as reflected in the attached
spreadsheets. Therefore, increase the funded
amount for the base year from $4,909,430.56 by
$3,448,995.64 to $8,358,426.20. The attached
gpreadsheet title PITESS Task Order prdvides
detalls of the funding and ceiling information
within each Task Areas as follows: :

Task Area A - $1,100,000.00, revised to
$2,200,000.00

Task Area B - $2,015,648.27, revised to
$2,578,382.891

Task Area D - $1,358,571.96, revised to
$2,158,571.96

Tack Area E - S 15,853.33, revised to S

518,421.00

Tagsk Area E - 3  15,853.33, revisged to §
622,507.00 '

Task Area G - $§ 196,849.00, revised to &
560,603.00 '

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR {48 CFR)} 53.110

NSN 7540-01-152-8067




1

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

PAGE OF PAGES
1 |

1. CONTRACT ID CODE

2, AMERDMENT/MODIFICATION NO. 3. EFFECTIVE DATE

PO0O0D3 : ' See Block 16C

ACH-05-MD10

4. REQUISITICN/PURCHASE REQ.NO. 5. PROJECT NO. (If applicable}

B. ISSUED BY CODE ICE

U.s. Dept} Of Homeland Security
Immigration and Customs Enforcement
425 I Street, NW

Rm 2208

Washington DC 20536

7. ADMINISTERED BY (If ather than ltem 6) - CODE II CE

U.S. Dept. Of Homeland Security
Immigration and Customs Enforcement
425 T Street, NW

Rm 2208

Washington DC 20536

8. NAME AND ADDRESS OF CONTRACTOR (Na., street, county, State and ZiP Code) 9A. AMENDMENT OF SOLICITATION NO.

Hx) |
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
6565 ARLINGTON BLVD

FALLS CHURCH VA 22042

9B. DATED (SEE ITEM 11)

10A. MODIFICATION OF CONTRACT/ORDER NO.

26301D0046

COW-5-D-0056

10B. DATED (SEE ITEM 13)

12/10/2004
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

[MThe above rumbered sclicilation is amended as set forth in: tem 14. The hour and date specified for receipt of Cffers [ is extended. [ ]is not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the soliciation or as amended, by one of he following methods: {a} By completing
[tems 8 and 15, and returning copies of the amendment; (o) By acknowledging receipt of this amendment on each copy of the offer submitted: or (c) By
separate letier or telegram which incfudes a reference to the solicitation and amendment number. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. Ifby
virtue of Ihis amendment you desire o change an offer already submilied, such change may be made by ielegram or letter, provided each tefegram or letter makes

reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.
12, ACCOUNTING AND APPROPRIATION DATA (if required.) Net Increase:

See Attachment A
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED iN ITEM 4.

CODE 0046253280000 FACILITY CODE

$1,000.000.00

w A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 0A. X

B. THE ABOVE NIHABERED CONTRACTAORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES {such as changes in paying office,
appropration date, efc.) SETFORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103().

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO THE AUTHORITY OF:
X |CHANGES CLAUSE
’ D. OTHER {Specify type of modificafion and authority)

E. IMPORTANT: Contractor [dis not. [X is reguired te sign this document and relum 3 copies to the issuing office.

14. DESCRIPTION OF AMENDMENTMODIFICATION {Organized by UCF section headings, including solicitation/contract subject maller where feasible.}

‘Tax ID Number: 953630868

DUNS Number: 054781240

IT Engineering Support Services.

The purpose of this modification is to incrementally fund this Delivery Order and to change
the completion date of the Base year and the beginning period of each Option period.

The funding for this Delivery Order is increased by $1,000,000 from $8,358,426.20 to
$9,358,426.20. '

The ending date of the Base period is changed from "September 30, 2005 to "September 29,
2005,

Continued _
Except as provided herein, all terms and conditions of the document referenced in ltem 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.
5A. NAME AND TITLE OF SIGNER (Type or print} t6A. NAME AND TITLE OF CONTRAC;TING OFFICER (Type or prinf)

Witliam L, GladEAGdR.  PA\L BJdS1m e Aladrpgieseph Garforth
15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED

N 1WSTATES OF AMER
TR o> ghelve | U
- [(Signature of person duihoriXga to sit . \ \
= J \a

{Srgnarurelaf
NSN 7540-01-152-8070 ~
Previous edition unusable

oR 1 5 2005

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243
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CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED o PAGE OF
26301D0046/COW:—_5—D—0056/P00003 2 | 2

NAME OF OFFERCOR OR CONTRACTOR
SCTENCE APPLICATIONS INTERNATIONAL CORPORATION

ITEM NC. SUPPLIES/SERVICES QUANTITY{UNIT UNIT PRICE AMOUNT
(A) (B} : (<) (D) (E} (F)

The start of Option Period #1 and all successive
Option pericds shall begin September 30 with a
performance period of (1) one year ending on
September 29 on the next year, Therefore Option
period #1 shall start September 30, 2005 and end
September 29, 2006.

Summary of Action under this Modification:

This modification is to provide incremental
funding under the Task Breas as reflected in the
attached spreadsheets. The attached spreadsheets
title ITESS Task Order provides details of the
funding and ceiling information within each Task
Areas..

Therefore:

The funding for Task Area A -

is increased by $1,000,000 from $2,200,000
to $3,200,000. :

This funding is for the performance period
of March 2005.

This task order was awarded under the NIH CIC-SP2
GWAC, authorization No. ~ DHS=-2005-C-2333.

FOB: Destination

OPTIONAL FORM 336 {4-85)
Sponsored by GSA
FAR (48 CFR) §3.11¢

NSN 7540-01-152-6067
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1. CONTRACT ID CODE PAGE OF PAGES

: AMENDMENT OF SOLICITATION.’MODIFICATION%(’JF CONTRACT |
1 2

2. AMENDMENT/MODIFICATION NO. 3. EFFEGTIVE DATE 4. REQUISITICNPURCHASE REQLNO. 5. PRGJECT NO. (if applicable)
P00004 See Block 16C SEE ATTACHED 7
6. ISSUED BY _ CODE ICE 7. ADMINISTERED BY (If other than lfem 6) CODE IICE
U.S. Dept. Of Homeland Security U.8. Dept. Of Homeland Security
Immigration and Customs Enforcement Immigration and Customs Enforcement
425 I Street, NW 425 I Street, NW '
Rm 2208 Rm 2208
Washington DC 20536 Washington DC 20536
8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIF Code) ) 84, AMENDGIMENT OF SOLICITATION NO,
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION . :
5565 ARLINGION BLYD 9B. DATED {SEE (TEM 11)
FALLS CHURCH VA 22042
x 10A MODIFICATION CF GONTRACT/QRDER NO.
2630100046
| COW-5-D-0056
: 10B. DATED (SEE {TEM 13}
|
| CODE 6046253280000 FACILITY CODE 12/10/2004
% 11. THIS ITEM ONLY APFLIES TC AMENDMENTS OF SOLICITATIONS
["1The above numberad solicitation is amended as set forth in tern 14. The hour and date specified for receipt of Cffers [ isextended. [ lis hot extended,
‘Offers must acknowledge receipt of this amendment prior to the hour and date specified in the sclicitation cr as amended, by cne of the following methods: (a) By completing
Iterns 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment en each copy of the offer submitted; or {c) By

separate letter or telegram which includes a reference to the solicitation and amendment number. FAFLURE OF YOUR ACKNOWLEDGEMENT TO BE RECENED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virlue of this amendment you desire to change an offer already submitted, such change may be made by telegram or lelter, provided each felegram or letler makes

reference o the solicitation and this amendment, and is received prior to the opening hour and date specified.
12. ACCOUNTING AND APPROFPRIATION DATA (if required.) Net Increase: $2,926,491.84
i : ' .

SEE ATTACHMENTS
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

)| A THIS CHANGE ORDER IS ISSUED PURSUANT TO: {Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
| ORDER NO.IN ITEM 10A. :

B, THE ABOVE NUMBERED CONTRACT/ORDER 15 MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropration dafe, efc.) SET FORTH IN ITEM 14, PURSUANT TC THE AUTHORITY OF FAR 43.103(b).

X
C. THIS SUPPLEMENTAL AGREEMENT (S ENTERED INTO PURSUANT TO THE AUTHORITY CF:
D. OTHER {Specily type of medification and authority)
E. IMPORTANT: Coniractor is not. [~ is required to sign this documentandretun _____ copies to the issuing office.

14. CESCRIPTION OF AMENDMENT/MODIFICATION (Crganized by UGF section headings, including solication/contract subject malter where feasible.)
" Tax ID Number: 953630868
DUNS Number: 054781240
IT Engineering Support Services.
The purpose of this modification is to incrementally fund this Delivery Order.

Summary of Action under this Modification:

This modification is to provide incremental funding under the Task Areas as reflected in
the attached spreadsheets. The attached spreadsheets title ITESS Task Order provides
details of the funding and ceiling information within each Task Areas.

By
.Therefore:
Continued ...
Excepl as provided herein, all terms and conditions of the document referenced in ltem 9A or DA, as heretofore changed, rel;nains'unchanged gnd in fuli force and effect.
15A. NAME AND TITLE OF SIGNER (Tvpe or print) 16A. NAME AND TITLE OF CONTRACTING CFFICER (Type or print}
&Toseph Garforth .
15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED . 16C. WVNED
v 2.0 2005
{Signalure of person authorized to sign} po
NSN 7540-01-152-8070 i Q STANDARD FORM 30 (REV. 10-83}
Previous editicn unusable ' Prescribed by GSA

FAR (48 CFR) 53.243




REFERENCE I\]UUF DOCUMENT BEING CONTINUED ' . e PAGE OF

CONTINUATION SHEET 26301D0046/COW-5-D-0056/P00004 o 2 2

NAME Ol;' OFFEROR OR CONTRACTOR .
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION

ITEM NO. SUPPLIES/SERVICES QUANTITYUNIT UNIT PRICE AMOUNT
{A} (B) () [Dn) (E) (F}

The funding for the followlng Tasks are as
follows:

Task Area A - is increased by $1,200,000.00 from
$3,200,000.00 to $4,400,000.00.

Requisition ACH-05-MD14 $1,200,000.00

Task Brea B - is increased by $l,499,591;84 from
$2,578,382.91 to $4,078,074.75.

Requisition ENG-05-0194 $124,691.84
Requisition ENG-05-01%2 $675,000.00
Requisition ENG-05-0175 $700,000.00

Task Area F- is increased by $226,800.00 from
.$222,508.00 to $449%,308.00.

Reguisition ENG-05-0189 $97,740.00
Requisiticn ENG-05-(180 $75,600.00
Requisition ENG-05-0190 $21,060.00
Requisition ENG-05-0181 $32,400.C0

The total amount funded under this modification
is increased by 5$2,926,491.84 from $9,358,426.20
to $12,284,918.04.

| This funding is for the period of performance
| through April 30, 2005.

This task order was awarded under the NIH CIO-5P2
GWAC, authorization Neo. DHS-2005-C-2333.

Finzlly under the Base award change thé Contract
No. in Block 2. of the OF 347. Delete
"26301D0049" ‘and replace with "26301D0046".

FCB: Destination

OPTIGNAL FORM 336 {4-86)
Spansored by GSA
FAR (48 CFR) 53.110

NSN 7540-01-152-8067




* AMENDMENY OF SOLICITATION/MODIFICATION OF ¢’ 'RACT ! CONTRACT ID CODE ;o |PAeEomRACES o

1| 2
2. AMENDMENT/MODIFICATION NO. 3, EFFECTIVE DATE 4. REQUISITEON/PURCHASE REQNO. _ 5. PROJECT NO. (If applicable}
POQOCS See Block 16C See Attachment A
6. ISSUED BY CODE TCE 7. ADMINISTERED BY (if other than itern 6) CODE I ICE
U.S. Dept. Of Homeland Security ' U.S. Dept. Of Homeland Security
Immigration and Customs Enforcement | Immigration and Customs Enforcement
425 I Street, NW 425 I Street, NW
Rm 2208 Rm 2208
Washington DC 20336 ) Washington DC 20536
B, NAME AND ADDRESS OF CONTRACTOR (Mo, street, counly, State and 2P Codg) 60} 9A. AMENDMENT OF SOLICITATION NO.
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
66565 ARLINGTON BLYD 9B. DATED (SEE ITEM 11)
FALLS CHURCH VA 22042
% |10A MODIFICATION OF CONTRACT/ORDER NO.
26301D0046
COW-5-D-0056
10B. DATED (SEE {TEM 13)
CODE 0046253280000 ]”AC'L'TYCODE 12/10/2004
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLIGITATIONS
[ The above numbered solicitation is amended as set forth in liem 14. The hour and date spacified for receipt of Offers Ois extended, ["lis nat extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: {a) By completing
items 8 and 15, and returning copies of the amendment; (b} By acknowledging receipt of this amendment on each copy of the offer submitted; or {c) By
separate lefter or telegram which includes a reference to the solicitation and amendment number. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
viitue of this amendment you desire to change an offer alveady submitted, such change may be made by telegram or letter, provided each telegram or letter makes
reference tg the solicitation and this amendment, and is received prior to the opening hour and date specified. i
12. ACCOUNTING AND APPROPRIATION DATA (if required.) Net Increase: $ 5 , 66‘7 , 897.38
See Attachment A
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS. [T MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

x)__| A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify autfiorily) THE CHANGES SET FORTH IN ITEM 14 ARE MACE IN THE CONTRACT
ORDER NO. [N ITEM 10A, )

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation dale, ele,) SET FORTH INITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

X
C. THIS SUFPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO THE AUTHORITY OF:
D. OTHER (Specify lype of modification and authority)
E.IMPORTANT:  Contractor Klisnot.  [Jis requiredto sign thisdocumentandretun ___ - coples to the issuing office.

t4. DESCRIPTION OF AMENDMENTMODIFICATION (Organized by UCF section fizadings, including solicitationfeoniract subject matter wheve feasible.)
Tax ID Number: 953630868
' DUNS Number: 054781240 _
The purpose of this modification to this the ITESS Task Order is to incrementally fund this

Oorder by $5,667,897.38.

Therefore:
This modification provides incremental funding under the Sub-task Areas as reflected in the

Attachment B spreadsheet. The attached spi:eadsheet titled, “ITESS Task Order” provides
details of the funding and ceiling information for each Sub-task Area.

Funding for the Sub-task is as follows:

Centinued ...
Except as provided herein, all terms and conditions of the document referenced in Item SA or 10A, as heretofore changed, remains unchanged and in full force and effect.
15A. NAME AND TITLE OF SIGNER (Type or print} 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

Joseph Garforth

158. CONTRACTOR/GFFEROR 15C. DATE SIGNED _UNITED STATES OF ER]C 16C, D%TE §G§ED
gﬂﬂw‘@“yﬂﬂ

(Signature of person atthonzed to sign) (s;gbq_
“

NSN 7540-01-152-8070
Previous edition unusable -

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA
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dON'i'Il\jl:JATION SHEET REFERENCE NO. OF D0 'MENT BEING CONTINUED [ PAGE OF
26301D0046/C.__5-D-0056/P00005 M 2 l 2

NAME OF OFFERCR CR CONTRACTOR
SCTENCE APPLICATIONS INTERNATIONAL CORPORATION

ITEM NO. SUPPLIESISERVICES : QUANTITY|[UNIT UNIT PRICE , AMOUNT
(A) {B) c) [(D) (E) {F)

Sub-task A - is increased by $1,300,000.00 from
$4,400,000.00 to $5,700,000.0C.
Requisition ACH-05-MD16 - $1,300,000.00

Sub-task B - is increased by $737,146.58 from
$4,078,074.75 to $4,815,221.33.

Regquisition ENG-05-0213 - $725,000¢.00
Requisition ENG-05-0200 - 512,146.58

Sub-task D- is increased by $1,996,509.13 from
$2,158,571.96 to $4,155,081.09.

Requisition FRT~05-0047 - $799,741.75
Requisition FRT-05-0044 - $1,196,767.38

Sub-task E- is increased by $1,126,689.67 from
$638,360.33 to §$§1,765,050.00.

Requisition ENG-05-0183 - §331,553.00
Requisition ENG-035-0209 - $353,010.00
Requisition ENG-05-0196 - $442,126.67

Sub-task F- is increased by $129,600.00 from
$449,308.00 to $578,908,00.

Regquisition ENG-05-0204 - $31,860.00
Requisition ENG-05-0203 ~ $97,740.00

Sub-task G- is increased by $377,952.00 from
$560,603.00 to $938,555.00. :
quuisition BMG-05-0018 - $377,952.00

This funding is for the period of performance
through May 31, 2005.

The total amount funded under this Task Order is
increased by $5,667,8987.38 from $12,284,918.04 to
517,952,815.42.

This Task Order was awarded under the NIH CIO-8P2
GWAC, authorization no. DHS-2005-C-2333.

All other terms and conditions remain the same.
FOB: Destination

" CPTIONAL FORM 336(4-86)
Sponsored by GSA
FAR (48 CFR) 53.110

NSN 7540-01-152-8067




1. CONTRACT ID CODE PAGE OF PAGES

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT |
1 2
2. AMENDMENT/VODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITIONPURCHASE REQ.NC. 5. PROJECT NO. {If applicable)
P00006 See Block 16C PRO-05-00000
6. ISSUEC BY CODE | TeR 7. ADMINISTERED BY (i other than ltem 6) CODE | ICE
U.S. Dept. Of Homeland Security U.S. Dept. Of Homeland Security
Immigration and Customs Enforcement Immigration and Customs Enforcement
425 I Street, NW 425 1 Street, NW
Rm 2208 R 2208
Washington DC 20536 Washington DC 20536
8. NAME AND ADDRESS OF CONTRACTOR (Va, sirest, caunfy, State and ZIP Code) 0] 9A. AMENDMENT OF SOLICITATION NO.

SCIENGE APPLICATIONS INTERNATIONAL CORPORATION
6665 ARLINGTON BLVD
FALLS CHURCH VA 22042

98. DATED (SEE /TEM 11}

10A. MOBIFICATION OF CONTRACT/ORDER NO.
2630100046

COW-5-0-0056

10B. DATED (SEE ITEM 13)

FACILITY CCPE 12/10/2404

11, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

CODE 0046253280000

[1The above numbered solicitation is amended as set forth in ltem 14. The hour and date specified for receipt of Offers Cisexterded. [Jis not extended.
Cffers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the foliowing methods: (a) By completing
Items 8 and 1%, and retuming copies of the amendment; (b} By acknowledging receipt of this amendment on each copy of the offer submitted; or (&} By
separate letter or telegram which includes a reference to the solicitation and amendment number. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT QF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESUAT IN REJECTION OF YOUR OFFER. if by
virtue of this amendment you desire to change an cffer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes

reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12, ACCOUNTING AND APPROPRIATION DATA (i required.)
N/A

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS, IT MODIFIES THE CONTRACT/ORDER NO, AS DESCRIBED IN ITEM 14.

x| A THIS CHANGE ORDER IS ISSUED PURSUANT TC: (Specify authonity) THE CHANGES SET FORTH IN iTEM 14 ARE MADE I THE CONTRACT
| CRDER NO. INITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER 1S MODRIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation dale, elc.) SET FCRTH IN ITEM 14, PURSUANT TQ THE AUTBORITY OF FAR 43.103(k).

X
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO FURSUANT TO THE AUTHCRITY QF;
|
| D. QTHER (Specify fype of modification and authority)
|
E. IMPORTANT:  Contractor Klis not.  [is required to sign this documentand return ________ copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MOGIFICATION (Grganized by UCF section headings, including solicitation/conlract subject matler where feasible.)
Tax ID Number: 953630868

DUNS Number: 054781240

IT Engineering Support Services.
The purpese of this modification is to add an ordering officer to this Task Order for

Orders under Task D Computer & Telecommunications Security.

1- Therefore Ordering authority is hereby delegated to the following individual to place
-orders within their warrant authority:

Federal Air Marshal Sezrvice
Contracts & Procurement Branch

 Continued ...
Except as provided herein, all terms and condifions of the document referenced in ltem 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or prinf) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or prinf)

Joseph Garforth
LY
15C. DATE SIGNED 164 UNITED STATES OF AMERI 16C. DATE SIGNED

15B. CONTRACTOR/IOFFEROR

(Signaturs of pereon authorized to sign] . NN SomatudgrSonimiimpieen Mm_
- s \ STANDARD FORM 30 (REV. 10-83)

NS 7540-01-152-8070
Previous edition unusable Prescribed by GSA
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U REFERENCE iz OF DOGUMENT BEING CONTINUED o PAGE OF
CONTINUATION SHEET 156541 p00467cow-5-0-0056/p00006 2 | 2

NAME OF OFFERQR QR CONTRACTCR
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION

ITEM NO. SUFPLIES/SERVICES QUANTITY|uNIT UNIT PRICE AMOUNT
(A} (B) () |(®) (E) (F)
WJ Hughes FAA Technical Center
Bldg. 202

Ms. Grace Kelly
Atlantic City International Airport, NJ 08405

2~ A copy of all orders placed shall be FAXED to
Joseph M, Garforth Jr. or John Russo at (202)
“within seventy-two (72) hours of being
awarded.

3- There will be no fee charged for the order to
be places by the above contracting officer.

4- The points of contact for this modification
are as follows:

Joseph M. Garforth Jr., Contracting Officer

Sheilita Williams, COTR - 202

5~ This work from the Federal Air Marshal
Service has a ceiling of not to exceed of
$2,000,000 for the Base year. This work shall be
under CLIN 0005I.

- 202

5~ All other terms and conditions remain
unchanged.

OPTFICNAL FORM 336 {4-86)
Sponsored by GSA
FAR (48 CFRY 53,110

NSN 7546-01-152-8067




AMENDMENT OF SOLICITATIONIMODIFICAHON OF CONTRACT

PAGE OF PAGES
1 | s

1. CONTRACT ID CODE

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE

B00J07 See_Block 1&C

4, REQUISITIONPURCHASE REQ.NC,
See Schedule

5. PROJECT NO. (If applicable)

8. ISSUED BY COLE (1R

U.5. Dept. Of Homeland Security
Immigration and Customs Enforcement
425 I Street, NW

Rm 2208

Washington DC 20536

7. ADMINISTERED BY (if otier than ltem 6) CODE | ICE

U.S. Dept. Of Homeland Security
Immigration and Customs Enforcement
425 I Street, NW

Rm 2208 ’

Washington DC 20536

8. MAME AND ADDRESS OF CONTRACTOR (Wo., stresl, county, State and ZiP Cads) ) 9A. AMENDMENT OF SOLICITATION NO.

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION

6565 ARLINGTON BLVD OB. DATED (SEE/TEM 11)

FALLS CHURCH VA 22042

10A. MCDIFICATION OF CONTRACT/ORDER NO.
26301D0046
COW=-5-D-0056

10B. DATED (SEE /TEM 13)
12/16/2004

COOE 046253280000 FACILITY CODE

11, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

£]The above numbered salicitalion is amended as set forth in ltern 14. The hour and date specified for receipt of Offars Cisextended. [Jis rot extended.
Offers must acknowledge receipt of this amendment prior to the kour and date specified in the sclicitation or as amended, by one of the following methods: (a) By completing
Iterns 8 and 15, and returning copies of the amendment; (k) By acknowledging receipt of this armendment on each opy of the offer submitted; or (c) By
separate lefter or telegram which includes a reference to the solicitation and amendment number. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes
reference to the sclichiation and this amendment, and is received prior to the opening hour and date spedified.

12 ACCOUNTING AND APPROPRIATION DATA (If required.) Net Thcrease:

$5,949,094.96
See Attachment A .

13. THIS ITEM APPLIES QNLY TO MODIFICATIONS OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACTIORDER NO. AS DESCRIBED IN ITEM 14,

A THIS CHANGE ORDER IS ISSUED PURSUANT TQ: (Specify authorily) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. INITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying offics,
appropriation date, etc.) SET FORTH IN iTEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(h).

C. THIS SUPPLEMENTAL AGREEMENT 15 ENTERED INTC PLIRSUANT TO THE AUTHORITY OF:

D. OTHER (Specify type of modification end authority)
X IMutual Agreement of the Parties

E. IMPCRTANT: Confractor Cis not. fxlis required to sign this document and return 3 copies o the issuing office.

14. DESCRIPTION OF AMENDVENT/MODIFICATION (Qrganized by UCF ssction headings, inciuding soficitation/contract subject matier whers feasible.)
Tax ID Number: 953630868

DUNS Number: 054781240

IT Engineering Support Services.

. The purpose of this modification to this the ITESS Task Order is to incrementally fund this
Order by $5,949,094.96, and to update the present security language in Section 11.0
SECURITY REQUIREMENTS and 12,0 MINIMUN COMPUTER AND TELECOMMUNICATIONS SECURITY
REQUIREMENTS.

Therefore:
1- This modification provides incremental funding under the Sub-task Areas as reflected in
~the Attachment B. spreadsheet. The attached spreadsheet titled, “ITESS Task Order"”

Continued ...
Except as provided herein, all terms and conditions of the document referenced in Item 8A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER {Type or print) < Al c. 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

l_’ll ALIAM L. G lAnER N “>\)‘rl\\£$$ M{oseph Garforth

16C. DAT§ SIGNED

YloS

. 15B. CONTRACTOR/AQFFEROR 15C. DATE SIGNED S UNITED ST. ATES OF AMERICA

LPAN K l 4 \ o,
(Signature of person authorizde 10gn] \{slgnazumaf@om ing d(r
)

NSN 7540.01-152.8070 =
Previous edition unusable

STANDARD FORM 30 {REY. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243




|REFERENCE NO. GF DOCUMENT BEING CONTINUED

CONTINUATION SHEET 26301D0046/COW-5-D-0056/P00007

PAGE QF

NAME OF OFFEROR OR CONTRACTOR

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION

ITEM NO.
vy

SUPPLIES/SERVICES
(B)

AMOUNT
(F)

provides details of the funding and ceiling
information for each Sub-task Area.

Funding for the Sub-task is as follows: .
Sub-task A - is increased by $2,650,000.00 from
§5,700,000.00 to $8,350,000.°

Reguisition ACH-05-MD20 - $1,350,000.00
Requisition ACH-05-MD29 - $1,300,000.00

Sub-task B - is increased by $845,000.00 from
$4,815,221.33 to 35,660,221.33,

Requisition ENG-05-0230 - $5,000.00
Requisition ENG-05-G236 - $750,000.00
Requisition ENG-05-0247 ~ $90,000.00

Sub-task D- is increased by $874,012.96 from
$4,155,081.09 to $5,029,094.05.
Requisition FRT-05-0056 - %874,012.96

Sub-task E- is increased by $1,059,030.00 from
$1,765,050.00 to $2,824,080.00.

Requisition ENG-05-0232 - $353,010.00
Reguisition ENG-05-0245 - $353,010.00
Requisition ENG-05-0260 - $353,010.00

Sub-task F- is increased by $143,100.00 from
$578,908.00 to $722,008.00. ‘
Requisition ENG-05-0228 - $122,040.0
Requisition ENG-05-022% - $21,060.00

Sub-task G- is increased by $377,952.00 from
$938,555.00 to 1,316,507.00.

Reguisition _BMG_OS_OO'I g . $377’ 95200

This funding is for the period of performance
through Juiy 31, 2005.

The total amount funded under this modification
is increased by £5,949,094.96‘from $17,952,815.42
to $23,901,910.38.

2- Delete the contents under the present, Section
11.0 SECURITY REQUIREMENTS and replace with the
attached xevision (see Attachment C.). 1In
Section 12.0 MINIMUN COMPUTER AND
TELECOMMUNICATIONS SECURITY REQUIREMENTS delete
only the opening paragraph, and subsections 12.1
through 12.3 and replace with the attached
revision (see Attachment C.). Retain subsections
12.4 through 12.6.

Continued ...

NSN 7540-01-152-8067

OPTIONAL FORM 3386 {4-88)
Sponsored by GSA
FAR {48 CFR}83.110
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T PAGE OF

. . |REFERENCE NO: GF DOCUMENT BEING CONTINUED
CONTINUATION SHEET 26301D0046/COW-5-D-0056/P00007 3 3
NAME OF OFFEROR OR CONTRACTOR
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
ITEM NO. SUPPLIES/SERVICES . QUANTITY|UNIT UNITPRICE | AMOUNT
(2) (B) () Ko) (E) ' (F)

This Task Order was awarded under the NIH
CIO-S5P2, GWAC, authorization no. DHS-2005-C-2333,

All other terms and conditions remain the same.
FOB: Destination

OPTIONAL FORM 336 (4-88)
Sponsoret by GSA

NSN 7540-01-152-8067
FAR {48 CFRY53.110
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AMENDMENT OF SOLICITATION/MODIFICATION OF;CONTRACT

PAGE OF PAGES
1 I 2

1. CONTRACT ID CODE

2. AMENDMENT/MODIFICATION NQ, 3 EFFECTIVE DATE 4. REQUISITION/PURCHASE RECENO. 5. PROJECT NO. (Ifappiicable}
P0000S 08/04/2005 See Schedule
6. 1SSUED BY CODE { 1o 7. ADMINISTERED BY {If cther than ifern 6) CODE | ICE

U.S5. Dept. Of Homeland Security
Immigration and Customs Enforcement
425 I Street, NW o

Rm 2208

Washington DC 20536

U.5. Dept. Of Homeland Security
Immigration and Customs Enforcement
425 I Street, NW

Rm 2208

Washington DC 20536

8. NAME AND ADDRESS OF CONTRACTOR (No., stresf, county, Stafe and ZIP Code)

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
6565 ARLINGTON BLVD
FALLS CHURCH VA 22042

1]

9A. AMENDMENT OF SOLICITATION NO.

9B. DATED (SEEITEM 11}

CCBE 0046253280000 FACILITY CODE

10A. MODIFICATION OF CONTRAGY/ORDER NO.
2630100046

COW=5-D-0056

108. DATED (SEE ITEM 13)

12/10/2004

1. THIS ITEM ONLY APPLIES TO A

MENDMENTS OF SOLICITATIONS

[_1The above nurmbered solicitation is amended as set forth in lterm 14. The hour and date specified for receipt of Gffers

[[lisextended, []is not extended.

Offers must acknowledge racsipt of this amendment prior to the hour and date specified in the solicitation or as amended, by cne of the following methods: (g) By completing

- ltems 8 and 15, and returning

copies of the amendment; (b) By acknowledging recsipt of this amendment on each copy of the offer submitted; or (c) By

separate letter or telegram which includes a reference to the solicitation and amendment number. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECHVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TQ THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or lettes makes

- reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.
12, ACCOUNTING AND APPROPRIATION DATA (i required.) .

See Attachment A

Net Increase:

$4,096,372.50

13, THIS ITEM APFLIES ONLY TO MODIFICATIONS OF CONTRACTSIORDERS. T MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

i
— ORDER NQ. IN {TEM 10A.

A THIS CHANGE ORDER IS ISSUED PURSUANT TC: (Specify authority} THE CHANGES SET FORTH IN iTEM 14 ARE MADE IN THE CONTRACT

B. THE ABOVE NUMBERED CONTRACT/ORDER 1S MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as chenges in paying office,
appropriation date, efc.) SET FORTH IN ITEM 14, PURSUANT TQ THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTC FURSUANT FO THE AUTHORITY OF:

D. OTHER (Specify fype of modification and authority)

E IMPORTANT: Contractor is not.

[lis required ta sign this document and return

copies 1o the issuing office.

14, DESCRIPTION OF AMENDMENTIMODIFICATION {Qrganized by UCF section headings, inciuding solicilation/contract subject matler where feasible.)

Tax ID Number: 953630868
DUNS Number: 054781240
IT Engineering Support Services.

The purpose of this medification to this the ITESS Task Order is to incrementally fund this
Order by $4,096,372.50 and to list Key Personnel. ‘

Therefore:

1- This modification provides incremental funding under the Sub-task Areas as reflected in

the Attachment B. spreadsheéet.

Continued ...

The attached spreadsheet titled, “ITESS Task Order”
" provides details of the funding and ceiling information for each Sub-task Area.

Except a5 provided herein, all terms and conditions of the decument referenced in Item 9A or 104, as heretofore changed, remains unchanged and in full force and effest.

15A. NAME AND TITLE OF SIGNER (Type or print)

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

{os eph Garforth

15B. CONTRACTOR/OFFEROR 13C. DATE SIGNED

{Signature of person authonzed lo sign)

L] <
16GQRTE & NED/

NSN 7540-01-152-8070
Frevious edition unusabie

STANDARD FORM 30 (REV. 1633
Prescribed by GSA
FAR (48 CFR) 53.243
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CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE CF
26301D0046/COW-5-D-0056/P00008 2 l 2

NAME OF OFFEROR OR CONTRACTCR
SCIENCE APPLICATIONS INTERNATICONAL CCRPORATICN

TEMNC. - : SUPPLIES/SERVICES QUANTITY[UNIE UNIT PRICE AMOLNT
(A) (B) (€} D) {E} {F)

Funding for the Sub-task is as follows:

Sub-task A - is increased by $1,300,000.00 from
$8,350,000.00 to £9,650,000.00
Requisition ACH-05-MD3Q - $1,350,000.00

Sub-task B - is increased by 51,760,906.63 from
$5,660,221.33 to §7,421,127.96

Requisition ENG-05-0272 - $850,000.00
Reguisition ENG-05-0273 - $850,000.00
Regquisition ENG-05-0281 - §1,906.63

Reguisition ENG-05-0330 - $59,000.00

Sub-task D- is increased by $1,035,£65.87 from
$5,029,094.05 to $6,064,559.92 )
Requisition FRT-05~0061 -~ $1,035,465.87

This funding is for the period of performance
through August 31, 2005.

The total amount funded understhis modification
is increased by $4,096,372.50 from $23,90%,910.38
1to 527,998,282.88.

2- In Section 23.0 KEY PERSONNEL, add to the end
of the Section the following:

The Key Personnel for this bDelivery Order are as
follows:

Deputy Project Manager - Vacant

Performance Assurance - Vacant
subtask A Leader -

| w
Subtask B Leader -
Subtask D Leader - _
1 Subtask E Leader -
Subtask F Leadex -
G s

Subtask Leader -

This Task Order was awarded under the NIH
CIO-SP2, GWAC, asuthorization no. DHS-2005-C-2333.

All other terms and conditions remain the same.
FCB: Destination

OPTIONAL FORM 336 (4-88)
Sponsored by GSA
FAR (48 CFR)Y 53110

NEN 7540-01-152-8067
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" AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRAGT 1. CONTRACTIDCODE: - PAGE OF PAGES

1 | 2
2 AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ.NC. 5. PROJECT NO. (If applicable)
ECOOCS 08/29/2005 ] See Schedule
. B.{SSUED BY CODE ICE o 7. ADMINISTERED BY (if other than flem 6) CODE | ICE
U.S. Dept. Of Homeland Security ' U.5. Dept. Of Homeland Security
Immigration and Customs Enforcement ‘ Inmigration and Customs Enforcement
425 I Street, NW 425 I Street, NW
Rm 2208 Rm 2208
Washington DC 20536 Washington DC 20536
8. NAME AND ADDRESS OF CONTRACTOR (No., strect, county, Siste and ZIP Gode) ®) 9A. AMENDMENT OF SOUCITATION NO.
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
6565 ARLINGTON BLVD 88, DATED (SEE ITEM 11)
FALLS CHURCH VA 22042
X 10A. MCDIFICATION OF CONTRACT/ORDER NO.
26301D004 &
COW-5-D~0056
10B. DATED {SEE /TEM 13)
CGODE 0046253280000 FACILITY CODE . 12/10/2004
T 11, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
[]The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers [Ois extended. [Jis not extended.
Offers must acknowledga receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (2) By completing
lterns 8 and 15, and returning copies of the amendrnent; (&) By acknowledging receipt of this amendment on each copy of the offer submitted; ar {c) By

separate letter or telegram which includes a reference to the solicitation and amendment number. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS FRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes

reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12 ACCOUNTING AND APPROPRIATION DATA (if required.) Net Tncrease: $517,730.97
See Attachment A

13, THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS. [T MODIFIES THE CONTRACTIORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority} THE CHANGES SET FORTHIN ITEM 14 ARE MADE IN THE CONTRACT

4 ORDER NO. INITEM 10A.

8. THE ABOVE NUMBERED CONTRACT/ORDER iS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation dete, efe,) SET FORTH IN {TEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

X
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO THE AUTHORITY OF:
D. OTHER {Specify fype of modification and authorily)
E. IMPORTANT:  Contractor Kisnot  [disrequired to sign this document and return copies to the issuing office,

14. DESCRIPTION OF AMENDMENT/MCDIFICATION (Organized by UCF section headings, including solicitalion/contract subject matter where feasible)

Tax ID Number: 953630868

DUNS Number: 054781240

IT Engineering Support Services.

The purpose of this modification to this ITESS Task Order is to incrementally fund the
order by $517,730.97 and to start Sub-task H Systems Management, Intergration and

Administration Program.

" Therefore:
1~ This modification provides incremental funding under the Sub-task Areas as reflected in

the Attachment B. spreadsheet. The attached spreadsheet titled, “ITESS Task Order”
provides details of the funding and ceiling information for each Sub-task Area.

Continued
Except as provided herein, all terms and conditions of the document referenced in Item SA or 104, as heretofore changed, remeins unchanged ard in fult force and effect.
15A. NAME AND TITLE OF SIGNER (Type or prinf) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or prinf}

! Jpseph Garforth

™ \\
18B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 168 UNITED STATE§ O?AMElCQ !\ 16C. DATE SIGNED

(Signators of parson suthorteed 1o 5ign) N\ | stoatvrepr Crptradjng Qfficert |
L]

NSN 7540-01-152-8070 “ Y “ \/ETANDARD FORM 30 (REV. 10{83)

- Previous edition unusable rescribed by GSA
FAR (48 CFR) 53.243
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REFERENGE NO. OF DOCUMENT BEING CONTINUED PAGE OF

CONTINUATION SHEET 26301D0046/COW-5-D-0056/P00009 2 | 2

NAME OF OFFEROR OR CONTRACTOR
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION

SUPPLIES/SERVICES ’ QUANTITY]UNIT UNIT PRICE AMOUNT

ITEM NOC.
(B) (cy |(» {E) {F)

(A}

Funding for the Sub-task is as follows:

Sub-task B - is increased by $17,332.97 from
$7,421,127.96 to $7,438,460.93
Requisition ENG-05-0312 - §$17,332.97

Sub-task F- is increased by $405,224.00 from
$722,008.00 to $1,127,932.00
Requisition ENG-05-0278 - $405,924.00

Sub-task H - is funded in the amount of $9%4,474.,00
Requisition ENG-05-0317 - $94,474.00

The work under sub-task H shall begin August 22,
2005 and end September 29, 2005 (base performance
period of the task-order).

S5ee Attachment C. for the Statement of Work for
this performance periocd. The contractor shall

not exceed the amount funded above for this

sub-task.

This funding is for the period of performance
through September 29, 2005.

The total amount funded under this modification
is increased by $517,730.97 from $27,998,282.88
to $28,516,013.85.

This Task Order was awarded under the NIH
CIO-8P2, GWAC, authorization nc. DHS-2005-C-2333.

A1l other terms and conditions remain the same.

The COTR is Sheilita Williams.
FOB: Destination

WSN 7540-01-152-8067 . OPTIONAL FORM 336 (4-86}
Sponsored by GSA ~

FAR (48 CFR} §3.110




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1. CONTRACTID CODE PAGE OF PAGES

1| 2
2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO. (If applicable)
PO0010 PRO- 05- 0000A
6. ISSUED BY CODE | CE 7. ADMINISTERED BY (If other than Item 6) CODE || CE
U S Dept. O Honeland Security US. Dept. O Honeland Security
I mm gration and Custons Enforcenent I mmigration and Custons Enforcenent
425 | Street, NW 425 | Street, NW
Rm 2208 Rm 2208
Washi ngt on DC 20536 Washi ngt on DC 20536
8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code) ) 9A. AMENDMENT OF SOLICITATION NO.
SCI ENCE APPLI CATI ONS | NTERNATI ONAL CORPORATI ON
6565 ARL|I NGTON BLVD 9B. DATED (SEE ITEM 11)
FALLS CHURCH VA 22042
X 10A. MODIFICATION OF CONTRACT/ORDER NO.
26301D0046
COW 5- D- 0056
10B. DATED (SEE ITEM 11)
CODE 0046253280000 | FACILITY CODE 12/ 10/ 2004
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers | lis extended. is not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing
Items 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By

separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes
reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)
N A

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

_CHECKONE | A  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of modification and authority)
X Exerci se of Option FAR 52.217-9 Option to extend the Term of the Contract

E. IMPORTANT: Contractor [X is not. [ is required to sign this document and return copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)
Tax | D Number: 95-3630868

DUNS Number: 054781240

I T Engi neering Support Services.

The purpose of this nodification is to exercise Option #1 under this Order.

Ther ef or e:
Option #1 is hereby exercised. The period of performance is from Septenber 30, 2005

t hrough Septenber 29, 2006 and at the stated ceiling prices stated in the base award of the
O der.

Cont i nued

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

Joseph Garforth
15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED
(Signature of person authorized to sign) (Signature of Contracting Officer)

NSN 7540-01-152-8070 STANDARD FORM 30 (REV. 10-83)
Previous edition unusable Prescribed by GSA

FAR (48 CFR) 53.243



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

26301D0046/ COW 5- D- 0056/ PO0010 2 | 2
NAME OF OFFEROR OR CONTRACTOR
SCI ENCE APPLI CATI ONS | NTERNATI ONAL CORPORATI ON
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A (B) (© (D (B (F)

The contractor has submitted Technical and Price

Proposal s for the various Sub-Task of this Oder.

Di scussi ons of these proposals including
definitization will take place within 30 days
after the exercise date of the option.

Attached are Statenents of Work for the Sub-Task
Areas that are to performthis Option Year.
These Areas are Task A, Task B; Task D; Task E;
Task F; Task G Task H  The Federal Air WNarshal
Service (FAMB) has a task this Option Period.
The FAMVS task will be placed under Task Area D.

These task will be incrementally funded during
the option year.

Al'l other terms and conditions remin unchanged.

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE
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P00011

3. EFFECTIVE DATE
09/29/2005

4. REQUISITION/PURCHASE REQ.NO.
PRO-05-0000A

5. PROJECT NO. (If applicable)

6. ISSUED BY

CODE

ICE

U.S. Dept. Of Homeland Security
Immigration and Customs Enforcement

425 I Street, NW
Rm 2208

Washington DC 20536

7. ADMINISTERED BY (If other than ltem 6)

CODE|ICE

U.S. Dept. Of Homeland Security
Immigration and Customs Enforcement

425 I Street, NW
Rm 2208
Washington DC 20536

Wil

8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, Stale and ZIP Code)

1)

9A. AMENDMENT OF SOLICITATION NO

U

9B8. DATED (SEE ITEM 11)

il

0CT -3 2005

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
6565 ARLINGTON BLVD
FALLS CHURCH VA 22042
CODE 0046253280000 FACILITY CODE

10A. MODIFICATION OF CONTRACT/OHDER NO
26301D0046
COW-5-D-0056

CONTRACTS DEPARTMENT

10B. DATED (SEE ITEM 13)
12/10/2004

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

| The above numbered sclicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers

_|is extended.

[is not extended

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing
copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted:; or (c) By
separate letter or telegram which includes a reference to the solicitation and amendment number. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes
reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

Items 8 and 15, and returning

12. ACCOUNTING AND APPROPRIATION DATA (If required.)

Net Increase: $2,283,849.66
N/A
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.
(x) A.THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A.
B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).
X
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO THE AUTHORITY OF:
D. OTHER (Specify type of modification and authority)
E. IMPORTANT: Contractor [x!is not. ["lis required to sign this document and retum copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section heading:

Tax ID Number:
DUNS Number:

953630868
054781240

g

IT Engineering Support Services.

Delivery: 10/29/2005
FOB: Destination
Discount Terms:

b2Low
Delivery Location Code:

ICE

Immigration and Customs Enforcement

425 I Street NW
Rm 2208
Continued ...

including solicitation/

itract subject matter where feasible.

)

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 104, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

“oseph Garforth (\\\

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

/

15B. CONTRACTOR/OFFEROR

 (Signature of person authorized to sign)

15C. DATE SIGNED

. UNITED STATES OF AMERICA
[}

~
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REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF

CONTINUATION SHEET 26301D0046/COW-5-D-0056/P00011 2 | 4

NAME OF OFFEROR OR CONTRACTOR
SCIENCE APPLICATIONS INTERNATIONAL CORPORATICN

ITEM NO. SUPPLIES/SERVICES QUANTITY[UNIT UNIT PRICE AMOUNT
(n) (B) (c) |(D) (E) (F)

Washington DC 20536

0003 CABLING SUPPORT AND ODCS 1|EA 3,309.21 3,309.21
0004 SAIC TASK B OPTION YEAR 1 1|EA 8,500.00 8,500.00
0005 INCREMENTAL FUNDING FOR ITESS TASK AWARD PERIOD 1|EA|1,564,880.35|1,564,880.35

OF PERFORMANCE::8/1/05-9/30/05.

0006 SUPPORT FOR UNIX AND DATABASE 1|EA 11,766.10 11,766.10
TASK E CLING
COW-5D-005

NIH CIO-SP2 26301D0049
6A UNIX: $1909.27

6B DATABASE: $9856.90
POP SEPT., 2005
USVISITS FUNDS

0007 SAIC-DIVISION SUPPORT JULY 1|EA 19,500.00 19,500.00

0oos SAIC-DIVISION SUPPORT AUGUST. 1|EA 13,500.00 19,500.00

ooos SAIC-DIVISION SUPPCRT SEPTEMBER. 1|EA 19,500.00 19,500.00

0010 CABLING AND ODCS 1|EA 33,500.00 33,500.00

0011 CONTRACT SERVICES FOR ATLAS TRANSFORMATION 1|EA 300,000.00 300,000.00
PLANNING.

0012 support for decision support systems 1|MO 203,39%94.00 203,3%4.00
task h option 1 cling :

COW-5D-0056

NIH CIO-SP2 26301D0045S

pop: Sept 30, 2005 - OCT 29, 2005

0013 SPECIAL PROJECT 1|EA 100,000.00 100,000.00
The purpose of this modification to this the
ITESS Task Order is to incrementally fund this
Order by $2,283,849.73.

Therefore:

This modification provides incremental funding
under the Sub-task Areas as reflected in the
Attachment B spreadsheet. The attached
spreadsheet titled, “ITESS Task Order” provides
details of the funding and ceiling information
for each Sub-task Area.

Continued
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Sponsored by GSA
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NAME OF OFFEROR OR CONTRACTOR
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A) (B) (c) |(D) (E) (F)

Note: Funding is for Base Year and [Option Year].

Funding for the Sub-task is as follows:

Sub-task B -
Requisition ENG-05-0374
Requisition ENG-05-0395
year]

Sub-task D -
Requisition FRT-05-0070

Sub-task E -
Requisition ENG-05-0414
Sub-task F-

Requisition ENG-05-027%
Requisition ENG-05-0334
year]

Requisition ENG-05-0233

Sub-task G-
Requisition BMG-05-0026

Sub-task H-
Requisition ENG-05-0379
option year]

$3,309.21
$8,500.00fund option

$1,564,880.35

$11,766.10

$58,500.00

$33,500.00 [fund option

$100,000.00

$300,000.00

$203,394.00 [fund

This funding is for the period of performance
through September 30, 2005 for Base year and
October 31 for Option Year.

The total amount funded under this modification
is increased by $2,283,849.73 from $28,516,013.85

to $30,799,863.58.

This Task Order was awarded under the NIH CIO-SP2

GWAC, authorization no.

DHS-2005-C-2333.

All Other Terms and conditions remain unchanged.

Continued
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NAME OF OFFEROR OR CONTRACTOR
SCIENCE APPLICATICNS INTERNATIONAL CORPORATION
ITEM NO. SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
(n) (B) (c) |(D) (E) (F)

This funding is for the period of performance
through September 30, 2005 for Base Year and
October 31 for Option Year.
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P
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1 ERNIRET OO il OT e
1 2

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ.NO. 5. PROJECT NO. (If applicable)
P00012 09/30/2005
6. ISSUED BY CODE | 1~p 7. ADMINISTERED BY (If other than ltem 6) CODE IICE
U.S. Dept. Of Homeland Security U.S. Dept. Of Homeland Security
Immigration and Customs Enforcement Immigration and Custo
425 I Street, NW 425 I Street, NW
Rm 2208 Rm 2208
Washington DC 20536 Washington DC 20536
8. NAME AND ADDRESS OF CONTRACTOR (No., street, caunty, State and ZIP Code) (x) |97 AMENDMENT OF SOLICITATION N

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION

6565 ARLINGTON BLVD 9B. DATED (SEE ITEM 11)

FALLS CHURCH VA 22042

10A. MODIFICATION OF CONTRACT/ORDER NO.

X
26301D004s
COW-5-D-0056
10B. DATED (SEE ITEM 13)
CODE 0046253280000 FACILITY.CODE 12/10/2004
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
1 The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers [Jis extended. [lis not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing
Items 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted: or (c) By -

separate letter or telegram which includes a reference to the solicitation and amendment number. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes

reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.
12. ACCOUNTING AND APPROPRIATION DATA (If required.)

See Schedule
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

(x) A. THIS CHANGE ORDER |5 ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

X
C. THIS SUPPLEMENTAL AGREEMENT 1S ENTERED INTO PURSUANT TO THE AUTHORITY OF:
D. OTHER (Specify type of modification and authority)
E.IMPORTANT:  Contractor Xlisnot.  [is required to sign this documentandretum ______________°_copies to the issuing office.
14, DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation ct subject matter where feasible.)

Tax ID Number: 953630868

DUNS Number: 054781240

IT Engineering Support Services.

The purpose of this modification to this ITESS Task Order is to incrementally fund the
order by $341,984.00 for ‘Sub-Task Area G Technical 