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ACH Online Banking Scheme Overview

Small to medium sized businesses are being targeted
CFO / Accountants receive phishing e-mails

Malware installed
Keyloggers
Users credentials obtained

ACH credits sent to US money mules
Forwarded on to Russia and Eastern Europe
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Examples of Phishing Emails
 Microsoft Critical Update, Bank of America, Chase,    
Facebook
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Money Mule Recruitment

 CareerBuilder.com/ Monster.com

 Work from Home Scams sent via phishing emails

 Exchange students / Visas

 Professional Front Companies
Web Sites / Logins
In person meetings
Bonuses for quick response
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Front Companies – How they look legit

 Legitimate looking websites
 Websites with employee logins
 Meeting employees in person
 Providing bonuses/incentives for quick transactions
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Current Stats and Trends
 Approximately $150 million in attempted loss –

over $58 million actual

 Approximately 5500 money mules identified



FEDERAL BUREAU OF INVESTIGATION

Threat Focus Cell Activities

 Targeting subjects overseas as well as major money 
mules and front companies here in the U.S. –follow 
the money and the malware / case coordination

 Collaboration with finance sector to inform financial 
institutions and third party vendors

 Collaboration with business sector and Infragard to 
inform small and medium sized businesses about the 
threat



FEDERAL BUREAU OF INVESTIGATION

Threat Focus Cell Activities

 Addressing the Threat

1. Criminal actors
2. Infrastructure 
3. Cash out organization
4. Money mules 
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Who are these subjects/hackers?

 Average age is anywhere between 16 and 30
Predominately white males of Eastern European 
descent
Well educated, organized and intelligent
Just how sophisticated are they? 
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Mitigation
 Know your customer
 Reporting incidents to law enforcement
 Separate PC for online banking transactions
 Dual authentication – call back or two party 

verification, true out-of-band



 Telecommunications Matters related to Financial Industry
• Telephonic Denial of Service (TDOS)
• Revenue Sharing related to Call Centers 
• Mobile Phone - Vulnerabilities
• Remote Mobile Payment Services – M-Pesa

 Check Clearing for the 21st Century Act (Check 21)
– Digital Check Images allow for remote deposit 



 Sustained calls to a customer’s home or cellular 
telephone
– Thwart FI/Brokerage Firm attempts for “Out of Band 

Authentication”
– Subjects take over phone abandend cell phone number 

and port it out to VoIP
Revenue Sharing

– Automated calls 
• White Noise 
• Dual-tone multi-frequency signaling (DTMF) – Menu System
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Smart Phone Vulnerabilities:
― Physical access

― Browse internet

― Receive SMS text

―Applications

Over‐all Goals of Research:
1. How smart phone applications are being exploited

2. What sensitive information is targeted

3. Anticipate future threats or trends

4. Determine how financial partners, retail partners, telcos, and 

consumers may reduce risk

Courtesy: NCFTA Analyst Roxanne C. Ruminski



 Popularity increasing
 More applications are available
 Reliance upon smart phones 

increasing
 Operating systems becoming more 

complex, allowing more options for 
hacking  
(For example: Rootkits)

Footer 19

Sources: 
Above RBC Capital 
Markets and to left 
Linusfordevices.com
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 Jailbroken iPhones allow 
users to download 
applications and/or illegal 
or pirated apps otherwise 
not available on iPhone
App Store.

 Accepts any SIM without 
restriction 
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Booting screen of a 
jailbroken iPhone.
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Pwn2Own contest at the CanSecWest
security conference March 24th, 2010:

Technology Targets included vulnerabilities affecting the 
following mobile phones:

Apple iPhone 3 GS
RIM Blackberry Bold 9700
A Nokia device running

Symbian S60 (likely the E62)
A Motorola phone running
Android (likely the Droid)

Ralf Philipp Weinmann of the University of 
Luxembourg and Vincenzo Iozzo of German 

company Zynamics were able to grab key data 
in an iPhone. The researchers used a 

vulnerability in Safari that pulled the SMS 
database he explained. Data included deleted 

messages, contacts, pictures, and iTunes music 
files. The joint hackers shared a $15,000 prize, 

and each took ownership of an iPhone.
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