Company Name:
Science Applications International Corporation (SAIC)

Contract Number:
HSHQDC-06-D-00026 (HSHQDC06D00026)

Order Number:
HSCEOP-07-J-00537 (HSCEOP07J00537)

Solicitation Number:
HSCEOP-07-Q-00011 (HSCEOP07Q00011)

Latest Modification Processed:
P00008

Period of Performance:
6/29/2007 through 6/28/2008

Services Provided:
Providing Information Technology Support Services.



ORDER F¢

‘UPPLIES OR SERVICES

PAGE OF PAGES

IMPORTANT:

Mark ail packages and papers with contrar Jr order numbers.

1 31

1 DATE OF ORDER
06/29/2007

2 CONTRACT NO. (If any)
HSHODC-06-D-00026

& SHIP TO

a. NAME OF CONSIGNEE

- 3 ORDER NO

HECEOP-07-J-00537

4. REQUISITION/REFERENCE NO

ICE Chief Information Officer

5. ISSUING OFFICE (Address correspondence to)
ICE/Information Technology/Services

b. STREET ADDRESS

Immigration and Customs Enfor-ement

Immigration and Customs Enforcement 801 I Street, NW

Office of Acquisiticn Management Suite 700

425 I Street NW, Suite 2208

Washington DC 20536 ¢ CITY d STATE | e ZIP CODE
Washington DC AP0536

7.70: 1 SHIP VIA o

a NAME OF CONTRACTOR

SCIENCE APPLICETIONS INTERNATZONAL CORPORATION 8 TYPE OF ORGER B

b COMPANY NAME _a PURCHASE X b DELIVERY

¢ STREET ADDRESS
10260 CAMPUS POINT DRIVE

MAIL STOP G2

REFERENCE YOUR'

Except for billng instructions on tne
reverse, tnis dedivery order 1s

subject to instructions contained on
this side only of this form and 15

and conditions specified or both side

d. City

SAN DIEGO l

f ZIP COOE
921211573

, @ STATE

cA

this order and on the attached sheat,
any, including delivery as indicatec

Please fumish the following on tite tarms

issued subject tc the term: and
s of ! conditions of the above-numbered
i contract

9 ACCOUNTING AND APPROPRIATION DATA

See Attachment A

(Sheats 1-3)

10. REQUISITIONING OFFiCE

(ICE Chief Information C.<izer

11 BUSINESS CLASSIFICATION (Check appropnate box(es))

I1C FOB POINT

a SMALL b OTHER THAN SMALL = DISADVANTAGED g SERVICE- S b
- . tina
- ) » DISABLED Destination
. d WOMEN-OWNED € HUBZone + EMERGING SMALL VETERAN-
el BYSINESS QWNED S -
15 PLAGE OF ! '14 COVERNMENT Ef; 2C 15 DEIVER TC 7 ) B, ’T16ESJOWWTDMﬁ
. e — ’ ON OR 5F “CPE (P l
a INGPECTION [o eccerrance i Muletiels i (b)(4)
};chpﬂzatlcql _L?_,; } L R B
17 SCHEDUVLE (See reverse for Rejections)
[QUANWTY UNIT ! JUANTITY
ITEM NO. SUPPLIES OR SERVICES ORDERED| UNIT PRICE AMCUNT i ACCEPTFD
@ ) ©_ | @ @ , ) L
Tax ID Number: ©5-3530868
DUNS Number: 054781240
1. The contractor shall provide United
States Immigration and Customs Enforcemznt
Information Support Services in accordance
with the attached Statement Of Work and
Continued ... )
18. SHIPPING POINT 19 GROSS SHIPPING WEIGHT 20 INVOICE NO N
TOTAL
{Cont.
es |
21 MAIL INVOICE TO e
a NAME Immigration Customs Enforcement $25,804,722.00 ‘
SEE BILLING
INSTRUCTIONS | b. STREET ADORESS ICE
ONREVERSE | (or P Q. Box) 201 I Street, NW, Suite 600 7
Attn: Thomas Terrell GRAND
L‘, TOTAL
c oy d STATE | e ZIP CODE 25,804,782.00 ‘
Washington DC 20536

22 UNITED STATES OF AMERICA
BY (Signature)

’

23 NAME (Typed)

Damon K.
TITLE. CONTRACTING/ORDERING OFFICER

McGill

AUTHORIZED FOR LOCAL REPRODUCTION

PREVIOUS EDITION NOT USABLE

OPTIONAL FORM 347 (rev 12005)
FPrescobed by GSAFAR 48 CFR 53 21w



ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

2

PAGE OF PAGES

IMPORTANT: Mark all pack and rs with contract and/or order numbers.
DATE OF ORDER |CONTRACT NO,

06/29/2007 |HSHQDC-06-D-00026

ORDER NO.
HSCEOP-07~-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES QUANTITY|UNIT
ORDERED
(B) (C) (D)

UNIT

PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

0001

000101

000102

0002

000201

000202

supporting documentation. The contractor's
proposal dated March 26, 2007 is hereby
incorporated by reference. Solicitation
Task Order (TO) Tracking Number
HSCECP-07-0-00011 is also incorporated by
reference.

2. All Contract Line Item Number (CLIN)
amounts are in accordance with the attached
Science Applications International
Corporation "TO Tracking Number: 0063,
Section 2 - Pricing.”

ICE Network Operations Center (NOC) total
value $1,654,714.00

Award Type: Time-and-materials

Period of Performance: 06/29/2007 to
06/28/2008

ICE Network Operations Center (NOC) General
OCIO funding

Delivery: 365 Days After Award

ICE Network Operations Center (NOC) 287 (g)
Program Funding

Delivery: 365 Days After Award

ICE Security Operations Center (S0C) total
value $1,476,169.00

Award Type: Time-and-materials

Period of Performance: 06/29/2007 to
06/28/2008

ICE Security Operations Center (SOC)
General OCIO funding

Delivery: 365 Days After Award

ICE Security Operations Center (30C) 287(qg)
Program Funding

Delivery: 365 Days After Award

Continued ...

1,353,330.

301, 384.

1,207,305.

268,864,

.00

.00

00

00

00

00

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082 503-48-11

OPTIONAL FORM 348 (Rev. 8/95)

Prawcribed by GSA
FAR {48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

PAGE OF
3

PAGES
31

IMPORTANT: Mari
DATE OF ORDER

06/29/2007

all packages and papers with contract and/or order numbers.
CONTRACT NO.

HSHQDC-06-D-00026

ORDER NO.
HSCEOP~07~J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITY]UNIT

ORDERED
€ |

UNIT

PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

0003

000301

000302

0004

000401

000402

0005

000501

000502

0006

ICE Computer Security Incident Response
Center (CSIRC) total value $786,803.00
Award Type: Time-and-materials

Period of Performance: 06/29/2007 to
06/28/2008

ICE Computer Security Incident Response
Center (CSIRC) General OCIO funding

Delivery: 365 Days After Award

ICE Computer Security Incident Response

Center (CSIRC) 287(q) Program Funding

Delivery: 365 Days After Award

Password Issuance and Control System (PICS)
total value $507,804.00

Award Type: Time-and-materials

Period of Performance: 06/29/2007 to
06/28/2008

Password Issuance and Control System (PICS)

General OCIO funding
Delivery: 365 Days After Award

Password Issuance and Control System (PICS)
287(g) Program Funding

Delivery: 365 Days After Award
ICE Help Desk total value $2,992,467.00
Award Type: Time-and-materials

Period of Performance: 06/29/2007 to
06/28/2008

ICE Help Desk General 0OCIO funding
Delivery: 365 Days After Award

ICE Help Desk 287(q) Program Funding
Delivery: 365 Days After Award

ICE Enterprise Operations Center (EQC)
Continued

643,497.00

143,306.00

415,314.00

92,490.00

2,447,429.00

545,038.00

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev 6/95)

Preacribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

PAGE OF PAGES
s | om

IMPORTANT: Moark all packages and papers with contract and/or order numbers.
DATE OF ORDER |CONTRACT NO.

06/29/2007 |HSHQODC-06-D-00026

ORDER NO.
HSCEOP~07~J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITYJUNIT

ORDERED
©€) |

UNIT
PRICE
(E)

AMOUNT QUANTITY

ACCEPTED
(F) (G)

000601

000602

0007

000701

000702

0008

000801

000802

Tools Group total value $439,426.00
Award Type: Time-and-materials
Period of Performance: 06/29/2007 to
06/28/2008

ICE Enterprise Operations Center (EOC)
Tools Group General OCIO funding

Delivery: 365 Days After Award

ICE Enterprise Operations Center (EOC)
Tools Group 287 (g) Program Funding

Delivery: 365 Days After Award
Hardware Maintenance total value
$359,959.00

Award Type: Firm Fixed Price

Period of Performance: 06/29/2007 to
06/28/2008

Hardware Maintenance General 0OCIO funding

Delivery: 365 Days After Award
Period of Performance: 06/29/2007 to
06/28/2008

Hardware Maintenance 287(g) Program Funding
Delivery: 365 Days After Award

Period of Performance: 06/29/2007 to
06/28/2008

Depot Maintenance total value $81,241.00
Award Type: Time-and-materials

Period of Performance: 06/29/2007 to
06/28/2008

Depot Maintenance General OCIO funding
Delivery: 365 Days After Award

Depct Maintenance 287(q) Program Funding

Delivery: 365 Days After Award
Continued

359,390.00

80,036.00

294,397.00

65,562.00

66,444.00

14,797.00

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev 6/95)

Prescribed by GSA
FAR (48 CFR} 53 213(c}



ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

PAGE OF
5

PAGES
31

IMPORTANT: Mark all packages and papers with contract and/or order numbers.
CONTRACT NO.

DATE OF ORDER

06/29/2007 |HSHQODC~06-D~00026

ORDER NO.
HSCEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITYJUNIT

ORDERED
€) D

UNIT
PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

0009

000901

000902

.0010

001001

001002

0011

001101

ICE Directory Services and Messaging
Management total value $997,420.00
Award Type: Time-and-materials

Delivery: 365 Days After Award
Period of Performance: 06/29/2007 to
06/28/2008

ICE Directory Services and Messaging
Management General OCIO funding

Delivery: 365 Days After Award

ICE Directory Services and Messaging
Management 287 (qg) Program Funding

Delivery: 365 Days After Award

ICE Computer Operations (Remote) total
value $606,635.00

Award Type: Firm Fixed Price

Period of Performance: 06/29/2007 to
06/28/2008

ICE Computer Operations (Remote) General
OCIO funding

Delivery: 365 Days After Award
Period of Performance: 06/29/2007 to
06/28/2008

ICE Computer Operations (Remote) 287(q)
Program Funding

Delivery: 365 Days After Award
Period of Performance: 06/29/2007 to
06/28/2008

ICE Field COperations total value
$15,327,144.00

Award Type: Time-and-materials
Period of Performance: 06/29/2007 to
06/28/2008

ICE Field Operations General OCIO funding
Continued

815,753.00

181,667.00

496,145.00

110,490.00

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01.152.8082

503-48-101

OPTIONAL FORM 343 (Rev 8/95)

Prescribed by GSA
FAR (48 CFR) 33.213(c)



A

ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

6

PAGE OF PAGES

31

IMPORTANT: Mark all packages and $ with contract and/or order numbers.
DATE OF ORDER CONTRACT NO.

06/29/2007 IHSHQDC-06-D-00026

ORDER NO
HSCEOP-07-J-00537

ITEM NO

(A)

SUPPLIES/SERVICES

(B)

QUANTITYJUNIT

ORDERED
©) o)

UNIT

PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

001102

0012

001201

001202

0013

001301

001302

0101

Delivery: 365 Days After Award
ICE Field Operations 287 (g) Program Funding
Delivery: 365 Days After Award

Other Direct Cost (ODCs) total value
$73,805.00

Award Type: Cost

Total Estimated Cost: $0.00
Period of Performance: 06/29/2007 to
06/28/2008

Other Direct Cost (ODCs) General 0OCIO
funding

Delivery: 365 Days After Award

Other Direct Cost (ODCs) 287(g) Program
Funding

Delivery: 365 Days After Award

Travel total value $501,195.00

Award Type: Cost

Total Estimated Cost: $0.00
Period of Performance: 06/29/2007 to
06/28/2008

Travel General 0OCIO funding
Delivery: 365 Days After Award

Travel 287 (g) Program Funding

Delivery: 365 Days After Award

ICE Network Operations Center (NOC) Option
Year One total value ¢ 2,113,205.00

Award Type: Time-and-materials

Amount : $2,113,205.00(Option Line

Item)

06/28/2008

Continued

12,535,507.

2,791,637,

60,362,

13, 443.

409, 909.

91,286.

00

00

.00

00

00

.00

00

00

.00

TOTAL CARRIED FORWARD TO 18T PAGE (ITEM 17(H))

NSN 7540-01-152.8082

503-48-101

OPTIONAL FORM 348 (Rev 6/95)

Prescnbed by GBA
FAR (48 CFR) 53.213(c)



T

ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

PAGE OF PAGES
7 31

IMPORTANT: Mark all packages and rs with contract and/or order numbers.
DATE OF ORDER CONTRACT NO.

06/29/2007 JHSHQDC-06-D-00026

ORDER NO
HSCEOP~07-J-00537

ITEM NO. SUPPLIES/SERVICES QUANTITYJUNIT
ORDERED
&

(A) (B) (C) (D)

UNIT

PRICE
(E)

AMOUNT QUANTITY

ACCEPTED
(F) (G)

Delivery: 365 Days After Award
Period of Performance: 06/29/2008 to
06/28/2009

010101 |ICE Network Operations Center (NOC) Option
Year One

General OCIO funding

Amount: $0.00(Option Line Item)

06/28/2008 )

Delivery: 365 Days After Award

010102 |ICE Network Operations Center (NOC) Option
Year One 287 (g) Program Funding

ARmount: $0.00(Option Line Item)

06/28/2008

Delivery: 365 Days After Award

0102 ICE Security Operations Center (S0C) Option
Year One total value ¢ 2,024,453.00

Award Type: Time-and-materials

Amount : $2,024,453.00(Option Line

Item)

06/28/2008

Period of Performance: 06/29/2008 to
06/28/2009

010201 |{ICE Security Operations Center (SOC) Option
Year OneGeneral OCIO funding

Amount: $0.00(Option Line Item)

06/28/2008

010202 |ICE Security Operations Center (SOC) Option
Year One 287(g) Program Funding

Amount: $0.00(Option Line Item)

06/28/2008

Delivery: 365 Days After Award

0103 ICE Computer Security Incident Response
Center (CSIRC) Option Year One total value
$ 902,543.00

Award Type: Time-and-materials

Amount: $902,543.00 (Option Line Item)
Continued

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082 503-48-101

OPTIONAL FORM 343 (Rev 6/95)

Prescnbed by G3A
FAR (48 CFR) 53 213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 8
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER |CONTRACT NO. ORDER NO
06/29/2007 |HSHODC-06~D-00026 HSCEOP-07-J-00537
ITEM NO. SUPPLIES/SERVICES QUANTITY[UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F}) (G)
06/28/2008
Period of Performance: 06/29/2008 to
06/28/2009
010301 |JICcE Computer Security Incident Response 0.00
Center (CSIRC) Option Year One General 0OCIO
funding
Amount: $0.00(Option Line Ttem)
06/28/2008
010302 |ICE Computer Security Incident Response 0.00
Center (CSIRC) Option Year One 287 (g)
Program Funding
Amount: $0.00(Option Line Item)
06/28/2008
Delivery: 365 Days After Award
0104 Password Issuance and Control System (PICS) 0.00
Option Year One total value $ 696,221.00
Award Type: Time-and-materials
Amount : $696,221.00(Option Line Item)
06/28/2008
Period of Performance: 06/29/2008 to
06/28/2009
010401 ([Password Issuance and Control System (PICS) 0.00
Option Year One General 0CIO funding
Amount: $0.00(Option Line Item)
06/28/2008
010402 |Password Issuance and Control System (PICS) 0.00
Option Year One 287(g) Program Funding
Amount: $0.00(Option Line Item)
06/28/2008
Delivery: 365 Days After Award
0105 ICE Help Desk Option Year One total value s 0.00
3,939,102.00
Award Type: Time-and-materials
Amount : $3,939,102.00(Option Line
Item)
06/28/2008
Continued

TOTAL CARRIED FORWARD TO 15T PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev 6/95)

Prescnbed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

9

PAGE OF PAGES

31

DATE OF ORDER

CONTRACT NO.

IMPORTANT: Mark all packages and | papers with contract and/or order numbers.

06/29/2007 HSHQDC-06-Db-00026

ORDER NO

HSCEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITY]UNIT

ORDERED
€) |

UNIT

PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

010501

010502

0106

010601

010602

0107

Period of Performance: 06/29/2008 to
06/28/2009

ICE Help Desk One General OCIO funding
Amount: $0.00(Option Line Item)
06/28/2008

Delivery: 365 Days After Award

ICE Help Desk One 287 (g) Program Funding
Amount: $0.00(Option Line Item)
06/28/2008

Delivery: 365 Days After Award

ICE Enterprise Operations Center (EOC)
Tools Group Option Year One total value §
588, 692.00

Award Type: Time-and-materials

Amount : $588,692.00(0Option Line Item)
06/28/2008

Period of Performance: 06/29/2008 to
06/28/2009

ICE Enterprise Operations Center (EOC)
Tools Group Option Year One One General
OCIO funding

Amount: $0.00(Option Line Item)
06/28/2008

Delivery: 365 Days After Award

ICE Enterprise Operations Center (EQCC)
Tools Group Option Year One 287 (g) Program
Funding

Amount: $0.00(Option Line Item)

06/28/2008

Delivery: 365 Days After Award

Hardware Maintenance Option Year One total
value $493,461.00

Award Type: Firm Fixed Price

Amount : $493,46l.OO(Option Line Item)
06/28/2008

Period of Performance: 06/29/2008 to
Continued

0.00

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H)

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev 8/95)

Prescribed by GSA
FAR (48 CFR) 53 213(c)



ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

PAGE OF PAGES
10 31

IMPORTANT: Mark all pack and IS with contract and/or order numbers.
DATE OF ORDER ,CONTRACT NO.

06/29/2007 |HSHQDC-06-D-00026

ORDER NO
HSCEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITYJUNIT

ORDERED
© |

UNIT
PRICE
(E)

AMOUNT QUANTITY

ACCEPTED
(F) (G)

010701

010702

0108

010801

010802

0109

06/28/2009

Hardware Maintenance Option Year One One
General OCIO funding

Amount: $0.00(Option Line Item)
06/28/2008

Delivery: 365 Days After Award
Period of Performance: 06/29/2008 to
06/28/2009

Hardware Maintenance Option Year One 287 (qg)
Program Funding

Amount: $0.00(Option Line Item)

06/28/2008

Delivery: 365 Days After Award
Period of Performance: 06/29/2008 to
06/28/2009

Depot Maintenance Option Year One total
value $ 83,678.00

Award Type: Time-and-materials

Amount : $83,678.00 (Option Line Item)
06/28/2008

Period of Performance: 06/29/2008 to
06/28/2009

Depot Maintenance Option Year One One
General 0OCIO funding

Amount: $0.00(Option Line Item)
06/28/2008

Delivery: 365 Days After Award

Depot Maintenance Option Year One 287 (qg)
Program Funding

Amount: $0.00(Option Line Item)
06/28/2008

Delivery: 365 Days After Award

ICE Directory Services and Messaging
Management Option Year One total value $
1,366,978.00

Award Type: Time-and-materials

Continued

0.00

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev 8/95)

Proscribed by GSA
FAR (48 CFR) 53.213c)



ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

11

PAGE OF PAGES

IMPORTANT: Mark all packages and rs with contract and/or order numbers.
DATE OF ORDER |CONTRACT NO

06/29/2007 |HSHQDC~06-D-00026

ORDER NO
HECEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITYJUNIT

ORDERED
SO (2]

UNIT
PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

010901

010902

0110

011001

011002

Amount : $1,366,978.00(Option Line
Item)

06/28/2008

Period of Performance: 06/29/2008 to
06/28/2009

ICE Directory Services and Messaging
Management Option Year One One General OCIO
funding

Amount: $0.00(Option Line Item)

06/28/2008

Delivery: 365 Days After Award

ICE Directory Services and Messaging
Management Option Year One 287 (g) Program
Funding

Amount: $0.00(Option Line Item)
06/28/2008

Delivery: 365 Days After Award

ICE Computer Operations (Remote) Option
Year One total value $ 831,319.00
Award Type: Firm Fixed Price

Amount: $831,319.00(Option Line Item)
06/28/2008

Period of Performance: 06/29/2008 to
06/28/2009

ICE Computer Operations (Remote) Option
Year OneOne General OCIO funding
Amount: $0.00 (Option Line Item)
06/28/2008

Delivery: 365 Days After Award
Period of Performance: 06/29/2008 to
06/28/2009

ICE Computer Operations (Remote) Option
Year OneQne 287 (qg) Program Funding
Amount: $0.00 (Option Line Item)
06/28/2008

Delivery: 365 Days After Award
Period of Performance: 06/29/2008 to
Continued

TOTAL CARRIED FORWARD TO 15T PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev 6/95)

Prascribed by GSA
FAR (48 CFR) 53.213(c)



e e e

ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

PAGE OF PAGES
12

IMPORTANT: Mark all packages and rs with coptract and/or order numbers.
DATE OF ORDER ,CONTRACT NO.

06/29/2007 JHSHQDC-06-D-00026

ORDER NO.

HSCEOP-07-J-00537

ITEM NO. SUPPLIES/SERVICES QUANTITY{UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) {G)

06/28/2009

0111 ICE Field Operations Option Year One total .00
value $
16,386,934.00
Award Type: Time-and-materials
Amount : $16,386,934.00(Option Line
Item)
06/28/2008
Period of Performance: 06/29/2008 to
06/28/2009

011101 |[ICE Field Operations Option Year One .00
General OCIO funding
Amount: $0.00(Option Line Item)
06/28/2008
Delivery: 365 Days After Award

011102 |[ICE Field Operations Option Year One 287 (g) .00
Program Funding
Amount: $0.00(Option Line Item)
06/28/2008
Delivery: 365 Days After Award

0112 Other Direct Cost (ODCs) Option Year One .00
total value $ 75,974.00
Award Type: Cost
Total Estimated Cost: $75,974.00
Amount: $75,974.00 (Option Line Item)
06/28/2008
Period of Performance: 06/29/2008 to
06/28/2009

011201 [Other Direct Cost (ODCs) Option Year One .00
General OCIO funding
Amount: $0.00(Option Line Item)
06/28/2008
Delivery: 365 Days After Award

011202 lother Direct Cost (ODCs) Option Year One .00

287(g) Program Funding

Amount: $0.00(Option Line Item)
06/28/2008

Continued

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rov &35)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

13

PAGE OF PAGES

31

IMPORTANT: Mark ail ages and papers with cantract and/or order numbers.

DATE OF ORDER  [CONTRACT NO
06/29/2007 |HSHQDC-06~D-00026

ORDER NO

HSCEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITY]UNIT

ORDERED
(C) (D)

UNIT
PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

0113

011301

011302

0201

020102

020101

Delivery: 365 Days After Award

Travel Option Year One total value $
516,230.00

Award Type: Cost

Total Estimated Cost: $516,230.00
Amount: $516,230.00 (Option Line Item)
06/28/2008

Period of Performance: 06/29/2008 to
06/28/2009

Travel Option Year One One General 0OCIO
funding

Amount: $0.00(Option Line Item)
06/28/2008

Delivery: 365 Days After Award

Travel Option Year One 287 (g) Program
Funding

Amount: $0.00(Option Line Item)
06/28/2008

Delivery: 365 Days After Award

ICE Network Operations Center (NOC) Option
Year Two total value $ 2,115,102.00

Award Type: Time-and-materials

Amount: $2,115,102.00(Option Line

Item)

06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

ICE Network Operations Center (NOC) Option
Year Two 287(g) Program Funding

Amount: $0.00(Option Line Item)

06/28/2009

Delivery: 365 Days After Award

ICE Network Operations Center (NOC) Option
Year Two General OCIO funding

Amount: $0.00(Option Line Item)

06/28/2009

Continued
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PAGE OF PAGES
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IMPORTANT: Mark all packages and rs with contract and/or order numbers.
DATE OF ORDER 'CONTRACT NO.

06/29/2007 JHSHQDC-06~D-0002¢

ORDER NO

HSCEQP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITYJUNIT

ORDERED
L ()

UNIT

PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
G)

0202

020201

020202

0203

020301

020302

Delivery: 365 Days After Award

ICE Security Operations Center (SOC) Option
Year Two total value $ 2,086,104.00
Award Type: Time-and-materials
Amount : $2,086,lO4.00(Option Line
Item)

06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

ICE Security Operations Center (S0C) Option
Year Two General OCIO funding
Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award

ICE Security Operations Center (SOC) Option
Year Two 287 (g) Program Funding

Amount: $0.00(Option Line Item)

06/28/2009

Delivery: 365 Days After Award

ICE Computer Security Incident Response
Center (CSIRC) Option Year Two total value
$ 932,499.00

Award Type: Time~and-materials

Amount : $932,499.00(0Option Line Item)
06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

ICE Computer Security Incident Response
Center (CSIRC) Option Year Two General 0CIO
funding

Amount: $0.00(Option Line Item)

06/28/2009

Delivery: 365 Days After Award

ICE Computer Security Incident Response
Center (CSIRC) Option Year Two 287 (g)
Program Funding

Continued
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ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

15

PAGE OF PAGES

IMPORTANT: Mark all packages and papers with contract and/or order numbers.

DATE OF ORDER ,CONTRACT NO.

06/29/2007 [HSHQDC-06-D-00026

ORDER NO.
HSCEQP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITY]UNIT

ORDERED
€ o

UNIT

PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

0204

020401

020402

0205

020501

020502

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award

Password Issuance and Control System (PICS)
Option Year Two total value $ 717,293.00
Award Type: Time-and-materials

Amount: $717,293.00(Option Line Item)
06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

Password Issuance and Control System (PICS)
Option Year Two General OCIO funding
Amount: $0.00(Option Line Item)

06/28/2009

Delivery: 365 Days After Award

Password Issuance and Control System (PICS)
Option Year Two 287 (g) Program Funding
Amount: $0.00(Cption Line Item)

06/28/2009

Delivery: 365 Days After Award

ICE Help Desk Option Year Two total value $
3,743,223.00

Award Type: Time-and-materials

Amount : $3,743,223.00(Option Line

Item)

06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

ICE Help Desk Option Year Two General OCIO

funding
Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award

ICE Help Desk Option Year Two 287 (q)
Program Funding

Amount: $0.00(Option Line Item)
Continued
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PAGE OF PAGES

IMPORTANT: Mark ail packages and papers with contract and/or order numbers.

DATE OF ORDER  |CONTRACT NO
06/29/2007 |HSHQODC-06-D-00026

HSCEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITYIUNIT

ORDERED
(C) (D)

UNIT

PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

0206

020601

020602

0207

020701

020702

06/28/2009
Delivery: 365 Days After Award

ICE Enterprise Operations Center (EOC)
Tools Group Option Year Two total value $
606,006.00

Award Type: Time-and-materials

Amount: $606,006.00 (Option Line Item)
06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

ICE Help Desk Option Year Two One General
OCIO funding

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award

ICE Help Desk Option Year Two 287 (g)
Program Funding

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award

Hardware Maintenance Option Year Two total
value $508,471.00

Award Type: Firm Fixed Price

Amount : $508,471.00(0Option Line Item)
06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

Hardware Maintenarnce Option Year Two
General OCIO funding

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award
Period of Performance: 06/29/2009 to
06/28/2010

Hardware Maintenance Option Year Two 287 (g)
Program Funding
Continued
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PAGE OF PAGES
17

IMPORTANT: Mark all packages and papsrs with contract and/or order numbers.
DATE OF ORDER ,CONTRACT NO.

06/29/2007 |HSHQDC-06~D~00026

ORDER NO.

HSCECP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITYJUNIT

ORDERED
© (D)

UNIT

PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

0208

020801

020802

0209

020901

Amount: $0.00 (Option Line Item)
06/28/2009

Delivery: 365 Days After Award
Period of Performance: 06/29/2009 to
06/28/2010

Depot Maintenance Option Year Two total
value $ 86,188.00

Award Type: Time-and-materials

Amount: $86,188.00 (Option Line Ttem)
06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

Hardware Maintenance Option Year Two
General 0OCIO funding

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award

Hardware Maintenance Option Year Two 287 (
Program Funding

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award

ICE Directory Services and Messaging
Management Option Year Two total value $
1,408,397.00

Award Type: Time-and-materials

Amount : $1,408,397.00 (Option Line

Item)

06/28/2009

Periocd of Performance: 06/29/2009 to
06/28/2010

ICE Directory Services and Messaging
Management Option Year Two General 0OCIO
funding

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award
Continued
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DATE OF ORDER [CONTRACT NO.

IMPORTANT: Mark ail packages and papers with contract and/or order numbers,

06/29/2007 |HSHQDC-06-D~00026

ORDER NO.
HSCEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES

(B)

QUANTITY}UNIT

ORDERED
(O (]

UNIT

PRICE
(E)

AMOUNT

(F)

QUANTITY

ACCEPTED
(G)

020902

0210

0621001

021002

0211

021101

ICE Directory Services and Messaging
Management Option Year Two 287(g) Program
Funding

Amount: $0.00 (Option Line Item)
06/28/2009

Delivery: 365 Days After Award

ICE Computer Operations (Remote) Option
Year Two total value $ 856,355.00
Award Type: Firm Fixed Price

Amount : $856,355.00(Option Line Item)
06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

ICE Computer Operations {Remote) Option
Year Two General OCIO funding

Amcunt: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award
Period of Performance: 06/29/2009 to
06/28/2010

ICE Computer Operations (Remote) Option
Year Two 287 (g) Program Funding

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award
Period of Performance: 06/29/2009 to
06/28/2010

value $16,043,933.00

Award Type: Time-and-materials
Amount : $16,043,933.00(Option Line
Item)

06/28/2009

Period of Performance: 06/29/2009 to
06/28/2010

ICE Field Operations Option Year Two
General 0OCIO funding
Continued

ICE Field Operations Option Year Two total
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IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER [CONTRACT NO.

ORDER NO.

HSCEOP-07-0-00537

06/29/2007 |HSHQODC-06-D-00026
ITEM NO. SUPPLIES/SERVICES QUANTITY{UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A (B) ©) i) (E) (F) (G)

021102

0212

021201

021202

0213

021301

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award

ICE Field Operations Option Year Two 287(qg)
Program Funding

Amount: $0.00(Option Line Item)

06/28/2009

Delivery: 365 Days After Award

Other Direct Cost (0ODCs} Option Year Two
total value $ 75,974.00
Award Type: Cost

Total Estimated Cost: $75,974.00

Amount: $75,974.00 (Option Line Item)
06/28/2009
Period of Performance: 06/29/2009 to
06/28/2010

Other Direct Cost (0ODCs) Option Year Two
General OCIO funding
Amount: $0.00(Option Line Item)

06/28/2009
Delivery: 365 Days After Award

Other Direct Cost (ODCs)
287(g) Program Funding
Amount: $0.00(Option Line Item)
06/28/2009

Option Year Two

Delivery: 365 Days After Award

Travel Cption Year Two total value $
531,717.00

Award Type: Cost

Total Estimated Cost: $531,717.00
Amount: $531,717.00(Option Line Item)
06/28/2009

Period of Performance:
06/28/2010

06/29/2009 to

Travel Option Year Two General OCIO funding
Amount: $0.00(Option Line Item)
Continued

.00

.00

.00

.00

.00

.00

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H)}

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rov 6/55)

Prascnbed by GSA
FAR (48 CFR) 53 213(c)



ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

PAGE OF PAGES
20 31
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DATE OF ORDER |{CONTRACT NO.

06/29/2007 |HSHODC-06-D-00026

ORDER NO
HSCEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES QUANTITYJUNIT
ORDERED
(B) (C) (D)

UNIT
PRICE
(E)

AMOUNT QUANTITY

ACCEPTED
(F) (G)

021302

06/28/2009
Delivery: 365 Days After Award

Travel Option Year Two 287 (g) Program
Funding

Amount: $0.00(Option Line Item)
06/28/2009

Delivery: 365 Days After Award
3. SECTION G - CONTRACT ADMINISTRATION DATA

G-1 SUBMISSION OF INVOICES - SINGLE PAYMENT
OFFICE OPO G-1

Original invoices shall be sent to the
address identified in block 21 of the form
Optional Form 347 (Attention Thomas
Terrell). The invoice must contain the (1)
contract number or blanket purchase
agreement as applicable, (2) order number,
{3) applicable contract line item

number (s). The invoice must comply with
the payment clause in this award document
to be considered a proper invoice.

(End)

G-2 CONTRACTING OFFICERS - TECHNICAL
REPRESENTATIVE OPO G-6

The Contracting Officer may designate a
Technical Representative (COTR) to assist
in monitoring the work under this contract.
The COTR is responsible for the technical
administration of the contract and
technical liaison with the Contractor. The
COTR IS NOT authorized to change the scope
of work or specifications as stated in the
contract and in any Task Order, to make any
commitments or otherwise obligate the
Government or authorize any changes which
affect the contract price, delivery
schedule, period of performance, or other
terms or conditions.

The Contracting Officer is the only
Continued
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PAGE OF PAGES
21 31

IMPORTANT: Mark ali packages and papers with contract andfor order numbers.

DATE OF ORDER  |CONTRACT NO
06/29/2007 JHSHQDC~-06~D-00026

ORDER NO.
HSCEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES QUANTITY|UNIT
ORDERED
(B) (C) (D)

UNIT

PRICE
(E)

AMOUNT QUANTITY

ACCEPTED
(F) (©)

individual who can legally commit or
obligate the Government for the expenditure
of public funds. The technical
administration of this contract shall not
be construed to authorize the revision of
the terms and conditions of this contract
and any Task Orders issued. The
Contracting Officer shall authorize any
such revision in writing.

(End)

4. SECTION H SPECIAL CONTRACTING
REQUIREMENTS

SECURITY REQUIREMENTS

GENERAL

The Department of Homeland Security (DHS)
has determined that performance of the task
as described herein requires that the
Contractor, subcontractor (s), vendor (s),
etc. (herein known as Contractor) access
classified National Security Information
(herein known as classified information).
Classified information is Government
information which requires protection in
accordance with Executive Order 12958,
Classified National Security Information,
and supplementing directives.

This clause applies to the extent that this
contract involves access to classified
information.

The Contractor shall comply with:

(1) The Security Agreement (DD Form 441),
including the National Industrial Security
Program Operating Manual (DOD 5220.22-M) ;
and

(2) Any revisions to that manual, notice of
which has been furnished to the Contractor.
(a) If, subsequent to the date of this
contract, the security classification or
Continued
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DATE OF ORDER |CONTRACT NO.

06/29/2007 [HSHQODC-06-D-00026

ORDER NO
HSCEOP-07-J-00537

ITEM NO.

(A)

SUPPLIES/SERVICES QUANTITY[UNIT
ORDERED
(B) (€) D)

UNIT

PRICE
(E)

AMOUNT QUANTITY

ACCEPTED
(F) (G)

security requirements under this contract
are changed by the Government and if the
changes cause an increase or decrease in
Security costs or otherwise atfect any
other term or condition of this contract,
the contract shall be subject to an
equitable adjustment as if the changes were
directed under the Changes clause of this
contract.

(b) The Contractor agrees to insert terms
that conform substantially to the language
of this clause, including this paragraph
(d) but excluding any reference to the
Changes clause of this contract, in all
subcontracts under this contract that
involve access to classified information.

The Contractor will abide by the
requirements set forth in the DD Form 254,
Contract Security Classification
Specification, included in the contract,
and the National Industrial Security
Program Operating Manual (NISPOM) for the
protection of classified information at its
cleared facility, if applicable, as
directed by the Defense Security Service.
If the Contractor has access to classified
information at a DHS or other Government
Facility, it will abide by the requirements
set by the agency.

SUITABILITY DETERMINATION

DHS shall have and exercise full control
over granting, denying, withholding or
terminating unescorted government facility
and/or sensitive Government information
access for Contractor employees, based uporn
the results of a background investigation.
DHS may, as it deems appropriate, authorize
and make a favorable entry on duty (EOD)
decision based on preliminary security
checks. The favorable EOD decision would
allow the employees to commernice work
temporarily prior to the completion of the
full investigation. The granting of a
Continued
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DATE OF ORDER |CONTRACT NO. ORDER NO.
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ITEM NO. SUPPLIES/SERVICES QUANTITYIUNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)

favorable EOD decision shall not be
considered as assurance that a full
employment suitability authorization will
follow as a result thereof. The granting of
a favorable EOD decision or a full
employment suitability determination shall
in no way prevent, preclude, or bar the
withdrawal or termination of any such
access by DHS, at any time during the term
of the contract. No employee of the
Contractor shall be allowed to EOD and/or
access sensitive information or systems
without a favorable EOD decision or
suitability determination by the Office of
Professional Responsibility, Persocnnel
Security Unit (OPR-PSU). No employee of
the Contractor shall be allowed unescorted
access to a Government facility without a
favorable EOD decision or suitability
determination by the OPR-PSU. Contract
employees assigned to the contract not
needing access to sensitive DHS information
Or recurring access to DHS facilities will
not be subject to security suitability
screening. ‘

BACKGROUND INVESTIGATIONS

Contract employees (to include applicants,
temporaries, part-time and replacement
employees) under the contract, needing
access to sensitive information, shall
undergo a position sensitivity analysis
based on the duties each individual will
perform on the contract. The results of
the position sensitivity analysis shall
identify the appropriate background
investigation to be conducted. Background
investigations will be processed through
the OPR-PSU. Prospective Contractor
employees with adequate security clearances
issued by the Defense Industrial Security
Clearance Office (DISCO) may not be
required to submit complete security
packages, as the clearance issued by DISCO
Continued

TOTAL CARRIED FORWARD TO 15T PAGE (ITEM 17(H)

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 248 (Rev 645)
by GSA

Prescribed
FAR (46 CFR) 83 2

13c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 24 31
IMPORTANT: Mark all packages and rs with contract and/or order numbers.
DATE OF ORDER |CONTRACT NO. ORDER NO.
06/29/2007 HSHQDC-06-D-00026 HSCEOP~-07-3-00537
ITEM NO. SUPPLIES/SERVICES QUANTITY[UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)

may be accepted. Prospective Contractor
employees without adequate security
clearances issued by DISCO shall submit the
following completed forms to the OPR-PSU
through the COTR, no less than 35 days
before the starting date of the

contract or 35 days prior to the expected
entry on duty of any employees, whether a
replacement, addition, subcontractor
employee, or vendor:

1.Standard Form 86, Questionnaire for
National Security Positions

2.FD Form 258, Fingerprint Card (2 copies)

3.Foreign National Relatives or Associates
Statement

4.DHS 11000-9, Disclosure and
Authorization Pertaining to Consumer
Reports Pursuant to the Fair Credit
Reporting Act

5.Drug Questiocnnaire

6.Alcohol Questionnaire

Required forms will be provided by DHS at
the time of award of the contract. Only
complete packages will be accepted by the
OPR-PSU. Specific instructions on
submission of packages will be provided
upon award of the contract.

Be advised that unless an applicant
requiring access to sensitive information
has resided in the US for three of the past
five years, the Government may not be able
to complete a satisfactory background
investigation. In such cases, DHS retains
the right to deem an applicant as
ineligible due to insufficient background

information.
Continued
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(A) (B) (C) (D) (E) (F) (G)

The use of Non-U.S. citizens, including
Lawful Permanent Residents (LPRs), is not
permitted in the performance of this
contract for any position that involves
access to, development of, or maintenance
to any DHS IT system.

CONTINUED ELIGIBILITY

If a prospective employee is found to be
ineligible for access to Government
facilities or information, the COTR will
advise the Contractor that the employee
shall not continue to work or to be
assigned to work under the contract.

The OPR-PSU may require drug screening for
probable cause at any time and/ or when the
contractor independently identifies,
¢ircumstances where probable cause exists.

The OPR-PSU may require reinvestigations
when derogatory information is received
and/or every 5 years.

DHS reserves the right and prerogative to
deny and/ or restrict the facility and
information access of any Contractor
employee whose actions are in conflict with
the standards of conduct, 5 CFR 2635 and 5
CFR 3801, or whom DHS determines to present
a risk of compromising sensitive Government
information to which he or she would have
access under this contract.

The Contractor will report any adverse
information coming to their attention
concerning contract employees under the
contract to the OPR-PSU through the COTR.
Reports based on rumor or innuendo should
not be made. The subsequent termination of
employment of an employee does not obviate
the requirement to submit this report. The
report shall include the employee’'s name
and social security number, along with the
Continued
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(A) (B) (C) (D) (E) (F) (G)

adverse information being reported.

The OPR-PSU must be notified of all
terminations/ resignations within five days
of occurrence. The Contractor will return
any expired DHS issued identification cards
and building passes, or those of terminated
employees to the COTR. If an
identification card or building pass is not
available to be returned, a report must be
submitted to the COTR, referencing the pass
Or card number, name of individual to whom
issued, the last known location and
disposition of the pass or card. The COTR
will return the identification cards and
building passes to the responsible ID Unit.

EMPLOYMENT ELIGIBILITY

The Contractor must agree that each
employee working on this contract will have
a Social Security Card issued and approved
by the Social Security Administration. The
Contractor shall be responsible to the
Government for acts and omissions of his
own employees and for any Subcontractor (s)
and their employees.

Subject to existing law, regulations and/
or other provisions of this contract,
illegal or undocumented aliens will not be
employed by the Contractor, or with this
contract. The Contractor will ensure that
this provision is expressly incorporated
into any and all Subcontracts or
subordinate agreements issued in support of
this contract.

SECURITY MANAGEMENT

The Contractor shall appoint a senior
official to act as the Corporate Security
Officer. The individual will interface
with the OPR-PSU through the COTR on all
security matters, to include physical,
personnel, and protection of all Government
information and data accessed by the
Contractor.

Continued
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The COTR and the OPR-PSU shall have the
right to inspect the procedures, methods,
and facilities utilized by the Contractor
in complying with the security requirements
under this contract. Should the COTR
determine that the Contractor is not
complying with the security requirements of
this contract, the Contractor will be
informed in writing by the Contracting
Officer of the proper action to be taken in
order to effect compliance with such
requirements.

The following computer security
requirements apply to both Department of
Homeland Security (DHS) operations and to
the former Immigration and Naturalization
Service operations (FINS). These entities
are hereafter referred to as the Department.

INFORMATION TECHNOLOGY SECURITY CLEARANCE
When sensitive government information is
processed on Department telecommunications
and automated information systems, the
Contractor agrees to provide for the
administrative control of sensitive data
being processed and to adhere to the
procedures governing such data as outlined
in DHS IT Security Program Publication DHS
MD 4300.Pub.. Contractor personnel must
have favorably adjudicated background
investigations commensurate with the
defined sensitivity level.

Contractors who fail to comply with
Department security policy are subject to
having their access to Department IT
systems and facilities terminated, whether
or not the failure results in criminal
prosecution. Any person who improperly
discloses sensitive information is subject
to criminal and civil penalties and
sanctions under a variety of laws (e.qg.,
Privacy Act).

Continued
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INFORMATION TECHNOLOGY SECURITY TRAINING
AND OVERSIGHT

All contractor employees using Department
automated systems or processing Department
sensitive data will be required to receive
Security Awareness Training. This training
will be provided by the appropriate
component agency of DHS.

Contractors who are involved with
management, use, or operation of any IT
Systems that handle sensitive information
within or under the supervision of the
Department, shall receive periodic training
at least annually in Security awareness and
accepted security practices and systems
rules of behavior. Department contractors,
with significant security responsibilities,
shall receive specialized training specific
to their Security responsibilities
annually. The level of training shall be
commensurate with the individual's duties
and responsibilities and is intended to
promote a consistent understanding of the
principles and concepts of
telecommunications and IT systems security.

All personnel who access Department
information systems will be continually
evaluated while performing these duties.
Supervisors should be aware of any unusual
Oor inappropriate behavior by personnel
accessing systems. Any unauthorized
access, sharing of passwords, or other
questionable security procedures should be
reported to the local Security Office or
Information System Security Officer (ISS0).

5. SECTION I - CONTRACT CLAUSES
52.204-2 Security Requirements. (AUG 1996)
52.207-3 Right of First Refusal of

Employment. (MAY 2006)
Continued
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52.217-7 Option for Increased Quantity -
Separately Priced Line Item. (MAR 1989)

The Government may require the delivery of
the numbered line item, identified in the
Schedule as an option item, in the quantity
and at the price stated in the Schedule.
The Contracting Officer may exercise the
option by written notice to the Contractor
within 60 days. Delivery of added items
shall continue at the same rate that like
items are called for under the contract,
unless the parties otherwise agree.

(End of clause)

52.217-8 Option to Extend Services. (NOV
1989)

The Government may require continued
performance of any services within the
limits and at the rates specified in the
contract. These rates may be adjusted only
as a result of revisions to prevailing
labor rates provided by the Secretary of
Labor. The option provision may be
exercised more than once, but the total
extension of performance hereunder shall
not exceed 6 months. The Contracting
Officer may exercise the option by written
notice to the Contractor within 60 days.

(End of clause)

52.217-9 Option to Extend the Term of the
Contract. (MAR 2000)

(a) The Government may extend the term of
this contract by written notice to the
Contractor within 15 days; provided that
the Government gives the Contractor a
preliminary written notice of its intent to
extend at least 60 days before the contract
Continued
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expires. The pPreliminary notice does not
commit the Government to an extension.

(b} If the Government exercises this
option, the extended contract shall be
considered to include this option clause.
{c) The total duration of this contract,
including the exercise of any options under
this clause, shall not exceed 42 months.
(End of clause)

52.225-13 Restrictions on Certain Foreign
Purchases. (FEB 2006)

52.232-18 Availability of Funds. (APR 1984)

g2.233—1 Disputes. (JUL 2002) - Alternate I
(DEC 1991)

52.233-3 Protest after Award. (AUG 1996)

3052.215~70 Key personnel or facilities.
(DEC 2003)

3052.209~72 Organizational conflicts of
interest

6. SECTION J - List of Documents, Exhibits
and Other Attachments

(1) Statement of Work
(2) ICE Site List
(3) Field Operational Areas Map

Continued
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(4) ODC Approval Form
(5} Travel Authorization Approval Form

(6) Statement of Work Glossary

7. The lines of accounting listed below
shall only be used in support of Item
numbers 000102, 000202, 000302, 000402,
000502, 000602, 000702, 000802, 000902,
001002, 001102, 001202 and 001302:

(b)(2)Low

|$600,000.00 and BB
(b)(2)Low

$4,100,000.00 (See
Attachment A sheet number 2 in the amount
of $4,700,000.00)

8. The total funded amount of this order is
$25,804,782.00. The total value of this
task order including the one base and two
one year options is $ 85,534,834.00.

The total amount of award: $85,534,834.00.
The obligation for this award is shown in
box 17(i).
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ICE IT Operations Support

(1) PROJECT TITLE: ICE IT OPERATIONS SUPPORT

(2) BACKGROUND:
The Office of the Chief Information Officer (OCIO), US Immigration & Customs Enforcement
(ICE) provides IT Support Services for more than 19,000 end users at more than 550 sites
worldwide to support the mission of the following offices:

DA W

1.
2.

software and other IT assets. The Government is providing guidance for staffing levels within

Office of Investigations (OI)

Federal Protective Service (FPS)
Office of the Principal Legal Advisor (OPLA)

Detention and Removal Operations (DRO)

Office of Intelligence (Intel), administrative support programs
Additional special projects.
This requirement is for IT support services in two (2) principal areas to be delivered both
enterprise-wide and worldwide as noted below:

Enterprise Operations Center (EOC)
Field Operations
The Contractor shall provide direct support using Government furnished circuits, hardware,

the task areas and will encourage vendors to propose best practice solutions and continuous

process improvement strategies as a part of their solution. The ICE Chief Information Officer
will assign federal managers to oversee various Task Areas and Sub-Tasks of this Task Order.

Figure 1: Operational Requirements And Present Location Of The EOC:

EOC Tools Computer
Support ICE Help | HW Maint. | Operation
B ks NOC SOC CSIRC PICS Group Desk Support S
Current Lafayette, Lafayette, 901 F St. 801 I St. N/A Lafayette, 425 1 St.
Location | CO (0(0] NW, DC NW, DC Cco NW, DC
Current
Newport Newport
Back-pp News, VA News, VA N/A N/A N/A N/A
Location
New Place Gov. New EOC
of Facility
Performan EOC EOC EOC Washingt N/A EOC TBD
ce on, DC
New Hot | Hot Back- Hot Back- Hot Back-
Back-up | Up Up N/A N/A N/A Up N/A
24x7, 365
Hoursof | 4.7 365  24x7,365 24x7,365 | 8x5 N/A 24x7,365 | 6am—8pm
Operation
Suggested | 5, 58 9-16 6-12 4-8 3-6 48-66 4-7 16-22
Staffing
N/A N/A N/A N/A N/A
PPM* N/A 24X7, 365

REHABILITATION ACT OF 1998 SECTION 508 COMPLIANCE
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Section 508 of the Rehabilitation Act (as amended) requires that when Federal agencies develop,
procure, maintain, or use electronic and information technology it must be accessible to Federal
employees (and members of the general public) with disabilities comparable that provided for
non-disabled employees. By submitting a bid or offer in response to this solicitation, the
contractor affirms that the products or services to be provided are in compliance with the Section
508 Electronic and Information Technology (EIT) Accessibility Standards (36 CFR 1194) as
specified in the SOW or in the technical specifications, as a minimum.

The Section 508 EIT Accessibility Standards are not applicable to the tasks contained in this
statement of work, except where listed below. Vendors shall provide information regarding how
identified Section 508 EIT Accessibility Standards will be met for the sub-tasks. Note: B.2.2.10
is intended only as “break/fix” maintenance therefore Section 508 does not apply.

For all “help desk” services, the Section 508 EIT Accessibility Standard (§1194.41 (¢)) applies.
The specific standard states: Support services for products shall accommodate the
communication needs of end-users with disabilities. This is applicable for task A.7 - Help Desk.

The Section 508 EIT Accessibility Standards for Web-based Intranet and Internet Information
and Applications (§1194.22 (a-1)) and Software Applications and Operating Systems (§1194.21
(a-p)) may be applicable to any Web sites or applications delivered under this task order.
Vendors shall provide information about how such Web sites or applications will meet these EIT
Accessibility Standards. This is applicable for the integrated web site or application for — A.1.4

PICS Administration.

INVOICING

The Government has very specific requirements for invoicing associate with ICE budgeting and
accounting requirements. To aid the contractor in formulating its proposal, the Government is
including Attachment 14 of a sample format and instructions.

(3) SCOPE:

The Contractor shall provide IT Support services in support of ICE IT operations. The
Government will not consider proposals for managed IT services or seat management and the
Government intends to retain ownership and contrel of hardware, software and other IT assets.

This SOW is being developed to include performance objectives as opposed to a total shift to
performance-based contracting. ICE is providing guidance for staffing levels within the task
areas. The Government expects vendors to propose best practice solutions in order to obtain
efficient and effective staffing levels. During the course of this task order, the Government
expects to manage to performance objectives in coordination with the contractor.

A primary consideration for ICE OCIO in developing this SOW was to align work performed
with a new Government management and budgetary organization. The Contractor shall develop
task order management proposals that align with this operational structure. Figure 2 on page 5,
illustrates such a possible alignment. While this is presented as an example to aid the Contractor,
the Government expects the Contractor to propose its own solution.

TASK ORDER MANAGEMENT

Enterprise Acquisition Gateway for Leading-Edge Solutions {f} A U.S. Immigration
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The Contractor shall propose a Project Manager and project management staff that will
disseminate policy, prepare and distribute schedules, monitor Contractor activities, advise
Government personnel of the status of projects, and prepare deliverables. The Government shall
approve the Contractor’s proposed key staff. Given the dynamic environment within ICE, the
Contractor shall closely monitor tasks and provide advanced notification of any deviation from
budget, schedule, or resources.

This project management staff shall be responsible for the delivery and coordination of all
deliverables defined in Section (6) of this Statement Of Work.
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CONTRACT PROJECT MANAGEMENT SITE VISIT AUTHORIZATION

The Project Manager and other senior management shall receive advance approval for all visits
to ICE locations and offices from the Government Task Manager. Under normal circumstances,

two weeks’ notice shall be required.

GUIDANCE FOR PERFORMANCE OBJECTIVES

The Government’s goal is to move to performance-based contracting in follow-on actions,
characterized by incentives based on Service Level Agreements (SLAs.) Current contract ,
vehicles are not performance based, so the Government seeks to develop a strong baseline for
SLAs through the use of performance objectives in this task order.

Al SERVICE LEVELS

The ICE Operations Support requires the Contractor to resolve trouble tickets expeditiously and
to ensure full documentation in the BMC Software, Inc.’s BMC Remedy Action Request System.

The Government does not consider a service request to be truly resolved just because a service
ticket has been classified as CLOSED or RESOLVED in the Remedy Help Desk database.
Resolution means that the service request has been satisfied or the error or condition has been
returned to normal. If neither outcome occurred, both the end user and ICE Field Operations
Task Management must document that the Contractor was not able to complete the request for

supportable reasons.

The Contractor shall not be responsible for resolving service requests that have been assigned to
other support organizations within ICE, other DHS components or elsewhere. The ICE Help
Desk is specifically tasked with monitoring service requests assigned to such “Third Tier”
organizations, but the end user of Field Operations task management may require the Field
Operations support staff to monitor them as well.

If assigned to Field Operations Support by another organization the “clock will start” with
receipt of the assigned ticket by Field Operations staff. For tickets returned to Field Operations
after action by other 2nd or 3rd Tier support groups, the clock will start upon ticket assignment.
The Government acknowledges that work schedules may experience a few delays between the
time an organization assigns a ticket and the time the Field Office Operations contractor receives
the ticket and tracks its Remedy status to WORK IN PROGRESS.

Current ICE Help Desk and Field Operations procedures have contractor support staff resolve
Remedy tickets and contractor supervisory staff review Remedy tickets to make the final
disposition on them. For those categories subject to performance objectives and possible
conversion to SLAs in future task orders, the Government will sample CLOSED tickets to ensure
that they were resolved successfully, or if not resolved successfully, that the reason for the final
disposition was supportable. In evaluating these samples, the Government will place a high
value on the customer satisfaction of end users.

Enterprise Acquisition Gateway for Leading-Edge Solutions f 22 uUs. Immigration
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A2 MINIMUM PERFORMANCE OBJECTIVES AND PERFORMANCE

STANDARDS

The following sections outline the Government’s requirements for service level and performance
standards within specific defined areas. Figure 3 is provided as a summary of the minimum
service levels required under the contract.

Figure 3: Minimum Service Level Requirements

Function Immediately | 1-Hour | 4- 8- Escalation Time | Contractor
Upon Hour | Hour | Frame/Reassign | Proposed
Receipt Ticket

Security Incidents X 2 hours

“Site-Down” data communications X
incidents exclusive of HW failures

and circuit provider issues

PC/Laptop Access X

Local Network Login Access X
Server Down exclusive of HW X

failure from time or arrival on-site or
time of remote access

Restore on-site local & network X
printing exclusive of HW repair

Data Communication System X
problem (in conjunctions with NOC)

Resolve desktop-level error messages X

PC outages related to software or X

operating systems.

Re-imaging and data migration to X
replacement PCs.

A3 SECURITY INCIDENTS

Because IT Security incidents threaten ICE operations and the national security, the initial
response to an incident shall be immediate upon receipt of notification. The Contractor shall
begin an intervention to resolve the incident, or escalate the ticket and reassi gn it within two
hours. Where local support staff has retained responsibility for resolution of a security incident,

it shall be resolved within four hours.

A4 ONE-HOUR RESOLUTION/ESCALATION FROM RECEIPT OF REQUEST
The following are service requirements that shall be completed within one hour of reckeiplk;'"’% If the
service requirement cannot be resolved within one hour, it must be escalated to the next service
level — whether provided under this t c ‘within one hour: The Contractor may
propose additional categorie

s of service under this provision.

1. “Site-Down” data communications incidents exclusive of hardware failures and circuit

provider issues.
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2. PC/Laptop Access.
3. Local Network Login Access.

A5 FOUR-HOUR RESOLUTION/ESCALATION FROM RECEIPT OF

REQUEST
The Contractor shaIl resolve the followmg types of situations within four continuous hours. If
the service req 0t be I'within‘one ho -escalated to the next
service leve her provided under this task order or ne thin four hours. In cases where

the repair act1v1ty extends beyond the local close of busmess the Contractor shall obtain
overtime authorization. The Contractor may propose additional categories of service under this
provision.

1. Server Down exclusive of hardware failure from time of arrival on-site or time of remote

access.
2. Restore on-site local and network printing exclusive of hardware repair.
3. Data Communication System problem (in conjunction with the Network Operations

Center).
4. Resolve desktop-level error messages.

A6  EIGHT-HOUR RESOLUTION/ESCALATION FROM RECEIPT OF
REQUEST

Eight-hour resolution shall apply from arrival on-site. Completion of this requirement may be
affected by overtime authorization requirements and the eight-hour period may be split between
two working days.

TASK AREA A. PC outages related to software or operating systems. ; , o
TASK AREA B. Re-imaging and data migration to replacem t PCs. This does not apply to
personal software as it is not allowed on Govert

A7 HELP DESK PERFORMANCE CRITERIA

The ICE Help Desk is the front end to IT Support within Immigration and Customs Enforcement.
Therefore, the Government places a high level of emphasis on performance and professionalism
at its Help Desk. The following are minimum service levels:

1. Time to answer: 95% of calls answered within an average response time of 15 seconds.
No more than 5% in excess of 45 seconds.

Percentage of abandoned calls not to exceed 5% of all Help Desk tickets.

Resolve or reassign 100% of all calls within 20 minutes on first call.

Report status of unresolved tickets to the originator at least once every 24 hours.
Automated Help Desk Satisfaction Remedy Surveys must meet a minimum average of 5
out of a possible 7. A sample of the automated survey is included in the TORP
Background CD. The BMC Remedy Action Request system automatically generates and
e-mails this survey when each ticket is closed out.

SRR
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The Contractor shall develop processes and procedures using ICE-supplied Enterprise tools to
increase first-call resolution percentages within overall approved staffing.

A8 ESCALATION

Escalation is the process for informing management of IT support conditions and for transferring
responsibility for resolution to those internal or external organizations with the required skills or
resources. In the case of service requests under this task order that are subject to performance
objectives or interagency agreements between the OCIO and other offices or DHS Components,
the Contractor shall not escalate or reassign service requests merely to meet performance
objectives. The Government will evaluate the quantity and rationale on returned tickets in its
sampling of tickets issued.

The following table reflects current criticality and escalation requirements.

Classification | Impact Example(s) Assignee | Maximum | Escalation Procedures
Code on ICE User Call | Resolution
Users Back Time
Problem 1- Site down with no | 30 4 hours Requires immediate
Critical redundancy or minutes notification. A critical issue
mission critical requires continuous focus
system is of management and support
unavailable team ux_ml resolved or
reclassified to a lower
level. Help Desk will notify
the Customer Service Team
Leader or Technical
Manager
Problem 2- Executive staff 1 hour 4 hours Help Desk will notify the
Priority | adversely affected; Customer Service Team
site running on Leader or Technical
secondary Manager about tickets
connection; pertaining to “Hot List”
multiple users users.
affected by problem
but not unable to
perform all work
functions.
Problem 3- Single user Best Best Effort | Problem resolution follows
Standard | problem; minor effort normal defined process for
inconvenience to standard ticket.
user base; local
printing problem
with other available
network printers
Service 1- Multiple users or One 4 hours
Request Priority | site with need for Hour
immediate service
Service 2- Single user service | Best As

@ Enterprise Acquisition Gateway for Leading-Edge Solutions
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Classification | Impact | Example(s) Assignee | Maximum | Escalation Procedures
Code on ICE User Call | Resolution

Users Back Time
Request Standard | request Effort scheduled

Figure 4: Criticality and Escalation
REPORTING REQUIREMENTS

A.9  GENERAL REQUIREMENTS

The Contractor shall submit all deliverables timely and in the format specified. All deliverables
shall be current, accurate and complete, free of errors in spelling and grammar.

With the exception of formal deliverables in draft form, the Contractor shall make any and all
work products available to Government task managers upon request. Samples of deliverables
attached in compressed format (Attachment 9). '

Specific requirements are:

1. If the Contractor discovers errors in content after delivery, it shall notify the Government.

2. If the Government discovers errors in content after delivery, it shall notify the Contractor.

3. The Government will have sole discretion to require an errata sheet or file or to require
the contractor to submit a corrected deliverable.

4. Electronic files must bear filenames that clearly reflect the title of the deliverables.

5. All information contained in deliverables will become the sole property of the
Government and, except for cases pre-negotiated with and approved by the Government,
the Government shall have the right to reproduce and distribute the documents.

6. Should deliverables include patent, intellectual property, financial, personal or other
information that the Contractor believes is proprietary or otherwise restricted, the
Contractor shall inform the government before delivery. Upon delivery, such documents,
or portions thereof, shall be marked as “PROPRIETARY DATA” as applicable.

7. The presence of proprietary or personal information in a deliverable shall not affect the
Government’s right to distribute the remainder of the deliverable as its own property.

8. ICE will accept or reject deliverables by 30 days after delivery. If rejected, the Contractor
shall make corrections as specified and resubmit the deliverable for review and approval.

REPORTING REQUIREMENTS

The ICE CIO and senior managers require immediate daily briefing on operational matters. The
contract project managers for Field Operations and Enterprise Operations along with senior
managers (including the Field Operations area points of contact (POC), the POC for
NOC/SOC/CSIRC/PICS; Help Desk and Hardware Maintenance Logistics; Directory Services &
Exchange Management, and HQ Computer Operations, shall be required to hold a stand up
meeting at 7:30 a.m. each business day. ICE task order management may choose to sit in or call
in to these stand-up meetings.

This team will develop a flash status report on critical activities for the past 24 hours and provide
a briefing by 8:15 a.m. to each corresponding Federal Task Manager. Weekend and holiday
reporting will be based on established escalation policies and summarized the morning of the
next business day.

. . yun,‘, . -
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Project managers will report weekly on the status of the performance objectives. This report
shall be included in weekly and monthly status reports.

WORK PRODUCT OWNERSHIP AND DATA TRANSPARENCY

The Contractor shall provide direct support using Government Furnished circuits, hardware,
software and other IT assets. All work products are the property of the Government. The
Contractor shall report situations that affect the mission of ICE in its status reports. With the
exception of formal deliverables in draft form, the Contractor shall make any and all work
products available to the Government task managers upon request. Draft copies shall be clearly

marked as drafts. ‘

(4) APPLICABLE DOCUMENTS:
EAGLE Contracts (various)

DHS EAGLE Ordering Guide

The Federal Acquisition Regulation (FAR)

The Homeland Security Acquisition Regulation (HSAR)
The Homeland Security Acquisition Manual (HSAM)

(5) SPECIFIC TASKS:

TASK AREA A: ENTERPRISE OPERATIONS

The Contractor shall provide management and technical personnel sufficient to support the ICE
OCIO Enterprise Operations Branch. The tasks require cleared personnel who handle sensitive
data and systems. The Contractor shall be responsible for staffing an Enterprise Operations
Center (EOC). The subtasks within the EOC are briefly described below.

e NOC/SOC/CSIRC/PICS
These activities are managed as a unified operations center with specific functional

requirements. The Contractor shall manage this unified operations center to execute the
following requirements and to obtain operational synergies:

o The ICE Network Operations Center (NOC) constantly monitors circuits, Wide Area
Network (WAN) and Local Area Network (LAN) equipment. The ICE NOC coordinates
with the DHS NOC operated by US Customs and Border Protection (CBP) as the DHS
wide-area network steward. The ICE-CBP NOC Center-to-Center Agreement is included
as Attachment 5. The Government is providing a listing of ICE WAN-connect sites as
Attachment 12.

o The Security Operations Center (SOC) monitors intrusion detection devices on the
network identifies any viruses introduced into the network, alerts management of any
security violations and coordinates with the DHS SOC operated by CBP as the DHS
steward. The ICE-CBP SOC Center-to-Center Agreement is included in Attachment 5.

o The Computer Security Incident Response Center (CSIRC) conducts vulnerability
assessments; prepares reports to management on security violations, threats, and remedial
actions taken and coordinates with the DHS CSIRC.

o“l\
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o Password Issuance and Control System (PICS) support including administration of the
Computer Associates Top Secret tool.
* Help Desk and Hardware Maintenance Logistics Center
o The Help Desk including call center, first-call resolution and some Second Tier support.
o The ICE Hardware Maintenance program including administration, vendor coordination
and parts acquisition and dispatch for warranty and non-warranty maintenance
¢ An EOC Tools Group to support and optimize the IT tools systems used by the EOC. ICE is
optimizing its tool set and hopes to consolidate both systems and platforms. This group will
serve both NOC/SOC/CSIRC/PICS and the ICE Help Desk.
* Directory Services and Messaging Management comprised of:
o Enterprise-level management for the ICE Active Directory and Novell Directory
Services/eDirectory as ICE transitions from Novell to Active Directory.
o Enterprise-level Microsoft Exchange management
e Computer Operations Support including:
0 Mainframe system monitoring
o DASD storage administration

Al  NOC/SOC/CSIRC/PICS

A.1.1 NETWORK OPERATIONS CENTER

The Network Operations Center provides data communications monitoring in concert with the
DHS network steward, US Customs and Border Protection, to ensure WAN connectivity and
end-to-end diagnostic support. Attachment 3 Workload by Site provides workload statistics
based on the Remedy Ticket Count for a defined period of performance. The Contractor shall
provide all necessary support for NOC services 24x7, 365 days a year, and provide the necessary
support to monitor and evaluate the performance of the LAN/WAN including supervision,
management, technical, and administrative support.

ICE is in the process of transitioning from ICEnet (an ATM/frame relay network) to DHS
ONEnet, an MPLS network managed by US Customs and Border Protection (CBP) as the DHS
steward. The Government expects the migration to ONEnet to be complete by the effective date
of this task order. The Contractor shall work with the ONEnet steward when required but shall
not be responsible for designing, engineering or completing the migration. The incumbent
contractor provides NOC services at an existing facility, located at Lafayette CO with a “hot”
backup site at Newport News VA for continuity of operations. The design is for rapid fail-over to
the “hot” backup site to provide uninterrupted operations. The Contractor shall transition NOC
operations from the existing facilities to the future location of the EOC and hot site.

The Contractor shall provide experienced personnel to operate and maintain a full suite of
Government-provided network management tools to automate and improve device monitoring,
problem identification, problem resolution, performance analysis, and configuration
management. The network management tools include, but are not limited to the following:

Proactive Net

Cisco Works

Compuware Suite for Routed WANs and LAN Management
HP Open View Network Node Manager, and

Cisco Secure ACS.

P N
m Enterprise Acquisition Gateway for Leading-Edge Solutions !‘:'r s U.S. Immigration
-} and Customs

il

ICE Task Order 3 /%
o7/ Enforcement



EAGLE Task Order Statement of Work 12
ICE Operations Support

The Contractor shall also provide support and assistance for changes to the NOC tool set which
is currently under re-evaluation. The Contractor may be required to transition to new tools to be

provided by the Government.

All1l

NOC REPORTING REQUIREMENTS

The Contractor shall prepare and submit the reports listed below. In addition, the Contractor
shall prepare ad hoc reports at the ICE Task Manager’s request. Examples of ad hoc reports are
standard operating procedures, issue papers, and root cause analysis.

1.
2.

3.

4.

Al11.2

Daily network outage report.
Weekly trend analysis tracking any degradation of service, chronic problems, and

problem resolution.
Performance management reports (To be included in Deliverable 1, the daily outage

report.)
New network installations and cancellations (To be included in Deliverable 1, the daily

outage report.)

DUTIES DURING THE ICENET - ONENET TRANSITION

While it is anticipated that the transition from ICEnet to ONEnet will be complete by the date
that NOC operations will transition to this task order, the Contractor shall be prepared to

manage, troubleshoot and resolve Wide Area Network problems on remaining portions of
ICEnet. The Government will keep the Contractor apprised of the status of the ICEnet —~ ONEnet

transition.

Al.1.3

REQUIREMENTS UNDER DHS ONENET

The Offeror shall be required to provide management, supervisory and line operations to meet
the following requirements under DHS ONEnet:

1.

bl

S

Monitor and report on the ONEnet WAN using read-only access to circuits and devices
provided by the ONEnet steward. This function is not intended to duplicate ONEnet
NOC functions but rather to provide ICE OCIO management with early warning and
performance information.

Monitor, troubleshoot and resolve LAN problems to the switch level

Change requests for LAN devices and switch port security

Switch software upgrades and patches

Monitor ICE — DHS ONEnet Center-to-Center Agreement performance under DHS
WAN steward. The ICE NOC will have read access to ONEnet WAN circuits and
devices.

Measure LAN operation and usage, and generate reports as needed.

The contractor shall support the ICE Operations Division and the Government task
manager in the development of new LAN administration policies, procedures and
documentation.

The Contractor shall provide ad-hoc reports on sites, geographic areas, or devices with
recurring problems using NOC tools. The Contractor may be required to generate
similar reports from the Remedy database.

Al11.4 NOC STAFFING REQUIREMENTS
SRR, . .
m Enterprise Acquisition Gateway for Leading-Edge Solutions gy U-S. Immigration
ICE Task Order 144y, and Customs
s> Enforcement



EAGLE Task Order Statement of Work 13
ICE Operations Support

The Contractor shall refresh the technical skills of its staff at its own expense as the ICE
architecture and technical reference model evolve. Training and associated travel costs shall not

be directly charged to the Government.

The contractor shall propose its staffing plan to provide continuous NOC services 24x7, 365.
The contractor shall deploy processes, procedures and automation to allow the best possible cost
effective approach, potential variations in workload.

A.115 NOC SECURITY REFERENCES

The NOC shall be subject to DHS Management Directive No. 4300 B Sensitive Systems
Handbook, Section 4.10.1 Security Incident and Violation Handling and Section 5.4.2, Network
Security Monitoring

A.11.6 BMC REMEDY ACTION REQUEST SYSTEM

The Contractor shall enter trouble tickets in Remedy for all network outages and incidents of
degraded network performance. When the problem has been resolved, the Contractor shall
document the resolution of the problem in the BMC Remedy Action Request System.

The Contractor will perform the required management of LAN/WAN probes. The Contractor
shall work in concert with the network engineering team and others to assist with application
performance issue resolution. In addition, the Contractor shall keep informed of new LAN/WAN
designs or installations and evaluate any and all impact that they may have on the network. The
Contractor shall identify performance issues, create a BMC Remedy Action Request System
ticket, and route the ticket to the Network Engineering Branch.

A.1.2 SECURITY OPERATIONS CENTER (SOC)

The SOC provides data communications monitoring in concert with the DHS ONEnet steward,
to ensure end-to-end diagnostic support. The SOC manages the day-to-day operational activities
from a security perspective. The ICE SOC will coordinate with the DHS SOC to which it is
subordinate. ICE has an established set of Network Security tools that the Government is
reevaluating. The contractor may be required to assist in this evaluation. The Government will
furnish the hardware and software that comprise these tools to the Contractor. The Contractor
shall transition SOC operations from the existing facilities to the new EOC and new hot backup

site.

A.1.21 STAFFING

The contractor shall propose staffing to provide continuous SOC services 24 hours daily, 365
days annually. The contractor shall deploy processes, procedures and automation to allow the
best possible cost effective approach, including potential variations in workload.

Attachment 3 (Workload by Site) and Attachments 1 and 2 (Site Map and Site List) provide
detailed information including sites, routers, switches, and other network-managed equipment
and systems in service with operational statistics.

A.1.22 NETWORK AND HOST-BASED VULNERABILITY SCANNING
Specific Contractor responsibilities shall include:

SRR,
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1. Develop a vulnerability scan schedule that takes the site/system Certification and
Accreditation (C&A) schedule into account and optimizes resource and funding
utilization

2. Conduct announced scheduled vulnerability scans on ICE IT Infrastructure as
coordinated with the Information Systems Security Manager (ISSM)/Information
Systems Security Officer (ISSO); the appropriate designated accrediting authority
official, computer system security officers and systems/LAN administrators

3. Prepare and maintain vulnerability scan reports for all scheduled vulnerability scans.
Coordinate with the OISSM and the ISSO to ensure vulnerabilities are entered into
Trusted Agent FISMA

4. Track reports on mitigation efforts

A.1.2.3 NETWORK AND HOST-BASED INTRUSION DETECTION AND PREVENTION

The objective of the network and host-based intrusion detection and prevention system is to
monitor network traffic and host systems to detect and respond to potentially harmful hacker
attacks or other potentially damaging activities. The Contractor shall:

1. Monitor the network and host based systems
2. Install and configure, as required, network and host based intrusion detection and
prevention systems :
3. Provide recommendations on the concept of a centrally managed and operated ICE
intrusion detection and prevention program
4. Develop plans for implementing an ICE-wide host and/or network based intrusion
detection and prevention program
5. Comply with ICE triage and event escalation procedures for incident reporting. All
incidents shall be recorded and managed using Remedy
6. Capture and store device logs/files from servers, routers, firewalls, etc. required to
establish an audit trail of activity sufficient to reconstruct events relevant to security.
Provided availability from the source devices, the audit trail will include the following:
the identity of each entity accessing the system; time and date of the access; time and
date the entity terminated access; activities performed using an administrator’s
identification; and activities that could modify, bypass, or negate the system’s security
safeguards.
7. Protect all stored audit trails from actions that would negate its forensic value. Such
actions would include unauthorized access, modification, and destruction.
8. Retain audit trail data on-line for the longest of the following potential periods:
a. A period of 90 days.
b. The minimum record retention period specified by the program area.
¢. The period specified in the System Security Plan.
9. Retain audit trail data off-line, accessible upon request, for a period of one year.

A.1.24 PATCHMANAGEMENT

1. McAfee ePolicy Orchestrator (¢PO)
2. Microsoft Windows Upgrade Server

A.1.25 SOC SECURITY REFERENCES

£ATRATR . .
Enterprise Acquisition Gateway for Leading-Edge Solutions a7, }g\ US. Imm1grat10n
ICE Task Order ¥y and Customs
Yy Enforcement



EAGLE Task Order Statement of Work 15
ICE Operations Support

The SOC shall be subject to DHS Management Directive 4300 B Sensitive Systems Handbook,
Section 5.4.4, Firewalls, and Section 5.4.6 E-Mail Security.

A1.3 CSIRC

The CSIRC provides ICE with IT Security intelligence and planning capabilities. The CSIRC
uses tools to analyze data and reports to determine ICE’s vulnerability to network and desktop-
based attack and to recommend actions to prevent, repair or mitigate these vulnerabilities. The
Contractor shall execute computer security incident prevention, reporting, and investigation
functions. The ICE CSIRC coordinates with the ICE SOC, DHS CSIRC and other DHS
Organizational Elements; maintains nationwide/worldwide contact about security problems and
solutions and relays that information to the ICE SOC. The Contractor shall relocate this service
from its current location to the new EOC,

A1l.31 STAFFING

The contractor shall propose staffing to provide continuous CSIRC services 24x7, 365 days a
year. The Contractor shall manage staffing to provide adequate coverage given variations in
workload. The CSIRC, by the nature of the material it handles, requires that all staff have a Top
Secret clearance and that at least two staff members have a Top Secret/Special Compartment

Information clearance.

A.1.3.2 COMPUTER SECURITY RESPONSE
The Contractor shall:

1. Conduct computer security incident investigations, computer forensics operations,
evidence gathering and preservation, incident containment, and incident recovery.

2. Develop and maintain ICE CSIRC policy, procedures, and protocols.

3. Ensure that ICE CSIRC operations run smoothly with the ICE SOC to ensure a seamless
escalation of computer security incidents from identification to investigation, resolution,
and reporting. : :

4. Track and record all computer security incidents as part of a comprehensive program to
identify, track, and report on computer security issues affecting the ICE information
technology infrastructure.

5. Provide technical support and training in various forums where computer security
incident response and incident prevention are needed.

6. Maintain the ability to perform necessary corrections and recovery operations for
classified contamination incidents.

7. Maintain the capability to travel to customer locations to conduct computer security
incident investigations, when necessary.

A1.3.3 VULNERABILITY MANAGEMENT
The Contractor shall provide support for the ICE Vulnerability Management Program as noted
below:

1. Develop and maintain Vulnerability Management Program guidance and publications.
2. Monitor multiple sources of computer security vulnerability information in order to stay

up-to-date on current threats.
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3.

¥,

Al134

Evaluate threats and vulnerabilities based on knowledge of the ICE computing
infrastructure and issue alerts, bulletins, and technical advisories in accordance with ICE
and information response procedures.

Interface with points of contact within DHS organizational elements and the DHS
CSIRC in order to facilitate vulnerability notification and DHS-wide computer security
information sharing.

Track acknowledgement of and compliance with DHS CSIRC Bulletins and Alerts.
Develop and implement a method to track exceptions when vulnerability fixes cannot be
immediately applied and track status until resolution is complete.

Ensure DHS incident and vulnerability compliance information is reported within the
allotted time to required DHS leadership and approved outside organizations.
Participate in approved forums to ensure appropriate representation of ICE CSIRC
issues.

VULNERABILITY ASSESSMENT

The Contractor shall provide a vulnerability assessment team to implement a comprehensive ICE
vulnerability assessment program. Activities shall include:
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A.1.3.5

Perform scheduled and ad hoc assessments

Develop and publish ICE vulnerability assessment policy and procedures.

Develop and publish a vulnerability assessment schedule and rules of engagement.
Develop and maintain a complete vulnerability assessment equipment suite to support
assessment efforts.

Advise and assist major system and application developers on potential system
vulnerabilities.

Maintain and update automated tools to identify and track ICE IT system vulnerabilities
from identification through remediation.

Ensure vulnerability assessment information is incorporated into CSIRC reporting.

CSIRC REPORTING

The Contractor shall develop reporting guidelines and procedures for ICE that comply with DHS
CSIRC procedures and perform the following:
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Compile information from various sources (DHS CSIRC, DHS Organizational Elements,
vulnerability assessments, DHS SOC, etc. into a comprehensive bi-monthly report

showing historical and trend information.

Maintain reporting guidelines and contact information for ICE leadership and outside
organizations, to ensure timely and accurate notification.

Develop, update, and report metrics depicting ICE computer security compliance and
status.

Automate reporting processes and data aggregation where appropriate.

Maintain systems to securely aggregate and store data about ICE computer security

incidents, events, and issues. Provide ad hoc reports, as required.

CSIRC SECURITY REFERENCES
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EAGLE Task Order Statement of Work 17
ICE Operations Support

The CSIRC shall be subject to DHS Management Directive No.4300 B Sensitive Systems
Handbook, Section 3.12: “Security Incidents, Violations and Disciplinary Action and Section
4.10.1 Security Incident and Violation Handling”.

A.1.4 PASSWORD ISSUANCE AND CONTROL SYSTEM

ICE currently maintains system access and data security through the Password Issuance and
Control System (PICS), located in a Government facility in Washington, DC.

Al141 PICS OPERATIONS

The Contractor shall provide computer security support for management and administration of
password issuance and control, data, and file security. The Contractor shall assist in the operation
and maintenance of PICS in accordance with the standard operating procedures provided by the
ICE PICS Officer. Duties include:

L. Provide support to all ICE personnel, Contractors, and Other Government Agencies
(OGA) — with on-call support for after-hours emergencies.

2. Open a ticket using the Remedy.

3. As provided by the ICE PICS Officer, receive and process all G-872 security forms per
the standard operating procedures.

4. Support the planning and transition of the current PICS environment to the ICE Single

Sign-on solution.

Al14.2 PICS ADMINISTRATION

The Contractor shall provide computer security support for management and administration of
password issuance and control and data and file security, using Computer Associates (CA) — Top
Secret software and various access control services for user access to ICE systems, applications
and databases. These activities shall include:

Attend the Change Control Board (CCB) PICS meetings.

Complete any PICS audits required from ICE for OGA or oversight committees.
Respond to security questions regarding ICE PICS policies and procedures.
Review and make recommendations for improving upon ICE PICS policies and
procedures and make appropriate modifications based on approval from ICE.
Integrate the PICS website into an existing OCIO website.

Develop and maintain project schedules of all activities under this Subtask.
Resolve or escalate any issues, problems or concerns to ICE management.
Provide technical assistance and support to all field PICS Officers.

Conduct training to all Computer Security technicians on the administration, policy,
procedural changes or enhancements to PICS.
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A.1.4.3 STAFFING AND ORGANIZATION

The Contractor shall staff the PICS with personnel with security and administrative skills. In
addition, PICS requires a minimum of two staff members to hold Top Secret clearances. The
contractor shall deploy processes, procedures and automation to allow the best possible cost
effective proposal. The Contractor shall manage shifts and staffing to provide adequate coverage
given variations in workload.
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ICE Operations Support

A2

ICEHELP DESK AND HARDWARE MAINTENANCE LOGISTICS

The Contractor shall provide the staff to operate and maintain the ICE Help Desk. ICE
Contractor Help Desk management shall:

1.

2.
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Manage the Help Desk response to emergency call peaks such as application or network
outages, e-mail problems, and virus/intrusion incidents.
Prepare for major planned events such as the Olympics and the Super Bowl and
unplanned natural disasters such as tornados, hurricanes, and earthquakes.
Coordinate all user requests for problem resolution and hardware maintenance.
Provide seamless and efficient linkage among 1st Tier problem resolution, 2nd Tier
problem resolution, IT Field Operations, the NOC, and Hardware Maintenance.
Report response times on a daily, weekly, and monthly basis.
Assign resources to establish a ticket resolution and process improvement Center. This
group shall deliver its initial report to Government Task Management within 90 days of
initial award. The objective of this center will be to reduce the number of long-term
outstanding tickets:

a. Root cause analysis.

b. Process improvement.

c. Analysis and reporting on tickets assigned to 2nd and 3rd Tier control groups.

d. Mission impact analysis.

A.21 CUSTOMER SERVICE OPERATIONS - 1ST TIER SUPPORT

The contractor shall propose a Help Desk process to optimize its ability to support the ICE
mission as described. The following information is supplied to give the offeror a conceptual
understanding of the current environment. The contractor shall devise a solution that includes
continuous productivity enhancements and process improvements.

1.
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The Contractor shall open a trouble ticket upon receipt of each initial call, and either
answer the question, resolve the problem, or forward the problem to the appropriate
technical support staff.

The Help Desk shall assign problems that cannot be resolved at the 1st Tier level to 2nd
Tier or 3rd Tier organizations. Following are some examples:

a. If the Help Desk determines that the problem is related to any desktop application
(Word, Excel, etc.), E-mail, or LAN/Server, and the ICE Help Desk cannot solve
the problem; the ICE Help Desk shall assign the problem to the 2nd Tier staff.

b. If the problem is determined to be a LAN/WAN problem, the ICE Help Desk
shall notify the NOC.

c. If the problem involves software applications or systems engineering issues
outside the scope of the 2nd Tier technical support, the ICE Help Desk shall refer
the problem to the 3rd Tier technical support.

d. If the problem is determined to involve defective hardware the ICE Help Desk
shall refer the problem according to the procedures contained in the Hardware
Maintenance subtask of this task order.

The Contractor shall take total ownership of all Help Desk tickets. The Contractor shall
recommend a two-phase improvement program. The Contractor shall analyze Help
Desk operations and produce a deliverable document to recommend a proposal for
staffing and methodologies to improve closures and customer notification.

ART, . .
e U.S.Immigration
and Customs
Yo%’ Enforcement

)

X

‘»‘\oﬂ 4y
ar E‘



EAGLE Task Order Statement of Work 19
ICE Operations Support

a. The first phase shall be to identify overage tickets and assess the reasons that they

have not been resolved.
b. The second phase shall consist of updating the customer and acting to resolve the
ticket either directly or by coordinating with the 3rd Tier organization.
4. The offeror shall perform quality control audits of both tickets and phone calls

A.2.2 INTERAGENCY SUPPORT

The Contractor shall receive service requests for non-ICE organizations such as Federal, state,
and local agencies, which ICE has agreed to support. The Contractor shall coordinate with the
requestor to manage and resolve these requests in accordance with Government processes and
procedures. The volume of such calls will be low, but the Contractor should anticipate that they

will occur.

A.2.3 STAFFING REQUIREMENTS
The contractor shall staff the ICE Help Desk with management and line staff sufficient to
provide Help Desk service 24x7, 365 days a year.

The contractor shall deploy processes, procedures and automation to allow the best possible cost
effective proposal, including variations in workload. The Contractor shall propose continuous

process and productivity improvement programs.

A3 HARDWARE MAINTENANCE SUPPORT

The Contractor shall provide hardware equipment maintenance support in the following
categories

1. Maintenance Operations
a. Incident Response
b. Tracking and Analysis
2. Warranty Coordination
3. Repair Actions
a. Systems under warranty
b. Systems out of warranty
The contractor shall propose a solution to provide this support as a bundled service. For
reference, please review the detailed estimate by system age of covered systems from the ICE
Hardware Maintenance Entitlement database, along with a schedule for modernization of the
current IT hardware inventory as Attachment 7.

This task order will replace the TEAMS 111 task order, which provides a Hardware Maintenance
function according to the following model

1. Labor

2. On-Call Maintenance
3. Per-Call Maintenance
4. Depot Maintenance

The Government is discontinuing this service model in favor of the bundled services model.

The Contractor shall manage and propose Depot Maintenance service separately from the
bundle. This service shall be a Time and Materials sub-task. For reference and to aid the
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ICE Operations Support

Contractor proposal preparation, the Contractor shall review the Fiscal Year 2006 depot
maintenance actions in Attachments 7 and 8.

A.3.1 ATLAS EQUIPMENT REPLACEMENT INITIATIVE

ICE is in the process of a Common Computing Environment (CCE) initiative that involves
modernizing 14,000 desktop computers during the first phase and replacement of all general file
and printer servers during the second. The majority of the first phase should be complete by the
start of this task order. As a result of the CCE initiative, ICE’s hardware maintenance
requirements will change drastically from a focus on repairing systems to a focus on
coordinating warranty actions.

A.3.2 PRINCIPLE PERIOD OF MAINTENANCE (PPM)

The Contractor shall provide hardware maintenance support Monday through Friday 6:00 a.m. to
8:00 p.m. local time, excluding Government holidays. The Contractor shall provide the
Government with a designated Point of Contact and provide toll-free continuous telephone
coverage through the Help Desk 24 x 7, 365 days a year, without exception.

A.3.3 AFTER-HOURS EMERGENCIES _
The Contractor shall propose a method — with staffing and billing — to provide emergency
dispatch of parts after working hours.

A.3.4 HARDWARE MAINTENANCE ENTITLEMENT DATABASE

As of December 15, 2006, ICE uses ITTS, an internally developed database application as its
Hardware Maintenance entitlement database. The Contractor shall only provide Hardware
Maintenance services for equipment that has been entered into ITTS. The Contractor shall work
with federal end users to enter equipment into ITTS to obtain support. The Government will
provide an initial estimate of the workstations, laptop computers, LAN and data center servers,
printers and backup devices in ITTS Maintenance Class “NBD” that will be out of warranty
upon award of this task order. The contractor shall prepare a proposal to provide the prescribed
services based on this estimate. The Government has provided a copy of the December 2006
snapshot is contained in Attachment 7 and an analysis showing the number of systems in service

by maintenance class in Attachment 8.

A.3.5 QUARTERLY ITTS SNAPSHOTS

ICE will provide a quarterly snapshot of the ITTS database for the purpose of keeping the
successful contractor’s records up to date. The contractor will use this information to determine
the support status of equipment involved in maintenance requests. A copy of the December 2006

snapshot is contained in Attachment 7.
A.3.6 INCIDENT RESPONSE

A.3.6.1 DETERMINATION OF MAINTENANCE COVERAGE

The Contractor shall use information contained in the ITTS snapshot to determine whether
maintenance requests fall under the warranty, out-of-warranty or under depot categories.

A.3.6.2 WARRANTY MAINTENANCE
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ICE Operations Support

For items determined to be under warranty, the contractor’s responsibility is to contact the
warranty vendor to obtain support.

e In general, this support will be in the form of working with local Field Support staff and
arranging for the warranty vendor to ship replacement parts to the site.

* In some cases, the contractor’s Hardware Maintenance team will work with the warranty
vendor to dispatch both parts and manufacturer-supplied support staff to the site. This
coordination will involve arranging for escort of un-cleared repair technicians.

A.3.6.3 OUT-OF-WARRANTY

The contractor shall fix or replace out-of-warranty equipment at its discretion. However,
replacement equipment must be compatible with current ICE assets as listed in the ITTS
Snapshot. The Government requires prior approval for all replacements. The Contractor shall
coordinate with on-site Government property custodians to ensure that replacement equipment is
properly entered into the DHS and ICE asset management systems.

1. Examples of Equipment Maintained Include:

Personal Computers — Pentium.
Servers.

Printers — Laser.

Scanners — Flatbed.

Sun Servers.

Sun Enterprise Servers.
Biometric Devices.

Tape Backup Units.

Storage Area Network (SAN) Devices and Network Area Systems (NAS).
Firewalls.

Network Switches.
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A3.64 DEPOT MAINTENANCE

Depot maintenance is a full repair service performed at a depot facility. In general depot
maintenance applies to laptops in CONUS and all types of systems located at OCONUS sites.
ICE is responsible for shipping a failed item to the designated maintenance depot at ICE’s

expense.

The contractor shall propose a bundled solution to provide depot maintenance. Att