ALLIANT SB GWAC
Ver .8, 04/25/2011

SECTION I
CONTRACT CLAUSES
I.1 GENERAL

Orders under the Basic Contract may include additional clauses to those enumerated in this Basic
Contract, such as: (1) optional FAR clauscs; (2) agency supplemental clauscs; (3) alternate FAR
clauses; and (4) order-specific clauses. Such additional clauses are not limited to those associated
only with Section I of the Uniform Contract Format in FAR 52.3.

The clauscs rclating to the Davis-Bacon Act (Scction B.9) and the Scrvice Contract Act (Scction
B.10) shall be included in an individual Order by the OCQ if they are deemed applicable to the
Order.

The clauses 1n 1.2 apply at the Order level, as applicable, depending upon the contract type of the
Order, or as specifically referenced in the applicable Order.

.2 FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporales one or more clauses by reference, with the same [orce and effect as il
they were given in full text. Upon request, the Contracting Officer will make their full text

available. Also, the full text of a clause may be accessed clectronically at these addresses:

https:/www.acquisition.gov/far/index. html
https://www.acquisition.gov/gsam/gsam.html

CLJQA(;I.SE TITLE DATE FP | COST | T™
52.202-1 DEFINITIONS JUL 2004 X X
52.203-3 GRATUITIES APR 1984 X X
52.203-5 COVENANT AGAINST CONTINGENT FEES APR 1984 X X X
52.203-6 RESTRICTIONS ON SUBCONTRACTOR SALES | JUL 1995 X X
TO THE GOVERNMENT

52.203-7 ANTI-KICKBACK PROCEDURES JUL 1995 X X

52.203-8 CANCELLATION, RESCISSION. AND JAN 1997 X X
RECOVERY OF FUNDS FOR ILLEGAL OR
IMPROPER ACTIVITY

52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL JAN 1997 X X X
OR IMPROPER ACTIVITY

52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE SEP 2007 X X X
CERTAIN FEDERAL TRANSACTIONS
CONTRACTOR CODE OF BUSINESS ETHICS

52.203-13 AND CONDUCT APR 2010 X X X

52.203-14 DISPLAY OF HOTLINE POSTER(S) DEC 2007 X X X
WHISTLEBLOWER PROTECTIONS UNDER

52.203-15 THE AMERICAN RECOVERY AND JUN 2010 X X X
REINVESTMENT ACT OF 2009

52.204-2 SECURITY REQUIREMENTS AUG 1996 X X X
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(’L]é (I)J SE TITLE DATE FP | COST | TM
52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON AUG 2000 X X X
RECYCLED PAPER
52.204-7 CENTRAL CONTRACTOR REGISTRATION JUL 2006 X X X
2 904-0 PERSONAL IDENTITY VERIFICATION OF SEP 2007 < < <

CONTRACTOR PERSONNEL

REPORTING EXECUTIVE COMPENSATION
e -
32.204-10 AND FIRST-TIER SUBCONTRACT AWARDS JUL 2010 X X X

AMERICAN RECOVERY AND REINVESTMENT

_ ",
52.204-11 ACT — REPORTING REQUIREMENTS JUL 2010 X X X
52.207-3 RIGHT OF FIRST REFUSAL OF EMPLOYMENT | MAY 2006 | x X X
52.207-5 OPTION TO PURCHASE EQUIPMENT FEB 1995

2 208.0 CONTRACTOR USE OF MANADATORY 0T 2008 | x . .

SOURCE OF SUPPLY OR SERVICES

PROTECTING THE GOVERNMENT'S INTEREST
WHEN SUBCONTRACTING WITH
52.209-6 CONTRACTORS DEBARRED, SUSPENDED, OR | 774N 2005 X X X

PROPOSED FOR DEBARMENT

UPDATES OF PUBLICLY AVAILABLE

52.209-9 INFORMATION REGARDING RESPONSIBILITY | JAN 2011 X X X
MATTERS
52.200-9 ALTERNATE I JAN 2011 X X X
52.211-5 MATERIALS REQUIREMENTS AUG 2000 | x X
DEFENSE PRIORITY AND ALLOCATION
52.211-15 REQUIREMENTS SEP 1990 X X X
52.214-35 SUBMISSION OF OFFERS IN U.S. CURRENCY | APR 1991 P P
52.215-2 AUDIT AND RECORDS — NEGOTIATION OCT 2010 X X X
52.215-2 ALTERNATE ' (see note) MAR 2009 | «x X X
52.215-2 ALTERNATE 11 APR 1998 :
52.215-2 ALTERNATE III JUN 1999 P P X
ORDER OF PRECEDENCE — UNIFORM -
2 915- T I¢
52.215-8 CONTRACT FORMAT OCT 1997 X X X
CHANGES OR ADDITIONS TO MAKE-OR-BUY
ol = (14
52.215-9 PROGRAM OCT 1997 | x X X
52.215-9 ALTERNATE ] OCT 1997 | x
52.215-9 ALTERNATE II OCT 1997 X
PRICE REDUCTION FOR DEFECTIVE COST OR
775 T |04
52.215-10 PRICING DATA OCT 1997 | x X X
PRICE REDUCTION FOR DEFECTIVE COST OR ]
32.215-11 PRICING DATA — MODIFICATIONS OCT 1997 X X X
52.215-12 SUBCONTRACTOR COST OR PRICING DATA | OCT 1997 | «x X X
SUBCONTRACTOR COST OR PRICING DATA — ]
52.215-13 MODIEICATIONS OCT 1997 | x X X
52.215-14 INTEGRITY OF UNIT PRICES OCT 1997 | x X
52.215-14 ALTERNATE 1 OCT 1997 | x X X
PENSION ADJUSTMENTS AND ASSET
ol -
52.215-15 REVERSIONS OCT 2004 | x X X
52.215-16 FACILITIES CAPITAL COST OF MONEY JUN 2003 X X X
WAIVER OF FACILITIES CAPITAL COST OF
ol - (14
52.215-17 MONEY OCT 1997 | x X X
1-2
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CL;A gsu TITLE DATE | ¥P | CcOST | ™
REVERSION OR ADJUSTMENT OF PLANS FOR
52215-18 | POSTRETIREMENT BENEFITS (PRB) OTHER | JUL 2005 | x X X
THAN PENSIONS
REQUIREMENTS FOR COST OR PRICING
§2.215-21 | DATA OR INFORMATION OTHER THAN COST | OCT 1997 | x X X
OR PRICING DATA-MODIFICATIONS
5221521 | ALTERNATEI OCT 197 | «x X x
5201521 | ALTERNATE II OCT 1997 | «x < x
5221521 | ALTERNATE 111 OCT 1997 | «x X X
5201521 | ALTERNATE IV OCT 1997 | x . x
ECONOMIC PRICE ADJUSTMENT — LABOR
» - [N
52.216-4 D MATER AL JAN 1997 | x X
52.216-5* | PRICE REDETERMINATION — PROSPECTIVE | OCT 1997 | x x
522166 | PRICE REDETERMINATION— RETROACTIVE | OCT 1997 | x x
52216-7¢ | ALLOWABLE COST AND PAYMENT DEC 2002 X x
522168 FIXED FEE MAR 1997 < x
52216-10 | INCENTIVE FEE MAR 1997 X X
52.216-11% | COST CONTRACT-NO FEE APR 1984 . x
52.016.12 | COST-SHARING CONTRACT— NO FEE APR 1984 <
52216-16* | INCENTIVE PRICE REVISION - FIRM TARGET | OCT 1997 | x x
$2016-16 | ALTERNATE | APR 1984 | «x
INCENTIVE PRICE REVISION — SUCCESSIVE
» - £ )
52216-17% | DO OCT 1997 | «x X
$2216-17 | ALTERNATE | APR 1984 | «x x
CANCELLATION UNDER MULTI-YEAR
» 2 )
52.217-2 CONTRACTS OCT 1997 | «x
52.0178% | OPTION TO EXTEND SERVICES NOV 1999 | x < x
OPTION TO EXTEND THE TERM OF THE
ol 0k
52.217-9 CONTRACT MAR 2000 | x X X
NOTICE OF PRICE EVALUATION
522194 PREFERENCE EOR HGBZONE SMALL JUL 2005 | x < X
BUSINESS CONCERNS.
22196 NOTICE OF TOTAL SMALL BUSINESS SET- on 2008 |« ) )
ASIDE
_ UTILIZATION OF SMALL BUSINESS
2 - A0
52.210-%8 CONCERNS MAY 2004 X X X
52.219-0 SMALL BUSINESS SUBCONTRACTING PLAN | JUL 2005 | «x X
5221914 | LIMITATIONS ON SUBCONTRACTING DEC 1996 | x . x
LIQUIDATED DAMAGES —
32.219-16 | < "BCONTRACTING PLAN JANT1999 1 x X X
POST-AWARD SMALL BUSINESS PROGRAM
N RN ol <
32.219-28 REPRESENTATION MAR 2009 | x X X
NOTICE TO THE GOVERNMENT OF LABOR
e - AL
52.202-1 DrsPUTES FEB 1997 | «x X X
52220-2¢ | PAYMENT FOR OVERTIME PREMIUMS JUL 1990
52,0373 CONVICT LABOR JUN 2003 :
5222021 | PROHIBITION OF SEGREGATED FACILITIES | FEB 1999 | x X x
13
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CL;A gsu TITLE DATE | FP | COST | T™
52.222-26 EQUAL OPPORTUNITY MAR 2007 | x X X
5222229 NOTIFICATION OF VISA DENIAL JUN 2003 X X
EQUAL OPPORTUNITY FOR SPECIAL
DISABLED VETERANS. VETERANS OF THE
. . _
52.222-35 VIETNAM ERA. AND OTHER ELIGIBLE DEC 2001 1 x X X
VETERANS
AFFIRMATIVE ACTION FOR WORKERS WITH
37 i
52.222-36 IS ABILITIES JUN 1998 X X X
52.222-36 ALTERNATE I JUN 1998 | x X X
EMPLOYMENT REPORTS ON SPECIAL
DISABLED VETERANS, VETERANS OF THE oy
AN 3 - 4
52.222-37 | VIETNAM ERA, AND OTHER ELIGIBLE DEC2001 | x x X
VETERANS
52.222-50 COMBATING TRAFFICKING IN PERSONS FEB 2009 X X
§2.222-54 EMPLOYEE ELIGIBILITY VERIFICATION JAN 2009 X
HAZARDOUS MATERIAL IDENTIFICATION
e ~1F* [N
52.223-3 AND MATERIAL SAFETY DATA JAN 1997 X X X
52.223.3% ALTERNATE | JUL 1995 X X X
POLLUTION PREVENTION AND RIGHT-TO-
IR ol
52.223-5 KNOW INFORMATION. ALTERNATE I AUG 2003 1 x X X
52.223-5 ALTERNATE I AUG 2003 | «x X X
52.223-5 ALTERNATE II AUG 2003 | «x X
52.223-6 DRUG-FREE WORKPLACE MAY 2001 | x X
52.223-10 WASTE REDUCTION PROGRAM AUG 2000 | x X
REFRIGERATION EQUIPMENT AND AIR
I3 JC
52.223-12 CONDITIONERS MAY 1995 | x X X
52.223-14 TOXIC CHEMICAL RELEASE REPORTING AUG 2003 | x X X
AFFIRMATIVE PROCUREMENT OF EPA-
52.223-17 DESIGNATED ITEMS IN SERVICE AND MAY 2008 | x X X
CONSTRUCTION CONTRACTS
52,2041 PRIVACY ACT NOTIFICATION APR 1984 | x X X
52,2242 PRIVACY ACT APR 1984 | «x X X
52.225-1 BUY AMERICAN ACT —-SUPPLIES FEB 2009
BUY AMERICAN ACT — FREE TRADE
I5- i
52.225-3 AGREEMENTS — ISRALI TRADE ACT JUN 2009 X X X
52.225-5 TRADE AGREEMENTS AUG 2009 | x X
52,2258 DUTY-FREE ENTRY FEB 2000 X X
RESTRICTIONS ON CERTAIN FOREIGN
AR
52.225-13 PURCHASES JUN 2008 | x X
INCONSISTENCY BETWEEN ENGLISH -
PR )
52.225-14 VERSION AND TRANSLATION OF CONTRACT | FEB 2000 X X X
CONTRACTOR PERSONNEL IN A
DESIGNATED OPERATIONAL AREA OR
AR
52.225-19 SUPPORTING A DIPLOMATIC OR CONSULAR | MAR 2008 | x X X
MISSION OUTSIDE THE UNITED STATES
52.227-1 AUTHORIZATION AND CONSENT DEC 2007 | «x X
52997 NOTICE AND ASSISTANCE REGARDING DEC 2007 | x .

PATENT AND COPYRIGHT INFRINGEMENT

14
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(1;4 (;ISE TITLE DATE FP | COST | T™
52.227-3 PATENT INDEMNITY APR 1984 | «x X
52.227-3% ALTERNATE ] APR 1984 | x X
52.227-3* ALTERNATE I APR 1984 | «x X
52.207-5% WAIVER OF INDEMNITY APR 1984 | x X
52.227-9 REFUND OF ROYALTIES APR 1984 | «x

FILING OF PATENT APPLICATIONS —
17 - N
32.227-10 CLASSIFIED SUBJECT MATTER DEC 2007 1 x X
PATENT RIGHTS — RETENTION BY THE
37 W2
52.227-11 CONTRACTOR (SHORT FORM) DEC 2007 X X
PATENT RIGHTS — ACQUISITION BY THE .
e -
52.227-13 GOVERNMENT DEC 2007 | «x X
52.227-14 RIGHTS IN DATA— GENERAL DEC 2007 | x X X
52.227-14 ALTERNATE I DEC 2007 | «x X X
52.227-14%* | ALTERNATE II DEC 2007 | «x X X
52.227-14* | ALTERNATE III DEC 2007 | «x X X
52.227-14 ALTERNATE IV DEC 2007 | «x X X
52.227-14% | ALTERNATE V DEC 2007 | x X X
52.227-16 ADDITIONAL DATA REQUIREMENTS JUN 1987 X X
$2.227-17 RIGHTS [N DATA-SPECIAL WORKS DEC 2007 | «x X X
COMMERCIAL COMPUTER SOFTWARE —
. _
52.227-19 RESTRICTED RIGHTS DEC 2007 | x
TECHNICAL DATA DECLARATION,
52.227-21% | REVISION, AND WITHHOLDING OF DEC 2007 | «x X X
PAYMENT— MAJOR SYSTEMS
52.227-22 MAIJOR SYSTEM — MINIMUM RIGHTS JUN 1987 X X
52.227-23% | RIGHTS TO PROPOSAL DATA (TECHNICAL) JUN 1987
WORKERS' COMPENSATION INSURANCE
I8
52.228-3 (DEFENSE BASE ACT) APR 1984 | «x X X
WORKERS' COMPENSATION AND WAR- _
DV AIG_ > ;
52.2284 HAZARD INSURANCE OVERSEAS APRI984 1 x X X
INSURANCE - WORK ON A GOVERNMENT
I (;
52.228-5 INSTALL ATION JAN 1997 X
52.228-7 INSURANCE — LIABILITY TO THIRD PERSONS | MAR 1996 X
52,2293 FEDERAL. STATE, AND LOCAL TAXES APR 2003 | «x X
FEDERAL, STATE. AND LOCAL TAXES

M) ? " ol
32.229-4 (STATE AND LOCAL ADJUSTMENTS) APR2003 1 x X
52,2296 TAXES — FOREIGN FIXED-PRICE CONTRACTS | JUN 2003 X X

TAXES — FOREIGN COST-REIMBURSEMENT
D IIY_RE E1N
52.229-8 CONTRACTS MAR 1990 X
STATE OF NEW MEXICO GROSS RECEIPTS
30_10*
52.229-10 AND COMPENSATING TAX APR 2003 X X
52.232-1 PAYMENTS APR 1984 | «x
PAYMENTS UNDER TIME-AND-MATERIALS -

) _F# )

52.232-7 AND LABOR-HOUR CONTRACTS FEB 2007 X
52.232-7 ALTERNATE I FEB 2007 X
52,2328 DISCOUNTS FOR PROMPT PAYMENT FEB 2002 X

1-5
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CL;A g‘su TITLE DATE | FP | COST | T™
LIMITATION ON WITHHOLDING OF

52.232-9 PAYMENTS APR 1984 | x X X

5223211 EXTRAS APR 1984

52.232-12* | ADVANCE PAYMENTS MAY 2001 | x X X

§2.232-12 ALTERNATE | APR 1984 | x

52.232-12* | ALTERNATE II MAY 2001 X

52.232-16% | PROGRESS PAYMENTS JUL 2009 X

5223216 | ALTERNATE I MAR 2000 | x

52.232-17 INTEREST OCT 2008 | x X X

§2.232-18 AVAILABILITY OF FUNDS APR 1984 | x
AVAILABILITY OF FUNDS FOR THE NEXT

52232-19 | LeCAT YEAR APR 1984 | x X

$2.232-20 LIMITATION OF COST APR 1984 X

5223222 | LIMITATION OF FUNDS APR 1984 X

52.232-23 ASSIGNMENT OF CLAIMS JAN 1986 | x X X

§2.232-23 ALTERNATE 1 APR 1984 X X

52.232-25 PROMPT PAYMENT OCT 2003 | x X X

§2.232-25 ALTERNATE | FEB 2002 X X
PAYMENT BY ELECTRONIC FUNDS

5223233 | TRANSFER-CENTRAL CONTRACTOR OCT 2003 | x X x
REGISTRATION

5223236 | PAYMENT BY THIRD PARTY FEB 2010 | x X X

52.232-37 MULTIPLE PAYMENT ARRANGEMENTS. MAY 1999 | x X X

52.233-] DISPUTES JUL 2002 X X X

52,2331 ALTERNATE 1 DEC 1991 | «x X X

52.233-3 PROTEST AFTER AWARD AUG 1996 | x X

522333 ALTERNATE I JUN 1985 X
APPLICABLE LAW FOR BREACH OF ]

52.233-4 CONTRACT CLAIM OCT2004 1 x X X
PROTECTION OF GOVERNMENT BUILDINGS,

32.237-2 EQUIPMENT, AND VEGETATION APR 984 1 x X X

52.237-3 CONTINUITY OF SERVICES JAN 1991 X X
WAIVER OF LIMITATION ON SEVERANCE .

32.237-9 PAYMENTS TO FOREIGN NATIONALS AUG 2003 X X
IDENTIFICATION OF UNCOMPENSATED .

5223710 | GUERTIME OCT 1997 | x X x

52.239-1 PRIVACY OR SECURITY SAFEGUARDS AUG 1996 | x X X

52.242-1 NOTICE OF INTENT TO DISALLOW COSTS APR 1984 | «x X X

52.242-3 PENALTIES FOR UNALLOWABLE COSTS MAY 2001 X X

522424 CERTIFICATION OF FINAL INDIRECT COSTS | JAN 1957 X X

52.242-13 BANKRUPTCY JUL 1995 X X X

52.243-1 CHANGES — FIXED-PRICE ALTERNATE I AUG 1987 | x

52,2431 ALTERNATE 1 APR 1984 | «x

52.243-] ALTERNATE II APR 1984 | x

52,2431 ALTERNATE 1] APR 1984 | x

52,2432 CHANGES — COST REIMBURSEMENT AUG 1987 X
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CL;A g‘su TITLE DATE | FP | COST | T™

52,2432 ALTERNATE I APR 1984 X

522432 ALTERNATE 11 APR 1984

52.243-2 ALTERNATE V APR 1984 X
CHANGES — TIME-AND-MATERIALS OR N .

5§2.243-3 L ABOR HOURS SEPT 2000 X

52.243-6 CHANGE ORDER ACCOUNTING APR 1984 | x X

522437+ NOTIFICATION OF CHANGES APR 1984 X

522440 SUBCONTRACTS JUN2007 | x X X

52.244-2 ALTERNATE I JUN 2007 X

52,2445 COMPETITION IN SUBCONTRACTING DEC 1996 X

52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEMS | JUN 2010 | x X

52.245-1 GOVERNMENT PROPERTY JUN 2007 X
GOVERNMENT PROPERTY INSTALLATION

52.245-2 OPERATION SERVICES JUN2007 | «x X X

52.245-9 USE AND CHARGES JUNE 2007 | «x X X
WARRANTY OF SYSTEMS AND CQUIPMENT

$2.246-19* | UNDER PERFORMANCE SPECIFICATIONS OR | MAY 2001 | «x
DESIGN CRITERIA.

52246-19 | ALTERNATE I APR 1984 | x

§2.246-19 ALTERNATE 11 APR 1984 | «x

52246-19 | ALTERNATE III APR 1984 | x

52.246-20* | WARRANTY OF SERVICES MAY 2001 | x

5224623 | LIMITATION OF LIABILITY FEB 1997 | x X

5324604 | LIMITATION OF LIABILITY - HIGH VALUE FEE 1997 | x )
ITEMS

52.246.25 LIMITATION OF LIABILITY — SERVICES FEB 1997

52.247-1% COMMERCIAL BILL OF LADING NOTATIONS | FEB 2006 | x

§2.247-63% | PREFERENCE FOR U.S.-FLAG AIR CARRIERS | JUNE 2003 X
SUBMISSION OF TRANSPORTATION

52247-67* | DOCUMENTS FOR AUDIT FEB 2006 | x X X

52.248-1% VALLUE ENGINEERING FEB 2000 | x X

52.248-1 ALTERNATE I APR 1984 | x X

52.248-1 ALTERNATE II FEB 2000 | x X X

52.248-1 ALTERNATE 11] APR 1984 | «x X
TERMINATION FOR CONVENIENCE OF THE

52.249-2 GOVERNMENT (FIXED-PRICE) MAY 2004 1 x X

. TERMINATION FOR CONVENIENCE OF THE .

52.249-4 GOVERNMENT (SERVICES) (SHORT FORM). | ATR 1984 1 x

52.249-6 TERMINATION (COST-REIMBURSEMENT) MAY 2004 X

52.249.6 ALTERNATE IV SEP 1996 X
DEFAULT (FIXED-PRICE SUPPLY AND

52.249-8 SERVICE) APR 1984 | x

52249-14 | EXCUSABLE DELAYS APR 1984

52.250-5 SAFETY ACT — CQUITABLE ADJUSTMENT LB 2009

52.251-1 GOVERNMENT SUPPLY SOURCES APR 1984 | x
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CLIQA(;ISE TITLE DATE FP | COST | ™™
52 5]-2 INTERAGENCY FLEET MANAGEMENT JAN 199] <

SYSTEM VEHICLES AND RELATED SERVICES

52.253-1 COMPUTER GENERATED FORMS JAN 1991 X X X

' Alternate I only applies to orders funded in whole or in part by the American Recovery and Reinvesiment Act of
2009 (ARRA)

(Note: Clause numbers followed by an asterisk (*) require fill-ins by the QCO if determined
applicable and incorporated into the Order.)

(End of Clause)

1.2.1 ACQUISITION OF COMMERCIAL ITEMS AT THE TASK ORDER LEVEL

The following clauses apply only to task orders that are for the acquisition of supplies or services
that meet the definition of commercial items at FAR 2.101. If commercial acquisition
procedures arc used for any task order, the clauses will be incorporated in full text in the task
order.

Clﬁ(‘){SE TITLE DATE | FP | COST | T™™
522124 CONTRACT TERMS AND CONDITIONS _ TUN 2010 " "
COMMERCIAL ITEMS
522124 ALTERNATE I OCT 2008 | x "
522125 CONTRACT TERMS AND CONDITIONS TUL 2010 " "
REQUIRED TO IMPLEMENT STATUTES OR
EXECUTIVE ORDERS—COMMERCIAL ITEMS
522125 ALTERNATE I FEB 2000 " "
522125 ALTERNATE II APR 2010 " "

1.3 GENERAL SERVICES ADMINISTRATION ACQUISITION MANUAL (GSAM),
INCORPORATED BY REFERENCE

CLAUSE # CLAUSE TITLE DATE
552.215-70 EXAMINATION OF RECORDS BY GSA FEB 1996
552.233-70 PROTESTS FILED DIRECTLY WITH THE GENERAL SERVICES MAR 2000

ADMINISTRATION

1.4 FAR 52.216-18 ORDERING (OCT 1995)
(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of

dclivery orders or task orders by the individuals or activitics designated in the Schedule. Such
orders may be issued in accordance with Section F.3.

1-8
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(b} All delivery orders or task orders arc subject to the terms and conditions of this contract. In
the event of conflict between a delivery order or task order and this contract, this contract shall
control.

(c) If mailed, a delivery order or task order 1s considered “issucd” when the Government deposits
the order in the mail. Orders may be issued orally, by facsimile, or by electronic commerce

methods only il authorized by the Schedule.

(End of clausc)

L5 FAR 52.215-19 NOTIFICATION OF OWNERSHIP CHANGES (OCT 1997)

(a) The Contractor shall make the following notifications in writing:
(1) When the Contractor becomes aware that a change in its ownership has occurred, or is
certain to occur, that could result in changes in the valuation of its capitalized asscts in
the accounting records, the Contractor shall notify the ACO within 30 days.
(2) The Contractor shall also notify the ACO within 30 days whenever changes to asset
valuations or any other cost changes have occurred or arc certain to occur as a result of a
change in ownership.

{b} The Contractor shall--

(1) Maintain current, accurate, and complete inventory records of assets and their costs;

(2) Provide the ACO or designated representative ready access to the records upon
request;

(3) Ensure that all individual and grouped assets, their capitalized values, accumulated
depreciation or amortization, and remaining useful lives are identified accurately before

and aftcr cach of the Contractor's owncrship changes; and

(4) Retain and continue 1o maintain depreciation and amortization schedules based on the
asset records maintained before each Contractor ownership change.

(c) The Contractor shall include the substance of this clause in all subcontracts under this
contract that meet the applicability requirement of FAR 15.408(k).

(End of clausc)

19
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L6 FAR 52.216-19 ORDER LIMITATIONS (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this contract
in an amount of less than S100,000 the Government is not obligated to purchase, nor is the
Contractor obligated to tfurnish, those supplies or services under the contract.

(by Maximum order. The Contractor is not obligated to honor:
(1) Any order for a single item in excess of $1 Billion;
(2} Any order for a combination of items in excess of $1 Billion;

(3) A series of orders from the same ordering office within 10 days that together call for
quantitics cxcceding the limitation in subparagraph (1} or (2) above,

(c) If this 15 a requirements contract (7.e., includes the Requirements clause at subsection 52.216-
21 of the Federal Acquisition Regulation (FAR), the Government is not required to order a part
of any onc requircment from the Contractor if that requirement exceeds the maximum-order
limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b} and (c) of this section, the Contractor shall honor any order
exceeding the maximum order limitations in paragraph (b}, unless that order (or orders) 1s
returned to the ordering office within three (3) work days after issuance, with written notice
stating the Contractor’s intent not to ship the item (or items) called [or and the reasons. Upon
recelving this notice, the Government may acquire the supplies or services from another source.

(End of clause)

L7 FAR 52.216-22 INDEFINITE QUANTITY (OCT 1995)

(a) This 1s an indeflinite-quantity contract for the supplies or services specified, and effective [or
the period stated, in the Schedule. The quantities of supplies and services specified in the
Schedule are cstimates only and arc not purchascd by this contract.

{(b) Delivery or performance shall be made only as authorized by orders issued in accordance
with the Ordering clause. The Contractor shall furnish to the Government, when and if ordered,
the supplies or services specified in the Schedule up to and including the quantity designated in
the Schedule as the “maximum.” The Government shall order at least the quantity of supplies or
services designated in the Schedule as the “minimum.”

{c) Except for any limitations on quantitics in the Order Limitations clause or in the Schedule,

there is no limit on the number of orders that may be issued. The Government may issue orders
requiring delivery to multiple destinations or performance at multiple locations.

I-10
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(d) Any order issued during the effective period of this contract and not completed within that
period shall be completed by the Contractor within the time specified in the order. The contract
shall govern the Contractor’s and Government’s rights and obligations with respect to that order
to the same extent as il the order were completed during the contract’s effective period;
provided, that the Contractor shall not be required to make any deliveries under this contract
after 60 months following the cxpiration of the basic contract ordering period.

(End of clause)

.8 FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR
2000)

{a) The Government may extend the term of this contract by written notice to the Contractor
within 90 days of the cxpiration of the contract; provided that the Government gives the
Contractor a preliminary written notice of its intent to extend at least 180} days before the
contract expires. The preliminary notice does not commit the Government to an extension.

(b} If the Government exercises this option, the extended contract shall be considered to include
this option clause.

{(c) The total duration of this contract, including the exercise of any options under this clause,
shall not excced 10 years.

(End of clause)

L9 FAR 52.232-32 PERFORMANCED-BASED PAYMENTS (JAN 2008)

a) Amount of pavments and limitations on payments. Subject to such other limitations and
conditions as are specified in this contract and this clause, the amount of payments and
limitations on payments shall be specified in the contract’s description of the basis for payment.

(by Contractor request for performance-based payment. The Contractor may submit requests for
payment of performance-based payments not more frequently than monthly, in a form and
manner acceptable to the Contracting Officer. Unless otherwise authorized by the Contracting
Officer, all performance-based payments in any period for which payment is being requested
shall be included in a single request, appropriately itemized and totaled. The Contractor’s request
shall contain the information and certification detailed in paragraphs (I} and (m) of this clause.

{c) Approval and payment of requests.

I-11
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(1) The Contractor shall not be entitled to payment of a request for performance-based
payment prior to successful accomplishment of the event or performance criterion for which
payment 1s requested. The Contracting Officer shall determine whether the event or
performance criterion for which payment is requested has been successfully accomplished
in accordance with the terms of the contract. The Contracting Officer may, at any time,
require the Contractor to substantiate the successful performance of any event or
performance criterion which has been or is represented as being payable.

(2) A payment under this performance-based payment clause is a contract financing
payment under the Prompt Payment clause of this contract and not subject to the interest
penalty provisions of the Prompt Payment Act. The designated payment office will pay
approved requests on the 3™ [Contracting Officer insert day as prescribed by
agency head; if not prescribed, insert “30th’] day after receipt of the request for
performance-based payment by the designated payment office. However, the designated
payment office is not required to provide payment if the Contracting Officer requires
substantiation as provided in paragraph (c)(1) of this clause, or inquires into the status of an
event or performance criterion, or into any of the conditions listed in paragraph {(e) of this
clause, or into the Contractor certification. The payment period will not begin until the
Contracting Officer approves the request.

(3) The approval by the Contracting Officer of a request for performance-based payment
does not constitute an acceptance by the Government and does not excuse the Contractor
from performance of obligations under this contract.

(d) Liguidation of performance-based payments.

(1) Performance-based finance amounts paid prior to payment for delivery of an item shall
be liquidated by deducting a percentage or a designated dollar amount from the delivery
payment. If the performance-based finance payments are on a delivery item basis, the
liguidation amount for each such line item shall be the percent of that delivery item price
that was previously paid under performance-based finance payments or the designated
dollar amount. 1f the performance-based finance payments are on a whole contract basis,
liquidation shall be by either predesignated liquidation amounts or a liquidation percentage.

(2) It at any time the amount of payments under this contract exceeds any limitation in this
contract, the Contractor shall repay to the Government the excess. Unless otherwise
determined by the Contracting Officer, such excess shall be credited as a reduction in the
unliquidated performance-based payment balance(s), alter adjustment of invoice payments
and balanccs for any rctroactive price adjustments.
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(e) Reduction or suspension of performance-based payments. The Contracting Officer may

reduce or suspend performance-based payments, liquidate performance-based payments by

deduction from any payment under the contract, or take a combination of these actions after
finding upon substantial evidence any of the following conditions:

(1) The Contractor failed to comply with any material requirement of this contract (which
includes paragraphs (h) and (i) of this clause).

(2) Performance of this contract is endangered by the Contractor’s—

(1) Failure to make progress; or
(1) Unsatisfactory financial condition.

(3) The Contractor is delinquent in payment of any subcontractor or supplier under this
contract in the ordinary course of business.

(f) Title.

(1) Title to the property described in this paragraph (f) shall vest in the Government.
Vestiture shall be immediately upon the date of the first performance-based payment under
this contract, for property acquired or produced before that date. Otherwise, vestiture shall
occur when the property is or should have been allocable or properly chargeable to this
contract.

(2) “Property,” as used in this clause, includes all of the following described items acquired
or produced by the Contractor that are or should be allocable or properly chargeable to this
contract under sound and generally accepted accounting principles and practices:

(1) Parts, materials, inventories, and work in process;

(1) Special tooling and special test equipment to which the Government is to acquire title
under any other clause of this contract;

(111) Nondurable (i.e., noncapital) tools, jigs, dies, fixtures, molds, patterns, taps, gauges,
test equipment and other similar manufacturing aids, title to which would not be obtained
as special tooling under paragraph (f)(2)(i1) of this clause; and

(1v) Drawings and technical data, to the extent the Contractor or subcontractors are
required to deliver them to the Government by other clauses of this contract.
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(3) Although title to property is in the Government under this clause, other applicable
clauses of this contract (e.g., the termination or special tooling clauses) shall determine the

handling and disposition of the property.

(4) The Contractor may sell any scrap resulting from production under this contract, without
requesting the Contracting Officer’s approval, provided that any significant reduction in the
value of the property to which the Government has title under this clause is reported in
writing to the Contracting Officer.

(5} In order to acquire for its own use or dispose of property to which title is vested in the
Government under this clause, the Contractor shall obtain the Contracting Officer’s advance
approval of the action and the terms. If approved, the basis for payment (the events or
performance criteria) to which the property is related shall be deemed to be not in
compliance with the terms of the contract and not payable (if the property is part of or
needed for performance), and the Contractor shall refund the related performance-based

payments in accordance with paragraph (d) of this clause.

(6) When the Contractor completes all of the obligations under this contract, including
liquidation of all performance-based payments, title shall vest in the Contractor for all
property (or the proceeds thereof) not—

(1) Delivered to, and accepted by, the Government under this contract; or
(1) Incorporated in supplies delivered to, and accepted by, the Government under this
contract and to which title 1s vested in the Government under this clause.

(7) The terms of this contract concerning liability for Government-tfurnished property shall
not apply to property to which the Government acquired title solely under this clause.

(g) Risk of ioss. Before delivery to and acceptance by the Government, the Coniractor shall bear

the risk of loss for property, the title to which vests in the Government under this clause, except

to the extent the Government expressly assumes the risk. If any property is damaged, lost, stolen,

or destroyed, the basis of payment (the events or performance criteria) to which the property is

related shall be deemed to be not in compliance with the terms of the contract and not payable (if

the property is part of or needed for performance), and the Contractor shall retund the related

performance-based payments in accordance with paragraph (d) of this clause.

(h) Records and controls. The Contractor shall maintain records and controls adequate for
administration of this clause. The Contractor shall have no entitlement to perlormance-based
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payments during any time the Contractor’s records or controls are determined by the Contracting

Officer to be inadequate for administration of this clause.

(1) Reports and Government access. The Contractor shall promptly furnish reports, certificates,
financial statements, and other pertinent information requested by the Contracting Officer for the
administration of this clause and to determine that an event or other criterion prompting a
financing payment has been successfully accomplished. The Coniractor shall give the
Government reasonable opportunity to examine and verify the Contractor’s records and to
examine and verify the Contractor’s performance of this contract for administration of this

clause.
() Special terms regarding default. If this contract is terminated under the Default clause,

(1) the Contractor shall, on demand, repay to the Government the amount of unliquidated
performance-based payments, and (2) title shall vest in the Contractor, on full liquidation of
all performance-based payments, for all property for which the Government elects not to
require delivery under the Default clause of this contract. The Government shall be liable for

no payment except as provided by the Default clause.
(k) Reservation of rights.
(1) No payment or vesting of title under this clause shall—

(1) Excuse the Contractor from performance of obligations under this contract; or
(1) Constitute a waiver of any of the rights or remedies of the parties under the contract.

(2) The Government’s rights and remedies under this clause—

(1) Shall not be exclusive, but rather shall be in addition to any other rights and remedies
provided by law or this contract; and

(1) Shall not be affected by delayed, partial, or omitted exercise of any right, remedy,
power, or privilege, nor shall such exercise or any single exercise preclude or impair any
further exercise under this clause or the exercise of any other right, power, or privilege of

the Government.

() Content of Contractor’s request for performance-based payment. The Contractor’s request for
performance-based payment shall contain the following:

(1) The name and address of the Contractor;
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(2) The date of the request for performance-based payment;

(3) The contract number and/or other identifier of the contract or order under which the

request is made;

(4) Such information and documentation as is required by the contract’s description of the
basis for payment; and

(5) A certification by a Contractor official authorized to bind the Contractor, as specified in

paragraph (m}) of this clause.

(m) Content of Contractor's certification. As required in paragraph (1)(5) of this clause, the
Contractor shall make the following certification in each request for performance-based

payment:
I certify to the best of my knowledge and belief that—

(1) This request for performance-based payment is true and correct; this request (and
attachments) has been prepared from the books and records of the Contractor, in
accordance with the contract and the instructions of the Contracting Officer;

(2) (Except as reported in writing on (TO BE DETERMINED AT THE ORDER LEVEL)),
all payments to subcontractors and supplicrs under this contract have been paid, or will be
paid, currently, when due in the ordinary course of business;

(3} There arc no encumbrances (cxcept as reported in writing on (TO BE DETERMINED
AT THE ORDER LEVEL)} against the property acquired or produced for, and allocated or
properly chargeable 1o, the contract which would affect or impair the Government's title;

(4) There has been no materially adverse change in the financial condition of the
Contractor since the submission by the Contractor to the Government of the most recent
written information dated ;and

(5} After the making of this requested performance-bascd payment, the amount of all
payments for each deliverable item for which performance-based payments have been
requested will not exceed any limitation in the contract, and the amount of all payments
under the contract will not exceed any limitation in the contract.

(End of clause)
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L10 FAR 52.237-3 CONTINUITY OF SERVICES (JAN 1991)

(a) The Contractor recognizes that the services under this contract are vital to the Government
and must be continued without interruption and that, upon contract expiration, a successor, either
the Government or another contractor, may continue them. The Coniractor agrees to—

(1) Furnish phase-in training; and

(2) Exercise its best efforts and cooperation to effect an orderly and efficient transition to
a SUCCCSSOT.

{b) The Contractor shall, upon the Contracting Officer’s written notice, (1) furnish phase-in,
phase-out services for up to 90 days after this contract expires and (2) negotiate in good faith a
plan with a successor to detcrmine the nature and extent of phase-in, phasc-out services required.
The plan shall specify a training program and a date for transferring responsibilities for each
division ol work described in the plan, and shall be subject 1o the Contracting Officer’s approval.
The Contractor shall provide sufficient experienced personnel during the phase-in, phase-out
period to ensurc that the scrvices called for by this contract arc maintained at the required level
of proficiency.

(c) The Contractor shall allow as many personnel as practicable to remain on the job to help the
successor maintain the continuity and consistency of the services required by this contract. The
Contractor also shall disclose necessary personnel records and allow the successor to conduct on-
site interviews with these employees. I selected employees are agreeable to the change, the
Contractor shall release them at a mutually agreeable date and negotiate transfer of their earned
fringe benefits to the successor.

(d) The Contractor shall be reimbursed for all reasonable phase-in, phase-out costs (i.e., costs
incurred within the agreed period after contract expiration that result from phase-in, phase-out
operations) and a fee (profit) not to ¢cxceed a pro rata portion of the fee (profit) under this
contract.

(End of clause)

.11 FAR 52.252-6 AUTHORIZED DEVIATIONS IN CLLAUSES (APR 1984)

(a) The usc in this solicitation or contract of any Federal Acquisition Regulation (48 CFR
Chapter 1) clause with an authorized deviation is indicated by the addition of “(DEVIATION)”
after the date of the clause.

(b) The usc in this solicitation or contract of any GSAM (48 CFR Chapter 5) clause with an
authorized deviation is indicated by the addition of “(DEVIATION)” after the name of the
regulation.

(End of clause)
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.12 GSAM 552.203-71 RESTRICTION ON ADVERTISING (SEP 1999)

The Contractor shall not refer to this contract in commercial advertising or similar promotions in
such a manncr as to statc or imply that the product or service provided is endorsed or preferred
by the White House, the Executive Office of the President, or any other element of the Federal
Government, or 15 considered by these entities (o be superior to other products or services. Any
advertisement by the Contractor, including price-off coupons, that refers to a military resale
activity shall contain the following statcment: “This advertiscment is neither paid for nor
sponsored, in whole or in part, by any element of the United States Government.”

(End of clause)

.13 GSAM 552.232-72 FINAL PAYMENT (SEP 1999)

Before final payment is madc, the Contractor shall furnish the Contracting Officer with a rclease
of all claims against the Government relating to this contract, other than claims in stated amounts
that are specifically exceptled by the Contractor from the release. If the Contractor’s claim to
amounts payable under the contract has been assigned under the Assignment of Claims Act

of 1940, as amended (31 U.S.C. 3727, 41 U.S.C. 15), a rclease may also be required of the
assignee.

(End of clause)

.14 GSAM 552.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (SEP 1999)
(a) Deviations to FAR clauses.

(1) This solicitation or contract indicates any authorized deviation to a Federal
Acquisition Regulation (48 CFR Chapter 1) clause by the addition of “(DEVIATION)”
after the date of the clause, if the clausc is not published in the General Services
Administration Acquisition Regulation (48 CFR Chapter 5).

(2) This solicitation indicates any authorized deviation to a Federal Acquisition
Rcgulation (FAR} clausc that is published in the General Services Administration
Acquisition Regulation by the addition of “(DEVIATION (FAR clause no.))” after the
date of the clause.

(b} Deviations to GSAR clauses. This solicitation indicates any authorized deviation to a General

Services Administration Acquisition Regulation clause by the addition of “(DEVIATION)” after
the date of the clause.
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(c) “Substantially the same as” clauses. Changes in wording of clauses prescribed for use on a
“substantially the samc as” basis arc not considered deviations,

(End of clause)

(END OF SECTION 1)
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2011 Program Maragoment Suoport C.ac
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GE-06F-0631A/H3CETC-11-F-00006& 5 ca
NAME OF QFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F}
AmounL:imHM hpLLon Line ZlLem)
gu/fon/rc 2
Fully Funded Ohligazion Amounti5h2%, 758,25
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
2021 Melwork Lnginsering & Design Services [EIR]E:
amourt: [ |optian Tine Toeom)
nu/s0z/z201z2
Fully Funded Obligation Amount$3, 310,457 .2C
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
2022 ODC's - NEDS C.ac
hmoart : )4 (Opticr Line Item}
o%/02/2012
['ullvy Punded Obl gation Amountié, 307 .88
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
20213 “ravel —_NELS GLOG
Dmoart : {b)i4) (Option Line Item)
0%/02/2012
Fully Funded Obligation Amounct585%,156.43
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
2021 Network Implerenctation Services C.oGC
amour: L [PI4) Opllion Lins l.em)
gu/fon/rc 2
Fully Funded Obligazion Amoun=$h,79%<4,458.52
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SZRVICES
2032 opC'as - _N15 [EIR]E:

amoant : [P
O9/n2/z201z
Fully Funded Obligsation Amount$z2,123.24
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS

(Opticr. Line Item}
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GE-06F-0631A/H3CETC-11-F-00006& ! _a
NAME OF QFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F}
DLW LOPMENT SHRY_CLS
2023 “ravel - NIS C.oGC
amouarL: |04 (Colicen Line ZLem)
gu/fon/rc 2
Fully Funded Ohligazion Amounti872,641.93
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
2011 Systems Lngingering Services [
Amcart: [(b)d) |ioption Tine Tzom)
nu/s0z/z201z2
Fully Funded Obligsation Zmount$l,054,165.02
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
2042 GDC's - ZES G.OG
rmoaart @ 04 Option Zine Izem)
o%/02/2012
['ully Punded Obligation Amounti10,502.83
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
20413 _ravel - SES GLOG
moart {b)d) {Option Line Item)
0%/02/2012
Fully Funded Obligaticn Amaounti37,539.42
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
2121 Network Enginsering Services C.oGC
AmoanL:lmH“ lOpLion Ling l_em)
gu/fon/rc 2
FulZly Funded Ohligazion Amounz=i1,0%6,702.79
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
2132 ooC's - wlo cooc
Amoart: {b)i4) pticn Tinc Ttom}
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GE-06F-0631A/H3CETC-11-F-00006& 2 _a
NAME OF OFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F}
D%9/02/2012
Fully Funded Obligazion AmountT32,123.24
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
2133 “ravel - NIS LaC
amearL: $0.00(Co_licn Lire Ilem)
gu/fon/rc 2
Fully Funded Obhligazion Amounz=i0.00
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
2111 Systems Loginse-' oo Sprvices I,
Amount:lbnﬁ Option Tine TZom)
nu/s0z/z201z2
Fully Funded Obligsation Zmount$3,393,857.51
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
2142 OnRC's - SRS oA
hmoart : {Option Zine Izem)
0%/02/20
['ully Punded Obligation Amounti10,502.83
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
21473 “ravel - SES& LA
amouart: b)) Option Line Item)
D%9/02/2012
Fully Funded Obligaticn Amaounti37,539.42
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
25C0 Award Fee FL0GC

Ameur: L -[bid)
guj02;7017

l{iopLion Linz Liem)

Fully Funded Ohligazion Amoun=i1,203, 270G, 6!

Froduct/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
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GE-06F-0631A/H3CETC-11-F-00006& g _a
NAME OF OFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F}
3011 Program Maragement Suoport CoaG
amoart : [ Cotion Line Ztem)
D%9/02/2013
Fully Funded Obligazion Amount354%,651.C0
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
3021 Networ LLse s Services C.oc
AmounLJmHM iOpLion Ling l_em)
O09/02/2013
FulZly Funded Obligaztion Amounz=$3, 615, 770,92
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
3022 opC'a - NBDE [EIR]E:
amcart f0)4) pticn Tinc Ttom}
O%/02/2013
Ful_y Funded Obligsation Zmount$é, 447 885
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS .
DEVZOPMEWT SZREWV_CESR
3022 Travel —_NEDS G.OG
rmouarnt s mOption Zine Izem)
05/02/2C13
['ullvy Punded Obl gation Amount$86,826.17
Product/Scrvice Codo: D302
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
3031 HNetwork Implemenzation Services GLOG
Amoant:“bnﬁ IOptiUn Lins Item)
D%9/02/2013
Fully Funded Obligation Amountih, 268,292,727
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
3032 ooC's — NIS C.oc

amoar L [BX4) Jpticr Line [Lem)
O09/02/2013
ConTinusa
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GS5-06F-06217/HSCRTC-11-F-00006 10 .8
NAME OF QFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F)
['ullvy Punded Obl gation Amount$Z,185.08
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
3032 “ravel —_NIS GLOG
Dmoart : )4 {Cotion Line Ztem)
0%/02/2013
Fully Funded Obligazion AmountT3890,772,17
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
3041 Systens Enginge-’ng Services C.oc
AamoarL: 4) {OpLion Ling l.em)
O09/02/2013
FulZly Funded Ohligazion Amounz=i1,085,794.09
Froduct/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
3042 OnC'as - 515 G.aG
Emourt : [BX4) Optian Lino Tzom)
O9/02/2013
Fully Funded Obligsation Zmount$10, 708,87
Productl/Service Cods: D302
Froduct/Service Description: ADP SYSTEMS
DEVZOPMEWT SZREWV_CESR
3043 Travel — SES G.OG
Rmount:mnﬁ {Option Zine Izem)
0%/02/2013
['ullvy Punded Obl gation Amount$3Z,157.841
Froduct/Service Cods:  [302
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
3131 Network Imple~epn—-ation Services GLOG

amoart: I{b){4)
0%/02/2013
Ful.y Funded Cbligazion Amount$1,129,&03.87
Froduct/Service Coae: D302

{Option Line Item)

Product/Zervice Description: ADDP SYSTEME
DLEVRLOPMENT SHEYV_CLS
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PAGE OF

GS5-06F-06217/HSCRTC-11-F-00006 11 ca
NAME OF QFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F)
3132 OnRC's - NTS LAC
rmouart : [PId) Opticr Line Item}
0%/02/2013
['ullvy Punded Obl gation Amount$Z,185.08
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
3132 _ravel - WIS LA
zZmourt: $3.003(Cption Lire Item)
0%/02/2013
Fully Funded Obligaticn Amounti0.00
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
3141 Systems Enginsering Services P0G
AmounLJmH“ prion Ling l_em)
O09/02/2013
FulZly Funded Ohligazion Amounz=i3,701,673.23
Froduct/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
3142 OnC's - SRS Trawval LOG
I\mount:Option Sing Toom)
09/02/2013
Fully Funded Obligsation Zmount$10, 708,87
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
31423 Travel — SES LAC
rmourt : [P {Option Zine Izem)
0%/02/2013
['ullvy Punded Obl gation Amount$3Z,157.841
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
3500 hward Fese LA

Amouart: Imﬂ“ kOptiUn Line Item)
0970272013

Fully Funded Obligazion Amounz31,240,089.
ConTinusa
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GS5-06F-06217/HSCRTC-11-F-00006 12 ca
NAME OF QFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F)
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
4311 Program Maragomont Suoport C.ac
amoart :[()4) {(Cotion Line Ztem)
0%/02/2014
['ully Punded Obligation Amount3562,020.53
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
4021 Network Engineering & Design Services CoaG
mmourt :Jb)H) |ioption Line Item)
0%/02/2014
Fully Funded Obligation Amount33, 724,244,04
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
4022 QoC's - XNEDS C.oC
amourl: XS Jopticr Line Ilem)
09/02/20614
Fully Funded Obligaztion Amount$&, 396,48
Froduct/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
4023 Zravel - NBEDS G.aG
Amoant i) {Option Tinc Tzom)
n9/02/2014
Fully Funded Obligsation Zmount$89,052.48
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
4031 Notwark Tmplomcnzation Scrvicos G.ac
Rmount:lmnﬁ kOption Line I-=m)
0%/02/2014
['ul’vy Punded Obligation Amount$5,633,885.97
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
ConTinusa
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GE-06F-0631A/H3CETC-11-F-00006& 13 T a
NAME OF OFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES CUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} (<) (D} {(E) (F}
1032 opC'as - XN15 [EIR]E:
Amcart: |4 Opticn Tinc Ttom)
O9/02/2014
Ful_y Funded Obligsation Amount$2,283.15
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
4032 Travel — NTES G.OG
rmourt : [P Cotion Line Ztem)
05/02/2C14
['ully Punded Obligation Amount39_3,612.18
Product/Scrvice Codo: D302
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
4041 Svstems Engineering Services CoaG
amoart: [(b)d) lioption Line Item)
D%9/02/2014
Fully Funded Obligation amount31,11&,367.92
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
4042 ooC's - SRS C.oc
amour: L : [P {OpLion Ling l_em)
OB/02/2014
Fully Funded Obligaztion Amoun=$10, 904.%1
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVETOPMENT SERWVICES
1043 Travel - 5ES [EIR]E:
Amcurt :[B)E) ptian Ling Toom)
O9/02/2014
Fully Funded Obligation Amount$3Z, 9532._4C
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
4131 Network Tmplemenzatian  Scervices ¢.ac

rmourt : [E)E) |Option Line Izem)
0%/02/2014
['ully Punded Obligation Amount3l,163,491.995

Product/Scrvice Codeo: D302
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NAME OF OFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F}
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
1132 ODC' s ol [EIR]E:
Amount{bnﬁ (Dpticr Tinc Ttom}
O9/02/2014
Ful_y Funded Obligsation Amount$2,283.15
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
4132 Travel - NTES G.OG
rmourt: $0.00{(Cozion Lire Item)
05/02/2C14
[rullvy Funded Obligatlcon Amounti0.00
Product/Scrvice Codo: D302
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
4141 SvsTeMsebnainecrno Services CoaG
Amoant:mnﬁ {Option Line Item)
D%9/02/2014
Fully Funded Obligation Amounti33, 638, 853,22
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
4142 ooC's - SRS C.oc
amour: L :[B)E) Oplion Lins l_em)
OB/02/2014
Fully Funded Obligaztion Amoun=$10, 904.%1
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
1143 Travel — Sm3 [EIR]E:
amouant P4 Option Tine TZom)
O9/02/2014
Fully Funded Obligation Amount$3Z, 9532._4C
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
45G0 Award Fec G.OG

ConTinusa

MSM 7540-01-152-8067

Page 33 of 173

QFTIONAL FORM 336 (4-36)
Sponsored by GSA
FAR (48 CFR] 53.110



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

GE-06F-0631A/H3CETC-11-F-00006& 15 ca
NAME OF QFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F}
- [N P —
amour L] [{OpLlion Line liem)
OB/02/2014
FulZly Funded Obligaztion Amoun=$1,222,314.78
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
5011 Frogram maragsmenl Scoposl [
Emourt: [BX4) Ootion Tiag Ttom)
O%/02/2015
Fully Funded Obligation Amount$578,381.15
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
5321 Noetwork Fngincering & Design Services ¢.ac
Rmount:lmﬂﬁ |Option Line I-=m)
0%/02/2015
['ul’vy Punded Obligation Amount$3,835,9%71.37
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
5022 QCC'z - NEDS GLOG
amoart : [P Opticr Line Item}
0%/02/2015
Fully Funded Obligazion Amount3é,757.09
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
5023 “ravel - NEDS C.oGC
Amoar:mepLion Ling liem)
OB/02/2015
Fully Funded Obligaztion Amoun=$9%1,835.37
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SZRVICES
5031 Melwork lmplenselalicr Sersvioes [

amaurnt {4 lioption Line Izem)
O%/02/2015

Fully Funded Obligsation Zmount$h,350,935.12
Productl/Service Cods: D302

Product/Scrvice Doscripticon: ARP SYSTEMS
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GE-06F-0631A/H3CETC-11-F-00006& 14 ca
NAME OF OFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F}
DLW LOPMENT SHRY_CLS
5032 ooC's - NIS C.oc
Amour: Lz |4 Opticr Line ILzm)
OB/02/2015
FulZly Funded Obligazion Amounz=$2,370.61
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
5033 Travel - NILS [EIR]E:
Emourt b4 lootion Tine Ttom)
O%/02/2015
Fully Funded Obligation Amount$942,.62.87
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
5341 Svzzems Fngincoring Scrvices ¢.ac
nmourt : b)) |{option Line I-em)
05/02/2C15
['ully Punded Obligation Amountil,152,%18.95
Product/Scrvice Codo:  D3J72
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
5342 ooC's —-_SES Coac
Amoant:mnﬁ Pption Lins Item)
0%/02/2015
Fully Funded Obligation Amaount317,121.25
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
5043 “ravel —_SEZ C.oc
AamoarL: {b)i4) Oplion Lins l_em)
OB/02/2015
Fully Funded Ohligazion Amoun=i$3<4,023.1C
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
51321 Melwork lmplemantal on Servicsas c.o0

amourt [(0)4) foption Tine Toem)
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GE-06F-0631A/H3CETC-11-F-00006& 174 _a
NAME OF OFFEROR OR CONTRACTOR
INFOZEN IHNC
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT FRICE AMOUNT
(&) (B} () (D) {(E) (F}
0%/02/2015
Fully Funded Obligation amounti1,1%98,396.75
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
5132 ooC's - NIS LOC
amour: L B4 Opticr Line ILLam}
OB/02/2015
FulZly Funded Obligazion Amounz=$2,370.61
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS
5133 Zravel - NILS L oG
Amourt: $2.00{(Coztion Tirnc Ttom)
O%/02/2015
Fully Funded Obligation Amount$0.00
Productl/Service Cods: D302
Product/Scrvice Doscripticon: ARP SYSTEMS
DEVZOPMEWT SZREWV_CESR
5141 Svzzems Fngincoring Scrvices A0
rmoarnt BN bption Line I-em)
05/02/2C15
['ul’vy Punded Obligation Amount$3,745,121.82
Product/Scrvice Codo: D302
Product/fService Descripticrn: ADP SYSTEMS
DEVZ_OPMENT S=REW_CES
5142 ooC's - EES LAG
amoart : [ Option Line Item)
0%/02/2015
Fully Funded Obligation Amaount317,121.25
Froduct/Service Coae: D302
Product/Zervice Description: ADDP SYSTEME
DLW LOPMENT SHRY_CLS
5143 “ravel - SES FL0GC
amourL: |®)&) Oplion Lins l_em)

OB/02/2015

Fully Funded Ohligazion Amoun=i$3<4,023.1C
Product/Service Cods: D302
Proeductl/Service Descriplicr: ADP SYSTLMS
DEVZLOPMENT SERVTCRS

ConTinusa
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amouart : (b)) |ioption Lins Item)
0%/02/2015
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Froduct/Service Coae: D302

Product/Zervice Description: ADDP SYSTEME
DLEVRLOPMENT SHEYV_CLS
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Consolidated Solicitation

Engineering Services and Support (ESS)
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Section B
Line ltems

Base Period

CLIN Description Type
1011 Program Management Support Firm-Fixed-Price
1021 Network Engineering & Design Services Cost-Plus-Award-Fee
1022 ODCs — NEDS Cost-Reimbursement
1023 Travel - NEDS Cost-Reimbursement
1031 Network Implementation Services Cost-Plus-Award-Fee
1032 ODCs — NIS Cost-Reimbursement
1033 Travel — NIS Cost-Reimbursement
1041 Systems Engineering Services Cost-Plus-Award-Fee
1042 ODCs — SES Cost-Reimbursement
1043 Travel - SES Cost-Reimbursement
1131 Network Implementation Services (Optional) Cost-Plus-Award-Fee
1132 ODCs — NIS {Optional) Cost-Reimbursement
1133 Travel — NIS (Optional) Cost-Reimbursement
1141 Systems Engineering Services (Cptional) Cost-Plus-Award-Fee
1142 0ODCs — SES (Optional) Cost-Reimbursement
1143 Travel — SES (Optional) Cost-Reimbursement
1500 Award Fee Not-to-Exceed

Option Period 1
CLIN

Descripticn

Type

2011
2021
2022
2023
2031
2032
2033
2041
2042
2043
2131
2132
2133
2141
2142
2143
2500

Option Period 2
CLIN

Program Management Support
Network Engineering & Design Services
ODCs — NEDS

Travel - NEDS

Network Implementation Services
ODCs — NIS

Travel — NIS

Systems Engineering Services
ODCs — SES

Travel - SES

Network Implementation Services (Optional)
ODCs — NIS {Cptional)

Travel — NIS (Cptional)

Systems Engineering Services (Cptional)
ODCs — SES (Cptional)

Travel — SES (Optional)

Award Fee

Description

Firm-Fixed-Price
Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Cost-Plus-Award-Fee
Cost-Reimbursemeant
Cost-Reimbursemeant
Cost-Plus-Award-Fee
Cost-Reimburseament
Cost-Reimbursemeant
Cost-Plus-Award-Fee
Cost-Reimbursemeant
Cost-Reimbursemeant

Not-to-Exceed

Type

3011
3021
3022
3023
3031
3032
3033
3041
3042
3043

Program Management Support
Network Engineering & Design Services
ODCs — NEDS

Travel — NEDS

Network Implementation Services
ODCs — NIS

Travel — NIS

Systems Engineering Services
ODCs — SES

Travel - SES
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3131 Network Implementation Services (Optional) Cost-Plus-Award-Fee
3132 ODCs — NIS {Optional) Cost-Reimbursement
3133 Travel — NIS (Optional) Cost-Reimbursement
3141 Systems Engineering Services (Optional) Cost-Plus-Award-Fee
3142 ODCs — SES (Optional) Cost-Reimbursement
3143 Travel — SES (Optional} Cost-Reimbursement
3500 Award Fee Not-to-Exceed
Option Period 3

CLIN Descripticn Type
4011 Program Management Support Firm-Fixed-Price
4021 Network Engineering & Design Services Cost-Plus-Award-Fee
4022 ODCs — NEDS Cost-Reimbursement
4023 Travel - NEDS Cost-Reimbursement
4031 Network Implementation Services Cost-Plus-Award-Fee
4032 ODCs — NIS Cost-Reimbursement
4033 Travel — NIS Cost-Reimbursement
4041 Systems Engineering Services Cost-Plus-Award-Fee
4042 ODCs — SES Cost-Reimbursement
4043 Travel — SES Cost-Reimbursement
4131 Network Implementation Services (Optional) Cost-Plus-Award-Fee
4132 ODCs — NIS {Optional) Cost-Reimbursement
4133 Travel — NIS (Optional) Cost-Reimbursement
4141 Systems Engineering Services (Cptional) Cost-Plus-Award-Fee
4142 0ODCs — SES (Optional) Cost-Reimbursement
4143 Travel — SES (QOptional} Cost-Reimbursement
4500 Award Fee Not-to-Exceed
Option Period 4

CLIN Descripticn Type
5011 Program Management Support Firm-Fixed-Price
5021 Network Engineering & Design Services Cost-Plus-Award-Fee
5022 ODCs — NEDS Cost-Reimbursement
5023 Travel - NEDS Cost-Reimbursement
5031 Network Implementation Services Cost-Plus-Award-Fee
5032 ODCs — NIS Cost-Reimbursement
5033 Travel — NIS Cost-Reimbursement
5041 Systems Engineering Services Cost-Plus-Award-Fee
5042 ODCs — SES Cost-Reimbursement
5043 Travel — SES Cost-Reimbursement
5131 Network Implementation Services (Optional) Cost-Plus-Award-Fee
5132 ODCs — NIS {Optional) Cost-Reimbursement
5133 Travel — NIS (Optional) Cost-Reimbursement
5141 Systems Engineering Services (Cptional) Cost-Plus-Award-Fee
5142 ODCs — SES (Cptional) Cost-Reimbursement
5143 Travel — SES (Optional) Cost-Reimbursement
5500 Award Fee Not-to-Exceed
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Section C
Statement of Work

Project Title: Engineering Services and Support

Background. The Department of Homeland Security {DHS) Immigration and Customs Enforcement (ICE)
Office of the Chief Infarmation Officer (OCIQO) Engineering Division is responsible for providing information
technology (IT) engineering services to support the ICE mission. ICE personnel are located at over 600
sites worldwide to support the ICE mission.

The ICE OCIC Engineering Division is composed of the following Program Offices and Branches:

The Disaster Recovery Branch collaborates with other OCIO branches to provide guidance and support in
the implementation of current disaster recovery industry best practices. The disaster recovery strategy
includes regular exercises to validate recovery capabilities at an alternate site to recover ICE mission
critical systems. Incident management and Continuity of Operations planning, exercises, and external
support are included in the Disaster Recovery Branch scope.

The Atlas Program Office serves as the principal automation medernization program for the following:

« |mproving information sharing across ICE

+ Supporing DHS-wide infermaticn

+ Implementing a series of projects that provide the foundation for a secure Enterprise Architecture
(EA)

The Network Engineering Design Branch (NEDB) is responsible for the development of the enterprise
network infrastructure and evaluating emerging technelogies in the following service areas:

+« Network and Video Engineering Services engineers scalable network solutions.

« Infrastructure Engineering Services provides engineering services to ensure ICE's security
posture, development of tcols for enterprise health monitering, maintains enterprise directory and
messaging solutions, and provides solutions for storage area networks.

The Network Implementation Branch (NIB) collaboratively works with OCIO Divisions to implement a
state-of-the-art IT and network infrastructure. The NIB implements standard and specialized IT solutions
for ICE’s Program Offices to communicate via voice, satellite, broadband, and data and telecom services.
The NIB consists of four (4) groups:

Telecommunication/Data Services Team
Mission Support Team

Deployment Team

Network Integration Team

The Systems Engineering Branch (SEB) SEB is responsible for the design, configuration, testing,
implementation, and maintenance of ICE's application hosting infrastructure including hardware and
software. The application hosting currently takes place at the Department of Justice (DQJ) and the DHS
Data Centers.

The hosted environmants consist of Wintel/Linux middle-tier servers, *NIX based servers, mainframe
servers, and supporting peripherals for all environments. This requirement includes operating systems
and all middleware support responsibilities for ICE enterprise systems.
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1.0 Scope

The centracter shall adhere to DHS standards and industry best practices while providing the technical
expertise to perform the work detailed in this Statement of Work (SOW). The contractor shall also provide
overall program management for the delivery of all engineering services under this requirement. The
contractor shall provide experienced personnel to suppert ongoing and all new Information Technelogy
engineering work including, but not limited to, infrastructure modernization projects, application
modernization projects, and any new QOCIO directed IT initiatives including disaster recovery activities for
those projects or initiatives. Migrations such as physical infrastructure, systems, or platform migration of
systems may also be required.

ICE is currently executing a data center migration that will impact the execution of this requirement. The
Government anticipates this move to occur within one year of task order award. There may be some
limited production infrastructure and cperating system support for Linux, AlX, Windows, and mainframe
for an indeterminate time.

2.0 Description of Services
The contractor shall:

+ Provide experienced personnel to effectively support goals and mission of the Engineering
Division and its subordinate Branches and Programs.

« Provide office facilities.

+ Ensure the seamless transition of Engineering Services from the current contractor within 60 days
of award.

+ Use ICE email for all email communications and Office Communicator Service for all messaging
within ICE.

« Be proficient in Microsoft Office applications including Microsoft Project and Visio.

Adhere 1o ICE and DHS change control processes.

« Utilize the ICE Remedy system for all service tickets. Using Remedy, the contractor shall
document all technical incidents, outages, problem resolutions, and escalate the problems from
initiation through resolution. The Government will provide on-the-job training for ICE-specific
Remedy modules as necessary.

+ Create and maintain ICE infrastructure diagrams and layocuts utilizing Microsoft Visic to represent
the as-built envircnment.

+ Maintain standards documentation for LAN designs, including configuration guidelines, standard
equipment, and ICE approved exceptions. Maintain the /CE LAN Standards Guidetines, which
will be provided after contract award.

+ Maintain and create Standard Operating Procedure (SOP) documentation for all current and
future systems supported.

+ All project documentation must be stored on and readily available via ICE SharePoint.

+ Respond te Information Technology Service Request (ITSR)/ Intake Program by receiving their
requirements, develop a design, and develop Rough Orders of Magnitude (ROM)/Bill of Materials
(BOM).

+ Adhere t¢ ICE and DHS Security Requirements including Authority to Test (ATT), and Authority to
Operate (ATQ), respond to Plan of Actions & Milestones (FOA&M).,

«  Assist in the preparation of Certification and Accreditation (C&A) documentation, and
development of various ad-hoc reports as directed by the Government.

» Provide technical support for the identification, development, and establishment of ICE standards,
procedures, and guidelines.

+ lUpdate security-related documentation as required.

Comply with the Systems Lifecycle Management (SLM) process.
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Collaborate with GCIO Disaster Recover (DR) personnel to ensure infrastructure and procedures

are in compliance with management recovery point and time objectives.
» Respond to trouble calls and initiate analysis in order to resolve issues as noted in the Severity
Level Table.

Provide weekly reports regarding success in meeting the service level objectives outlined in the

Production (Table 1-2) and Non-Production Service Level Objectives Tables (Table 1-3) below.

Provide Tier 3 Standard problem resclution support. Provide Tier 3 Standard Implementation and

Deployment support and backup coverage when the contractor team lead is unavailable. Tier 3
Standard support includes, but is not limited to the following areas: Network Engineering, Network
Implementation, Systems Engineerting and implementation of preblem resolution. The Tier 3
Standard is as follows:

During normal business hours (between 7:00 am o 6:00 pm), the Government requires an
immediate response {15 minutes or fewer) and support to: Service Desk, and/or ITFO, and/or
Government engineering team lead requests. During alt cther times, on-call support shalf be
provided within thirty (30) minutes. Functions requiring 24x7 by 365 coverage will be
supported as directed; i.e., by cell phone/BlackBerry (GFE), or email.

In order to resolve issues the contractor shall respond to frouble calls and initiate analysis as noted in
Table 1-1. The contractor shall provide problem updates to the ICE Task Manager as directed.

Table 1-1: Severity Level Table

Problem Severity
Level

Problem Type

Response Time

Severity Level 1

Application/System down

Within 15 minutes during normal
business hours, 30 minutes otherwise

Severity Level 2

Mission critical; business processes
delayed

Within 1 hour

Severity Level 3

Non-mission critical; user operations
delayed

Within 2 hours

Severity Level 4

User operations unaffected

Next business day

Table 1-2: Production Systems Service Level Objectives Table

Service Service Level Objective Reporting
Category Frequency
Availability 24x7 with scheduled outages Provided daily
Platform Minimum 99.9% uptime for any single month Pravided monthly or upon
Reliability request
Performance System performance remains consistent with Pravided monthly or upon
Criteria design specification request
Performance When performance does not meet design Provided daily by 06:00
Monitoring specification, corrective action ig initiated Or upon request
Disaster As required for Production or by Management Per event
Recovery Directive
Table 1-3: Non-Production Service Level Objectives Table
Service Category | Service Level Objective Reporting
Frequency

Availability 18x7 (6:00 am — 12:00 am Eastern Time) with Provided daily

scheduled outages
Platform Minimum 99% uptime for any single month Provided monthly or upon
Reliability request
Performance System performance remains consistent with design Provided monthly or upon
Criteria specification request
Performance When performance does not meet design Provided daily by 08:00 or
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| Monitoring | specification, corrective action is initiated | upon request

2.1 Program Management Services

The centracter shall provide a contract Project Lead (PL} 1o effectively direct and report progress to the
Government Branch Directors or Project Managers on all contractor supported activities. As directed by
the ICE Contracting Officer's Technical Representative (COTR) or designee, the coniractor shall provide
a subset of, but not limited 1o, the following documentation for each project:

A Rough Order of Magnitude (ROM) for overall cost.

A work breakdown structure {(WBS).

A project schedule with milestones.

A Level of Effort {LOE).

A detailed project charter.

A project management plan.

A Bill of Material (BOM).

A test plan.

Project tailoring plans to adhere to the ICE System Lifecycle Management (SLM).
A security Certification and Accreditation (C&A) package.
An implementation plan.

A training plan.

As-built documentation.

A transiticn 1o support plan.

Lessons learned.

Reports as requested.

Project closeout documents.

The centractor shall ensure that a qualified preject management team is assigned 1o provide project
management support in accerdance with the Project Management Institute, Project Management Bedy of
Knowledge standard. Personnel who will lead projects for the Government shall be PMP certified or may
be granted an exception by the Contracting Cfficer's Technical Representative {COTR) on a case-by-
case basis dependent on demonstrated prior experience. The contractor shall provide the following:

» The scheduling of monthly status meetings (to include agendas, meeting minuies, and
documented action items).

Weekly Status Reports.

Monthly Status Reports.

Quarterly GFE Inventory Reporis.

Other Diract Cost {ODC) Listing.

Current employee listing.

Scheduled deliverables defined in this SOW.

A briefing on at-risk projects, procedure-and-process compliance, and other items, as requested.

2.2 Network Engineering and Design Branch (NEDB)
2.2.1  Network Engineering Services

The contracter shall provide LAN/WAN engineering design services to suppert approximately 33,000
users at 600 CONUS and OCONUS locations. This shall include the development of:

Requirements traceability matrices.
Design documents.

As-built documents.

Test plans.
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Quality assurance plans.

Implementation plans.

Implementation coordination.

Training plans.

Planning transitions from Network Engineering Services to the Operations Division. This
transition planning includes documentation and SLM artifacts.

Change requests handled in accordance with ICE and DHS standards.
Recommendations for network enhancements and circuit planning.

Evaluation of the DHS Network Steward’s recommended solutions.

The centractor shall perform the following work to include, but not limited to:

Manage complex projects with numerous communications components such as routers, switches,
packet shapers, firewalls, and performance optimization appliances.

Design unique and repeatable sclutions.

Configure enterprise network and system management solutions, probes, and other devices used
for gathering data on the ICE network and other netwerks supperted by ICE.

Use performance tools such as OPNET, Compuware, and NetScout to capture and analyze
application and circuit utilization data.

Maintain a GOTS solution: NetGraphs/PREDICT. Documentation shall be provided by the
Government after contract award.

Analyze LAN/WAN traffic flow patterns and application workflow data.

Perform application profiling from end-users to hosting environment and produce real time
performance documentation in the form of written papers on application and network
performance.

Provide network tuning procedures and methods to analyze, resolve, and document performance
bottlenecks in the enterprise network and delineate the relationship between the applications and
the enterprise network during problem resolution.

Document user requirements, functional specifications, and prepare Rough Order of Magnitude
(ROMs) and Bill of Materials (BOMs) for recommended designs or enhancements.

Design appropriately sized LANs and WANs based upon documented requirements.

Design and deploy wireless LANs following industry best practices and federal guidelines.
Replicate the operating infrasiructure baseline for all network, email, and security related services
including performance menitoring tocls and audit capabilities.

Implement external network connectivity {extranets), by determining the type, termination point,
design protecels, perts, and security needs to align with Infermation Assurance Division (IAD)
requirements.

Evaluate, test, design, and implement network security tools.

Document and disseminate lessons learned and current best practices.

Ensure all new technologies are in alignment with the ICE Architecture and in adherence to the
ICE OCIO SLM process.

Develop analysis that represents the network infrastructure as requested by the Government.
Develop network perfcrmance test plans, conduct performance tests on existing or new
applications, document the results, and disseminate resulis to all applications development teams
as required.

Design networks to minimize latency between ICE field locations and application hosting
locations.

Provide technical oversight of circuit orders to ensure proper sizing and type.

Respond to Service Desk tickets for all telecommunication services to include, Multiprotocol Label
Switching {MPLS), Open Shortest Path First (OSPF), Enhance Interior Gateway Routing Protocol
(EIGRP), Border Gateway Protocol (BGP), layer 3 switching, and microwave and laser
communications systems.

Provide Tier 3 Standard support.
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Coordinate with the Network Implementation Branch (NIB) for network connectivity at ICE
CONUS and OCONUS locations.

Maintain standards documentation for LAN designs, including configuration guidelines, standard
equipment, and ICE approved exceptions. Maintain the /CE LAN Standards Guidelines which will
be provided after contract award.

Develop and maintain an enterprise-wide network performance plan for mission applications
planning, development, and performance testing.

Standardize the initial installation, training, and quality assurance testing for all new projects
and/or technolegies designed by Network Engineering.

Infrastructure Engineering Services

The contractor shall provide requirements analysis, design of solutions, implementation, and transition
services for the following:

Directory and messaging services.
Storage Area Network {(SAN).
Operating systems.

Woaorkstation images.

E-Discovery Solutions.

In addition, the contractor shall support ongoing design, development, and implementation of
comprehensive information security architecture for Sensitive but Unclassified (SBU) information and Law
Enforcement Sensitive (LES) information in compliance with DHS and ICE information security
architecture. Solutions shall meet ICE mission and operational requirements to protect both SBU and
LES information in electronic form and on systems that process, store, and transmit information.
Examples of work to be performed include, but are not limited to:

Design, implement, and support an Active Directory {AD} instance and maintain as required AD
sites and services, site links, and replication topelogies.

Support an Exchange 2010 environment in a high availability envircnment.

Support a maobile messaging platferm across multiple environments running in a high availability
configuration.

Design SAN solutions and server clustering solutions.

Analyze, test, and after ICE approval, implement emerging technology.

Design, implement, and maintain AD Domain Name Service (ADDNS) and Windows Internet
Naming Standards (WINS).

Standardize the installaticn, training, and quality assurance testing for all new Infrastructure
Engineering Services projects and/or technoelogies.

Manage large, medium, and small/ad-hoc projects per year.

Ensure effective integration of required security features and compliance with National Institute of
Standards and Technclogy (NIST), DHS/ICE security architecture and hardening guides through
coordination with the ICE Information Assurance DBivision {IAD).

Provide personnel capable of engineering solutions in response to mandates such as the United
States Government Configuration Baseline (USGCB), requirements such as server and host
firewalls and intrusion detection and prevention, secure network access control (NAC), and
Internet browser configurations.

Build USGCB compliant images for servers and workstations, which shall receive Architecture
Division approval.

Distribute the approved images as required 1o field operations staff, vendors and others as
directed by the Government.

Gather requirements to design, engineer, and deploy endpoint firewalls and Intrusion Detectiocn
System (IDS)/Intrusion Prevention Systems (IPS).

Evaluate, test, design, and implement host based security tools for workstations and servers.
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Implement and design auditing and other security-related features or technologies.

Implement, support and design e-discovery solutions.

Participate in DHS/ICE working groups on implementing secure remote access solutions.

Provide support for Homeland Security Presidential Directive-12 (HSPD-12) initiatives, including

incorporation of Personal Identity Verification (P1V) login to ICE workstations and servers, support

for Single-Sign-On, and for the Entrust Suite of software.

« Support Architecture Division test workstaticns by ensuring the correct image builds and software
is installed. Troubleshoot iesting workstations remotely when required.

+  Support the build-out and maintain a testing envircnment for Active Directory, messaging
systems, and security systems such as McAfee. Both Enterprise Operations and the Architecture
Division will utilize this envirenment for testing.

+ The contractor shall provide support for the COTS products list which include, but are not limited
to:

o  BigFix.

MacAfee (A/V, AntiSpam, HIPS, e-PQ).

Entrust.

EnCase.

Microsoft Active Directory.

Microsoft Exchange 2010.

Microsoft Windows 7 and Windows Server.

Microsoft SQL Server 2005 and 2008.

Symantec Enterprise Vault.

BoxTone.

GOOD Mebile Messaging.

HBGary Federal.

NetApp NAS and SANs.

Quest Active Roles and Intrust Applications.

WinMagic.

ClearWell E-Discovery Platform.

e

oo oo o0 o0 oo S 0o o o0

2.3 Network Implementation Branch (NIB)

The Network Implementation Branch {NIB) is responsible for implementing the network infrastructure
designed by the Network Engineering Design Branch. The contractor shall support the following areas for
the Network Implementation Branch: mission support, deployment, telecommunications and data
services, and circuit order logistics.

2.3.1  Mission Support Team

The Mission Suppert Team is responsible for asset management for the Branch. ICE uses Sunflower™
for asset management. The contractor shall:

+ Manage all requests for equipment for new Federal hires within OQCIO, obtaining Government
approval and confirmation of delivery information (address, POC, property custodian, asset
management identifiers, and shipping account).

+ Participate in the scheduled inventories of ICE assets. This includes conducting physical
inventories, contacting end users to confirm the location of IT equipment, and performing property
record transfers and updates in Sunflower. The minimum acceptable standard for inventory
accuracy is 99.5%

» Maintain historical documentation for inventory tracking.

2.3.2  Network Integration Services

The ceniractor shall provide suppert 1o approved IT Service Requests from the Contracting Officer's
Technical Representative (COTR). These requests include, but are not limited to office relocations,
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provisioning new facilities, renovations, and/or expansion of existing facilities. The contractor will be
responsible for (performing these) deployments (in a timely manner).

The ceniractor shall analyze and define the overall IT requirement for the site including equipment,
cabling, circuits, logistics, depleyment, and track each approved project to completion.

The Project Lead responsibilities shall include, but are not limited to:

« Work collaboratively with NEDB to ensure that proposed designs will meet client requirements.

+« Ensure effective communications and collaboration with the ICE Office of Asset Management
through weekly meeting and project status reporting.

» Execute a site survey (if required) to obtain site specific data

+ Prepare needs analysis documents.

+ Report planned and completed travel.

« Track all deployment related cests using ICE supplied standard templates.

+ Maintain the master project schedule.

« Prepare requests for wide area network connectivity to new sites, site upgrades, or site

relocations.

» Prepare procurement requisiticns for equipment, determine equipment delivery schedules, and
track equipment warranty coverage.

« Communicate with field points of contact and IT Field Operations (ITFO) to advise them of
equipment crders, delivery schedules, and planned installation dates.

+« Maintain current site address and contact information for all sites using a Government provided
template.

« Provide client feedback survey metrics using a client satisfaction survey instrument provided by
ICE.

+ Report schedule variances/jeopardies.

2.3.3 Deployment

The Deployment Team implements and installs IT hardware and software. Deployments include new
installations, equipment upgrades, equipment relocations, and other related IT deployments. The
Government will assign an Infermaticn Technology Service Request (ITSR) number to each deployment
reguest.

The centracter shall suppert all aspects of IT hardware deployment with personnel experienced with
workstations, laptops, network printers, operating systems software, servers, network switches, and
routers. Specialized peripherals such as fingerprint scanners must also be supported. The contractor
shall:

« Install and test only ICE approved LAN infrastructure.

+ Upon nctification, dispatch technical personnel to the operaticnal lecation to perferm installations,
relocations, or infrastructure upgrades.

+  Provide support for ICE program offices located in facilities worldwide.

Support services shall include, but are not limited to:

» Install and test new servers, switches, routers, end-user computers, network printers, wireless
access points, external hard drives, fax servers, document scanners, and other peripheral
equipment as well as operating systems software.

+ Design cabling and provide network schematics to support voice, video, wireless, and data
requirements.

+« Ensure access to government mainframe computers.

+ Document network cenfigurations and inventories.
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Deployment activities will frequently extend inte evenings and weekends. In cases where support and
setvices occur during “off-hours”, the contractor shall obtain approval from the ICE Task Manager or
designee, and the COTR prior to initiating the assignment. The actual hours worked must be reported to
the ICE Task Manager and COTR within two business days of completing the assignment.

2.3.4

Voice Communications and Data Services Team

The contractor shall:

Provide Tier 3 Standard support for voice communications regardless of location.

Resolve trouble tickets assigned by the ICE Service Desk.

Perform voice communications hardware and software installations.

Cross-connect wiring as needed.

Coordinate with ICE OCIO approved communications vendors when authorized, on behalf of the
local field office director and OCIO.

Perform installation and relocation requests in accordance with ICE move/add/change processes
and procedures.

Support enterprise-wide communications system maintenance and trouble calls, which include,
but are not limited to voicemail reset, number changes, and remote equipment inguiries.

Use Government-furnished remote management tools.

Administer local ICE communications applications.

Perform all required back up and restoration functions for data residing on ICE voice
communications systems

Develop processes, procedures, and documentation required for voice network administration.

The contractor shall provide personnel capable of:

2.3.5

Maintaining legacy Private Branch Exchange (PBX) systems from Avaya/Nortel.

Maintaining emerging systems such as VolP.

Ensuring appropriate fundamental configuration, capacity planning and design, of voice
communications system.

Programming and maintenance of the voice switch, voice mail system, autc attendant systems,
call management system, and traffic monitoring system.

Executing traffic analysis studies to ensure the telecommunications system operates at peak
perfermance with minimal blocking of calls {(P.01 or better grade of service) within the switch and
1o locations outside of the switch.

Training end-users on the operation and use of telecommunication features.

Interfacing with telecommunications vendors, architects, cabling vendors and electrical vendors
on new or expanded voice telecommunications systems to ensure all infrastructure, transport
tacilities, space requirements for equipment, and electrical power requiremenis are documented
and installed on schedule.

Circuit Order Logistics Support

The Circuit Order Logistics Team is responsible for initiating orders for data circuits, mobile/PDA services
with the Networx vendors, tracking orders, and submitting service cancellations. The contractor shall:

Prepare wireless and audio conference orders, all telecommunications service crders and
perform inventory validation.

Perform invoice verification and reconciliation.

Develop, enter, coordinate, and approve routing of circuit orders.

Coordinate orders with the requesting Designated Agency Representative (DAR), circuit provider,
and site represeniative.

Track status of circuit orders and cancellations via Government and or vendor tracking systems.
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« Enter capacity, location, and carrier data into the Government owned Tracking System and
distribute for engineering/management review.

» Request price quoies on all data and voice circuits and equipment.

+ Resclve trouble calls received from various stakeholders {Network Operations Center, Video
Telecommunications, Information Technology Field Operations, etc.).

+« Respond to vendor service clarification requests.

* Request Telecommunication Service Priority (TSP} codes for restoration and provisioning.

+ Maintain the telecommunications tracking system database with infermation on all data,
telecommunications services, cellular, satellite and PDAs.

+  Monitor Government owned and Vendor Portals for the accuracy of provisioning and
decommissioning circuit orders and telecommunications services on a daily basis.

« Transfer and/or reconcile any current circuit tracking data to/from government owned tracking
systems and the Vendor Portals as these order-tracking systems evolve.

Identify and suppert resolution of discrepancies in the legacy ICE network invoices.
Support circuit upgrades, relocations, and new site installations.

» Reconcile the carrier-provided invoices against the Government owned or vendor order fracking
system, resolve discrepancies contained on the network invoice, and process pre-payment
information.

+ Validate all telecommunications billing from GSAMORRIS, GSATOPS, Netwerk Information
Management System and any other Government or vendor owned systems, and all other
applicable invoices.

2.4 Systems Engineering Branch (SEB)
2.4.1 Lab Engineering Services

The centracter shall provide lab engineering services and provide all required maintenance to complete
requirements analysis, solution design, and implementation in support of, but not limited to applications,
infrastructure, desktops, and server image development. The contractor shall perform work to include,
but not limited to:

« Administer and maintain test labs that support development testing and Architecture Assurance
Branch testing activities, systems acceptance testing, systems security testing, intercperability
testing, performance testing, simulation and medeling, and application tuning. Lab environmentis
must mimic production environments and be certified by the developers.

Support ICE ITSR/Intake Program requests.
Address requests for new application releases and builds in support of Architecture Division
performance testing, functional testing, and interoperability testing.

« Support the use of custom test scripts, test automation tcols, and infrastructure problem analyses
and resolution.

Evaluate and test hardware and software products prior to integration and implementation.
+« Recommend solutions to streamline software testing.

+ Provide Tier 3 Standard Lab Engineering Services support.

2.4.2 Bystems Engineering Infrastructure Security Support

The contractor shall provide Security Engineering services as required. The contractor shall work closely
with infrastructure and systems engineers as well as database and systems administrators to ensure the
security of the application hosting infrastructure. Coordination with Information Assurance Division and
Information Technology Project Managers (ITPM) is required. Knowledge of the Trusted Agent FISMA
(TAF) tool is necessary. The contractor shall coordinate with the Security Operations Center {(SOC) to
perform security scans on the infrastructure. The contractor shall remain current in new security
technologies.

2.4.3 Multi-Platform Cperating System and Middleware Support
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The centractor shall provide technical expertise 1o perform systems engineering or systems administration
for cperating platferms 1o include, but not limited to:

+ Mainframe.

o NIX (UNIX or AlX (IBM's version of UNIX)).

+ Red Hat Linux and Windows.

+ High Availability Cluster Multiprocessing (HACMP).

Technical personnel shall provide administration of middleware products to include, but not limited to:

Oracle and Oracle associated products.
Microsoft SQL Server and associated products.
Informatica.

IDMS.

Hyperion.

Essbase.

IBM WebSphere and associated products.

Technical personnel shall be capable of:

s+ Evaluating, advising, designing, configuring, implementing, optimizing, and maintaining the
operating systems and middleware including or similar to that listed above on development, test,
training, and production systems.

+ Solving operational problems involving operating systems software, design, and implementation.

* Monitering operating system scfiware and middleware performance.

Coordinating OS upgrades, maintenance, and testing with Data Center staff or performing the

upgrades where applicable following appropriate configuration management practices.

Administering web-based, client-server and/or host-based applications.

Creating startup/shutdown procedures for all production and database servers.

Creating Disaster Recovery (DR} procedures for data, applications, and server images.

Supporting the Customer Information Control System/Remaote Cnline Print Executive System

(CICS/ROPES).

Applying maintenance, upgrades, and enhancements.

+ Supporting ICE crganizations owning COTS preducts and in-house application systems which
run en the enterprise infrastructure.

2.4.4 Database Administration Support

The contracter shall provide database administration, database migrations, and database maintenance
suppert for all ICE applications and other databases as determined by the Government. Support includes
all database administration activities required to provide accessible, secure, scalable, and reliable
databases, and interconnects for ICE. Suppert for the following shall include, but is not limited to:

*NIX/Oracle, Mainframe IDMS, and MS SQL Server databases and their structures.

Maintain or create storage allocation, backup, recovery, and replication procedures.

Evolution of ICE *NIX systems in view of technological advances.

System platform migration.

Establishment and maintenance of IBM WebSphere MQ Series queues.

Methods of maintaining database system integrity and security.

Administration and support of Storage Area Networks (SANs) such as Hitachi, NetAPP, EMC,

and IBM as required.

+«  Administration of backup, restoration, and replication software such as Tivoli Storage Manager
(TSM)}, Oracle Data Guard, or other current technology as reguired.

* Tracking of vendor maintenance and support agreements.
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User ID provisioning for all production and database servers.
Provide support for IBM WebSphere MQ Series databases.
Performance monitering and tuning.
Participating in application design reviews.
Implementation and production support for database technolegy enhancements.
Maintaining Oracle Name Server (ONS) or its equivalent.
Collaborate with GCIC Disaster Recovery (DR) personnel to ensure all infrastructure and
procedures are in place to perform recoveries within the recovery point and time objectives.
« Crealion and maintenance of standard operating procedures for all data base platforms as
required.
Database design reviews, performance menitoring, and performance tuning.
Follow Federal Server security and hardening requirements and solutions and implement ICE
standards.
» Implementation and support for Oracle Cluster Ready Services as reguired.
+  Support for migrating database software from current ICE versions.

2.4.5 Multi-Platform System Administration/Capacity Planning

The centractor shall provide expert knowledge in capacity planning of servers, storage, and network. The
contractor shall provide:

Analysis of ICE preliminary system design plans.

Analysis of workload projections.

Quarterly Capacity Planning Reports.

Monitoring and reporting of server capacity and systems usage.

Notice of insufficient storage or server capacity with sufficient time for the Government to conduct
a procurement.

24.6 Testing

The contractor shall configure environments and support all aspects of user acceptance testing,
functional acceptance testing, database testing, installation testing, configuration/compatibility testing,
security testing, and performance load and stress testing.

2.4.7  Multi-Platform Storage Management and Control

The contractor personnel shall demonstrate knowledge of principles of storage management, including
procedures and rules for related storage management systems and backup and recovery systems in
support of mainframe, UNIX, and Windows storage. The contractor shall:

+ Provide management and control of the DHS assigned Storage Devices at the Data Centers used
by ICE.

» Use automated storage managers such as IBM’s Data Facility System Managed Storage
(DFSMS) and Data Facility Hierarchical Storage Management {(DFHSM) 1o manage and control
the disk space in an efficient and effective manner.

+ Respond to requests for disk sterage space, maintain the integrity of DHS datasets, maintain files
and database backup and recovery procedures, perform disaster/recovery support, and monitor
storage usage.

2.4.8 Applications Hosting Services
The centracter shall provide the support necessary to manage projects, review products, and design,

document, secure, engineer, maintain, improve, and manage the ICE web-hosting environment
infrastructure.
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The centractor shall support the activities associated with hosting web-based Internet and intranet
applications and websites cn an Enterprise level.

2.4.8.1 Web Infrastructure Services

The contracior shall provide support io the web-application above the operating system level. The
contractor shall be responsible for maintaining operational status of the Web Application in production,
training, disaster recovery, and non-production environments. Current web/application entities include
but not are limited tc e-Gov {ICE specific Web based internal and external applications) Intranet/Shared
Application Cluster/lsolated Application Clusters. The contractor shall:

Work in conjunction with the Enterprise Operations group to meet all SLA and Service Desk
issued Remedy tickets.

Provide ongoing administration, monitoring, and technical support for the infrastructure.

Provide a problem update to the ICE Task Manager as directed. The contractor shall review and
analyze all production logs as part of their daily administrative routines and/or as requested per
the ICE Task Manager.

Establish and document processes for managing these environments along with automating
processes where feasible utilizing Government supplied versioning tools.

Back up volatile data on a daily basis and test the restoration of data quarterly.

Perform analyses giving labor, cost, and time estimates for scheduled maintenance tasks.
Analyses shall be completed and approved by the ICE Task Manager prior to start of each task.
Make recommendations and perform analyses giving labor, cost, and time estimates for design or
configuration changes to the web-hosting envirenment focusing on providing a high availability
(99.99%;) platform. Analyses shall be completed and approved by the ICE Task Manager prior to
start of each task.

Provide nen-production infrastructure services required to support the Alternate Web Hosting
Platform environment {IBM WehSphere Application Server running on Red Hat Linux, *NIX,
WebSphere Process Server, IBM Datapower devices), to include supporting a high availability,
secure, reliable, scalable, IBM WebSphere-based suite of applications solution that will support
web-based/delivered e-Gov and Intranet applications.

2.4.8.2 Web Application Hesting and Integration Services

The contractor shall:

Maintain the Standards and Guidelines for ICE internet/intranet Web Services Reference.
Document, design, configure, test, implement, and maintain an infrastructure to provide a
standardized hosting envircnment for ICE's web-based applications and websites (both intranet
and public facing) and maintain them making them available to project development teams to
ensure web-based applications are developed according to ICE standards.

Perform code reviews 1o ensure hosted applications comply with coding standards outlined in the
Standards.

Create Test Problem Reperts within Serena Tracker (or its successor) for issues identified in
code reviews.

Provide ongoing management, monitoring, and technical hosting support for all web-based
applications within this infrastructure. The current environment consists of various VB, J2EE,
ASP, DHTML, XML, and HTML software, along with service-griented architecture (SQA)
compenents and various in-house developed and COTS application packages. The J2EE
platforms currently consist of IBM WebSphere products and Caucho Resin.

Participate in Integrated Project Teams {IPT) to discuss standards, guidelines, and best practices
for development and deployment of web-based applications.

Retrieve new versions of application sofiware from Version Manager {or its successor}, load
new/upgraded web-based applications into the applicable hosting environment, and ensure
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application interfaces are functicning, and autemate as necessary. Interfaces may be between
applications internal to ICE or with other DHS or non-DHS components.

Provide problem updates to the ICE Task Manager as directed.

Analyze all production logs as part of the daily administrative routines and/or requested by the
ICE Task Manager.

Travel to perform the functions necessary to configure/upgrade the production or contingency
site, as necessary.

2.4.8.3 SharePoint

The centracter shall provide all standard middleware suppert to include, but not limited to:

Determine Simple Mail Transfer Protocol (SMTP) requirements and configurations.
Defining firewall port requirements, defining Kerberos cross-forest functionality and
configuration/interoperability requirements, the testing of current and future Active Directory
trusts, implementation and testing of mail enabled connectors.
Identify tarm level considerations such as the following:

o Define Shared Service Provider configuration and delegation.
Provide input for the SharePoint governance document.
Build server operating system images.
Load and configure ICE’s current version of MS SQL Server
Load and configure Microsoft Office SharePgint Server (MOSS) on Web front end and
Index servers,

o Configure all farm topology settings.

o Configure server services.

o Configure inbound and outbound email settings.

o Create Shared Service Providers, web applications, and site collections.

o Configure InfoPath forms and Excel Calculation services.

o  Configure Profile Impaorts, farm level security, and farm level quotas.

o Load admin site templates into SharePoint sites.

o Load and configure Office Communication server and integrate it with the MOSS

envirgnment.

Maintain production and non-production envirenments which consist of the following activities:

o Manage all SQL Content, Configuration, and Search databases.

o Run transaction log backups to truncate logs.

o Create new content databases as needed.

o Create maintenance schedule for databases.

o Mirrer data to disaster recovery sites.

o Patch the MS SQL Server and MOSS environments per ICE’s security baseline.

o Manage the SharePoint farm.

o Perform all farm level administrative tasks.
o Performance monitoring.
o}
o}
o

QD 00

Manage, create, deletion, backup and restore site collections.
Resclve farm and server level helpdesk requests.
Manage quotas.
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25 Optional Services

The Government shall continually meniter and evaluate the dynamic needs of the ICE engineering
services with respect to current and future projected workload. The contractor shall be prepared 1o adjust
1o the dynamic needs of the Government in an efficient and timely manner.

The Government shall implement increases (and decreases) in workload via task order medification. The
Government anticipates that the work required under optional services (optional CLINs) could be equal to
that of the base services (base CLINs}.

The Government's projected workload may be influenced by financial, political, and/or U.S. Government
pricrities, regulations, and objectives.
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Secticn E
Inspection and Acceptance
Clauses incorporated by reference:

52.246-4 Inspection of Services — Fixed-Price (AUG 96)
52.246-5 Inspection of Services — Cost-Reimbursement (APR 84}
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Performance Period and Deliverables

The period of performance is five (5) years with a one-year base pericd and four {4) one-year opticn
periods.

Deliverables Matrix:

# | DESCRIPTION FREQUENCY DUE BY DISTRIBUTICN
COTR and Task

1 | Weekly Task Order Status Report Weekly COB Wed. Manager

COB the 15" of
2 | Quarterly GFE Inventory Quarterly the next month COTR

COTR and Task

3 | Monthly OBC Monthly With Invoice Manager
As Required but COTR and Task

4 | Filled Labor Category Positions at least monthly | With Invoice Manager
COTR and Task

5 | Task Order Status Monthly With Invoice Manager
Quarterly Capacity Planning COBthe 15" of | COTR and Task

6 | Reports Quarterly the next month Manager
COTR and Task

7 | Systems Administration Reports Waeekly COB Wed. Manager

Within 90 days

Infrastructure Diagrams, of contract 80 Days after COTR and Task

8 | Documentation, and Configuration award contract award Manager
COTR and Task

¢ | Database Administration Reports Weekly COB Wed. Manager
COBthe 15" of | COTR and Task

10 | OCIO Project and Activity Reporting | Monthly the next month Manager
Application Hosting Services COTR and Task

11 | Reports Weekly COB Wed. Manager
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Section G
Contract Administration Data

Contracting Officer
|{b){6)={b){7){c)

202-732{0) |

Gontract Specialist
|{b){6)={b){7){c)

2027321208 _ |

Contracting Cfficer's Technical Representative
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Section H
Special Task Order Requirements

1. Security Requirements

General. The Department of Homeland Security (DHS) has determined that performance of the tasks as
described in the Engineering Services and Support (ESS) Task Order requires that the Contractor,
subcontractor(s), vendor(s}, etc. (herein known as Contractor) have access to sensitive DHS information,
and that the Contractor will adhere to the following.

Suitability Determination. DHS will exercise full control over granting; denying, withhalding or
terminating unescorted government facility and/or sensitive Government information access for
Contractor employees, based upon the results of a background investigation. DHS may, as it deems
appropriate, authorize and make a favorable expedited entry on duty {(EOD) decision based on
preliminary security checks. The expedited ECD decision will allow the employees to commence work
temporarily pricr to the completion of the full investigation. The granting of a favorable EQOD decision
shall not be considered as assurance that a favorable full employment suitability autherization will follow
as a result thereof. The granting of a favorable EQD decision or a full employment suitability
determination shall in nc way prevent, preclude, or bar the withdrawal ¢r termination of any such access
by DHS, at any time during the term of the contract. No employee of the Contractor shall be allowed 1o
EOD and/or access sensitive information or systems without a favorable ECD decision or suitability
determination by the Office of Professional Respoensibility, Personnel Security Unit (OPR-PSU). No
employee of the Contractor shall be allowed unescorted access to a Government facility without a
favorable EQD decision or suitability determination by the OPR-PSU.

Background Investigations. Ceniract employees (to include applicants, temporaries, part-time and
replacement employees) under the contract, needing access to sensitive information, shall undergo a
position sensitivity analysis based on the duties each individual will perform on the contract. The resulis
of the position sensitivity analysis shall identify the appropriate background investigation ic be conducied.
Background investigations will be processed through the Personnel Security Unit. Prospective Contractor
employees shall submit the following completed forms to the Personnel Security Unit through the COTR,
no less than 5 days before the starting date of the contract or 5 days prior to the expected eniry on duty of
any employees, whether a replacement, addition, subconiractor employee, or vendor:

. Standard Form 85P, "Questionnaire for Public Trust Positions” Form will be submitted
via e-QIP {electronic Questionnaire Investigation Processing) {2 copies)

. FD Form 258, “Fingerprint Card” {2 copies)
. Foreign National Relatives or Associates Statement
) DHS 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports Pursuant

to the Fair Credit Reporting Act”
. Optional Form 306 Declaration for Federal Employment (applies te contractors as well)
. Authorization for Release of Medical Information
Prospective Contractor employees who currently have an adequate current investigation and security
clearance issued by the Defense Industrial Security Clearance Office (DISCO) or by ancther Federal
Agency may not be required to submit complete security packages, and the investigation will be accepted
for adjudication under reciprocity.

An adequate and current investigation is one where the investigation is not more than five years old and
the subject has not had a break in service of more than twe years.
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Required forms will be provided by DHS at the time of award of the contract. Only complete packages
will be accepted by the OPR-PSU. Specific instructions on submission of packages will be provided upon
award of the contract.

Be advised that unless an applicant requiring access to sensitive infoermaticn has resided in the US for
three of the past five years, the Government may not be able tc complete a satisfactory background
investigation. In such cases, DHS retains the right to deem an applicant as ineligible due to insufficient
background information.

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in the
performance of this contract for any position that involves access to DHS IT systems and the information
contained therein, to include, the development and / or maintenance of DHS IT systems; or access to
information contained in and / or derived from any DHS IT system.

Transfers from Other DHS Contracts:

Personnel may transfer frem other DHS Contracts provided they have an adequate and current
investigation (see above). If the prospective employee does not have an adequate and current
invastigation an eQip Worksheat will be submitted to the Intake Team to initiate a new investigation.

Transfers will be submitted on the COTR Transfer Form which will ke provided by the Dallas PSU
Qffice along with other forms and instructions.

Continued Eligibility

If a prospective employee is found to be ineligible for access to Government facilities or information, the
COTR will advise the Contracter that the employee shall not continue to work or to be assigned to work
under the contract.

The OPR-PSU may require drug screening for probable cause at any time and/ or when the contractor
independently identifies, circumstances where probable cause exists.

The OPR-PSU may require reinvestigations when derogatory information is received and/or every 5
years.

DHS reserves the right and prercgative to deny and/ or restrict the facility and information access of any
Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR 2635 and 5 CFR
3801, or whom DHS determines to present a risk of compromising sensitive Government information to
which he or she would have access under this contract.

The Contractor will repart any adverse information coming to their attention concerning contract
employees under the contract to the CPR-P3U through the COTR. Reports based on rumor or innuendo
should not be made. The subsequent termination of employment of an employee does not obviate the
requirement to submit this report. The repert shall include the employees’ name and social security
numker, along with the adverse information being reported.

The OPR-PSU must be notified of all terminations/ resignations within five days of cccurrence. The
Contracter will return any expired DHS issued identification cards and building passes, or those of
terminated employees to the COTR. If an identification card or building pass is not available to be
returned, a report must be submitted to the COTR, reterencing the pass or card number, name of
individual to whom issued, the last known location and disposition of the pass or card. The COTR will
return the identification cards and building passes 1o the responsible ID Unit.

Employment Eligibility
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The centracter shall agree that each employee working on this contract will successfully pass the DHS
Employment Eligibility Verification (E-Verify) program operated by USCIS to establish work authorization.

The E-Verify system, formerly known as the Basic Pilot/Employment Eligibility verification Program, is an
Internet-based system operaied by DHS USCIS, in partnership with the Sccial Security Administration
(S8A) that allows participating employers to electronically verify the employment eligibility of their newly
hired employees. E-Verify represents the best means currently available for employers to verify the work
authorization of their employees.

The Contractor must agree that each employee working on this contract will have a Social Security Card
issued and approved by the Social Security Administration. The Contractor shall be responsible to the
Government for acts and omissions of his own employees and for any Subcontractor(s) and their
employees.

Subject to existing law, regulations and/ or other provisions of this contract, illegal or undecumented
aliens will not be employed by the Contractor, or with this contract. The Contractor will ensure that this
provision is expressly incorporated into any and all Subcentracts or subordinate agreements issued in
support of this contract.

Security Management

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The individual will
interface with the OPR-PS&U through the COTR on all security matters, to include physical, personnel, and
protection of all Government information and data accessed by the Contractor.

The COTR and the OPR-P8U shall have the right to inspect the procedures, methods, and facilities
utilized by the Contractor in complying with the security requirements under this contract. Should the
COTR determine that the Contractor is not complying with the security requirements of this contract, the
Contractor will be informed in writing by the Contracting Officer of the proper action to be taken in order to
effect compliance with such requirements.

The following computer security requirements apply to both Department of Homeland Security (DHS)
operations and to the former Immigration and Naturalization Service operations (FINS). These entities
are hereafter referred to as the Department.

Information Technology Security Clearance

When sensitive government information is processed on Department telecommunications and
automated information systems, the Contractor agrees to provide for the administrative control of
sensitive data being processed and to adhere tc the procedures governing such data as outlined in
DHS IT Security Program Publication DHS MD 4300.Pub. or its replacement. Contractor persgnnel
must have favorably adjudicated background investigations commensurate with the defined sensitivity
level.

Contractors whe fail to comply with Department security policy are subject to having their access to
Department IT systems and facilities terminated, whether or not the failure results in criminal prosecution.
Any person whe improperly discloses sensitive information is subject 1o criminal and civil penalties and
sanctions under a variety of laws (e.g., Privacy Act).

Information Technology Security Training and Oversight
All contractor employees using Department autcmated systems or processing Depariment sensitive data

will be required to receive Security Awareness Training. This training will be provided by the appropriate
component agency of DHS.
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Contractors whe are involved with management, use, or operation of any IT systems that handle sensitive
information within or under the supervision of the Department, shall receive periodic training at least
annually in security awareness and accepted security practices and systems rules of behavior.
Department contractors, with significant security responsibilities, shall receive specialized training specific
1o their security responsibilities annually. The level of training shall be commensurate with the individual’s
duties and responsibilities and is intended to promote a consistent understanding of the principles and
concepts of telecommunications and IT systems security.

All personnel who access Department information systems will be continually evaluated while performing
these duties. Supervisors should be aware of any unusual or inappropriate behavior by personnel
accessing systems. Any unauthorized access, sharing of passwords, or other questionable security
procedures should be reported to the local Security Office or Information System Security Officer {(ISSQO).

2. Accessibility Requirements

a. Section 508 of the Rehakilitation Act, as amended by the Workforce Investment Act of 1998
(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic and IT,
they must ensure that it is accessible 1o people with disabilities. Federal employees and members of the
public who have disabilities must have equal access 1o and use of information and data that is
comparable to that enjoyed by non-disabled Federal employees and members of the public.

b. All Electronic and Information Technology (EIT) deliverables within this work statement shall
comply with the applicable technical and functional performance criteria of Section 508 unless exempt.
Specifically, the following applicable standards have been identified:

« 36 CFR 11924.21 — Sofiware applications and operating systems, applies to all EIT software
applications and operating systems procured or developed under this work statement including
but not limited to GOTS and COTS software. In addition, this standard is to be applied to web-
based applications when needed to fulfill the functional performance criteria. This standard also
applies to some web-based applications as described within 36 CFR 1194.22.

« 36 CFR 1194.22 — Web-based Intranet and Internet information and applications, applies to all
web-based deliverables, including documentation and reports procured or developed under this
work statement. When any web application uses a dynamic {non-static) interface, embeds
custom user control{s}, embeds video or multimedia, uses proprietary or technical appreaches
such as, but not limited to, flash or asynchrenous Javascript and XML (AJAX) then *1194.21
Software” standards also apply to fulfill functional performance criteria.

+ 36 CFR 1194.23 — Telecommunications products, applies to all telecommunications products
including end-user interfaces such as telephones and non end-user interfaces such as switches,
circuits, etc. that are procured, developed or used by the Federal Government.

« 36 CFR 1194.24 - Video and multimedia products, applies to all video and multimedia products
that are procured or developed under this work statement. Any video or multimedia presentation
shall also comply with the software standards (1194.21) when the presentation is through the use
of a web or software application interface having user controls available. This standard applies to
any training videos provided under this work statement.

« 36 CFR 1194.25 — Self Contained, Closed Products, applies to all EIT products such as printers,
copiers, fax machines, kiosks, etc. that are procured or developed under this work statement.

« 36 CFR 1194.26 — Deskiop and Portable Computers applies to all desktop and portable

computers, including but not limited to laptops and personal data assistants (PDA} that are
procured or developed under this work statement.
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36 CFR 1194.31 — Functional performance criteria applies to all EIT deliverables regardless of
delivery method. All EIT deliverable shall use technical standards, regardless of technology, to
fulfill the functicnal performance criteria.

36 CFR 1194.41 — Information documentation and support, applies to all documents, reports, as
well as help and support services. To ensure that decuments and reports fulfill the required
“1184.31 Functional Performance Criteria”, they shall comply with the technical standard
associated with web-based Intranet and Internet information and applications at a minimum. In
addition, any help or support provided in this work statement that offer telephone support, such
as, but not limited to, a help desk shall have the ability to transmit and receive messages using
TTY.

c. Exceptions for this work statement have been determined by DHS and only the exceptions

described herein may be applied. Any request for additional exceptions shall be sent to the COTR and
determination will be made in accordance with DHS MD 4010.2. DHS has identified the following
exceptions that may apply:

36 CFR 1194.2(b) — (COTS/GOTS products), When procuring a product, each agency shall
procure products which comply with the provisions in this part when such products are available
in the commercial marketplace or when such products are developed in response to a
Government solicitation. Agencies cannot ¢claim a product as a whole is not commercially
available because no product in the marketplace meets all the standards. If products are
commercially available that meets some but not all of the standards, the agency must procure the
product that best meets the standards.

When applying this standard, all procurements of EIT shall have decumentation of market
research that identify a list of products or services that first meet the agency business needs,
from that list of products or services, an analysis that the selected product met mere of the
accessibility requirements than the nen-selected products as required by FAR 39.2. Any
selection of a preduct or service that meets less accessibility standards due to a significant
difficulty or expense shall only be permitted under an undue burden claim and requires approval
from the DHS Office on Accessible Systems and Technology (OAST) in accordance with DHS
MD 4010.2.

36 CFR 1194.3(b) — Incidental to contract, all EIT that is exclusively owned and used by the
contractor to fulfill this work statement dees net require compliance with Sectien 508. This
exception does not apply to any EIT deliverable, service or item that will be used by any Federal
employee(s) or member(s) of the public. This exception only applies to those contractors
assigned to fulfill the obligations of this work statement and, for the purposes of this requirement,
are not censidered members of the public.

d. All tasks for testing of functional and/or technical requirements must include specific testing for

Section 508 compliance, and must use DHS Office of Accessible Systems and Technology approved
testing methods and tocls. For information about approved testing methods and tools send email to
accessibility@dhs.gov.

3. DHS Enterprise Architecture Compliance

All solutions and services shall meet DHS EA policies, standards, and procedures as it relates to this
SOW. Specifically, the contractor shall comply with the following Homeland Security EA (HLS EA)
requirements:

All developed solutions and requirements shall be compliant with the HLS EA.

All IT hardware or software shall be compliant with the HLS EA Technolegy Reference Model
Standards and Products Profile.
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+ Al data assets, information exchanges, and data standards - whether adopted or developed -
shall be submitted to the DHS Enterprise Data Management Cffice for review and insertion into
the BDHS Data Reference Model.

+ |n compliance with Cffice of Management and Budget (OMB) mandates, all network hardware
shall be IPv6 compatible without modification, upgrade, or replacement.

4. Security - Unclassified

a. General IT Security Requirements. To ensure the security of the DHS/ICE information in their
charge, ICE contractors and sub-contractors must adhere to the same computer security rules and
requlations as Federal Government employees unless an exception to policy is agreed to by the prime
contractors, ICE Information System Security Manager (ISSM}, Contracting Officer and detailed in the
contract. Non-DHS Federal employees or contractors who fail to comply with DHS/ICE security policies
are subject to having their access to DHS/ICE IT systems and facilities terminated, whether or not the
failure results in criminal prosecution. The BHS Rules of Behavior document applies to DHS/ICE support
contractors and sub-contractors.

b. Access to Unclassified Facilities, IT Resources, and Sensitive Information. The assurance of
the security of unclassified facilities, IT resources, and sensitive information during the acquisition
process and contract performance are essential to the DHS mission. DHS Management Directive {MD)
11042.1 Safeguarding Sensitive But Unclassified {For Official Use Only} information, describes how
contractors must handle sensitive but unclassified information. DHS MD 4300.1 Information Technoiogy
Systems Security and the DHS Sensitive Systems Handbook prescribe policies and procedures on
security for IT resocurces. Contractors shall comply with these policies and procedures, any replacement
publications, or any other current or future DHS policies and procedures covering contractors specifically
for all Task QOrders that require access to DHS facilities, |T resources, or sensitive information.
Contractors shall not use or redistribute any DHS information processed, stored, or transmitted by the
contractor except as specified in the Task Order.

c. Interconnection Security Agreements. Interconnections between DHS and non-DHS IT
systems shall be established only through controlled interfaces and via approved service providers. The
controlled interfaces shall be accredited at the highest security level of information on the network.
Connections with other Federal agencies shall be documented based on interagency agreements,
memoranda of understanding, service level agreements or Interconnection Security Agreements. The
contractor shall work with the ICE OCIO Information Assurance Division {IAD) to complete the required
documentation.

d. Security Policy Reference. The following primary DHS/ICE IT Security documents are
applicable to contracter and sub-contractor operations supperting Sensitive But Unclassified (SBU) based
contracts. Additionally, ICE and its contractors must conform to other DHS Management Directives (MD).
These additional MD documents appear on DHS-Online in the Management Directives Section. Veolume
11000 “Security and Velume 4000 “IT Systems” are of particular importance in the suppert of computer
security practices. All services, hardware, and software provided under this task order must be compliant
with DHS Information Security Policy, identified in MD4300.1, Information Technology Systems Security
Program and 4300A Sensitive Systems Handbook.

. DHS Sensitive Systems Policy Directive 4300A
. DHS 4300A Sensitive Systems Handbook

. ICE Directive, IT Security Policy for SBU Systems

. DHS MD 4300.1, Information Technology Systems Security
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e. Contractor Information Systems Security Officer {ISSQ) Point of Contact. The contractor shall
appoint and submit a name to the ICE 1SSM for approval, via the ICE COTR, of a qualified individual to
act as IS80 o interact with ICE personnel en any IT security maiters.

5. Protection of Sensitive Information

The contractor shall protect all DHS/IGE “sensitive information” to which the contractor is granted physical
or electronic access by adhering to the specific IT security requirements of this contract and the DHS/ICE
security policies specified in the Reference Section above. The contractor shall ensure that their systems
containing DHS/ICE information and data be protected from unauthorized access, modification and denial
of service. Further, the data must be protected in order to ensure the privacy of individual's personal
information.

6. Information Technology Security Program

If performance of the contract requires that DHS/ICE data be stored or processed on contractor-owned
information systems, the contractor shall establish and maintain an IT Security Plan. This plan shall be
consistent with the referenced DHS/ICE IT security policy documents and at a minimum contain and
address the following elements:

+« Handling of DHS/ICE sensitive information and IT resources to include media protection, access
control, auditing, network security, and Rules of Behavior

+ C&A and FISMA compliance (C&A) of systems containing, processing or transmitting of DHS/ICE
data

+ Training and awareness for contractor personnel
«  Security incident reporting
+ Contingency planning
+  Security reviews
+ Contract clogeout actions
7. Handling of Sensitive Information and IT Resources

The centractor shall protect DHS/ICE sensitive information and all Government-furnished and contractor-
owned IT systems used to stere or process DHS/ICE sensitive information. The contractor shall adhere
to the following requirements for handling sensitive information:

+« Media Protection. The contractor shall ensure that all hard copy and electronic media (including
backup and removable media) that contain DHS sensitive information are appropriately marked
and secured when not in use. Any sensitive information stored on media to be surplused,
transferred to another individual, or returned to the manufacturer shall be purged from the media
betore disposal. Disposal shall be performed using DHS/ICE approved sanitization mathods.
The centractor shall establish and implement procedures to ensure sensitive information cannot
be accessed or stolen. These procedures shall address the handling and protection of paper and
electrenic outputs from systems {computers, printers, faxes, copiers) and the transportation and
mailing of sensitive media.)

« Access Control. The contractor shall control user access to DHS/ICE sensitive information based

on positive user identification, authentication and authorization {(Roles and Rules based)
mechanisms. Access control measures employed shall provide protection from unauthorized
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alternation, loss, unavailability, or disclosure of information. The contractor shall ensure its
personnel are granted the most restrictive set of access privileges needed for performance of
authorized tasks. The contracter shall divide and separate duties and responsibilities of critical IT
functions 1o different individuals so that no individual has all necessary authority or systems
access privileges needed to disrupt or corrupt a critical process.

+ Auditing. The contractor shall ensure that its contractor-owned IT systems used to store or
process DHS/ICE sensitive information maintain an audit trail sufficient to reconstruct security
relevant events. Audit trails shall include the identity of each person and device accessing or
attempting to access the system, the time and date of the access and the log-off time, activities
that might modify, bypass, or negate security safeguards, and security-relevant actions
associated with processing. The contractor shall periodically review audit logs and ensure that
audit trails are protected from modification, authorized access, or destruction and are retained
and regularly backed up.

s Network Security. The contractor shall menitor its networks for security events and employ
intrusion detection systems capable of detecting inappropriate, incerrect, or malicious activity.
Any intercennections between contractor-owned IT systems that process or store DHS/ICE
sensitive information and IT systems not contrelled by DHS/ICE shall be established through
controlled interfaces and documented through formal Interconnection Security Agreements {(ISA).
The centractor shall employ boundary protection devices 1o enforce access control between
networks, including Internet and extranet access. The contracior shall ensure its e-mail systems
are secure, properly configured, and that netwerk protection mechanisms are implemented in
accordance with DHS/ICE requirements. The contractor shall conduct periodic vulnerability
assessments and tests on its IT systems containing DHS/ICE sensitive information to identify
security vulnerabilities. The assessment and test results will be provided to the ICE OCIO for
review and to coordinate remediation plans and actions.

+ DHS employees and contractors shall not transmit sensitive DHS/ICE information to any personal
e-mail account that is not authorized to receive it.

+ Rules of Behavior. The contractor shall develop and enforce Rules of Behavior for contractor-
owned IT systems that process or store DHS/ICE sensitive information. These Rules of Behavior
must meet or exceed the DHS/ICE Rules of Behavior.

« The contractor shall adhere to the policy and guidance contained in the DHS/ICE reference
documents,

» Encryption. The contractor shall ensure that all encrypticn is FIPS 140-2 and FIPS 197 Advanced
Encryption Standard (AES) 256 compliant.

8. Training and Awareness

a. The contractor shall ensure that all contractor personnel {including sub-centractor personnel)
who are involved in the management, use, or operation of any IT systems that handle DHS/ICE sensitive
information, receive annual training in security awareness, accepted security practices, and system rules
of behavior. [f the contractor does not use the ICE-provided annual awareness training, then they must
submit to the ICE ISSM their awareness training for approval. Should contractor training be approved for
use, the contractor will provide proof of training completed to the ICE ISSM when requested.

b. The contractor shall ensure that all contractor personnel, including Sub-contractor personnel,
with IT security responsibilities receive specialized DHS/ICE annual training tailored to their specific
security responsibilities. If the centractor does not use the ICE-provided special training, then they must
submit to the ICE 1SSM their awareness training for approval. Should contractor training be approved for
use, the contractor will provide proof of training completed to the ICE 1SSM when requested.
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c. Any contractor personnel who are appointed as 1SS0, Assistant ISSOs, or other position with
IT security responsibilities, i.e., System/LAN Database administrators, system analysi, and programmers
may be required to attend and participate in the annual DHS Security Conference.

9. Certification and Accreditation (C&A) and FISMA Compliance

The contractor shall ensure that any contractor-owned systems that process, store, transmit or access
DHS/ICE information shall comply with the DHS/ICE C&A and FISMA requirements.

Any work on developing, maintaining, or modifying DHS/ICE systems must be done to ensure that
DHS/ICE systems are in compliance with the C&A and FISMA requirements. The contractor must ensure
that the necessary C&A and FISMA compliance requirements are being effectively met prior to the
system or application’s release into production (this also includes pilots). The contractor shall use the
DHS provided tools for C&A and FISMA compliance and reporting requirements.

10. Security Incident Reporting

The contractor shall establish and maintain a computer incident response capability that reports all
incidents to the ICE Computer Security Incident Response Center (CSIRC) in accordance with the
guidance and procedures contained in the referenced documents.

11. Contingency Planning

If performance of the contract requires that DHS/ICE data be stored or processed on contractor-owned
information systems, the contractor shall develop and maintain centingency plans o be implemented in
the event normal operations are disrupted. All contractor personnel involved with contingency planning
efforts shall be identified and trained in the procedures and logistics needed to implement these plans.
The centracter shall conduct periodic tests to evaluate the effectiveness of these contingency plans. The
plans shall at a minimum address emergency response, backup cperations, and post-disaster recovery.

12. Security Review and Reporting
a. The contractor shall include security as an integral element in the management of this coniract.

b. The contractor shall conduct reviews and report the status of the implementation and
enforcement of the security requirements contained in this contract and identified references.

c. The Government may elect to conduct periodic reviews to ensure that the security
requirements contained in this contract are being implemented and enforced. The contractor shall afford
DHS/ICE, including the Office of Inspector General, ICE ISSM, and other Government oversight
organizations, access to the contractor’'s and sub-contractors’ facilities, installations, operations,
documeantation, databases, and personnel used in the performance of this contract. Access shall be
provided to the extent necessary for the Government to carry out a program of inspection, investigation,
and audit to safeguard against threats and hazards to the integrity, availability, and cenfidentiality of
DH&/ICE data or the function of computer systems operated on behalf of DHS/ICE, and to preserve
evidence of computer crime.

13. Use of Government Equipment

Coniracters are not authorized 1o use Government office equipment of IT systems/computers for persenal
use under any circumstances, unless limited perscnal use is specifically permitted by the contract. When
so authorized, contractors shall be governed by the limited personal use policies in the referenced
documents.

14. Performance Work Hours
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a. The contracter shall be required te perform work during business and non-business hours
Sunday through Saturday based on the prevailing needs of the Government at Government locations.

b. The maximum numbers of hours the contractor personnel providing direct technical and
engineering services to work is 60 hours per-week.

c¢. The contractor shall submit a written request to the Contracting Officer's Technical
Representative {COTR) or Technical Point of Contact {TPQOC) requesting authorization to exceed the
maximum number of hours per week prior 1o exceeding the maximum hours allowed. The written request
shall at a minimum include by name the specific personnel authorization is being requested for, the
associated project/task title the personnel will be working on, and the reason or requirement that the
personnel be granted autheorization to exceed the maximum number of hours per week.

d. Failure of the contractor to receive proper authorization of personnel to work in excess of the
maximum number of hours per week may result in the Government denying reimbursement for any and
all hours in excess of the maximum number of hours per-week.

15. Contract Closeout

At the expiration of this contract, the contractor shall return all sensitive DHS/ICE information and IT
rescurces provided during the life of this contract. The centractor shall certify that all DHS/ICE
information has been purged from any contracter-owned system used to store or process DHS/ICE
information. Electronic media must be sanitized {overwritten or degaussed) in accordance with the
sanitation guidance and procedures contained in reference documents and with DHS/NIST/NSA
approved hardware and software.

16. Personnel Security

a. DHS/ICE does not permit the use of non-U.S. Citizens in the performance of this contract or to
access DHS/ICE systems or information

b. All contractor perscnnel {including sub-contractor personnel} must have favorably adjudicated
background investigations commensurate with the sensitivity level of the position held before being
granted access to DHS/ICE sensitive information.

c¢. The contractor shall ensure all contractor personnel are properly submitted for appropriate
clearances.

d. The contractor shall ensure appropriate controls have been implemented to prevent contractor
personnel from obtaining access to DHS/ICE sensitive information before a faverably adjudicated
background investigation has been completed and appropriate clearances have been issued. Atthe
option of the Government, interim access may be granted pending completion of a pre-employment
check. Final access may be granted only upon favorable completion of an appropriate background
investigation based on the risk level assigned to this contract by the Contracting Officer.

e. The contracter shall ensure its personnel have a validated need te access DHS/ICE sensitive
information and are granted the most restrictive set of access privileges needed for performance of
authorized tasks.

1. The contractor shall ensure that its personnel comply with applicable Rules of Behavicr for all
DHS/ICE and contractor-owned IT sysiems 1o which its personnel have been granted access privileges.

g. The contractor shall implement procedures to ensure that system access privileges are

revoked for contracior persennel whose employment is terminated or who are reassigned to other duties
and no longer require access to DHS/ICE sensitive information.
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h. The contracter shall conduct exit interviews tc ensure that centractor personnel who no longer
require access to DHS/ICE sensitive information understand their obligation not to discuss or disclose
DHS/ICE sensitive information to which they were granted access under this contract.

17. Physical Security

The contractor shall ensure that access to contractor buildings, rcoms, work areas and spaces, and
structures that house DHS/ICE sensitive information or IT systems through which DHS/ICE sensitive
information can be accessed, is limited to authorized personnel. The contractor shall ensure that controls
are implemented to deter, detect, monitor, restrict, and regulate access to controlled areas at all times.
Controls shall be sufficient to safeguard |T assets and DHS/ICE sensitive information against loss, theft,
destruction, accidental damage, hazardous conditions, fire, malicicus actions, and natural disasters.
Physical security controls shall be implemented in accordance with the policy and guidance contained in
the referenced documents.

18. Facilities Management

The centractor shall provide off-site office space for all contract employees under this requirement within
the continental United States. Additionally, the contractor shall provide dedicated, enclosed The office
space shall be a dedicated. enclosed space large encugh to accommedate four (4) visiting ICE
management staff, with four {4) network drops and four {4) phones. The Government will provide the
exiranet connection.

In order to ensure that ICE assets remain in a secure environment, suite security is required by the
contracting company to fulfill, These protective measures are generally achieved through principles of an
Intrusion Detection System, Physical Access Card System, and CCTV. These three elements are the
minimum standard in order to protect ICE IT Assets. The contractor shall have these in place prior to
allowing ICE IT Assets to be stored or used at the suite or space. All proposed facilities must be available
for inspection and approval by the Government ten (10) days after task order award.

19. Interconnection Security Agreements Language

Interconnections between DHS and non-DHS IT systems shall be established only through controlled
interfaces and via approved service providers. The controlled interfaces shall be acecredited at the highest
security level of information on the network. Connections with other Federal agencies shall be
documented based cn interagency agreements; memoranda of understanding, service level agreements
or interconnect service agreements.

20. Option for Increased Services

The Gevernment may require the services of the numbered line items, identified in the Schedule as
optional items, in the quantity and at the price stated in the Schedule. The Contracting Officer may
exercise the option by written notice to the Contractor within 30 days of the required increase for services.
Delivery of additional services shall continue at the same rate that like services are called for under the
task order, unless the parties otherwise agree.
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Section |
Clauses

Clauses incorporated by reference:

52.216-7 — Allowable Cost and Payment {(DEC 2002},

{a) Invoicing. (3} The designated payment office will make interim payments for contract financing on
the 30" day after the designated hilling office receives a proper payment request.
52.224-1 Privacy Act Noiification (APR 1984)

52.224-2 Privacy Act (APR 1984)

52.227-14 Rights in Data — General (DEC 2007) (ALT Il) (DEC 2007)
52.227-14 Rights in Data — General (DEC 2007) (ALT (I} {DEC 2007)
52.227-16 Additional Data Requirement (JUN 1987)

52.232-18 Availability of Funds (APR 84)

52.232-22 Limitation of Funds {APR 84)

52.239-1 Privacy or Security Safeguards (AUG 1996)

Clauses incorporated by full text:
52.217-8 — QOption to Extend Services (NOV 1999).

The Government may require continued performance of any services within the limits and at the rates
specified in the contract. These rates may be adjusted only as a result of revisions to prevailing labor
rates provided by the Secretary of Laber. The option provision may be exercised more than once, but the
total extension of performance hereunder shall not exceed 6 months. The Contracting Officer may
exercise the option by written notice 1o the Contractor within 30 days before the expiration of the contract.

{End of clause)
52.217-9 — Option to Extend the Term of the Contract {Mar 2000).

{a) The Government may extend the term of this contract by written notice to the Contractor within 15
to 30 days before the expiration of the contract; provided that the Government gives the Contractor a
preliminary written notice of its intent to extend at least 60 days before the contract expires. The
preliminary notice does not commit the Government to an extension.

{b} If the Government exercises this option, the extended contract shall be considered to include this
option clause.

{c) The total duration of this contract, including the exercise of any options under this clause, shall not
exceed five (D) years six (6) months.

(End of clause)
3052.204-70 Security requirements for unclassified information technelogy resources (JUN 2006)

{a) The Contractor shall be responsible for Informaticn Technelogy (IT) security for all systems
connecied to a DHS network or operated by the Contractor for DHS, regardless of location. This clause
applies to all or any part of the centract that includes information technology resources or services for
which the Contractor must have physical or electronic access to sensitive information contained in BDHS
unclassified systems that directly support the agency's mission.

{b} The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall describe

the processes and procedures that will be followed to ensure appropriaie security of IT resources that are
developed, processed, or used under this contract.
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{1} Within ene (1) day after contract award, the contracter shall submit for approval its IT Security
Plan, which shall be consistent with and further detail the approach contained in the offeror’'s proposal.
The plan, as approved by the Contracting Officer, shall be incorporated into the contract as a compliance
document.

{2} The Contractor's IT Security Plan shall comply with Federal laws that include, but are not
limited to, the Computer Security Act of 1987 (40 U.8.C. 1441 et seq.); the Government Information
Security Reform Act of 2000; and the Federal Information Security Management Act of 2002; and with
Federal policies and procedures that include, but are not limited to, OMB Circular A-130.

{3) The security plan shall specifically include instructions regarding handling and protecting
sensitive information at the Contractor’s site {including any information stored, processed, or transmitted
using the Contractor's computer systems), and the secure management, operation, maintenance,
programming, and system administration of computer systems, networks, and telecommunications
systems.

{c) Examples of tasks that require security provisions include—

{1) Acquisition, transmissicn or analysis of data owned by DHS with significant replacement cost
should the contractor’s copy be corrupted; and

{2} Access to DHS networks or computers at a level beyond that granted the general public (e.g.,
such as bypassing a firewall).

{d} At the expiration of the contract, the contracior shall return all sensitive DHS information and IT
rescurces provided te the contracter during the contract, and certify that all non-public DHS information
has been purged frem any contracter-owned system. Compoenents shall conduct reviews to ensure that
the security requirements in the contract are implemented and enforced.

{e} Within 6 months after contract award, the contractor shall submit written proof of IT Security
accreditation to DHS for approval by the DHS Contracting Officer. Accreditation will proceed according to
the criteria of the DHS Sensitive System Policy Publication, 4300A (Version 2.1, July 26, 2004) or any
replacement publication, which the Contracting Officer will provide upon request. This accreditation will
include a final security plan, risk assessment, security test and evaluation, and disaster recovery
plan/continuity of operations plan. This accreditation, when accepted by the Contracting Officer, shall be
incorporated into the contract as a compliance document. The contractor shall comply with the approved
accreditation documentation.,

(End of clause)
3052.204-71 Contractor employee access (JUN 2006} ALTERNATE Il (JUN 20086)

(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, disclosure,
or unauthorized access te or medification of which could adversely affect the national or homeland
security interest, or the cenduct of Federal programs, or the privacy to which individuals are entitled under
section 552a of title 5, United States Code {the Privacy Act), but which has not been specifically
authorized under criteria established by an Executive Order or an Act of Congress 10 be kept secret in the
interest of naticnal defense, homeland security or foreign policy. This definition includes the following
cailegeries of information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure
Information Act of 2002 (Title 11, Subtitle B, of the Homeland Security Act, Public Law 107-286, 186 Stat.
2135}, as amended, the implementing regulations thereto {Title 6, CGode of Federal Regulations, Part 29)
as amended, the applicable PCII Procedures Manual, as amended, and any supplementary guidance

Page 72 of 173



Engineering Services & Support (ESS) | 35

officially communicated by an authorized official of the Department of Homeland Security {including the
PCIl Program Manager cr his/her designee);

{2} Sensitive Security Information (SSI}, as defined in Title 49, Code of Federal Regulations, Part
1520, as amended, “Policies and Procedures of Safeguarding and Control of S51," as amended, and any
supplementary guidance officially communicated by an authorized official of the Department of Homeland
Security {including the Assistant Secretary for the Transportation Security Administration or his/her
designee);

{3} Information designated as “For Official Use Only,” which is unclassified information of a
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s privacy or
welfare, the conduct of Federal programs, or other programs or operations essential to the national or
homeland security interest; and

{4} Any information that is designated “sensitive” or subject to other controls, safeguards or
protections in accordance with subsequently adopted homeland security information handling procedures.

{b) "Information Technology Resources™ include, but are not limited to, computer equipment,
networking equipment, telecommunications equipment, cabling, network drives, computer drives, network
software, computer software, software programs, intranet sites, and internet sites.

{c) Contractor employees working on this contract must complete such forms as may be necessary for
security or other reasons, including the conduct of background investigations to determine suitability.
Completed forms shall be submitted as directed by the Contracting Officer. Upon the Contracting Officer’s
request, the Contractor's employees shall be fingerprinted, or sukject to other investigations as required.
All contractor employees requiring recurring access to Government facilities or access to sensitive
information or IT resources are required to have a favorably adjudicated background investigation prior to
commencing werk on this centract unless this requirement is waived under Deparimental procedures.

{d} The Contracting Officer may require the contractor to prehibit individuals from working on the
contract if the government deems their initial or continued employment contrary to the public interest for
any reason, including, but not limited to, carelessness, insubordination, incompetence, or security
concerns.

{e)} Work under this contract may involve access to sensitive information. Therefore, the Contractor
shall not disclose, orally or in writing, any sensitive information to any person unless authorized in writing
by the Contracting Officer. For those contractor employees authorized access to sensitive information, the
contractor shall ensure that these persons receive training concerning the protection and disclosure of
sensitive information both during and after contract performance.

{fi The Contractor shall include the substance of this clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive infermation, or resources.

{g) Before receiving access to IT resources under this contract the individual must receive a security
briefing, which the Ceontracting Officer's Technical Representative (COTR) will arrange, and complete any
nondisclosure agreement furnished by DHS.

{h} The centracter shall have access only to those areas of DHS information technology resources
explicitly stated in this contract or approved by the COTR in writing as necessary for performance of the
work under this contract. Any attempis by contractor personnel to gain access to any information
technology resources not expressly authorized by the statement of work, cother terms and conditicns in
this contract, or as approved in writing by the COTR, is strictly prohibited. In the event of violation of this
provision, DHS will take appropriate actions with regard to the contract and the individual{s) invclved.
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{iy Contracter access to DHS networks from a remote location is a temporary privilege for mutual
convenience while the contractor performs business for the DHS Cemponent. It is not a right, a guarantee
of access, a condition of the contract, or Government Furnished Equipment (GFE).

{i Gontractor access will be terminated for unauthorized use. The contractor agrees to hold and save
DHS harmless from any unauthorized use and agrees not to request additional time or meney under the
contract for any delays resulting from unauthorized use or access.

{k} Non-U.&. citizens shall not be authorized to access or assist in the development, operation,
management or maintenance of Department IT systems under the contract, unless a waiver has been
granted by the Head of the Component or designee, with the concurrence of both the Department’s Chief
Security Officer {CSO) and the Chief Information Officer {(CIO) ar their designees. Within DHS
Headquarters, the waiver may be granted only with the approval of both the CSO and the CIO or their
designees. In order for a waiver to be granted: (1) The individual must be a legal permanent resident of
the U. 8. or a citizen of Ireland, Israel, the Republic of the Philippines, or any nation on the Allied Nations
List maintained by the Department of State; (2) There must be a compelling reason for using this
individual as opposed to a U. S. citizen; and {3} The waiver must be in the best interest of the
Government.

(I} Contracters shall identify in their proposals the names and citizenship of all non-U.S. citizens
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after contract award
shall also be reported 10 the contracting officer.

(End of clause)
3052.215-70 Key perscennel or facilities (DEC 2003)

{a) The personnel or facilities specified below are considered essential to the work being performed
under this contract and may, with the consent of the contracting parties, be changed from time to time
during the course of the coniract by adding or deleting personnel or facilities, as appropriate.

{b} Before removing or replacing any of the specified individuals or facilities, the Contractor shall notify
the Contracting Cfficer, in writing, before the change becomes effective. The Contractor shall submit
sufficient information to support the proposed action and to enable the Contracting Officer to evaluate the
potential impact of the change on this contract. The Contractor shall not remove or replace personnel or
facilities until the Contracting Officer approves the change. The Key Personnel or Facilities under this
Contract: {specify key personnel or facilities)

(End of clause)
3052.216-71 Determination of Award Fee (DEC 2003)

{a) The Government shall evaluate contractor performance at the end of each specified evaluation
period to determine the amount of award. The contractor agrees that the amount of award and the award
fee methodology are unilateral decisions to be made at the sole discretion of the Government.

{b} Contracter performance shall be evaluated according to a Performance Evaluation Plan. The
contractor shall be periodically informed of the quality of its performance and areas in which
improvements are expecied.

{c} The contractor shall be promptly advised, in writing, of the determination and reasons why the
award fee was or was not earnad. The contractor may submit a performance self-evaluation for each
evaluation period. The amount of award is at the sole discretion of the Government but any self-
evaluation received within ten (10} days after the end of the current evaluation period will be given such
consideration, as may be deemed appropriate by the Government.
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(End of clause)
3052.216-72 Performance Evaluation Plan. {DEC 2003)

{a) A Performance Evaluation Plan shall be unilaterally established by the Government based on the
criteria stated in the contract and used for the determination of award fee. This plan shall include the
criteria used 1o evaluate each area and the percentage of award fee {if any) available for each area. A
copy of the plan shall be provided 1o the contractor five {(5) calendar days prior to the start of the first
evaluation period.

{b} The criteria contained within the Performance Evaluation Plan relates to: {1} Quality of Product or
Service; (2) Cost Control; (3} Timeliness of Performance; and {4) Business Relations.

{¢) The Performance Evaluation Plan may, consistent with the contract, be revised unilaterally by the
Government at any time during the period of performance. Notification of such changes shall be provided
to the contractor ten {10) calendar days prior to the start of the evaluation period to which the change will

apply.
(End of clause)
3052.216-73 Distribution of Award Fee. {(DEC 2003)

{(a) The total amount of award fee available under this contract is assigned according to the following
evaluation periods and amounts: Evaluation Period: every six (6) months; Available Award Fee: _ %.

{b} Payment of the base fee and award fee shall be made, provided that after payment of 85 percent
of the base fee and potential award fee, the Government may withheld further payment of the base fee
and award fee until a reserve is set aside in an amount that the Government considers necessary 1o
protect its interest. This reserve shall not exceed 15 percent of the total base fee and potential award fee
or $100,000, whichever is less.

{c} In the event of coniract termination, either in whole or in part, the amount of award fee available
shall represent a pro rata distribution associated with evaluation period activities or events as determinad
by the Government.

{d) The Government will promptly make payment of any award fee upon the submission by the
contractor to the contracting officer's authorized representative, of a public voucher or invoice in the
amount of the total fee earned for the period evaluated. Payment may be made without using a contract
modification.

(End of clause)
3052.228-70 Insurance {DEC 2003}
In accordance with the clause entitled “Insurance - Work on a Government Installation” [or Insurance -
Liability to Third Persons] in Section |, insurance of the following kinds and minimum amounts shall be
provided and maintained during the period of perfermance of this contract:

{a) Worker's compensaticn and employer's liability. The contractor shall, as a minimum, meet the
requirements specified at (FAR} 48 CFR 28.307-2(a}. 06-01-2006 HSAR 52-38

{b} General liability. The contractor shall, as a minimum, meet the requirements specified at (FAR) 48
CFR 28.307-2(b). {c} Automobile liability. The contractor shall, as a minimum, meet the requirements
specified at (FAR) 48 CFR 28.307-2{c).

{End of clause)
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3052.242-71 Dissemination of contract information (DEC 2003)

The Contractor shall not publish, permit io be published, or distribute for public consumpticn, any
information, oral or written, concerning the resulis or conclusions 06-01-2006 HSAR 52-43

made pursuant to the performance of this contract, without the prior written consent of the Contracting
Officer. An electronic or printed copy of any material proposed to be published or distributed shall be
submitted to the Contracting Officer.

{End of clause)
3052.242-72 Contracting officer's technical representative (DEC 2003)

{a) The Contracting Officer may designate Government personnel to act as the Contracting Officer's
Technical Representative {COTR) to perform functions under the contract such as review or inspection
and acceptance of supplies, services, including construction, and other functions of a technical nature.
The Contracting Officer will provide a written notice of such designation to the Contractor within five
working days after contract award or for construction, not less than five working days prior to giving the
contractor the notice to proceed. The designation letter will set forth the authorities and limitations of the
COTR under the contract.

{b) The Contracting Officer cannot authorize the COTR or any cther representative to sign documents,
such as contracts, contract modifications, etc., that require the signature of the Contracting Officer.

(End of clause)
3052.245-70 Government Property Reports (AUG 2008) [Deviation]

The Contractor shall prepare a report of Government property in its possession and the possession of its
subcontractors, when and in a format prescribed by the Contracting Officer.

{End of clause)
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Section K
Representations

Notice of Order Size Rerepresentaticn {OSR} at the Task Order Level

Offers are solicited only from Alliant Small Business GWAGC prime contractors that have not rerepresented
as other than small in accordance with FAR 52.219-28 Post-Award Small Business Program
Rerepresentation. Those Alliant Small Business GWAC prime contractors having experienced an event
that triggers the notification requirements contained in FAR 52.218-28(b}(1) or {b}{2), and are other than
small as a result of said triggering event, are considered to be other than a small business concern for the
purposes of this procurement regardless of whether the coniractor has fulfilled the rerepresentation
notification pursuant to FAR 52.219-28,

Offers received from Alliant Small Business GWAC contractors that have rerepresented their size status
as other than small under the Alliant Small Business GWAC, or have had a triggering event and are not
currently considered small business concerns under the Alliant Small Business GWAC are not desired
and shall be rejected as non-conforming with this OSR. The following representation must be completed
and submitted with the offer.

| hereby represent that my company (checkone) _ has _ has not rerepresented itself as other than
a small business concern under the Alliant Small Business GWAC, and {(checkong)_ has _ has not
experienced a triggering event pursuant to FAR 52.219-28 resulting in the company being other than a
small business concern regardliess of if notification of that circumstance has or has not been provided
pursuant 1o the timetable established in FAR 52.219-28.
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Section L
Instructions to Cfferors and Evaluation Criteria

1. Overview of the Procurement Process

This procurement shall be conducted in a two-part approach. For the first part, the Cfferors shall submit
{in writing} and present to {oral presentation) their Technical Approach proposal. For the second part, the
Offerors shall submit {in writing only) their Management Approach, Past Performance, and Cost
proposals. All information required shall be submitted via GSA’s eBuy. Only currently small businesses
will be eligible for task order award. The Offerors shall present their approach to the evaluation team at
801 | Street NW, Washington, DC 20536. Travel and any material and preparation costs shall not be
reimbursed.

Once the Technical Approach proposals have been presented, the evaluation team shall make a
subjective determination of which Offerors have submitted the most highly rated technical proposals.
Ntifications will be sent to all Offerors indicating whether the evaluation team felt the Offeror was one of
the most likely to submit one of the highest value solutions based upon the Technical Approach proposal.
Offerors who are notified that they are deemed likely to submit a high value solution are then encouraged
te submit written proposals for the second part. Proposals for the second part will be due to the
Government within seven {7) calendar days of netification. Written proposals will not be accepted by
Offerors who are notified that they have been deemed unlikely to submit a high value proposal.

Electronic paper size shall be 8 V2 by 11-inch white. The font size shall not be less than 12-point font. No
reduction is permitted except for organization charts or other graphic illustrations. In those instances
where reduction is allowable, Offerors shall ensure that the print is easily readable; no less than 8-point
font on graphs and 10-point font on tables. The Offeror shall present all information relevant to the facter
in the appropriate sectien in order 1o be considered for evaluation under the applicable criteria. Offerors
shall insert their company’s name in the filename. Information not contained within the page limitations
detailed below will not be evaluated.

Each proposal shall include an exceptions section that identifies and explains in detail any exceptions,
deviations, or conditional assumptions taken with the solicitation {to be submitted with Contractual
Documenis). Any exception, etc., taken must contain sufficient amplification and justification to permit
evaluation. All benefits to the Government shall be fully explained for each exception taken. Such
exceptions will not, of themselves, automatically cause a proposal to be determined unacceptable for
award. A large number of exceptions, or one or more significant exceptions, not providing benefit to the
Government may, however, result in rejection of your proposal as unacceptable for award. [f the Offeror
takes no exceptions, the Offeror shall state so.

A proposal that fails to show compliance with these instructions may not be considered for award. In
order that your non-price proposals 1o be evaluated strictly on the merit of the material submitted, no
price/cost infermation is to be included in any part other than the Cost proposal.

Ofterors shall provide an electronic copy of their proposals via eBuy. Cfferors shall submit the proposals,
with cover letter, by 5:00 P.M. Eastern Time on June 30, 2011. Alternate proposals will not be
considered. The Offeror agrees to hold firm the prices in its offer for 180 calendar days from the date
specified for receipt of offers.

Should an amendment be issued against the solicitation, the Offeror shall acknowledge by signing the
Standard Form (SF} 30, Amendment of Sclicitation/Medification of Contract, and include it in the proposal
submissicn. Acknowledgment of solicitation amendments issued after the proposal due date, shall be
submitted via email to Mr. Thomas Jefferson at thomas.jefferson@dhs.gov with a copy to Ms. Jeri Justice
at Jeri.Justice@DHS.gov, not later than cne week after the amendment was issued.

The Government anticipates presentations to begin on July 6, 2011. To minimize any advantage to the
Offerors that present later, the Government will keep the time between the first and last presentation as
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short as possible. The Government will schedule Offerors at random; Offerors will not be allowed to
reschedule.

2. First Part

The first part consists of an oral presentation and written proposal. Using PowerPoint slides, Offerors
shall present to the Government demonstrating their understanding of the requirements and provisions of
the Statement of Work, and the problems to be resolved, and the Offeror's technical approach to
satisfying the needs and desires of the Government as reflected in the solicitation. Additionally, the
Offerors shall submit both their IT Security and Transition Plans for the written proposal.

Offerors' presentations shall not deviate from the slides provided to the Government, and Offerors are
limited to 30 slides for the oral presentation portion. The total duration in time for oral presentation is 1.5
hours.

¢ Offerors will be allowed 45 minutes for their presentation demonstrating the Offeror's
understanding of the requirements and provisions of the Statement of Work, and the problems to
be resolved, and the Offeror's technical approach to satistying the needs and desires of the
Government as reflected in the solicitation.

+ Offerors will then be asked a series of technical questions by the Contracting Offeror and be
given a problem to solve. The Government will break at this time allowing the Offeror to
formulate the answers. 25 minutes will be allotted for this.

+ QOfferors will have 20 minutes to provide answers the questions and a sclution to the problem.
Only the Offerers’ technical personnel are permitted to present to the evaluation board and
answer questions posed by the Contracting Officer.

All interaction during and after the presentation will be limited to the Contracting Officer. Presentations
will not constitute discussions.

For the written proposal portion, the Offerors are limited to 30 pages (inclusive of both Plans).

Contractual Documents. The siferor shall complete all fill-ins and signature blocks for the task order
{without modification to the files} provided with the solicitation and amendments. Offerors shall submit the
Notice of Order Size Rerepresentation (OSR) at the Task Order Level {located in Section K,
Representations) and FAR 52.227-15, Representation of Limited Rights Data and Resiricted Computer
Software (Dec 2007) (located in Section M, Evaluation Factors for Award) with the first part.

An official authorized to bind the company shall sign all certifications requiring original signature. An
Adobe Acrobat file, “.pdf”, shall be created 1o capture the signatures for submission.

« Representations, Certifications, and Other Statements of Offerors

s Acknowledgement of Amendments - SF 30

s Exceptions
Offerors shal submit the Notice of Order Size Rerepresentation (OSR) at the Task Order Level (located in
Section K, Representations) and FAR 52.227-15, Representation of Limited Rights Data and Restricted
Computer Software {Dec 2007} {located in Section M, Evaluation Factors for Award) with the first part.

3. Second Part

Faor the second part of the evaluation, Offerors shall provide their Management Approach, Past
Performance and Cost proposals. Additionally, the Offerors shall provide required Contractual
Documents. Each proposal shall be complete in itself in order that evaluation of one proposal may be
accomplished independently of, and concurrently with, evaluation of another proposal.

Management Approach (20 pages). The Management Approach Preposal shall include:

+ The Offeror's Quality Assurance Surveillance Plan;
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+ Information regarding the experience, gualifications, education and availability of the personne!
assigned to performance of this task order, especially those personnel deemed key personnel by
the Offeror;

+ The Offeror's methodology for recruitment and retention of qualified persennel; and

+ The Offeror's appreach and capabilities to manage and maintain efficient levels of staffing
throughout the contract performance period, including demenstrated abilities to access additional
technical support, as required, over the life of the contract.

Past Performance {(nc page limitation). Using the form at Appendix A, the Government requests that the
Offeror provide information on two current and relevant contracts. Current is defined as performance
within the past three years of the solicitaticn date. Relevant is defined as services similar to the technical
and engineering services as oullined in the Statement of Work and NOT informaticn technclogy help desk
or operations and maintenance support. If an Offeror has only one contract that meets the relevancy
criteria, it would only submit one contract. Offerors shall provide unclassified contracts whenever possible
since any contract references or informaticn provided on classified contracts cannot be verified, and the
Government could be limited to the amount of data available to perform the evaluation. Contract
references may include the performance of a major subcontractor. A major subcontractor is defined as a
subcontractor performing 25% or mare of the work. The Government reserves the right to use past
performance information obtained from other sources. Information obtained may be used for both the
responsibility determination and the best value decision. The Government will request information found
in Attachment B, Past Performance Questionnaire, from the individual(s) identified in Appendix A

Cost/Price (no page limitation). The Offeror shall use Attachment C, Cost Model to propose the cost/price
of this requirement. The Offeror shall provide labor categeries and rates and provide personnel for the
proposed labor rates that meet the skills and attributes required in the Statement of Work (SOW). The
cost model includes sections for the fixed price, cost plus award fee, and cost reimbursable portions of
the SOW.

The Geovernment has estimated the Contractor worklead for both the base year and option years in the
Attachment D, Estimated Workload. Although the Government has provided the estimated workload, the
Offeror is not required to follow the estimate. Support personnel have not been included in this estimate.
Propose administrative/managerial personnel as appropriate.

The Cost Model has several areas of infermation to be filled out for the fixed price, cost plus award fee
and cost reimbursable portions of the SOW. Offerors shall not change formulas or any other data
contained in the Cost Model. The Offeror shall enter the cost information for the base year and proposed
annual escalation rate. The option years costs/price will automatically fill in the cost model. The Offeror
shall enter the necessary data in the yellow highlighted cells. If additional labor categories are necessary,
the Offeror shall insert rows in the Cost Model. If the Offeror proposes to use subcontractors for
performance of the SOW, the basis of subcontractor labor rates and/or costs should be fully explained.
The indirect rates shall be proposed IAW FAR Part 31. The Offeror shall identify the proposed direct and
indirect rates by contractor Fiscal Year and fully explain the base to which each rate is applied. Include a
cost breakdown and indicate how indirect rates have been computed and applied. If the pericd of
performance crosses contractor Fiscal Years, the Offeror must clearly explain how proposed rates are
used to calculate the direct rates for each labor category and the indirect rates. Base fee will not be
allowed on the CPAF portion of the SOW. The Offeror shall only propose an award fee.

For the fixed price portions of the SOW, the Offeror shall provide fully burdened labor rates with elements
of the rate identified including labor rate, applicable indirect rates and profit percentages. The Offeror
shall identify the basis of the rates proposed.

For the cost plus award fee portion of the SOW the proposal shall identify laber categories in accordance
with the Alliant Small Business GWAC. The labor rates proposed shall be based on the Offeror's
established accounting and estimating system practices. Additionally, the Offeror shall state what the
rate is based on {e.qg., actual rate or average rate). The Offeror must also provide supporting data for
indirect rates proposed and propose rates consistent with their cost accounting system and forward
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pricing rate agreements. ODCs and Travel estimates have been provided in the cost model and should
not ke changed.

Basis of estimate write-ups in the cost proposal shall describe the basis of data used in determining the
fully burden labor rates and rationale for any adjusiments, if made, 1o the base data. The narration of the
basis of estimate write-ups shall be comprehensive enough to determine how and why the Offeror chose
to propose the quantity and/or amount listed in its proposal.

Far the cost type portion of the SOW, the Offeror must have an adequate accounting system that is in
compliance with FAR 16.301-3(a)} (1) that has been or will be reviewed and deemed adequate by the
Defense Contract Audit Agency (DCAA). If subcontracts have cost type features, the subcontractor must
also have an adequate accounting system. The Offeror must provide the audit report number and date
associated with the accounting system review for each subcontractor (when a cost-type subcontract is
contemplated).

Any deviation from normal proposal estimating practices must be fully explained in detail and supported.
DCAA rate recommendations will be used in performing cost realism analysis on the cost type portions of
the SOW. Therefore the Offeror is requested to provide the name, e-mail address and telephone number
for the Offeror’s local DCAA and DCMA point of contact. In addition, provide a copy of any forward
pricing rate agreement or recent audit repert containing results of review of direct labor rates as well as
indirect expense rates.

Centractual Documents. The offeror shall complete all fill-ins and signature blocks for the task order
{without medification to the files) provided with the sclicitation and amendments. An official authorized to
bind the company shall sign the SF 33 and all certifications requiring original signature. An Adobe
Acrobat file, “.pdf", shall be created to capture the signatures for submission.

+ SF 33, Sclicitaticn, Offer, and Award. The Offeror shall submit a completed and signed SF 33
+ Representations, Certifications, and Other Statements of Offerors
» Acknowledgement of Amendments - SF 30

+Exceptions

4. Provisions

52.222-46 Evaluation of Compensation for Professional Employees (FEB 1993)
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Section M
Evaluation Factors for Award

1. Best Value. The Government will award a task order resulting from this solicitation to one Cfferor that
provides the greatest value solution to the Government. “Best value” means the expecied outcome of an
acquisition that, in the Government's estimation, provides the greatest overall benefit in response to the
requirement. In determining best value, the Technical Approach is more important than Management
Approach. The Management Approach Is more important than Past Performance. Past Performance
and Cost are comparatively equal. The non-cost factors, when combined, are significantly maore
important than Cost. The non-cost factors, when combined, are significantly more important than Cost.

Relative Order of Importance Terminclogy. The following terminology is provided to give Offerors an
understanding of the relative order of importance of the evaluation factors.

a. Significantly More Important. The factor is substantially more important than another
factor. The factor is given far more consideration than another factor.

b. More Important. The factor is greater in value than another factor, but not as much
as a significantly more important factor. The factor is given more consideration than
another factor.

¢. Comparatively Equal. The factor is nearly the same in value as another factor; any
difference is very slight.

Offerors will be given the cpportunity to clarify miner irregularities or apparent ¢lerical mistakes in their
submission; however, the Government anticipates and reserves the right to make its award decision
based solely on initial proposals.

2. Volume of Work Performed in the Past. In order to provide Offerors with a better understanding of the
work required at ICE, the Government has identified, by SOW section, the amount of work recently
performed. This work relates to the base CLINs, not the optional CLINs.

2.0 Description of Services
= Table 1-1: Severity Level Takle. The frequency of trouble calls is as follows:
o Severity level 1 — 2/month
o Severity level 2 — 2/month
o Severity level 3 — 1/month
o Severity level 4 — 1/month

4.1 Network Engineering Services

» Manage approximately 25 large, complex projects annually. A large project would consist
of a site of 500-5,000 users, multiple remote wiring closets, layer 3 switching, and dual
carrier WAN diversity. A large project may alsec include multiple file servers and/or network
attached storage or storage area networks.

s  Manage approximately 75 medium sized projects annually. A medium sized project would
consist of a site of between 200-499 users, multiple wiring closets, layer 3 switching, and a
possible dual carrier WAN diversity design. A medium sized project will typical involve 1 or
2 server farms for file servers.

+ Manage approximately 200 small projects and ad-hoc requests annually. A small sized
project/ad-hoc request would support from 1-199 users. Projects with fewer than 100 users
typically have only one wiring closet. These sites typically do not require dual carrier
diversity although it may be requested by the Government based on mission need. Sites
under 50 users typically do not employ layer 3 switching; most sites will have between 1
and 4 file servers,

+ Design approximately 300 unique and repeatable solutions annually. These projects will
typically be requests from customers for connectivity to cutside rescurces and ICE mission
partners. Re-designs of existing sites, or moves of one site to another location. Upgrades
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of sites bandwidth or switch capacity, application profiling, Domain Name System changes,
and general network engineering tasks.

» Provide technical oversight of approximately 400 circuit orders per year to ensure proper
sizing and type.

+ Respond to approximately 50 Service Desk tickets per month for all telecommunication
services.

4.2 Infrastructure Engineering Services

+ Design, implement, and suppoert an Active Directory {AD) instance of approximately 35,000
objects and maintain as required, AD sites and services, site links, and replication
topologies.

» Support an Exchange 2010 environment consisting of approximately 24,000 mailboxes ina
high availability environment.

s  Support a mobile messaging platform across multiple environments consisting of
approximately 16,000 handhelds running in a high availability configuration.

+« Manage approximately ten (10) large projects, 25 medium sized projects and 40 small/ad-
hoc projects per year.

» Build approximately four (4) FDCC compliant images annually.

5.2 Network Integration Services
s  The contractor will be responsible for approximately 400-450 deployments each year.

5.4 Voice Communications and Data Services Team

+ Approximately 100 voice systems are currently installed and approximately 75 site surveys
are completed annually.

5.5 Circuit Order Logistics Support

« Approximately 500 orders for circuit upgrades, relocations, and new site installations are
performed annually.

6.1 Lab Engineering Services

» Evaluate and test approximately 120 hardware and software products annually prior to
integration and implementation.

6.4 Database Administration Support
» There are over 40 Oracle production databases running on AlX, a number of which utilize
Oracle Real Application Clusters {RAC).

7.1 Web Infrastructure Services
s  The contractor shall be responsible for maintaining operational status of the Web
Application in production, training, disaster recovery, and non-production environments with
approximately 400 servers running Microsoft Windows Server 32-bit or 64-bit, *NIX, and
Red Hat Linux operating systems.

7.2 Web Application Hosting and Integration Services
¢+ |ICE has approximately 35 web-based applications.

3. Evaluation Criteria

Technical Approach —

Oral Presentaticn: The presentation will be evaluated in terms of the contractor's understanding
of the requirement and problems to be resolved, the feasibility of the propesed approach, and the
completeness of the proposal.

Page 84 of 173



Engineering Services & Support (ESS) | 47

Written Propesal: The Government will evaluate the IT Security Plan in terms of the Cfferor's
knowledge of and compliance with DHS 4300-A and B requirements, an understanding of NIST SP800-
53 and 800-27, and a familiarity with Government system hardening techniques and methods. The
Transition Plan will be evaluated in terms of the Offeror's approach to meeting the reguirement’s while
transitioning ontc and off of the task order.

Management Approach — The Government will evaluate:

+ The Quality Assurance Surveillance Plan in terms of the Offeror’s approach to the processes
which will improve the engineering services and support provided (by linking management and
engineering activities to their objectives) over the life of the task order.

+» Proposed personnel in terms of their experience, qualifications, education and availability, as
related to performance of the task order. Emphasis will be placed on the experience,
gualifications, education and availability of key personnel.

« The Offeror's methodclogy for recruitment and retention of qualified personnel; and

« The Offercr's approach and capabilities to manage and maintain efficient levels of staffing
throughout the contract perfermance period, including demonstrated abilities to access additional
technical support, as required, over the life of the task order.

Past Performance.

When assessing past performance, the Government will focus its inquiry on the past perfermance of the
Offeror as it relates to the solicitation requirements. These requirements include aspects of cost,
schedule and performance, including the Offeror's record of: reliably following through on its
commitments; the correspondence of final total costs to the expectations at the beginning of the contract;
the correspondence of product/service delivered to the contract specification; the timeliness of the
product/service delivery; the quality of the product/service provided; the ease of deing business with the
company; the attitude, courtesy, and professionalism of the company’s staff; the responsiveness of the
company to information requests, issues, or problems that arose in the course of the contract; and the
overall satisfaction level of the company's performance.

A significant achievement, problem, or lack of relevant data can become an important consideration in the
source selection process; a negative finding may result in a high risk rating for the Past Perfermance
Factor. Therefore, Offerors are reminded to act carefully in selecting the past efforts for inclusion and in
addressing the relevance of past efferts, including demonstrated corrective actions, in their proposals.
Offerors with no recent and relevant past performance will receive a neutral rating in past performance.

Cost/Price.

The Offercr's preposal will be evaluated on the quality and sufficiency of the supporting data provided,
and on the basis of traceability of the proposed labor categeries and hours 1o the technical proposal.
Additionally, the quality of the estimating techniques employed and the jusiification of assumptions made
concerning the fully burdened labor rates and the cost elements that make up the rates will be evaluated.

In evaluating costs, the Government will perform a cost realism analysis on the cost type portions of the
SOW. Specific elements of the Offeror's proposal will be evaluated to determine whether the estimated
proposed cost elements are realistic for the work to be performed; reflect a clear understanding of the
requirements; and are consistent with the unique methods of performance and materials described in the
Offeror’s technical proposal. If the costs are determined to be overstated and/or understated, the
Government will establish a “probable cost” which will be used for evaluation purposes. An Offeror who
significantly underestimates (or overestimates) costs on part of the proposal, or the entire proposal, will
be considered less favorable. The lowest probable cost to the Government will be considered most
favorable.
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The fixed price portion of the SOW will be evaluated using price analysis to determine that the proposed
price is fair and reasonable. The cverall price of the propesal will be determined fair and reasonable
based upon the probable cost of the cost reimbursable portions and the reasonableness of the fixed price
poriion of the Offeror’s proposal.

4. Provisions
52.216-1 Type of Contract (APR 84)

The Government contemplates award of a hybrid (with firm-fixed-price, cest-reimbursement, and cost-
plus-award-fee CLINs) contract resulting from this solicitation.

{End of provision)
52.227-15 Representation of Limited Rights Data and Restricted Computer Sofiware {Dec 2007)

(a) This solicitation sets forth the Government's known delivery requirements for data (as defined in the
clause at 52.227-14, Rights in Data—General}. Any resulting contract may also provide the Government
the option to order additional data under the Additional Data Requirements clause at 52.227-16, if
included in the contract. Any data delivered under the resulting contract will be subject to the Rights in
Data—General clause at 52.227-14 included in this contract. Under the latter clause, a Contractor may
withhold from delivery data that qualify as limited rights data or restricted computer software, and deliver
form, fit, and function data instead. The latter clause also may be used with its Alternates [l and/or (Il to
obtain delivery of limited rights data or restricted computer software, marked with limited rights or
restricted rights notices, as appropriate. In addition, use of Alternate V with this latter clause provides the
Government the right to inspect such data at the Contractor’s facility.

{b} By completing the remainder of this paragraph, the cfferor represents that it has reviewed the
requirements for the delivery of technical data or computer software and states [offeror check appropriate
blockl—

[ 1{1) Ncne of the data proposed for fulfilling the data delivery requirements qualifies as limited
rights data or restricted computer software; or

[ ]1(2) Data proposed for fulfilling the data delivery requirements qualify as limited rights data or
restricted computer software and are identified as follows:

{c} Any identification of limited rights data or restricted computer software in the offeror's response is not
determinative of the status of the data should a contract be awarded to the offeror.

{End of provision)
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Appendix A

Offeror’'s Relevant Contracts

Offeror/Major Subcontractor (if applicable) Name:

Contract Number:

Pericd of Performance Dates:

Customer (Army, Navy, etc.):

Scope of Work:

Narrative Information. Provide any recognition for quality performance, such as receipt of an award or
letter. If any of the reference contract{s)/subcontract{s) were fully or partially terminated for Convenience
or Default, or was subject to litigation regarding performance, provide a discussion of the events or
circumstances affecting the termination decision and/or perfermance litigaticn. Indicate it you anticipate
that reference contract(s)/subcontract(s} will identify unfavorable performance; identify the circumstances
of the unfaverable performance and the corrective acticns taken 1o satisty the customer.

Points of contact {(POC):

(provide a maximum of 5 points of contact }

Name:

Agency:

Phone Number:

Email Address:

Role in Relation to the Contract (Program Manager, KO, COTR, major end user, etc.):
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Project Title: Engineering Services and Support

Background

The Department of Homeland Security (DHS) Immigration and Customs Enforcement
(ICE) Oflice ol the Chief Information Officer (OCIO) Engineering Division is
responsible for providing information technology (IT) engineering services to support the
ICE mission. ICE personnel are located at over 600 sites worldwide 1o support the
mission of all ICE Program Offices.

The ICE OCIO Engincering Division is composed of the following Progrum Olfices and
Branches:

The Atlas Program Office serves as the principal automation modernization program
for the following:

s Improving information sharing across ICE.
» Supporting DHS-wide information.

» Implementing a series of projects that provide the foundation for a secure
Enterprise Archilecture {EA).

The Network Engineering Design Branch (NEDB) is responsible for the development
of the enterprise network infrastructure and evaluating emerging technologies in the
following service areas:

¢ Network and Video Enginecring Services engineers scalable network
solutions.

¢ Infrastructure Engineering Services provides engineering services to ensure
ICE’s security posture, development of tools for enterprise health monitoring,
maintains enterprise directory and messaging solutions, and provides solutions
for storage area networks.

The Network Implementation Branch (NIB} collaboratively works with OCIO
Divisions to implement a state-of-the-art I'T and network infrastructure. The NIB
implements standard and specialized IT solutions for ICE’s Program Oflices o
communicate via voice, satellite, broadband, and data and telecom services. The NIB
supports all networks across the agency including top-secret networks., The NIB consists
of four (4) groups:

¢ Telecommunication/Data Services Team
« Mission Support Team
¢ Deployment Team

+ Network Integration Team
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The Systems Engineering Branch (SEB) SEB is responsible for the design,
configuration, testing, implementation, and maintenance of ICE’s application hosting
infrastructure including hardware and software. The application hosting currently takes
place at the Department of Justice {DOJ) and the DHS Data Centers.

The hasted environments consist of Wintel/Linux middle-tier servers, *NIX hased
servers, mainframe servers, and supporting peripherals for all environments. This
requirement includes operating systems and all middleware support responsibilities for
ICE enterprise sysiems.

1.0 Scope

The contractor shall adhere to DHS standards and industry best practices while providing
the technical expertise to perform the work detailed in this Statement of Work (SOW).
The contractor shall also provide overall program management for the delivery of all
Engineering services under this requirement. The contractor shall provide experienced
personnel to support engoing and all new Information Technology engineering work
including, but not limited to. infrastructure modernization projects, application
modernization projects. and any new QCLQ directed 1T initiatives including disaster
recovery activities for those projects or initiatives, Migrations such as physical
infrastructure. systems. or platform migration of systems may also be required.

ICE is currently executing a data center migration that will impact the execution of this
requirement. The Government anticipates this move to occur within one year of task
order award. There may be some limited production inlrastructure and operating system
support tor Linux, AIX, Windows, and mainframe for an indeterminate time.

2.0 Description of Services

The contractor shall:

s  Provide experienced personnel to etfectively support the goals and mission of the
Engineering Division and its subordinate Branches and Programs.

s Provide office facilities.

¢  Ensure the seamless transition of Engineering Services from the current contracior
within 6 days of award.

s Use ICE email for all email communications and Otfice Communicator Service
for all messaging within ICE.

» Be proficient in Microsoft Office applications including Microsoft Project and
Visio,

s Adhere 10 ICE and DHS change control processes.

s Utilize the ICE Remedy system [or all service tickets. Using Remedy, the
contractor shall document all technical incidents, outages, problem resolutions,

and escalate the problems [rom initiation through resolution. The Government
will provide on-the-job training for ICE-specific Remedy modules as necessary.

e
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« Create and maintain [CE infrastructure diagrams and layouts utilizing Microsoft
Visio (o represent the as-built environment.

»  Maintain standards documentation for LAN designs, including configuration
guidelines, standard equipment, and ICE approved exceptions. Maintain the ICE
LAN Standards Guidelines, which will be provided after contract award.

« Maintain and create Standard Operating Procedure (SOP) documentation for all
current and fulure systems supporied.

« All project documentation must be stored on and readily available via ICE
SharePeint.

s Adhere 1o the ICE Systems Litecycle Management (SLM) Process.

¢ Respond (o Information Technology Service Request (ITSR)/Intake Program by
receiving their requirements, develop a design, and develop Rough Orders of
Magunitude (ROM)/Bill of Materials (BOM).

s Adhere 10 ICE and DHS Security Requirements including Authority wo Test
{(ATT), and Authority to Operate (AT(), respond to Plan of Actions &
Milestones (POASM).

» Assist in the preparation of Certification and Accreditation (C&A)
documeniation, and development of various ad-hoc reports as directed by the
Government.

* Provide technical support tor the identification, development, and establishment
of ICE standards, procedures, and guidelines.

» Update security-related documentation as required.
» Comply with the Systems Lifecycle Management (SLM) process.

s  Collaborate with OCIO Disasier Recover {DR) personnel to ensure infrastructure
and procedures are in compliance with management recovery point and time
objectives.

= Respond o rouble calls and initiate analysis in order to resolve 1ssucs as noted in
the Severity Level Table (Table 1-1).

s Provide weekly reports regarding success in meeting the service level objectives
outlined in the Production (Table 1-2} and Non-Production Service Level
Objectives Tables (Table 1-3) below,

¢ Provide Tier 3 Standard problem reselution supporit. Provide Tier 3 Standard
Implementation and Deployment support and backup coverage when the
contractor team lead is unavailable. Tier 3 Standard support includes, bul is not
limited to the following areas: Network Engineering, Network [mplementation,
Systems Engineering and implemeniation of problem resolution. The Tier 3
Standard is as follows:

| Diuring novimal business hours (between 7:00 am to 6:00 pmi), the Government requires =
an inmediate response (15 mimites or fewer) and support to: Service Desk, and/or ITFO,
and/or Governnment engineering team lead requests. During all other times, on-call
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support sheall be provided within thivty (30) minutes. Functions requiring 24x7 by 365
caverage will be supparted ay divected; i.e., by cell phone/BlackBerry (GFE), or email.
[n order to reselve issues the contractor shall respond to trouble calls and initiate analysis
as noted in Table 1-1:

Table 1-1: Severity Level Table

Problem
Severity Level

Problem Type

Response Time

Severity Level 1

Application/System down

Within 15 minutes during
nermal business hours, 30
minutes otherwise

Severity Level 2

Mission critical; business
processes delayed

Within 1 hour

Severity Level 3

Severity Level 4

Non-mission critical; user
operations delayed
User operations unaffected

Within 2 hours

Next business day

The contractor shall provide problem updates to the ICE Task Manager as directed.

Table 1-2: Production Systems Service Level Objectives Table

Service Service Level Objective Reporting
Category Frequency
Availability 24x7 with scheduled outages Provided daily

Platform

Minimum 99.8% uptime for any single month  Provided monthly or

Reliability upon request
Performance System performance remains consistent with  Provided monthly or
Crileria design specification upon request
Performance When performance does not meet design Provided daily by
Maonitoring specification, corrective action is initiated 06:00 or upon request

Disaster
Recovery

As required for Production or by Management Per event

Directive

Table 1-3: Non-Production Service Level Objectives Table

Service Service Level Objective Reporting
Category Frequency
Availability 18x7 (6:00 am - 12:00 am Eastern Time} Provided daily
with scheduled outages
Platform ' Minimum 999 uptime for any single month Provided monthly or
Reliability upon request
Performance ' System performance remains consistent with | Provided monthly or

)
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Criteria design specification upon request

Performance  When performance does not meet design Provided daily by
Monitoring specification, corrective action is initiated 08:00 or upon request

2.1 Program Management Services

The contractor shall provide a contract Project Lead (PL) to etfectively direct
and report progress 1o the Government Branch Directors or Project Managers
on all contractor supported activities. As directed by the ICE Contracting
Officers Technical Representative (COTR) or designee, the conlractor shall
provide a subset of, but not limited to, the following documentation for each
project:

« A Rough Order of Magnitude (ROM) for eoverall cost.
¢ A work breakdown structure {WES).

* A project schedule with milestones.

+ A Level ol Effort (LOE).

+ A detailed project charter.

* A project management plan.

« A Bill of Material (BOM).

* A test plan.

+ Project lailoring plans 1o adhere w the ICE System Lifecycle
Management (SLM).

¢ A security Certification and Accreditation (C& A} package.
* An implementation plan.

* A training plan.

¢ As-built documentation.

e A transition to support plan.

e [essons learned,

* Reports as requested.

* Project closeout documents.

The contractor shall ensure that a qualified project management team is
assigned to provide project management support in accordance with the
Project Management Institute, Project Management Body ot Knowledge
standard. Personnel who will lead projects Tor the Government shall be PMP
certified or may be granted an exception by the Contracting Otficers
Technical Representative (COTR) on a case-by-case basis dependent on
demonstrated prior experience.

The contractor shall provide the following:

G
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# The scheduling of monthly status meetings (o include agendas,
mecling minutes, and documented action ilens).

«  Weekly Status Reports.

«  Maonthly Status Reports.

« Quarterly GFE [nventory Reports.

e Other Direct Cost (ODC) Listing,

+ Current employee listing.

+ Scheduled deliverables defined in this SOW.

* A briefing on at-risk projects, procedure-and-process compliance,
and other items, as requested.

2.2 Network Engineering and Design Branch (NEDRB)

2.2.1 Network Engineering Services

The contractor shall provide LAN/WAN engineering design services to support
approximately 33,000 users at 600 CONUS and OCONUS locations. This shall
include the development of:

. B B & & & 2 2 »

Requirements iraceabilily maltrices.

Design documents.

As-built documents.

Test plans.

Quality assurance plans.

Iniplementation plans.

Implementation coordination.

Training plans.

Planning transitions from Network Engineering Services to the Operations
Division. This transition planning includes documentation and SLM
artifacts.

Change requests handled in accordance with ICE and DXHS standards.
Recommendations for network enhancements and circuit planning.
Evaluation of the DHS Network Steward’s recommended selutions.,

The contractor shall perform the following work to include, but not limited te:

Manage complex projects with numerous communications components such
as Touters, swilches, packet shapers, lirewalls, and performance optimization
appliances.

Design unique and repeatable solutions.

Configure enterprise network and system management selutions, probes,
and other devices used for gathering data on the [CE network and other
networks supported by ICE.

Use performance tools such as OPNET, Compuware, and NetScout (o
capture and analyze application and circuit utilization data.
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Maintain a GOTS solution: NetGraphs/PREDICT. The Government shall
provide documentation after contract award.

Analyze LAN/WAN traffic flow patterns and application workflow data.

Perform application profiling from end-users to hosting environment and
produce real tUme performance documentation in the form of writlen papers
on application and network performance.

Provide network tuning procedures and methods to analyze, resolve, and
documeni performance bottlenecks in the enierprise network and delineate
the relationship between the applications and the enterprise network during
problem resolution.

Document user requirements, funciional specifications, and prepare Rough
Order of Magnitude {ROMS) and Bill of Materials (BOMs) for
recommended designs or enhancements.

Design appropriately sized LANs and WANs basced upon documented
requirements.

Design and deploy wireless LANs following indusiry best practices and
federal guidelines.

Replicate the operating infrastructure baseline for all network, email, and
securily related services including performance monitering tools and audit
capabilities.

Implement external network connectivity (extranets), by determining the
type, lermination point. design protocols, ports, and security needs o align
with Information Assurance Division (IAD) requirements.

Document and disseminate lessons learned and current best practices.

Ensure all new technelogies are in alignment with the ICE Architecture and
in adherence te the ICE OCIO SLM process.

Develop analysis that represents the network infrastructure as requested by
the Government.

Develop network performance test plans, conduct perlormance tests on
existing or new applications, document the results, and disseminate results
to all applications development teams as required.

Design networks to minimize latency between ICE field locations and
application hosting locations.

Provide technical oversight of circuit orders to ensure proper sizing and
type.

Respond to Service Desk tickets for all telecommunication services to
include, Multiprotocol Label Switching (MPLS}, Open Shortest Path First
{OSPF}, Enhance Interior Gateway Routing Protocol (EIGRP), Border
Gateway Protocol (BGP), layer 3 switching, and microwave and laser
communications systems.

Provide Tier 3 Standard support.
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Coordinate with the Network Implementation Branch (NIB) for network
conncetivity at ICE CONUS and OCONUS locations.

Maintain standards documentation for LAN designs, including configuration
guidelines, standard equipment, and ICE approved exceptions. Maintain the
{CE LAN Standards Guidelines which will be provided after contract award.

Develop and maintain an enterprise-wide network performance plan for
mission applications planning, development, and perlformance testing.
Standardize the initial installation, training, and quality assurance testing for
all new projects and/or technologies designed by Network Engineering.

2.2.2 Infrastructure Engineering Services

The contractor shall provide requirements analysis, design of solutions,
implemeniation, and transition services for the following:

Directory and messaging services.
Storage Area Network (SAN).
Operating systems.

Workstation images.

In addition, the contractor shall support ongoing design. development, and
implementation of comprehensive information security architecture for Sensitive
but Unclassified (SBL) information and Law Enforcement Sensitive (LES)
information in compliance with DHS and ICE inlormation security architecture.
Solutions shall meet [CE mission and operational requirements te protect both
SBU and LES informalion in electronic form and on systems that process, slore,
and transmit information.

Examples ol work to be performed include, but are not limited 1o:

Design. implement, and support an Active Directory (AD} instance and
maintain as required AD sites and services, site links, and replication
topologies.

Support an Exchange 2010 environment in a high availability environment.
Support a mobile messaging platform across multiple environments running
in a high availability configuration.

Design SAN solutions and server clustering solutions.

Analyze, test, and after ICE approval, implement emerging (echnology.
Design. implement, and maintain AD Domain Name Scrvice (ADDNS) and
Windows Internet Naming Standards (WINS).

Standardize the installation, training, and quality assurance testing for all
new Infrastructure Engineering Services projects and/or technologies.

Manage large, medium, and small/ad-hoc projects per year.
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Ensure effective integration of required security features and compliance
with National Institute of Standards and Technology (NIST), DHS/ICE
security architecture and hardening guides through coordination with the
ICE Information Assurance Division (IAD).

Provide persemmnel capable of engineering solutions in response to mandates
such as the United States Government Couliguration Baseline (USGCB),
requirements such as server and host firewalls and intrusion detection and
prevention, secure network access control (NAC), and Internet browser
configurations.

Build USGCB compliant images for servers and workstations, which shall
receive Architecture Division approval.
Distribute the approved images as required teo field operations staff, vendors

and others as directed by the Government.

Gather requirements (o design, engineer, and deploy endpoint lrewalls and
Intrusion Detection System (IDS)/Intrusion Prevention Systems (IPS).

Evaluate, test, design, and implement network security tools,
Implement auditing and other security-related features or technelogies.
Participaie in DHS/ICE working groups on implementing secure remole
aceess solutions.

Provide support tor Homeland Security Presidential Directive-12 (HSPD-
12} initintives, including incorporation of Personal Identity Verification
(PIV} login to ICE workstations and servers, support for Single-Sign-On,
and for the Entrust Suite ol software.

Support Architecture Division test workstations by ensuring the correct
image builds and software is installed. Troubleshoot testing workstations
remately when required.

Support the build-out and maintain a testing environment for Active
Directlory, messaging systems, and security systems such as McAlee. Both
Enterprise Operations and the Architecture Division will utilize this
environment for lesting.

The contractor shall provide support for the COTS products list which
include, but are not limited to;

= BigFix

»  MacAfee (A/V, AntiSpam. HIPS, ¢-PO}

*  Entrust

= EnCase

= Microsoft Active Directory

= Microsolt Exchange 2010

= Microsoft Windows 7 and Windows Server

10
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= Microsoft SQL Server 2005 and 2008

»  Symantec Enterprise Vaull

= BoxTone

= GOOD Mobile Messaging

*  HBGary Federal

= NetApp NAS and SANs

= Quest Active Roles and Intrust Applications
= WinMagic

2.3 Network ITmplementation Branch (NIB)

The Network Implementation Branch (NIB) is responsible for implementing the
network infrastructare designed by the Network Engincering Design Branch., The
contractor shall support the tollowing areas for the Network Implementation Branch:
mission support, deployment, telecommunications and data services, and circuit order
logistics.

2.3.1 Mission Support Team

The Mission Support Team is responsible for asset management for the
Branch. ICE uses Sunflower™ for assel management. The contractor shall:

¢  Manage all requests for equipment for new Federal hires within OCIO,
obtaining Government approval and confirmation of delivery information
(address, POC, property custodian, asset management identifiers, and
shipping account).

+ Participate in the scheduled inventories of ICE assets. This includes
conducting physical inventorics, contacting end users to confirm the
location of IT equipment, and performing property record transfers and
updates in Sunflower. The minimum acceplable standard [or inventory
accuracy 18 99.5%

+  Maintain historical documentation for inventory (racking.

2.3.2 Network Integration Services
The contractor shall provide support to approved IT Service Requests trom
the Contracting OfTicer’s Technical Representative (COTR). These requests
include. but are not limited to office relocations, provisioning new facilities,
renovations, and/or expansion of existing facilities. The contractor will be
responsible for (performing these) deployments (in a timely manner).

The Contractor shall analyze and define the overall IT requirement Cor the site
including equipment, cabling, circuits, logistics. deployment, and track each
approved project w completion.

The Project Lead responsibilities shall include, but are not limited to:
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*  Work collaboratively with NEDB to ensure that proposed designs will meet
client requirements.

« Ensure effective communications and collauboration with the ICE Office of
Asset Management through weekly meeting and project status reporting.

¢ Exccute a sile survey (if required) 10 obtain site specilic data

& Prepare needs analysis documents.

+ Report planned and completed travel.

e Track all deployment related costs using [CE supplied standard templates.

« Maintain the master project schedule.

¢ Prepare requests for wide area network connectivity to new sites, site
upgrades, or site relocations.

e  Prepare procurement requisitions for equipment, determine cquipment
delivery schedules, and track equipment warranty coverage,

*  Communicate with field peoints of contact and IT Field Operations (ITFO)
o advise them of equipment orders, delivery schedules, and planned
installation dates.

+ Maintain current site address and contact information for all sites using a
Government provided template.

& Provide client feedback survey metrics using a client satisfaction survey
instrument provided by ICE.

+  Reporl schedule variances/jeopardies.

2.3.3 Deployment

The Deployment Team implements and installs IT hardware and software.
Deployments include new installations, equipment upgrades, equipment
relocations, and other related IT deployments. The Government will assign an
Informaltion Technology Service Request (ITSR) number to each deployment
request

The contractor shall support all aspects of [T hardware deployment with
personnel experienced with workstations, laptops, network printers, operating
systems software, servers, network switches, and routers. Specialized peripherals
such as tingerprint scanners must also be supported.

The contractor shall:

+ [nstall and test only ICE approved LAN infrastructure.
e LUpon notification, dispatch technical personnel to the operational location
o perform installations, relocations, or infrastructure upgrades.
*  Provide support lor ICE program efTices located in [acililies worldwide.
Support services shall include, but are not limited to:

+ [nstall and test new servers, swilches, routers, end-user compulters, network
printers, wireless access points, external hard drives, fax servers, document
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scanners, and other peripheral equipment as well as operating systems
software.

# Design cabling and provide network schematics to support voice, video,
wircless, and data requirements.

¢ Ensure access to government mainframe computers.

« Document network configurations and inventories.

Deployment activities will frequently extend into evenings and weekends. In
cases where support and services occur during “off-hours™, the contractor shall
obtain approval [rom the ICE Task Manager or designee, and the COTR prior 10
initiating the assignment. The actual hours worked must be reported to the ICE
Task Manager and COTR within two business days of completing the assignment.

2.3.4 Voice Communications and Data Services Team

The contractor shall:

Provide Tier 3 Standard support for voice communications regardless of
location.

Resolve trouble tickets assigned by the 1CE Service Desk.

Perform voice communications hardware and soltware installations.
Cross-connect wiring as needed.

Coordinate with ICE OCIO approved communications vendors when
authorized, on behalt of the local field office director and OCIO.

Perform installation and relocation requests in accordance with ICE
move/add/change processes and procedures.

Support enterprise-wide communications systent mainienance and trouble
calls, which include, but are not limited to voicemail reset, number changes,
and remete equipment inquiries.

Use Government-furnished remole management lools.

Administer local ICE communications applications.

Perform all required back up and restoration lunctions (or data residing on
[CE voice communications systems

Develop processes, procedures, and documentation required for voice network
administration.

The contractor shall provide personnel capable of:

Maintaining legacy Private Branch Exchange (PBX) systems from
Avaya/Nortel.

Maintaining emerging systems such as VolP.

Ensuring appropriate fundamental configuration, capacity planning and
design, of voice communications system.

Programming and maintenance of the voice switch, voice mail system, auto
attendant systems, call management system, and traffic monitoring system.
Executing tratfic analysis studies to ensure the telecommunications system
aperates af peak performance with minimal blocking of calls (P.01 or berter
grade of service) within the switch and (o locations outside of the switch.
Training end-users on the operation and use of telecommunication teatures.
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+ [nterfacing with relecommunications vendors, architects, cabling vendors and
clectrical vendors on new or expanded voice telecommunications systems o
ensure all infrastructure, transport facilities, space requirements for
cquipment, and clectrical power requirements are documented and installed on
schedule.

2.3.5 Circuit Order Logistics Support
The Circuit Order Logistics Team is responsible for initiating orders for data
circuils, mobile/PDA services with the Networx vendors, iracking orders, and
submitting service cancellations.
The contractor shall:
« Prepare wireless and audio conference orders, all telecommunications
service orders and perform inventory validation.
+ Perlorm invoice verilication and reconciliation.
¢ Develop. enter, coordinate. and approve ronting of cirenit orders.
+ (Coordinate orders with the requesting Designated Agency Representative
(DARY}, circuit provider, and site representative.
» Track status of circuit orders and cancellations via Government and or
vendor tracking svstems.
+ Enter capacity, location, and carrier data into the Government owned
Tracking System and distribute [or engineering/management revicw.
+ Request price quotes on all data and voice circuits and equipment.
» Resolve trouble calls received from various stakeholders (Network
Operations Center, Video Telecommunications, Inlormation Technology
Field Operations, etc.}.
+  Respond to vendor service clanfication requests.
+  Request Telecommunication Service Priority {TSP) codes [or restoration
and provisioning.

« Maintain the telecommunications tracking system database with
information on all data, telecommunications services, cellular, satellite and
PDAs.

* Monitor Government owned and Vendor Portals for the accuracy of
provisioning and decommissioning circuit orders and telecommunications
services on a daily basis.

+ Transfer and/or reconcile any current circuil tracking data w/lrom
government owned tracking systems and the Vendor Portals as these order-
iracking systems evolve.

e [dentify and support resolution of discrepancics in the legacy ICE network
invoices.
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Suppert circuit upgrades, relocations, and new site installations.
Reconcile the canier-provided inveices against the Government owned or
vendor order tracking system. resolve discrepancies contained on the
network invoice, and process pre-payment information.

Validate all (elecommunications billing from GSAMORRIS, GSATOPS,

Network Information Management System and any other Government or
vendor owned systems, and all other applicable invoices.

2.4 Systems Engineering Branch (SEB)

2.4.1 Lab Engineering Services

The contractor shall provide lab engineering services and provide all required
mainlenance o complete requirements analysis, solution design, and
implementation in support of, but not limited to applications, infrastructure,
deskiops, and server image development.

The contractor shall perform work to include, but not limited to:

L

Administer and maintain test labs that support development testing and
Architecture Assurance Branch testing activities, systems acceptance
lesting, syslems security testing, interoperability testing, performance
testing, simulation and modeling, and application tuning. Lab
environments must mimic production environments and be certified by the
developers.

Suppert ICE ITSR/Intake Program requests.

Address requests for new application releases and builds in support of
Architecture Division performance testing, functional testing, and
interoperabilily testing.

Support the use of custom test scripts, lest aulomation woels, and
infrastructure problem analyses and reselution.

Evaluate and test hardware and software products prior to integration and
implementation.
Recommend solutions te streamline software testing.

Provide Tier 3 Standard Lab Engineering Services support.

2.4.2 Systems Engineering Infrastructure Security Support

The contractor shall provide Security Engineering services as required. The
contracter shall work closely with intrastructure and systems engineers as well as
database and systems administrators to ensure the security of the application
hosting infrastructure. Coordination with Information Assurance Division and
Information Technoelogy Project Managers (ITPM} is required. Knowledge of the
Trusted Agent FISMA (TAF) tool is necessary. The contractor shall coordinate
with the Security Operations Cenier {SOC) (o perlorm securily scans on the
infrastructure. The contractor shall remain current in new security technologies.

15
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2.4.3 Multi-Platform Operating System and Middleware Support

The contractor shall provide technical expertise o perform systems engineering or
systems administration for operating platforms to include. but not limited to:

s Mainframe.

e FNIX (UNIX or AIX (IBM's version of UNIX)).

* Red Hat Linux and Windows.

* High Availability Cluster Multiprocessing (HACMP).

Technical personnel shall provide administration of middleware products (o
include, hut not limited to:

* Oracle and Oracle associated products.

¢ Microsoft SQL Server and associated products.

e Informatica.

» IDMS.

» Hyperion.

s  Essbase.

« [BM WebSphere and associated products.

Technical personnel shall be capable of:

» Evaluating, advising, designing, configuring, implementing, optimizing,
and maintaining the operating systems and middleware including or
simiilar 10 that listed above on development, (est. training, and production
systems,

¢ Solving operational problems involving operating systenis sollware,
design. and implementation.

« Monitoring operating system software and middleware performance.

s Coordinating OS upgrades, maintenance, and testing with Data Center
stall or perlforming the upgrades where applicable lollowing appropriate
configuration management practices.

¢ Administering web-based, client-server and/or host-based applications.

e Creating startup/shuidown procedures for all production and database
servers.

s (Creating Disaster Recovery (DR) procedures tor data, applications, and
Server images.

e Supporting the Customer Information Control System/Remote Culine
Print Executive System {CICS/ROPES).

* Applying maintenance, upgrades, and enhancements.

16
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Supporting ICE organizations owning COTS products and in-house
application systems which run on the enterprise infrastructure.

2.4.4 Database Administration Support

The contractor shall provide database administration, database migrations, and
database maintenance support for all [CE applications and other databases as
determined by the Government. Support includes all database administration
activities required to provide accessible, secure. scalable. and reliable databases,
and interconnects lfor ICE.

Support for the following shall include, but is not limited to;

*NIX/Oracle, Mainframe IDMS, and MS SQL Server databases and their
structuras.

Maintain or create storage allocation, backup, recovery, and replication
procedures.

Evolution of ICE *NIX systems in view of technological advances.
System plattorm migration.

Establishment and maintenance ot TBM WebSphere M(Q Series queues.
Methods of maintaining database system integrity and security.

Adminisiration and support of Stworage Area Networks (SANs) such as
Hitachi. NetAPP, EMC, and 1BM as required.

Administration of backup, restoration, and replication software such as
Tivoli Storage Manager (TSM), Oracle Data Guard, or other current
technology as required.

Tracking of vendor maintenance and supportl agreements.
User ID provisioning lor all production and database servers.
Provide support for IBM WebSphere M Scries databases.
Performance monitoring and tuning.

Participating in application design reviews.

Implementation and production support for database technology
enhancements.

Maintaining Oracle Name Server (ONS) or its equivalent.

Collaborate with OCIO Disaster Recovery (DR) personnel to ensure all
infrastructure and procedures are in place to perform recoveries within the
recovery point and time objectives.

Creation and maintenance of standard operating procedures for all data
hase platforms as required.

Database design reviews, performance monitoring, and performance
luning.
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Follow Federal Server security and hardening requirements and selutions
and implement ICE standards.

Implementation and support for Oracle Cluster Ready Services as
required.

Support lor migraling database software [rom current ICE versions.

2.4.5 Multi-Platform System Administration/Capacity Planning

The contractor shall provide expert knowledge in capacity planning of servers,
storage, and network. The contractor shall provide:

Analysis of ICE preliminary system design plans.

Analysis of workload projections.

Quarterly Capacity Planning Reports,

Monitoring and reporting of server capacity and systems usage.

Notice of insufficient storage or server capacity with sufficient time for
the Government (o conduct a procurement.

2.4.6 Testing

The contractor shall configure environments and support all aspects of user
aceeptance testing, functional acceptance testing. database testing, installation
testing, configuration/compatibility testing, security testing, and performance load
and stress testing.

2.4.7 Multi-Platform Storage Management and Control

The contractor personnel shall demonstrate knowledge of principles of storage
management, including procedures and rules for related storage management
systems and backup and recovery systems in support of mainframe, UNIX, and
Windows storage.

The contractor shall:

* Provide management and control of the DHS assigned Storage Devices at

the Data Centers used by ICE. For this requirement, the contractor shall
develop and enhance storage management procedures and rules.

Use automated storage managers such as IBM’s Data Facility System
Managed Storage (DFSMS) and Data Facility Hierarchical Storage
Management (DFHSM) to manage and control the disk space.

Respond to requests for disk storage space, maintain the integrity of DHS
datasets, maintain liles and database backup and recovery procedures,
perform disaster/recovery support, and monitor storage usage.

2.4.8 Applications Hosting Services

The contractor shall provide the support necessary to manage projects, review
preducts, and design, document, secure, engineer, maintain, improve, and manage
the ICE web-hosting environment infrastructure.
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The contractor shall support the activities associated with hosting web-based
Internet and intranet applications and websites on an Enterprise level.

2.4.8.1 Web Infrastructure Services

The contractor shall provide support to the web-application above the operating
system level. The contractor shall be responsible [or maintaining operational
status of the Web Application in production, training, disaster recovery, and non-
production environments. Current web/application entities include but not are
limited to e-Gov (ICE specific Web hased internal and external applications)
[ntranet/Shared Application Cluster/Isolaied Application Clusters. The
contractor shall:

Work in conjunction with the Enterprise Operations group to meet all
SLA and Service Desk issued Remedy tickets.

Provide engoing administration, monitoring, and technical support for the
infrastructure.

Provide a problem update wo the ICE Task Manager as directed. The
contractor shall review and analyze all production logs as part of their
daily administrative routines and/or as requesied per the ICE Task
Manager.

Establish and document processes tor managing these environments
along with automating processes where feasible utilizing Government
supplied versioning tools.

Back up volaiile data on a daily basis and 1est the restoration of data
quarterly.

Perform analyses giving labor, cost, and time estimates for scheduled
mainlenance lasks. Analyses shall be completed and approved by the
1CE Task Manager prior to start of each task.

Make recommendations and perform analyses giving labor, cost, and
time estimates for design or configuration changes to the web-hosting
environment focusing on providing a high availability (99.99%) platform.
Analyses shall be completed and approved by the [CE Task Manager
prior to start of each task.

Provide non-production infrastructure services required to supporl the
Alternate Web Hosting Platform environment (IBM WebSphere
Application Server running on Red Hat Linux, *NIX, WebSphere
Process Server, IBM Datapower devices). to include supporting a high
availability, secure. reliable, scalable, IBM WebSphere-based suite of
applications solution that will snpport web-based/delivered e-Gov and
Intranet applications.

2.4.8.2 Web Application Hosting and Integration Services

The contractor shall:
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Maintain the Standards and Guidelines for ICE fnternet/Intranet Wel
Services Reference.

Document, design, configure. test, implement. and maintain an
infrastructure 1o provide a standardized hosting environment for ICE’s
web-based applications and websites (both intranet and public facing} and
maintain them making them available to project development leams o
ensure webh-based applications are developed according to 1CE standards.

Perform code reviews to ensure hosted applications comply with coding
standards outlined in the Standards.

The contractor shall create Test Problem Reports within Serena Tracker
{or 1ts successor) for 1ssues identified in code reviews.

Provide ongoing managemeni, moniloring, and technical hosling support
for all web-based applications within this infrastructure. The current
environmenlt consists of various VB, J2EE, ASP. DHTML. XML, and
HTML software, along with service-oriented architecture {SOA}
components and various in-house developed and COTS application
packages. The I2EE platforms currently consist of IBM WebSphere
products and Caucho Resin.

Participate in Integrated Project Teams (IPT) 1o discuss standards,
guidelines, and best practices for development and deployment of web-
bascd applications.

Retrieve new versions of application sottware from Version Manager (or
1fs successor), load new/upgraded web-based applications into the
applicable hosting environment, and ensure application interfaces are
functioning, and automate as necessary. Interfaces may be between
applications internal to [CE or with other DHS or non-DHS components.

Provide problem updates to the ICE Task Manager as directed.

Analyze all production logs as part of the daily administrative routines
andfor requested by the [CE Task Manager.

Travel to perform the functions necessary to contigure/upgrade the
production or conlingency sile, as necessary.

2.4.8.3 SharePoint

The contractor shall provide all standard middleware support to include, but not
limited 10:

Determine Simple Mail Transfer Protocol (SMTP) requirements and
configurations.

Delining firewall port requirements, delining Kerberos cross-lorest
functionality and configuration/interoperability requirements, the testing
of current and luture Active Directory trusts, implementation and tesling
of mail enabled connectors.
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s [dentity farm level considerations such as the following:

L

Define Shared Service Provider conliguration and delegation.
Provide input for the SharcPoinl governance document.
Build server operating system images.

Load and configure [CE’s current version of MS SQL Server

L.oad and contigure Microsoft Office SharePoint Server (MOSS)
on Web [ront end and Index servers.

Configure all farm topology sculings.

Configure server services.

Configure inbound and outbound email settings.

Create Shared Service Providers. web applications, and site
collections.

Configure InfoPath forms and Excel Calculation services.
Configure Proflile Imports, Tarn level security, and farm level
quotas.

Load admin site templates into SharePoint sites,

Load and contigure Otfice Communication server and integrate it
with the MOSS envirenment.

* Maintain production and non-production environments which consist of
the following activities:

L

Manage all SQL Conient, Conliguration, and Search databases.
Run transaction log backups to truncate logs.

Create new content databases as needed.

Create maintenance schedule for databases.

Mirror data to disaster recovery sites.

Patch the MS SQL Server and MOSS environments per ICE’s
security baseline.

Manage the SharePoint farm.

Perform all farm level administrative rasks.

Perlformance monitoring.

Manage, create, deletion, backup and restore site collections.
Resolve farm and server level helpdesk requests.

Manage quotas.
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2.5 Optional Labor

The Government shall continually monitor and evaluate the dynamic needs of the ICE
engineering services with respect to current and future projected workload. The
contractor shall be prepared to adjust to the dynamic needs of the Government in an
efficient and timely manner.

The Government shall implement increases (and decreases) in workload via task order
modification.

The Government’s evaluation of projected workload may be influenced by financial,
pelitical, and/or U.S. Government priorities and objectives.

3.0 Deliverables Matrix

# | DESCRIPTION FREQUENCY DUEBY DISTRIBUTION
| Weekly Staws Report Weekly COB Wed. | COTR and Task
Para 2.1 Manager
Monthly Status Reports Monthly With COTR and Task
2 Para 2 1 Involce Manager
Quarterly GFE Inventory | Quarterly COB the COTR
th -
3 Para 2.1 157 of the
next month
Monthly ODC Monthly With COTR and Task
4 Para 2.1 Invoice Manager
Employee Listing As Required but at ~ With COTR and Task
3 Para 2.1 least monthly Involce Manager
Quarterly Capacity Quarterly COB the COTR and Task
& | Planning Reports 15" of the Manager
Para 2.4.5 next month
Infrastructure Diagrams, | Within 90 days of 90 Days COTR and Task
Documentation, and contract award after Manager
7 | Confi guration contract
Para 2.0 award
3 Systems Administration | Weekly COB Wed. | COTR and Task

Reports

Manager
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Para 2.4.5

Database Administration | Weekly COB Wed. | COTR and Task
n | Reports Manager

Para 2.4.4

OCIO Project and Monthly COB the COTR and Task
19 | Activity Reporting- 15" of the Manager

Para 2.1 nexi month

Application Hosting Weekly COB Wed., | COTR and Task

Services Reports

Para 2.4.8

Manager

[ 1)

L
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Performance Evaluation Plan
for

Engineering Services & Support (ESS)
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ESS Performance Evaluation Plan
Cantract/Task Order number:

l. Introduction
. Organizational Structure for Award Fee Administration

(. Method for Determining Award Fee

V. Changes in Plan Coverage

V. Evaluation Pericds and Maximum Available Award Fee for Each Period
VI Award Fee Criteria for Performance Evaluation

VII. Grading Table

VIII. Basis or Standard for Measuring Performance:

IX. Actions and Schedules for Award Fee Determinations

X. General Instructions to Performance Monitors

XI. Award Fee Calculations
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ESS Performance Evaluation Plan
Cantract/Task Order number:

l. Introduction

a)

b)

This plan covers the administration of the award fee provisions of Task Order HSCETC-11-F-
00008, dated October 1, 2011, with Info Zen.

The contractor shall adhere to DHS standards and industry best practices while providing the
technical expertise to perform engineering services and support including overall program
management of these services.

The term of the task order is five (5) years with a one-year base period and four (4) one-year
option pericds beginning and ending

The estimated cost of performing the task order is §

The base fee is 0% and the maximum fee is _ %.
The sstimated cost and award fee are subject to equitable adjustments arising from changes or
other task order modifications.

The award fee payable will be determined semi-annually in accordance with this plan.

The Government may unilaterally change the matters in this plan, as covered in Part V and not
otherwise requiring mutual agreement under the task order, provided the contractor receives
notice of the changes at least 10 calendar days prior te the beginning of the evaluation period to
which the changes apply.

Il. Organizational Structure for Award Fee Administration

The following organizaticnal structure is established for administering the Award Fee provisions of the
contract.

a)

Contracting Officer's Technical Representative (COTR]).
Primary COTR responsibilities are:

1} Obtaining and maintaining all documentation necessary to evaluate the performance of the
centractor.
2} Changing the matters covered in this plan as addressed in Panrt V as appropriate.

Performance Evaluation Board (PEB).

1} The Chair of the PEB is the COTR. Branch Managers of the Engineering Division are voting
members. Together, they make up the Board.
2} Primary responsibilities of the Members are:
+ Conducting periodic evaluations of contractor performance and the submission of a
Performance Evaluation Board Report to the PEB Chair covering the Members' findings
and recommendations for each evaluation period, as addressed in Part IV,
+ Considering changes in this plan and recommending those it determines appropriate for
adeption by the PEB Chair, as addressed in Part V.

Performance Manitors.
1) The Members of the PEB will serve as the moniters.

2) Each monitor will be responsible for complying with the General Instructions for Performance
Menitors, and any specific instructions of the PEB Chair. Monitor responsibilities are:
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ESS Performance Evaluation Plan
Cantract/Task Order number:

+« Monitoring, evaluating and assessing contractor performance in assigned areas.

+ Reccmmending apprepriate changes in this plan for consideration, as addressed in Part
V.

lll. Method tor Determining Award Fee

A determination of the award fee earned for each evaluation period will be made by the Government
within 45 days after the end of the period. The method to be followed in monitoring, evaluating and
assessing contractor performance during the period, as well as for determining the award fee earned or
paid, is described below.

a)

The COTR as the PEB Chair will monitor each performance evaluation factor to be evaluated
under the contract. The PEB Chair may change manitor assignments at any time without
advance notice to the contractor. The PEB Chair will notify the contractor promptly of all monitor
assignments and changes.

The PEB Chair will ensure that each monitor receives the following:

1) A copy of this plan aleng with any changes made in accerdance with Part V.
2) Appropriate orientation and guidance.
3} Specific instructions applicable to the monitors' assigned performance areas.

Monitors will evaluate and assess contractor perfermance and discuss the results with contractor
personnel as appropriate, in accordance with the General Instructions for Performance Moniters
and the specific instructions and guidance furnished by the PEB Chair.

Monitors will submit quarterly Performance Monitor Reports to the PEB Chair.

The PEB Chair will request and obtain performance information from other personnel normally
involved in observing contractor performance, as appropriate.

Quarterly, the Board will consider OCIO Monthly Performance Evaluation Surveys and other
performance information it obtains and discuss the reports and information with other personnel,
as appropriate.

The PEB Chalr will meet monthly with the contractor and discuss overall performance during the
period. As requested by the PEB Chair, personnel involved in performance evaluations will
attend the meeting and participate in discussions, as required.

Promptly after the end of each evaluation period, the Board will meet to consider all the
performance information it has obtained. At the meeting, the Board will summarize its preliminary
findings and recommendations for coverage in the Performance Evaluation Board Report.

The PEB Chair may meet with the contractor to discuss preliminary findings and
recommendations. At this meeting, the contractor is given an opportunity te submit information
on its behalf, including an assessment of its performance during the evaluation period. After
meeting with the contracter, the PEB Chair will consider matters presented by the contractor and
finalize results.

The PEB Chair will finalize the Performance Evaluation Board Report for the peried and submit it
to the Contracting Officer (Fee Determination Official) for use in determining the award fee
earned. The report will include an adjectival rating with supporting documentation. The
contractor may be notified of the Boards evaluation and recommended rating.

The Fee Determination Official {(FDO) will consider the Board’'s recommendation.
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ESS Performance Evaluation Plan
Cantract/Task Order number:

1

n)

The ceontractor may submit a self-evaluation of performance for each period under consideration.
While it is recognized that the basis for determination of the fee shall be the evaluation by the
Government, any self-evaluation which is received within ten (10} days after the end of the period
being evaluated, may be given such consideration, if any, as the FDO shall find appropriate.

The FDO will consider the recommendations of the PEB, information provided by the contractor, i
any, and any other pertinent infermaticn in determining the amount of award fee tc be paid for the
period. The FDQO's determination of the amount of award fee tc be paid and the basis for this
determination will be stated in the Award Fee Determination Report.

The contractor will be notified by the FDO. The contractor will be provided with a debriefing by
the PEB Chair if requested.

IV. Changes in Plan Coverage

a) Right to Make Unilateral Changes
Any matters covered in this plan not otherwise requiring mutual agreement under the contract,
may be changed unilaterally by the PEB Chair prior to the beginning of an evaluation period by
timely notice to the contractor in writing. The changes will be made without formal modification of
the contract.
b} Steps to Change Plan Coverage
The following is a summary of the principal actions involved in changing plan coverage.
Action Schedule (Calendar Days)
PEB drafis proposed changes Cngoing.
PEB submits recommended
changes to contracting officer for 10 days pricr to end of each period.
approval
Through CG, COTR naotifies .
contractor as to whether or not 12%&3{5 before start of the applicable
there are changes P '
¢} Method for Changing Plan Coverage.

1) Personnel involved in the administration of the award fee provisicns of the contract are
encouraged to recommend plan changes with a view toward changing management
emphasis, motivating higher performance lavals or improving the award fee determination
process. Recommended changes should be sent to the PEB for consideration and drafting.

2} Prior to the end of each evaluation period, the PEB submits its recommended changes, if
any, applicable to the next evaluation period for approval by the COTR with appropriate
comments and justification.

3) Ten (10) calendar days before the beginning of each evaluation period, the Contracting
Officer will notify the contractor in writing of any changes to be applied during the next period.
If the contractor is not provided with this notification, or if the notification is not provided within
the agreed-to number ot calendar days before the beginning of the next period, then the
existing plan will continue in effect for the next evaluation period.
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V. Evaluation Periods and Maximum Available Award Fee for Each Period

a)

Award Fee Evaluation Period

The award fee evaluation pericd is at six-month intervals beginning from the date of award. The
available award fee is 0% {(Base Fee) to __ % {(Maximum Fee). In the event of contract
termination, either in whole or in part, the amecunt of award fee available shall represent a pro-rata
distribution associated with evaluation period activities or events as determined by the FDO.

Determination of Award Fee Earned

The Government shall at the conclusion of each specified evaluation period evaluate the
contractor's performance for a determination of award fee earmned. The contractor agrees that the
determination as to the amount of award fee earnad will be made by the Government Fee
Determination Cfficial (FDO} and such determination concerning the amount of award fee earned
is binding an both parties and shall not be subject to appeal under the “Disputes” clause or to any
other appeal clause. |AW FAR 16.401(e)(4), the rollover of unearned award fees is prohibited.

VI. Award Fee Criteria for Performance Evaluation

The performance factors to be evaluated are identified below. Each factor is approximately of equal
impaortance.

Quality of Product or Service: Compliance with contract requirements; accuracy of reports;
effectiveness of personnel; and technical excellence with the following ratings:

0 — Unsatisfactory: Non conformances are jeopardizing the achievement of centract
requirements, despite use of Agency resources.

1 — Poor: Overall compliance requires major Agency resources to ensure achievement contract
requirements.

2 — Fair: Overall compliance requires minor Agency resources to ensure achievement of contract
requirements.

3 — Good: Qverall compliance does not impact achievement of contract requirements.
4 — Excellent: There are no quality problems.

5 — Cutstanding: The contractor has demonstrated an outstanding performance level that clearly
exceeds the performance level described as Excellent.

Cost Control; Record of forecasting and controlling costs; current, accurate and complete
billings; relationship of negotiated costs to actual; and cost efficiencies with the following ratings:

0 — Unsatisfactory: Ability to manage cost issues is jeopardizing performance of contract
requirement, despite use of Agency resources.

1 —Poor: Ability to manage cost issues requires major Agency resources to ensure achievement
of contract requirements.

2 — Fair: Ability to control cost issues requires minor Agency resources to ensure achievement of
contract requirements.

3 — Good: Management of cost issues does not impact achievement of contract requirements.
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4 — Excellent: There are no cost management issues.

5 — Quitstanding: The contracter has demonstrated an outstanding performance level that clearly
exceeds the performance level described as Excellent.

Timeliness of Performance: Met interim milestones; reliable; respensive to technical direction;
completed on time including wrap-up and contract administration; met delivery schedules; and no
liquidated damages assessed with the following ratings:

0 - Unsatisfactory: Delays are jeopardizing performance of contract requirements, despite use of
Agency resources.

1 — Poor: Delays require major Agency resources to ensure achievement of contract
requirements.

2 — Fair: Delays require minor Agency resources to ensure achievement of contract
requirements.

3 — Good: Delays do not impact achievement of contract requirements.
4 — Excellent; There are no delays.

5 — Quitstanding: The contracter has demonstrated an outstanding performance level that clearly
exceeds the performance level described as Excellent.

Business Relations: Effective management, including subgontracts; reasonable/cooperative
behavior; responsive to contract requirements; notification of problems; flexibility; and pro-active
vs. reactive with the follewing ratings:

0 — Unsatisfactory: Response tc inquiries, technical/service/administrative issues in not effective.
1 — Pocr: Response to inquiries, technical/service/administrative issues is marginally effective.

2 — Fair: Response tc inquiries, technical/service/administrative issues is somewhat effective.
3 — Good: Response to inquiries, technical/service/administrative issues is usually effective.

4 — Excellent: Response to inquiries, technical/services/adminisirative issues is effective.

5 — Cutstanding: The contractor has demonstrated an outstanding performance level that clearly
exceeds the performance level described as Excellent.
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VIl. Grading Table

Award-Fee Pool

Adjectival Available To Be
Rating Earned Description
Outstanding 91%-100% Contractor has exceeded almost all of the significant award-fee

criteria and has met averall cost, schedule, and technical
performance requirements of the contract in the aggregate as
defined and measured against the criteria in the award-fee plan
for the award-fee evaluation period.

Excellent 76%-90% Contractor has exceeded many of the significant award-fee
criteria and has met overall cost, schedule, and technical
performance requirements of the contract in the aggregate as
defined and measured against the criteria in the award-fee plan
for the award-fee evaluation period.

Good 51%-75% Contractor has exceeded some of the significant award-fee
criteria and has met overall cost, schedule, and technical
performance requirements of the contract in the aggregate as
defined and measured against the criteria in the award-fee plan
for the award-fee evaluation period.

Fair No Greater Than | Centractor has met overall cost, schedule, and technical
(Satistactory) 50% performance requirements of the contract in the aggregate as
defined and measured against the criteria in the award-fee plan
for the award-fee evaluation period.

Poor or 0% Gontractor has failed to meet overall cost, schedule, and
Unsatisfactory technical performance reqguirements of the contract in the
aggregate as defined and measured against the criteria in the
award-fee plan for the award-fee evaluation period.
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VIIl. Basis or Standard for Measuring Performance
There will be four methods of measuring contractor performance:

a)

Random Sampling: Random sampling is a statistically based method that assumes receipt of

acceptable performance if a given percentage or number of scheduled assessments is found to
be acceptable. The results of these assessments help determine the Government's next course
of action and whether adjustments in this methed of assessment are necessary.

100% Inspection: This surveillance/assessment type is preferred for those tasks that occur

infrequently, including tasks that cannot be random sampled because the sample size for a small
lot may exceed the lot size. [t is alsc used frequently for tasks having very stringent performance

requirements.

Periodic Surveillance {consists of the evaluation of samples selaected on other than 100% or

statistically random basis): Periodic sampling is similar to random sampling, but it is planned at
specific intervals or dates. This method is appropriate for tasks that occur infrequently.

d)

Customer Feedback/input: Customer feedback is first hand information from the actual users of

the service. It will be used to supplement other forms of evaluation and assessment.

IV. Actions and Schedules for Award Fee Determinations

The following is a summary of the principal actions involved in determining the award fee for the

evaluation periods.

Calendar Days

1. PEB Chair and members appointed.

2. PEB Chair appoints performance
maonitors and informs contractor.

3. Monitors receive orientation and guidance.
4. Monitors assess performance and discuss results with contractor.
5. Monitors submit Performance Maenitor Reports to PEB.

6. PEB considers Performance Monitor Reports and other
requested performance information.

7. PEB discusses overall performance with contractor during period.

8. PEB meets and summarizes preliminary findings and position of
PEBR.

9. PEB may meet with contractor to discuss preliminary findings and
position.

10. PEB establishes findings and recommendations for PEBR.

11. COTR sends PEBR to contractor.

15 days prior te first period
10 days prior te first period
7 days prior to first period
Cngoing after start of period
Quarterly from date of award
OGngoing

7 days after end of pericd

5 days after end of pericd

10 days after end of period
15 days after end of period

NLT 20 days after end of pericd

The PEB will establish lists of subsidiary actions and schedules as necessary to meet the above

schedules.
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X. General Instructions for Performance Monitors

a) Monitoring and Assessing Performance.

1)

2)

3)

4)

5)

6)

Monitors will prepare cutlines of their assessment plans, discuss them with appropriate
centractor personnel to assure complete understanding of the evaluation and assessment
process.

Monitors will plan and carry out on-site assessment visits, as necessary.

Maonitors will conduct all assessments in an open, objective and cooperative spirit so that a
fair and accurate evaluation is obhtained. This will ensure that the contractor receives accurate
and complete information fram which to plan improvements in performance. Positive
performance accomplishments should be emphasized just as readily as negative cnes.

The maonitor will discuss the assessment with contractor personnel as appropriate, noting any
observed accomplishments and/or deficiencies. This affords the contractor an opportunity to
clarify possible misunderstandings regarding areas of poor performance and to correct or
resolve deficiencies.

Maonitors must remember that contacts and visits with contractor personnel are to be
accomplished within the context of official contractual relationships. Monitors will avoid any
activity or association which might cause, or give the appearance of, a conflict of interest.
Monitor discussions with contractor personnel are not to be used as an attempt to instruct, to
direct, to supervise or to control these personnel in the performance of the contract. The role
of the monitor is to menitor, assess and evaluate not to manage the contractor's effort.
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b} Documenting Evaluation/Assessment.

Evaluations and assessments conducted and discussions with contractor personnel will be
documented as follows:

1} Evaluation/Assessment Reports. Monitors will prepare a Performance Moniter Report and
submit it to the PEB. Reperts will be in narrative format and submitted quarterly. Reports will
contain results from the collection methods identified in Part VI, Basis or Standard for

Measuring Performance.
2} Verbal Reports. Monitors will be prepared to make verbal reports of their evaluations and

assessments as required by the PEB Chair.

Xl. Award Fee Calculation

Total Weighted
Performance

Performance Assigned
Adjectival Rating | Points (0 - 100) Weight Points
Quality of Product or Service

X 25%
] | |x] »%]-] 90

Cost Control

X 25%
1 | |x] s ]-] 0

Timeliness of Performance

] | |x] s ]-] 0

Business Relations

| Award Fee Earned: of
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Section L: 2. First Part — Pg. 42: “The first part consists of an oral presentation and written proposal.
Using PowerPoint slides, Offerors shall present to the Government..."

Question 1A: The oral presentation includes the PowerPoint slides. Is this correct?
A: Correct.

Question 1B: The written proposal that is submitted does not also include the PowerPoint slides. Is
this correct?

A: The written proposal for the first part does not include the PowerPoint slides. The wrilten proposal
for the first part includes a maximum 30-page document.

Section L: 2. First Part — Pg. 42: “Offerors’ presentations shall not deviate from the slides provided to
the Government, and Offerors are limited to 30 slides for the oral presentation portion.” And in the
previous paragraph, “Additionally, the Offerors shall submit both their IT Security and Transition Plans
for the written proposal.”

Question 2A: Are the IT Security and Transition Plans supposed to be presented as part of the oral
presentation?

A No.

Question 2B: Are the IT Security and Transition Plans included in the 30 slide limit of the oral
presentation?

A: No, an additional 30 pages (e.g., word document) will be used fo describe your IT Security and
Transition Plans.

Section L: 2. First Part — Pg. 42: “For the written proposal portion, the Offerors are limited to 30 pages
(inclusive of both Plans).”

Question 3: The 30 page limit for the Technical Approach will also include both the | T Security and
Transition Plans. s this correct?

A: Offerors are limited to describing both Plans in 30 pages. You may use 15 and 15 pages, 10 and
20 pages, or any combination as long as it is limited to 30 pages.

Section L: 2. First Part — Pg. 42: *Offerors shall submit the Notice of Order Size Rerepresentation
(OSR) at the Task Order Level {located in Section K, Representations) and FAR 52.227-15,
Representation of Limited Rights Data and Restricted Computer Software {(Dec 2007) (located in
Section M, Evaluation Factors for Award) with the first part.”

Question 4: May these required documents be in an appendix and not count toward the 30 page limit
of the Technical Approach?

A: Representations (Rerepresentations), certifications, exceptions, etc., falf under the category of
Contractual Documents. These do not count against the page fimitations of the proposal.

Section L: 1. Overview of the Procurement Process — Pg. 41: “Offerors shall provide an electronic
copy of their proposals via eBuy. Offerors shall submit the proposals, with cover letier, by 5:00 P.M.
Eastern Time on June 30, 2011."

Question 5: The only proposal that will be submitted by this date and time will be the written Technical
Approach proposal as defined above in Questions 1A & 1B and Question 3. Is this correct?
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Section B
Line ltems

Base Period

CLIN Description Type
1011 Program Management Support Firm-Fixed-Price
1021 Network Engineering & Design Services Cost-Plus-Award-Fee
1022 ODCs — NEDS Cost-Reimbursement
1023 Travel — NEDS Cost-Reimbursement
1031 Network Implementation Services Cost-Plus-Award-Fee
1032 ODCs - NIS Cost-Reimbursement
1033 Travel - NIS Cost-Reimbursement
1041 Systems Engineering Services Cost-Plus-Award-Fee
1042 ODCs - SES Cost-Reimbursement
1043 Travel - SES Cost-Reimbursement
1131 Network Implementation Services (Optional) Cost-Plus-Award-Fee
1132 ODCs - NIS {Cptional) Cost-Reimbursement
1133 Travel — NIS {Cptional) Cost-Reimbursement
1141 Systems Engineering Services (Optional) Cost-Plus-Award-Fee
1142 ODCs - SES (Optional) Cost-Reimbursement
1143 Travel — SES (Optional) Cost-Reimbursement
1500 Award Fee Not-to-Exceed

Option Period 1
CLIN

Description

Type

2011
2021
2022
2023
2031
2032
2033
2041
2042
2043
2131
2132
2133
2141
2142
2143
2500

Option Period 2
CLIN

Program Management Support
Network Engineering & Design Services
ODCs — NEDS

Travel — NEDS

Network Implementation Services
ODCs — NIS

Travel — NIS
Systems Engineering Services
ODCs - SES
Travel — SES

Network Implementation Services (Optional)
QODCs — NIS (Gptional)

Travel — NIS {Cptional)

Systems Engineering Services (Cptional)
ODCs - SES (Optional)

Travel — SES (Optional)

Award Fee

Description

Firm-Fixed-Price
Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement

Not-to-Exceed

Type

3011
3021
3022
3023
3031
3032
3033
3041
3042
3043

Program Management Support

Network Engineering & Design Services
ODCs — NEDS

Travel — NEDS

Network Implementation Services
ODCs - NIS

Travel — NIS
Systems Engineering Services
ODCs — SES
Travel — SES
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Cost-Reimbursement
Cost-Reimbursement
Cost-Plus-Award-Fee
Cost-Reimbursement
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313N
3132
3133
3141
3142
3143
3500

Opticn Pericd 3
CLIN

Network Implementation Services (Optional)
ODCs — NIS (Optional)

Travel — NIS (Optional)

Systems Engineering Services (Optional)
ODCs — SES (Optional)

Travel — SES (Optional)

Award Fee

Description

Engineering Services & Support (ESS) | 3

Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement

Not-to-Exceed

Type

4011
4021
4022
4023
4031
4032
4033
4041
4042
4043
4131
4132
4133
4141
4142
4143
4500

Option Pericd 4
CLIN

Program Management Support

Network Engineering & Deasign Services
ODCs - NEDS

Travel - NEDS

Network Implementation Services
ODCs - NIS

Travel - NIS
Systems Engineering Services
ODCs - SES
Travel - SES

Network Implementation Services (Optional)
ODCs — NIS (Optional)

Travel — NIS (Optional)

Systems Engineering Services (Cptional)
ODCs — SES (Optional)

Travel — SES (Cptional)

Award Fee

Description

Firm-Fixed-Price
Gost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Gost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Gost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Gost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement
Cost-Plus-Award-Fee
Cost-Reimbursement
Cost-Reimbursement

Not-to-Exceed

Type

5011
5021
5022
5023
5031
5032
5033
5041
5042
5043
5131
5132
5133
5141
5142
5143
55600

Program Management Support
Network Engineering & Design Services
ODCs — NEDS

Travel — NEDS

Network Implementation Services
ODCs — NIS

Travel — NIS
Systems Engineering Services
ODCs - SES
Travel - SES

Network Implementation Services (Optional)
ODCs - NIS {Cptional)

Travel — NIS {Cptional)

Systems Engineering Services (Cptional)
ODCs — SES (Optional)

Travel — SES (Cptional)

Award Fee
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Section C
Statement of Work

Project Title: Engineering Services and Support

Background. The Department of Homeland Security (PHS) Immigration and Customs Enforcement {ICE)
Office of the Chief Information Officer (QCIQ) Engineering Division is responsible for providing information
technology (IT) engineering services to support the ICE mission. |CE personnel are located at over 600
sites worldwide to suppoert the ICE mission.

The ICE OCIO Engineering Division is composed of the following Program Offices and Branches:

The Disaster Recovery Branch collaborates with other OCIO branches to provide guidance and support in
the implementation of current disaster recovery industry best practices. The disaster recovery strategy
includes regular exercises to validate recovery capabilities at an alternate site to recover ICE mission
critical systems. Incident management and Continuity of Operations planning, exercises, and external
support are included in the Disaster Recovery Branch scope.

The Atlas Program Cffice serves as the principal automation modernization program for the following:

s Improving information sharing across ICE

+ Supporting DHS-wide information

+ |mplementing a series of projects that provide the foundation for a secure Enterprise Architecture
(EA)

The Network Engineering Cesign Branch (NELB) is respensible for the development of the enterprise
network infrastructure and evaluating emerging technologies in the following service areas:

+ Network and Video Engineering Services engineers scalable network solutions.

s Infrastructure Engineering Services provides engineering services to ensure ICE's security
posture, development of tools for enterprise health monitoring, maintains enterprise directory and
messaging solutions, and provides solutions for storage area networks.

The Network Implementation Branch (NIB} collaboratively works with QCIO Divisions to implement a
state-of-the-art IT and network infrastructure. The NIB implements standard and specialized IT solutions
for ICE’s Program Cffices to communicate via voice, satelliie, broadband, and data and telecom services.
The NIB consists of four (4) groups:

Telecommunication/Data Services Team
Mission Support Team

Deployment Team

Network Integration Team

.- & @

The Systems Engineering Branch (SEB} SEB is respensible for the design, configuration, testing,
implementation, and maintenance of ICE’s application hosting infrastructure including hardware and
software. The application hosting currently takes place at the Department of Justice (DQJ} and the DHS
Data Centers.

The hosted environments consist of Wintel/Linux middle-tier servers, *NIX based servers, mainframe
servers, and supporting peripherals for all environments. This requirement includes operating systems
and all middleware support responsibilities for ICE enterprise systems.
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1.0 Scope

The contractor shall adhere to DHS standards and industry best practices while providing the technical
expertise to perform the work detailed in this Statement of Work (SOW). The contracter shall also provide
overall program management for the delivery of all engineering services under this requirement. The
contractor shall provide experienced personnel te support ongeoing and all new Information Technology
engineering work including, but not limited to, infrastructure modernization projects, application
maodernization projects, and any new OCIO directed IT initiatives including disaster recovery activities for
those projects or initiatives. Migrations such as physical infrastructure, systems, or platform migration of
systems may also be required.

ICE is currently executing a data center migration that will impact the execution of this requirement. The
Government anticipates this move to occur within one year of task order award. There may be some
limited production infrastructure and operating system support for Linux, AlX, Windows, and mainframe
for an indeterminate time.

2.0 Description of Services
The contractor shall;

» Provide experienced personnel to effectively support geals and mission of the Engineering
Division and its suberdinate Branches and Programs.

+ Ensure the seamless transition of Engineering Services frem the current contractor within 60 days
of award.

+ Use ICE email for all email communications and Office Communicator Service for all messaging
within ICE.

+ Be proficient in Microsoft Office applications including Microsoft Project and Visio.

Adhere to ICE and DHS change control processes.

Ltilize the ICE Remedy system for all service tickets. Using Remedy, the contractor shall
document all technical incidents, outages, problem resclutions, and escalate the problems from
initiation through resclution. The Government will provide on-the-job training for ICE-specific
Remedy modules as necessary.

+ Create and maintain ICE infrastructure diagrams and layouts utilizing Microsoft Visio to represent
the as-built environment.

+ Maintain standards documentation for LAN designs, including configuration guidelines, standard
equipment, and ICE approved exceptions. Maintain the /ICE LAN Standards Guidelfines, which
will be provided after contract award.

+ Maintain and create Standard Operating Procedure {SOP) documentation for all current and
future systems supported.

All project documentation must be stored on and readily available via ICE SharePoint.

Respond to Information Technelogy Service Request {ITSR)/Intake Program by receiving their
requirements, develop a design, and develop Rough Orders of Magnitude (ROM)/Bill of Materials
(BOM).

s+ Adhere to ICE and DHS Security Requirements including Authority to Test (ATT), and Authority to
Operate (ATQ), respond to Plan of Actions & Milestones (FOA&M).,

+  Assist in the preparation of Certification and Accreditation (C&A) documentation, and
development of various ad-hoc reports as directed by the Government.

+ Provide technical support for the identification, development, and establishment of ICE standards,
procedures, and guidelines.

Update security-related documentation as required.

+  Comply with the Systems Lifecycle Management (SLM) process.

Ccllaborate with OCIO Disaster Recover (DR) personnel to ensure infrastructure and procedures
are in compliance with management recovery point and time objectives.
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+« Respond to trouble calls and initiate analysis in order to resclve issues as noted in the Severity
Level Table.

+ Provide weekly reports regarding success in meeting the service level objectives outlined in the
Production {Table 1-2} and Non-Production Service Level Objectives Tables {Table 1-3) below.

+ Provide Tier 3 Standard problem resolution support. Provide Tier 3 Standard Implementation and
Deployment suppert and backup ceverage when the contractor team lead is unavailable. Tier 3
Standard suppert includes, but is not limited to the following areas: Network Engineering, Network
Implementation, Systems Engineering and implementation of problem resclution. The Tier 3
Standard is as follows:

During normal business hours (between 7:00 am to 6:00 pm), the Government requires an
immediate response (15 minutes or fewer) and support to: Service Desk, and/or ITFO, and/or
Government engineering team lead requests. During all other times, on-call support shall be
provided within thirty (30} minutes. Functions requiring 24x7 by 365 coverage will be
supported as directed; i.e., by cell phone/BlackBerry (GFE), or email.

In order to resolve issues the contractor shall respond to trouble calls and initiate analysis as noted in
Table 1-1. The contractor shall provide problem updates to the ICE Task Manager as directed.

Table 1-1: Severity Level Table

Problem Severity Problem Type Response Time
Level
Severity Level 1 Application/System down Within 15 minutes during normal
business hours, 30 minutes otherwise
Severity Level 2 Mission critical; business processes Within 1 hour
delayed
Severity Level 3 Non-mission critical; user operations Within 2 hours
delayed
Severity Level 4 User operations unaffected Next business day

Table 1-2; Production Systems Service Level Objectives Table

Service Service Level Objective Reporting
Category Frequency
Availability 24x7 with scheduled ocutages Provided daily
Platform Minimum 98.9% uptime for any single month Provided monthly or upon
Reliability request
Performance System performance remains consistent with Provided menthly or upon
Criteria design specification request
Performance When performance does not meet design Provided daily by 06:00
Monitoring specification, corrective action is initiated or upon request
Disaster As required for Production or by Management Per event
Recovery Directive
Table 1-3: Non-Production Service Level Objectives Table
Service Category | Service Level Objective Reporting
Frequency

Availability 18x7 (6:00 am — 12:00 am Eastern Time) with Provided daily

scheduled outages
Platform Minimum 99% uptime for any single month Provided monthly or upon
Reliability request
Performance System performance remains consistent with design Provided monthly or upon
Criteria specification request
Performance When performance does not meet design Provided daily by 08:00 or
Monitoring specification, corrective action is initiated upen reguest
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2.1 Program Management Services

The contractor shall provide a contract Project Lead (PL) to effectively direct and repert progress to the
Government Branch Birectors or Project Managers on all contractor supported activities. As directed by
the ICE Contracting Officer's Technical Representative (COTR}) or designee, the contractor shall provide
a subset of, but not limited to, the following documentation for each project:

+ A Rough Order of Magnitude (ROM) for overall cost.

A work breakdown structure (WBS).

A project schedule with milestones.

A Level of Effort (LOE).

A detailed project charter.

A project management plan.

A Bill of Material (BOM).

A test plan.

Project tailoring plans to adhere to the ICE System Lifecycle Management (SLM).
A security Certification and Accreditation {C&A) package.
An implementation plan.

A training plan.

As-built documentation.

A transition to suppoert plan.

Lessons learned.

Repoerts as requested.

Project closeout documents.
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The contractor shall ensure that a qualified project management team is assigned to provide project
management support in accerdance with the Project Management Institute, Project Management Body of
Knowledge standard. Perscnnel who will lead projects for the Government shall be PMP certified or may
be granted an exception by the Contracting Officer’'s Technical Representative {COTR) on a case-by-
case basis dependent on demonstrated prior experience. The contractor shall provide the following:

+ The scheduling of monthly status meetings (to include agendas, meeting minutes, and
documented action items).

Weekly Status Reports.

Monthly Status Reports.

Quarterly GFE Inventory Reports.

Other Direct Cost (GDC) Listing.

Current employee listing.

Scheduled deliverables dafined in this SOW.

A briefing on at-risk projects, procedure-and-process compliance, and other items, as requested.

% & & * & »

2.2 Network Engineering and Design Branch (NEDB)
2.21 Network Engineering Services

The contractor shall provide LAN/W AN engineering design services to support approximately 33,000
users at 600 CONUS and OCONUS locations. This shall include the development of:

Requirements traceability matrices.
Design decuments.

As-built documents.

Test plans.

Quality assurance plans.
Implementation plans.
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Implementation coordination.

Training plans.

Planning transitions from Network Engineering Services to the Operations Division. This
transition planning includes documentation and SLM artifacts.

Change requests handled in accordance with ICE and DHS standards.
Recemmendations for network enhancements and circuit planning.

Evaluation of the DHS Network Steward’s recommended solutions.

The contractor shall perform the following work to include, but not limited to:

Manage complex projects with numerous communications components such as routers, switches,
packet shapers, firewalls, and performance optimization appliances.

Design unique and repeatable solutions.

Configure enterprise network and system management solutions, probes, and cther devices used
for gathering data on the ICE network and other networks supported by ICE.

Use performance tools such as OPNET, Compuware, and NetScout to capture and analyze
application and circuit utilization data.

Maintain a GOTS soluticn: NetGraphs/PREDICT. Documentation shall be provided by the
Government after contract award.

Analyze LAN/WAN traffic flow patterns and application workflow data.

Perform applicaticn profiling from end-users to hosting environment and produce real time
performance documentation in the form of written papers on application and network
performance.

Provide netwerk tuning procedures and methods to analyze, resolve, and document performance
bottlenecks in the enterprise network and delineate the relationship between the applications and
the enterprise network during problem resolution.

Document user requirements, functional specifications, and prepare Rough Order of Magnitude
{ROMSs) and Bill of Materials {BOMs) for recommended designs or enhancements.

Design appropriately sized LANs and WANs based upon documented requirements.

Design and deploy wireless LANs following industry best practices and federal guidelines.
Replicate the operating infrastructure baseline for all network, email, and security related services
including performance monitoring tools and audit capabilities.

Implement external network connectivity (extranets), by determining the type, termination point,
design protocols, ports, and security needs to align with Information Assurance Division (JAD)
requirements.

Evaluate, test, design, and implement network security tools.

Document and disseminate lessons learned and current best practices.

Ensure all new technologies are in alignment with the ICE Architecture and in adherence to the
ICE CCIO SLM process.

Develop analysis that represents the network infrastructure as requested by the Government.
Develop network performance test plans, conduct performance tests on existing or new
applications, document the results, and disseminate results to all applications development teams
as required.

Design networks to minimize latency between ICE field locations and application hosting
locations,

Provide technical oversight of circuit orders to ensure proper sizing and type.

Respond to Service Desk tickets for all telecommunication services to include, Multiprotocol Label
Switching (MPLS}, Open Shortest Path First (OSPF), Enhance Interior Gateway Routing Protocel
(EIGRP}, Border Gateway Protocel (BGP), layer 3 switching, and microwave and laser
communications systems.

Provide Tier 3 Standard support.

Coordinate with the Network Implementation Branch {NIB) for network connectivity at ICE
CONUS and OCONUS lpcations.
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Maintain standards documentation for LAN designs, including configuration guidelines, standard
equipment, and ICE approved exceptions. Maintain the ICE LAN Standards Guidelines which will
be provided after contract award.

Develop and maintain an enterprise-wide network perfermance plan for mission applications
planning, development, and performance testing.

Standardize the initial installation, training, and quality assurance testing for all new projects
ang/or technologies designed by Network Engineering.

Infrastructure Engineering Services

The contractor shall provide requirements analysis, design of solutions, implementation, and transition
services for the following:

 * & » »

Directory and messaging services.
Storage Area Network (SAN).
Operating systems.

Workstation images.

E-Discovery Solutions.

In addition, the contractor shall support cngoing design, development, and implementation of
comprehensive information security architecture for Sensitive but Unclassified (SBU) information and Law
Enforcement Sensitive (LES) information in compliance with DHS and ICE information security
architecture. Solutions shall meet ICE mission and operational requirements to protect both SBU and
LES information in electronic form and on systems that process, store, and transmit information.
Examples of work to be performed include, but are not limited to:

Design, implement, and support an Active Directory (AD) instance and maintain as required AD
sites and services, site links, and replication topologies.

Support an Exchange 2010 envirenment in a high availability environment.

Support a mobile messaging platform across multiple environments running in a high availability
configuration.

Design SAN solutions and server clustering solutions.

Analyze, test, and after ICE approval, implement emerging technology.

Design, implement, and maintain AD Domain Name Service (ADDNS) and Windows [nternet
Naming Standards (WINS).

Standardize the installation, training, and quality assurance testing for all new Infrastructure
Engineering Services projects and/or technologies.

Manage large, medium, and small/ad-hoc projects per year.

Ensure effective integration of required security features and compliance with National Institute of
Standards and Technology (NIST), DHS/ICE security architecture and hardening guides through
coordination with the ICE Information Assurance Division (IAD).

Provide personnel capable of engineering sclutions in response to mandates such as the United
States Government Configuration Baseline (USGCB), requirements such as server and host
firewalls and intrusion detection and prevention, secure network access control (NAC), and
Internet browser configurations.

Build USGCB cempliant images for servers and workstations, which shall receive Architecture
Division approval.

Distribute the approved images as required to field operations staff, vendors and others as
directed by the Government.

Gather requirements to design, engineer, and deploy endpeint firewalls and Intrusion Detection
System (IDSYIntrusion Prevention Systems (IPS).

Evaluate, test, design, and implement host based security tools for workstations and servers.
Implement and design auditing and other security-related features or technglogies.

Implement, support and design e-discovery solutions.
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Participate in DHS/ICE working groups on implementing secure remote access solutions.

Provide support for Homeland Security Presidential Directive-12 (HSPD-12) initiatives, including

incorporation of Personal Identity Verification (PIV) login to ICE workstations and servers, support

tor Single-Sign-0On, and for the Entrust Suite of software.

s Support Architecture Division test workstations by ensuring the correct image builds and software
is installed. Troubleshecot testing workstations remotely when required.

«  Support the build-out and maintain a testing environment for Active Directory, messaging
systems, and security systems such as McAfee. Both Enterprise Operations and the Architecture
Division will utilize this environment for testing.

s The contractor shall provide support for the COTS products list which include, but are not limited

to:

L

BigFix.

MacAfee (A/V, AntiSpam, HIPS, e-PQO).
Entrust.

EnCase.

Microsoft Active Directory.

Microsoft Exchange 2010.

Microsoft Windows 7 and Windows Server,
Microsoft SQL Server 2005 and 2008,
Symantec Enterprise Vault.

BoxTone.

GCOD Mobile Messaging.

HBGary Federal.

NetApp NAS and SANs.

Quest Active Roles and Intrust Applications.
WinMagic.

ClearWell E-Discovery Platform.

Cc o Cc oo oo o c

oo o0 o o0

2.3 Network Implementation Branch {NIB)

The Network Implementation Branch (NIB} is responsible for implementing the network infrastructure
designed by the Network Engineering Design Branch. The contractor shall support the following areas for
the Netwerk Implementation Branch: mission support, deployment, telecommunications and data
services, and circuit order logistics.

2.3.1 Reserved.
2.3.2 Network Integration Services

The contractor shall provide support to approved |IT Service Reguests from the Contracting Officer’s
Technical Representative (COTR). These requests include, but are not limited to office relocations,
provisioning new facilities, renovations, and/or expansion of existing facilities. The contractor will be
responsible for (performing these) deployments (in a timely manner).

The ceontractor shall analyze and define the overall IT requirement for the site including equipment,
cabling, circuits, logistics, deployment, and track each approved project to completion.

The Project Lead responsibilities shall include, but are not limited to:

» Work collaboratively with NEDB te ensure that proposed designs will meet client requirements.

+ Ensure effective communications and collaboration with the ICE Office of Asset Management
through weekly meeting and project status reporting.

+ Execute a site survey (if required) to obtain site specific data

*» Prepare needs analysis documents.

+ Report planned and completed travel.
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Track all deployment related costs using ICE supplied standard templates.
Maintain the master project schedule.
Prepare requests for wide area network connectivity to new sites, site upgrades, or site
relocations.

«  Prepare procurement requisitions for equipment, determine equipment delivery schedules, and
track equipment warranty coverage.

s+ Communicate with field points of contact and IT Field Operations {ITFO} to advise them of
equipment crders, delivery schedules, and planned installation dates.

+ Maintain current site address and contact information for all sites using a Government provided
template.

+ Provide client feedback survey metrics using a client satisfaction survey instrument provided by
ICE.

s Report schedule variances/jeopardies.

2.3.3 Deployment

The Deployment Team implements and installs IT hardware and software. Deployments include new
installations, equipment upgrades, equipment relocations, and other related IT deployments. The
Government will assign an Information Technology Service Request (ITSR) number to each deployment
request.

The contractor shall support all aspects of IT hardware deployment with parsonnel experienced with
workstations, laptops, network printers, operating systems software, servers, network switches, and
routers. Specialized peripherals such as fingerprint scanners must also be supported. The contractor
shall;

« Install and test only ICE approved LAN infrastructure.

+ Upon notification, dispatch technical personnel t6 the operational location to perform installations,
relocations, or infrastructure upgrades.

+ Provide support for ICE program offices located in facilities worldwide.

Support services shall include, but are not limited to:

» Install and test new servers, switches, routers, end-user computers, network printers, wireless
access points, external hard drives, fax servers, document scanners, and other peripheral
equipment as well as operating systems software.

s Design cabling and previde network schematics to support voice, video, wireless, and data
requirements.

+ Ensure access to government mainframe computers.

» Document network configuratiens and inventories.

Deployment activities will frequently extend into evenings and weekends. [n cases where support and
services occur during “off-hours”, the contractor shall obtain approval from the ICE Task Manager or
designee, and the COTR prior to initiating the assignment. The actual hours worked must be reported to
the ICE Task Manager and COTR within two business days of completing the assignment.

2.3.4 Voice Communications and Data Services Team
The contractor shall:
« Provide Tier 3 Standard support for voice communications regardless of location.
Resclve trouble tickets assigned by the ICE Service Desk.

» Perform voice communications hardware and soltware installations.
+ Cross-connect wiring as needed.
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Coordinate with ICE OCIO approved communications vendors when authorized, on behalf of the
local field office director and OCIO.

Perform installation and relocation requests in accordance with ICE move/add/change processes
and procedures.

Support enterprise-wide communications system maintenance and trouble calls, which include,
but are not limited to voicemail reset, number changes, and remote equipment inquiries.

Use Government-furnished remote management tools.

Administer local ICE communications applications.

Perform all required back up and restoration functions for data residing on ICE voice
communications systems

Develop processes, procedures, and documentation required for voice network administration.

The contractor shall provide personnel capable of:

*

235

Maintaining legacy Private Branch Exchange (PBX) systems frem Avaya/Nortel.

Maintaining emerging systems such as VolP.

Ensuring appropriate fundamental configuration, capacity planning and design, of voice
communications system.

Programming and maintenance of the voice switch, voice mail system, auto attendant systems,
call management system, and traffic monitoring system.

Executing traffic analysis studies to ensure the telecommunications system operates at peak
performance with minimal blocking of calls (P.C1 or better grade of service} within the switch and
to locations outside of the switch.

Training end-users on the operation and use of telecommunication features.

Interfacing with telecommunicaticns vendors, architects, cabling vendors and electrical vendors
on new or expanded voice telecommunications systems to ensure all infrastructure, transport
tacilities, space requirements for equipment, and electrical power requirements are documented
and installed on schedule.

Circuit Order Logistics Support

The Circuit Crder Logistics Team is responsible for initiating orders for data circuits, mobile/PDA services
with the Networx vendors, tracking orders, and submitting service cancellations. The contractor shall;

*

Prepare wireless and audio conference orders, all telecommunications service orders and
perform inventory validation.

Perform invoice verification and reconciliation.

Develop, enter, coordinate, and approve routing of circuit orders.

Coordinate orders with the requesting Designated Agency Representative (DAR), circuit provider,
and site representative.

Track status of circuit orders and cancellations via Government and or vendor tracking systems.
Enter capacity, location, and carrier data into the Government owned Tracking System and
distribute for engineering/management review.

Request price quotes on all data and voice circuits and equipment.

Resoclve trouble calls received from various stakeholders (Network Operations Center, Video
Telecommunications, Infarmation Technology Field Operations, etc.).

Respond to vendor service clarification requests.

Request Telecommunication Service Priority {TSP) codes for restoration and provisioning.
Maintain the telecommunications tracking system database with informaticn on all data,
telecommunications services, cellular, satellite and PDAs.

Monitor Government owned and Vendor Portals for the accuracy of provisicning and
decommissioning circuit orders and telecommunications services on a daily basis.

Transfer and/or reconcile any current circuit tracking data te/from government owned tracking
systems and the Vendor Portals as these order-tracking systems evolve.
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Identify and suppaort resolution of discrepancies in the legacy ICE network invoices.
Support circuit upgrades, relocations, and new site installaticns.
Reconcile the carrier-provided invoices against the Government owned or vendor order tracking
system, resolve discrepancies contained on the netwerk invoice, and process pre-payment
information.

+ Validate all telecommunications billing from GSAMORRIS, GSATOPS, Network Information
Management System and any other Government or vendor owned systems, and all other
applicable invoices.

2.4 Systems Engineering Branch (SEB)
241 Lab Engineering Services

The contractor shall provide lab engineering services and provide all required maintenance to complete
requirements analysis, solution design, and implementation in support of, but not limited to applications,
infrastructure, desktops, and server image development. The contractor shall perform work to include,
but not limited to:

+  Administer and maintain test labs that support development testing and Architecture Assurance
Branch testing activities, systems acceptance testing, systems security testing, interoperability
testing, performance testing, simulation and modeling, and application tuning. Lab environments
must mimic production envircnments and be certified by the develepers.

« Support ICE ITSR/Intake Program requests.

+ Address requests for new application releases and builds in support of Architecture Divisicn
performance testing, functional testing, and interoperability testing.

« Support the use of custom test scripts, test automation tocls, and infrastructure problem analyses
and resolution.

» Evaluate and test hardware and software products prior to integration and implementation.
Recommend solutions to streamline software testing.

+ Provide Tier 3 Standard Lab Engineering Services support.

2.4.2 Systems Engineering Infrastructure Security Support

The centractor shall provide Security Engineering services as required. The contractor shall work closely
with infrastructure and systems engineers as well as database and systems administrators tc ensure the
security of the application hosting infrastructure. Coordination with Information Assurance Division and
Information Technology Project Managers (ITPM) is required. Knowledge of the Trusted Agent FISMA
(TAF} tool is necessary. The contractor shall ceordinate with the Security Operations Center {SQCj) to
pertorm security scans on the infrastructure. The contractor shall remain current in new security
technologies.

2.4.3 Multi-Platform Operating System and Middleware Support

The contractor shall provide technical expertise to perform systems engineering or systems administration
for operating platforms ic include, but not limited to:

+ Mainframe.

e *NIDX(UNIX or AIX (IBM's version of UNIX)).

+ Red Hat Linux and Windows.

+ High Availability Cluster Multiprocessing (HACMP).

Technical personnel shall provide administration of middleware products to include, but not limited to:
+ Qracle and Oracle associated products.

s+ Microsoft SQL Server and associated products.
+ Informatica.
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IDMS.

Hyperion.

Essbase.

IBM WebSphere and associated products.

[ N I N ]

Technical personnel shall be capable of;

s Evaluating, advising, designing, configuring, implementing, optimizing, and maintaining the
operating systems and middleware including or similar to that listed above on development, test,
training, and production systems.

+ Solving operational problems invelving operating systems software, design, and implementation.

Monitoring operating system software and middleware performance.

Coordinating OS upgrades, maintenance, and testing with Data Center staft or performing the

upgrades where applicable follewing apprepriate configuration management practices.

Administering web-based, client-server and/or host-based applications.

Creating startup/shutdown procedures for all production and database servers.

Creating Disaster Recovery (DR) procedures for data, applications, and server images.

Supporting the Customer Information Control System/Remote Online Print Executive System

(CICS/ROPES).

Applying maintenance, upgrades, and enhancements.

+ Supporting ICE organizaticns owning COTS products and in-house application systems which
run on the enterprise infrastructure.

. & @ L I ]

2.4.4 Database Administration Support

The contractor shall provide database administration, database migrations, and database maintenance
support for all ICE applications and other databases as determined by the Government. Support includes
all database administraticn activities required to provide accessible, secure, scalable, and reliable
databases, and interconnects for ICE. Support for the following shall include, but is not limited to:

*NIX/Qracle, Mainframe IDMS, and MS SQL Server databases and their structures.

Maintain or create storage allocation, backup, recovery, and replication procedures.

Evolution of ICE *NIX systems in view of technological advances.

System platform migration.

Establishment and maintenance of IBM WebSphere MQ Series queues.

Methods of maintaining database system integrity and security.

Administration and suppert of Storage Area Networks {(SANs) such as Hitachi, NetAPP, EMC,

and IBM as required.

«  Administration of backup, restoration, and replication software such as Tivoli Storage Manager

(TSM)}, Cracle Data Guard, or other current technology as required.

Tracking of vendor maintenance and support agreements.

User ID provisioning for all production and database servers.

Provide support for IBM WebSphere MQ Series databases.

Performance monitoring and tuning.

Participating in application design reviews.

Implementation and production support for database technology enhancements.

Maintaining Oracle Name Server (ONS) or its equivalent.

Collaborate with OCIO Disaster Recovery (DR) personnel to ensure all infrastructure and

procedures are in place to perform recoveries within the recovery point and time objectives.

+ Creation and maintenance of standard operating procedures for all data base platforms as
required.
Database design reviews, performance menitoring, and performance tuning.

+ Follow Federal Server security and hardening requirements and solutions and implement ICE

standards.

.- & " & " s
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+ |mplementation and support for Cracle Cluster Ready Services as required.
s  Support for migrating database software from current ICE versions.

2.4.5 Multi-Platform System Administration/Capacity Planning

The contractor shall provide expert knowledge in capacity planning of servers, storage, and network. The
contractor shall provide:

Analysis of ICE preliminary system design plans.

Analysis of workload projections.

Quarterly Capacity Planning Reports.

Monitoring and reporting of server capacity and systems usage.

Notice of insufficient storage or server capacity with sufficient time for the Government to conduct
a procurement.

. % & ¢ 8

2486 Testing

The centractor shall configure environments and support all aspects of user acceptance testing,
functional acceptance testing, database testing, installation testing, cenfiguration/compatibility testing,
and performance load and stress testing.

2.47 Multi-Platform Sterage Management and Control

The contractor personnel shall demonstrate knowledge of principles of storage management, including
procedures and rules for related sterage management systems and backup and recovery systems in
suppert of mainframe, UNIX, and Windows storage. The contractor shall:

+ Provide management and control of the DHS assigned Storage Devices at the Data Centers used
by ICE.

*» Use automated storage managers such as IBM's Data Facility Systern Managed Storage
(DFSMS} and Data Facility Hierarchical Storage Management (DFHSM) to manage and control
the disk space in an efficient and effective manner.

s+ Respond to requests for disk sterage space, maintain the integrity of DHS datasets, maintain files
and database backup and recovery procedures, perform disaster/frecovery support, and monitor
storage usage.

2.4.8 Applications Hosting Services

The contractor shall provide the support necessary 1o manage projects, review products, and design,
document, secure, engineer, maintain, improve, and manage the ICE web-hosting environment
infrastructure.

The contractor shall support the activities associated with hosting web-based Internet and intranet
applications and websites on an Enterprise level.

2.4.8.1 Web Infrastructure Services

The contractor shall provide support to the web-application above the operating system level. The
contractor shall be responsible for maintaining operational status of the Web Application in production,
training, disaster recovery, and nan-production envircnments. Current web/application entities include
but not are limited to e-Gov (ICE specific Web based internal and external applications} Intranet/Shared
Application Cluster/Isolated Application Clusters. The contractor shall:

«  Work in conjunction with the Enterprise Cperations group to meet all SLA and Service Desk
issued Remedy tickets.
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Provide ongoeing administration, monitoring, and technical support for the infrastructure.

+ Provide a problem update to the ICE Task Manager as directed. The contractor shall review and
analyze all production logs as part of their daily administrative routines and/or as requested per
the ICE Task Manager.

+ Establish and document processes for managing these environments along with automating
processes where feasible utilizing Government supplied versioning teols.

+« Back up volatile data on a daily basis and test the restoration of data quarterly.

Perform analyses giving labor, cost, and time estimates for scheduled maintenance tasks.
Analyses shall be completed and approved by the ICE Task Manager prior to start of each task.

+ Make recommendations and perform analyses giving labor, cost, and time estimates for design or
configuration changes te the web-hosting environment focusing on providing a high availability
{99.99%) platform. Analyses shall be completed and approved by the ICE Task Manager prior to
start of each task.

+ Provide non-production infrastructure services required to support the Alternate Web Hosting
Platform environment {IBM WebSphere Application Server running en Red Hat Linux, *NIX,
WebSphere Process Server, IBM Datapower devices), to include supporting a high availability,
secure, reliable, scalable, IBM WebSphere-based suite of applications solution that will support
web-based/delivered e-Gov and Intranet applications.

2.4.8.2 Web Application Hosting and Integration Services
The ceontractor shall:

Maintain the Standards and Guidelines for ICE internet/Intranet Web Services Reference.

s+ Document, design, configure, test, implement, and maintain an infrastructure to provide a
standardized hosting environment for ICE's web-based applications and websites (both intranet
and public facing} and maintain them making them available to project development teams to
ensure web-based applications are developed according to ICE standards.

+ Perform code reviews to ensure hosted applications comply with coding standards outlined in the
Standards.

+« Create Test Problem Reports within Serena Tracker {or its successor) for issues identified in
code reviews.

* Provide cngoing management, monitering, and technical hosting support for all web-based
applications within this infrastructure. The current environment consists of various VB, J2EE,
ASP, DHTML, XML, and HTML software, along with service-oriented architecture (SCA)
components and varicus in-house developed and COTS application packages. The J2EE
platforms currently consist of IBM WebSphere products and Caucho Resin.

s Participate in Integrated Project Teams (IPT) to discuss standards, guidelines, and best practices
for development and deployment of web-based applications.

+ Retrieve new versicns of application software from Version Manager (or its successor), load
new/upgraded web-based applications inte the applicable hosting environment, and ensure
application interfaces are functioning, and automate as necessary. Interfaces may be between
applications internal to ICE or with other DHS or non-DHS components.

Provide problem updates to the ICE Task Manager as directed.

s Analyze all production logs as part of the daily administrative routines and/or requested by the
ICE Task Manager.

+ Travel to perform the functions necessary to configure/upgrade the production or contingency
site, as necessary.

2.4.8.3 SharePoint
The centractor shall provide all standard middleware support to include, but not limited to:

s Determine Simple Mail Transfer Protocol (SMTP) requirements and configurations.
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Defining firewall port requirements, defining Kerberos cross-forest functionality and

configuration/interoperability requirements, the testing of current and future Active Directory
trusts, implementation and testing of mail enabled connectors.

o]
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Identify farm level censiderations such as the fellowing:

Define Shared Service Provider configuration and delegation.

Provide input for the SharePoint governance document.

Build server operating system images.

Load and configure ICE’s current version of MS SQL Server

Load and configure Microsoft Office SharePoint Server (MOSS) on Web front end and
Index servers,

Configure all farm topology settings.

Configure server services.

Configure inbound and cutbound email settings.

Create Shared Service Providers, web applications, and site collections.
Configure InfoPath forms and Excel Calculation services.

Configure Profile Imports, farm level security, and farm level quotas.

Load admin site templates into SharePoint sites.

Load and configure Office Communication server and integrate it with the MOSS
environment.

« Maintain production and non-production environments which consist of the following activities:

Manage all SQL Content, Configuration, and Search databases.
Run transaction log backups to truncate logs.

Create new content databases as needed.

Create maintenance schedule for databases.

Mirror data to disaster recovery sites.

Patch the MS SQL Server and MOSS enviranments per ICE's security baseline.
Manage the SharePoint farm.

Perform all farm level administrative tasks.

Performance monitoring.

Manage, create, deletion, backup and restore site cellections.
Resclve farm and server level helpdesk requests.

Manage quotas.
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25 Opticnal Services

The Government shall continually monitor and evaluate the dynamic needs of the ICE engineering
services with respect to current and future projected workload. The contractor shall be prepared to adjust
to the dynamic needs of the Government in an efficient and timely manner.

The Government shall implement increases (and decreases) in workload via task order modification. The
Government anticipates that the work required under opticnal services (optional CLINs) could be equal to
that of the base services (base CLINs).

The Government's projected workload may be influenced by financial, political, and/or U.S. Government
pricrities, regulations, and objectives.
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Section E
Inspection and Acceptance
Clauses incorporated by reference:

52.246-4 Inspection of Services — Fixed-Price (AUG 96)
52.246-5 Inspection of Services — Cost-Reimbursement (APR 84}
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Performance Period and Deliverables

The period of performance is five {5) years with a cne-year base pericd and four (4) one-year option
periods.

Deliverables Matrix:

# | DESCRIPTION FREQUENCY DUE BY DISTRIBUTICN
COTR and Task

1 Weekly Task Order Status Report Weekly COB Wed. Manager

COB the 15" of
2 | Quarterly GFE Inventory Quarterly the next month COTR

COTR and Task

3 | Monthly ODC Monthly With Invoice Manager
As Required but COTR and Task

4 | Filled Labor Category Positions at least monthly | With Invoice Manager
COTR and Task

5 | Task Order Status Monthly With Invoice Manager
Quarterly Capacity Planning COB the 15" of | COTR and Task

6 | Repors Quarterly the next month Manager
COTR and Task

7 | Systems Administration Reports Weekly COB Wed. Manager

Within 20 days

Infrastructure Diagrams, of contract 890 Days after COTR and Task

8 | Documentation, and Configuration award contract award Manager
COTR and Task

g | Database Administration Reports Weekly COB Wed. Manager
COBthe 15" of | COTR and Task

10 | OCIO Project and Activity Reporting | Monthly the next month Manager
Application Hosting Services COTR and Task

11 | Reports Weekly COB Wed. Manager
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Section G
Contract Administration Data

C

o

ntracting Officer
{B)B)ENTHE)

202-732{b)E).

Contract Specialist
{b)B).LNNHE)

202-732-40)5). |

Contracting Officer's Technical Representative
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