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ORDER F{ SUPPLIES OR SERVICES ] PAGE OF PAGES
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IMPORTANT; Mark all packages and papers with contract andfor order numbers.
DATE OF ORDER |CONTRACT NO. ORDER NO,
09/30/2008 |GS-35F-0448N HSCETC~08~F-00033
ITEM NQ. SUPPLIES/SERVICES QUANTITYUNIT UNIT AMOUNT QUANTIEY
N ORDERED PRICE ) ACCEPTED
(A} (B} {C) D) (E} (F) {G)

The Statement of Work (S0W) and Clauses are
hereby incorporated. :

This Task Order will be awarded as
Labor-Hour for a base pericd of 2 months
with one (1} nine-month option period and
two (2} twelve-month option periods.

The period of performance for the base
pericd and option pericds are as follows:

Base Period: 09/30/2008 through 11/30/20608
Option Period I: % Months-12/01/2008
through 08/31/2009

Option Period II: 12 Months-09/1/2009%
through 08/31/2010

Option Period III: 12 Months-09/01/2010
through (08/31/2011.

This Task Order 1s subject to the terms and
conditions of GS-35F-0448N. '

| Amount awarded: $10,788,613.80
| Bmount obligated: $285,473.9%6

Ithe ceiling amount of this award is
|s11,788,613.80

Accounting Info:

Period of Performance: 09/30/2008 to
08/31/2011

0001L Base Period .
{Not Separately Priced)

. 0001A |Phase In-NTE 60 days = ba

00018 Senior Functional Analyst LH b b

<
= .

<

(=)

0001lC |Project/Program Manager nLH b4

Continued ...

TOTAL CARRIED FORWARD TO 157 PAGE {ITEM 17{H))

. "NSN 7540-01-152-8082 503-48-101 o OFTIONAL FORM 348 (Rev, /95)
’ Prestribed by GSA
FAR (4B CFR) 63.233(0)
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SCHE.<JLE - CONTINUATION 3 &3
JMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER  JCONTRACT NO. ORDER NO
09/30/2008 [GS-35F-0448N HSCETC-08~F-00033
ITEM NO. SUPPLIESISERVICES QUANTITY|UNIT UNIT AMOUNT * QUANTITY
i ACCEPTED
A) ()] Q)
0001D Senior Training Specialist !
Q001E Training Specialist
000LF Senior IT Security Specialist
0001G IT Security Specialist
C001H Jr. IT Security Specialist
00011 Information Resource Management Analyst
‘00013 |Web Content Administrator
0001K Subject Matter Expert
00011, |Project Manager/Team Leads
. 0001M ‘lrechnical Writer/Editor

1001 Option Period I 0.00

Amount: $0.00{COption Line Item)

11/28/2008

(Not Separately Priced)
1001Aa Senior Functional Analyst 0.00

Amount: § b4 Option Line Item)

11/28/2008
1001iB Project Manager/Program Manager g.o0

Amount: § b4 (Option Line Item)

11/28/2008
1001C  |senior Training Specialist 0.00

Amount: ﬁ( Opticon Line Item}

11/28/2008

Continued ...

TOTAL CARRIED FORWARD TO 15T PAGE (ITEM 17(H}}

NSN 7540-01-152-5082 . 503-48-101 -QPTIONAL FORM 348 (Rev. 6/85)

Prescribed by GSA
FAR (48 GFR) 53.213(¢)
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SCHEwJLE - CONTINUATION 4 53
IMPORTANT: Mark all packages and papers with contract and/ar order numbers. -
DATE OF ORDER  |CONTRACT NO. ORDER NO
09/30/2008 |GE-35F-0448N HSCETC-08-F-00033
ITEM NO. SUPPLIES/SERVICES QUANTITYfUNIT UNIT AMOUNT : QUANTITY
ORDERED| PRICE ACCEPTED
(A (B) {C) D) {E) (F) {G)
1001D Training Specialist 0.00
Amount: _(Optlon Line Item)
11/28/2008
1001E Senior IT Security Specialist .00
Amount : “Optlon Line Item)
11/28/2008
1001F IT Security Specialist .00
Amount : {Option Line Item)
11/28/2008
1001G [Jr. IT Security Specialist 0.00C
i Amount : (Option Line Item)
11/28/2008
1001H Information Resource Management Analyst 0.00
Amount: 3§ b4 (Option Line Item)
11/28/2008
10011  |Web Content Administrator 0.00
Amount : {Option Line Item)
11/28/2008
10017 Subject Matter Expert 0.00
amount: NI (Option Line Item)
111/28/2008
1001K Project Manager/Team Leads 0.00
Amount: $ b4 (Option Line Item)
11/28/2008
1001L Technical Writer/Editor 0.00
Amount : (Option Line Item)
11/28/2008,
10C1M ObC-Travel . 0.00C
NTE § b4
[Amount: 3 b4 (Cpticn Line Item)
11/28/2008
© 1001n  jopC-Conferences 0.00
nTE . -
hmount: $ VN(Option Line Item)
11/28/2008
Continued ...

TOTAL CARRIED FORWARD TO 18T PAGE (ITEM 47(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 345 (Rev. 6/35)

Prescribed by GSA
FAR {48 CFR) 53.213(c)
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SCHEULE - CONTINUATION

PAGE OF PAGES
5 53

IMPORTANT: Mark.all packages and papers with cantract andfor order numbers.

DATE OF ORDER | CONTRACT NO
09/30/2008 |55~35F-0448N

CRDER NO.-
HSCETC-08-F-00033

ITEM NO.

(A)

SUPPLIES/SERVICES

B -

QUANTITY]
ORDERED,
(C})

UNIT

D)

UNET
PRICE
(E)

AMOUNT ‘ QUANTITY
ACCEPTED
- {F} ©)

2602

2002A

2002B

2002C

2002D

2002E

2002ZF

. 2002G

2002H
20021

2002J

Option Period II

Amount: 50.00(Option Line Ttem)
08/28/2009

{Not Separately Priced)

Senior Functional Analyst
Amount : “{Option Line Item)
08/28/2009

Project Manager/Program Manager

|Amount : (Option Line Item)

08/28/2009

Senior Training Specialist
Amount : (Option Line Item)
08/28/2009

Training Specialist

Amount: nopt’ion Line Item}
08/28/2009 :

Senior IT Security Specialist
pount: SNk oot ion Line Ttem)

08/28/2009

JIT Security Specialist

Amount : Option Line Item}
08/28/2009

Jr. IT Security Specialist
Amount : (Optio'n Line Item)
08/28/2009%

Information Resource Management Analyst
[Amount : (Option Line Item)
08/28/2009

fWeb Content Administrator
Amount : “Option Line Item)
08/28/2009

Subjeét Matter Expert
Amount; ! (Opt:i.on Line Item)
08/28/2009

Continued ...

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

TOTAL CARRIED FORWARD TO 15T PAGE {ITEM 17{H))

NSN 7540-01-152-6062

3348101

QOPTIONAL FORM 348 (Rev. 8/95)

Prescribed by G2A
FAR (48 CFR) 53.213(c)
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] PAGE OF PAGES

SCHwULE - CONTINUATION 6 53
IMPORTANT: Mark ali packages and papers with contract and/or order numbers.
DATE OF ORDER  |CONTRACT NO. ORDER NO
09/30/2008 |GS-35F-0448N HSCETC-08-F-00033
ITEM NO. SUPPLIES/SERVICES QUANTITY]{UNIT UNIT AMOUNT " QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) ) {D) (E) (F) (G)
2002K Project Manager/Team Leads ' 0.00
Amount : (Option Line Item)
08/28/2009
20021, |Technical Writer/Editor 0.00
Amount: § b4 Option Line Item)
08/28/2009
2002M ODC-Travel 0.00
NTE-3 b4 .
Amount: 3 b4 (Option Line Item)
08/28/2009 -
2002N ODC-Conferences 0.00
NTE-3 b4
Amount: b4 {Option Line Item)
08/28/2009
3003 Option Peried III 0.00
: Amount: $0.00(Option Line Item)
08/28/2010°
{Not Separately Priced)
3003A Senior Functional Analyst 0.00
lAmount: ; (Option Line Item)
08/28/2010
3003B :Project Manager/Program Manager 0.00
[Amount: § b4 {(Option Line Item)
08/28/2010
3003C  [Senior Training Specialist 0.00
Amount : $ﬁ{0ption Line Ttem)
08/28/2010
3003D. |Training Specialist 0.00
Amount : b4 (Option Line Item)
08/28/2010
3003E Senior IT Security Specialist 0.00
Amount : (Option Line Item)
08/28/2010
3003F IT Security Specialist .00
: Ancunt: JINVIN(Cption Line Item)
08/28/2010 _
Continued ...

TOTAL CARRIED FORWARD TO 15T PAGE (ITEM 17(H)

NSN 7540-01-152.8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95}

Prescribed by GSA
FAR (48 CFR) 53.213(c)




ORDER F~ " SUPPLIES OR SERVICES

PAGE OF PAGES

NTE- b4
Amount: $§ b4 (Cption Line Item)

08/28/2010

IThe total amount of award: $10,78%,613.80.
|The obligation for this award is shown in

box 17 (i) .

SCHw.ULE - CONTINUATION 7 53
IMPORTANT: Mark all pack_ages and papers with contract andfor order numbers.
DATE OF ORDER  {CONTRAGT NO. ORDER NO.
09/30/2008 [GS-35F-0448N HSCETC-08-F-00033
ITEM NO. SUPPLIES/SERVICES QUANTITY]UNIT UNIT AMOUNT QUANTITY
' ORDERED PRICE ACCEPTED
(A) {8} (C) D) (£} (F) (G)
3003G Jr. IT Security Specialist 0.00
Amount : ﬁ( Option Line Item)
08/28/2010
30038 Informe‘ltion . Resource Management Analyst 0.00
Amount : $“( Option Line Item) '
<|o8/28/2010
30031 Wel» Content Administrator - 0.00
[Amount : (Option Line Item)
08/28/2010 :
30030 Subjecf Matter Expert- 0.00
Amount : ﬁ( Option Line Item)
08/28/2910
3003K  [Project Manager/Team Leads 0.00
[Amount : (Option Line Item)
08/28/2010 :
3003L |Technical Writer/Editor 0.00
Amount: § b4 Option Line Item)
08/28/2010
3003M ODC-Travel 0.00C
NTE~§ b4
Amount : b4 Option Line Item)
08/28/2010
3003N ODC-Conferences 0.00

TOTAL CARRIED FORWARD TO 15T PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/05)

Proscribadby GSA
FAR (48 OFR) 53.213(c)




HSCETC-08-F-00033 e

CLAUSES

This order is being issued in accordance with clauses applicable to the terms and conditions of contracts

issued under Schedule 70 of GSA.

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were

given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of
a clause may be accessed electronically at this address www.arnet. gov/far/

CLAUSE
NUMBER

52.202-1
52.203-3
52.203-5
52.203-6
52.203-7
52.203-8

52.203-10
1 52.203-11

52-203-12
52.203-13
52.204-2
52.204-4
52.204-6
52.204-7
52.204-8
52.204-9
52.204-10
52.209-5

52.214-34
522152
52.216-24
52.217-3

52.217-8

The Government may require continued performance of any services within the limits and at the rates specified
in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by

CLAUSE
TITLE

Definitions
Gratuities

Covenant Against Contingent Fees
- Restrictions on Subcontractor Sales to the Government

Anti-Kickback Procedures

Cancellation, Rescission, and Recovery of Funds for Illegal or

Improper Activity

Price or Fee Adjustment for Illegal or Improper Activity
Certification and Disclosure Regarding Payments to Influence

Certain Federal Transactions

Limitation on Payments to Influence Certain Federal Transactions
Contractor Code of Business Ethics and Conduct

Security Requirements

Printed or Copied Double-Sided on Recycled Paper
Data Universal Numbering System (DUNS) Number
Central Contractor Registration

Annual Representations and Certifications

Personal 1dentity Verification of Contractor Personnel

Reporting Subcontract Awards

Certification Regarding Debarment, Suspension, Proposed
Debarment, and Other Responsibility Matters

Submission of Offers in the English Language

Audit and Records-Negotiation

Limitation of Government Liability

Evaluation of Options

Option to Extend Services

CLAUSE
DATE

(JULY 2004)
(APRIL 1984)
(APRIL 1984)
(SEPTEMBER 2006)
(JULY 1995)
(JANUARY 1997)

" (JANUARY 1997)

(SEPTEMBER 2007)

(SEPTEMBER 2007)
(DECEMBER 2007)
(AUGUST 1996)
(AUGUST 2000)
(OCTOBER 2003)

(JULY 2006)

(JANUARY 2006)
(SEPTEMBER 2007)
(SEPTEMBER 2007)
(DECEMBER 2001)

(APRIL 1991)
(JUNE 1999)
(APRIL 1984)
(JULY 1990)

(NOVEMBER 1999)

the Secretary of Labor. The option provision may be exercised more than once, but the total extension of

performance hereunder shall not exceed 6 months, The Contracting Officer may exercise the option by written

notice to the Contractor within 60 days.




HSCETC-08-F-00033

CLAUSES

5.217-9 Option to Extend the Term of the Contract

(MARCH 2000)

(2) The Government may extend the term of this contract by written notice to the Contractor within 30 days;
- provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60
days before the contract expires. The preliminary notice does not commit the Government to an extension,

(b) If the Government exercises this option; the extended contract shall be considered to include this option

1Y

(JUNE 2003)
(AUGUST 2003)
(AUGUST 2003)
(DECMBER 2007)
(JUNE 2008)
(OCTOBER 2003)

(SEPTEMBER 2006)
(AUGUST 1996) ;
(OCTOBRER 2004)

(APRIL 1984) -

(AUGUST 1996)

(SEPTEMBER 2000)

(MAY 2001)

(APRIL 1984)

CLAUSE
DATE

(JUNE 2006)

clause. :
(c) The total duration of this contract, including the exercise. of any options under this clause, shall not exceed
35 months.
52.222-3 Convict Labor
52.223-13 Certification of Toxic Chemical Release Reportmg
52.223-14 Toxic Chemical Release Reporting
52.223-15 . Energy Efficiency in Energy Consuming Products
52.225-13 Restrictions on Certain Foreign Purchases
52.232-33 Payment By Electronic Funds Transfer——Central Contractor
_ Registration :
52.233-2 Service of Protest
52.233-3 Protest after Award
52.233-4 Applicable Law for Breach of Contract Claim
52.237-2 Protection of Government Buildings, Equipment and Vegetation
52.239-1 Privacy or Security Safeguards '
52.243-3 Changes-Time-and-Materials or Labor-Hours
52.246-6  Inspection Time-and Material and Labor-Hour
52.249-14 Excusable Delays
HSAR CLAUSES:
. CLAUSE CLAUSE
NUMBER TITLE
3052.204-70 Security Reqmrements for Unclasmﬁed Informatlon
Technology Resources
3052.204-71 Contractor Employee Access, Alternate [

(JUNE 2006)

a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse,disclosure, or
unauthorized access to or modification of which could adversely affect the nationalor homeland security
.interest, or the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a
of title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria
established by an Executive Order or an Act of Congress to be kept secret in the interest of national
defense,homeland security or foreign policy. This definition includes the following categories of information:




~ HSCETC-08-F-00033
© CLAUSES

- (1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act
of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended,
the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable
PCII Procedures Manual, as amended, and any supplementary guidance officially communicated by an

“authorized official of the Department of Homeland Security (including the PCII Program Manager or his/her

designee);

- (2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as
amended, “Policies and Procedures of Safeguarding and Control of SS1,” as amended, and any supplementary
guidance officially communicated by an authorized official of the Department of Homeland Security (including
the Assistant Secretary for the Transportation Security Administration or his’her designee),

(3) Information designated as “For Official Use Only,” which is unclassified information of a sensitive nature
-and the unauthorized disclosure of which could adversely impact a person’s privacy or welfare, the conduct of
Federal programs, or other programs or operations essential to the nationalor homeland security interest; and

 (4) Any information that is designated “sensitive” or subject to other controls,. safeguards or protections in
accordance with subsequently adopted homeland security information handling procedures.

(b) “Information Technology Resources” include, but are not limited to, computer equipment, networking
equipment, telecommunications equipment, cabling, network drives, computer drives, network software,
computer software, software programs, intranet sites, and internet sites.

..:/(c) Contractor employees working on this contract must complete such forms as may be necessary for security
or other reasons, including the conduct of background investigations to determine suitability. Completed forms
shall be submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the

- Contractor's employees shall be fingerprinted, or subject to other investigations as required, All contractor

“employees requiring recurring access to Government facilities or access to sensitive information or IT resources

are required to have a favorably adjudicated background investigation prior to commencing work on this
contract unless this requirement is waived under Departmental procedures.

(d) The Contracting Officer may require the contractor to prohibit individuals from working on the contract if
the government deems their initial or continued employment contrary to the public interest for any reason,
including, but not limited to, carelessness, insubordination, incompetence, or sécurity concerns.

(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not

- disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the
Contracting Officer. For those contractor employees authorized access to sensitive information, the contractor

~ shall ensure that these persons receive training concerning the protectlon and disclosure of sensttive mformatlon
both durlng and after contract performance.

(f) The Contractor shall in_clude the substance of this clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive information, or resources.

{End of clause)




HSCETC-08-F-00033
CLAUSES

3052.209-70 Prohibition on Contracts with Corporate Expatriates ~{(JUNE 2006)

a) Prohibitions. Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of
Homeland Security from entering into any contract with a foreign incorporated entity which is treated as an
inverted domestic corporation as defined in this clause, or with any subsidiary of such an entity. The Secretary
shall waive the prohibition with respect to any specific contract if the Secretary determines that the waiver is
required in the interest of national security.

- (b) Definitions. As used in this clause: |
 Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue
Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be

applied by substituting “more than 50 percent’ for “at least 80 percent’ each place it appears.”

Foreign Incorporated Entily means any entity which is, or but for subsection (b) of section 835 of the
Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the Internal
Revenue Code of 1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic

. corporation if, pursuant to a plan (or a series of related transactions)—

- (1) The entity completes the direct or indirect acquisition of substantially all of the properties held directly or
indirectly by a domestic corporation or substantially ail of the properties constituting a trade or business of a
domestic partnership; :

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held—

(1} In the case of an acquisition with respect to a domestic corporation, by former shareholders of the domestic
corporation by reason of holding stock in the domestic corporation; or

(i1) In the case of an acquisition with respect to a domestic partnershlp, by former partners of the domestic
partnership by reason of holding a capital or profits interest in the domestic partnership; and

(3) The expanded affiliated group which after the acquisition includes the entity does not have substantial -
business activities in the foreign country in which or under the law of which the entity is created or organlzed
when compared to the total business activities of such expanded affiliated group. :
Person, domestic, and foreign have the meanings given such terms by paragraphs

(1) {4), and (5) of section 7701(a) of the Internal Revenue Code of 1986, respectively.

, (c) Special rules. The followmg definitions and special rules shall apply when determining Whether a foreign
1ncorporated entity should be treated as an inverted domestic corporation.

10




HSCETC-08-F-10033
CLAUSES

(1) Certain Stock Disregarded. For the purpose of treating a foreign incorporated entity as an inverted domestic
corporation these shall not be taken into account in determining ownership:

(1) Stock held by members of the expanded affiliated group which includes the foreign incorporated entity; or

(ii) stock of such entity which is sold in a pubhc offering related to the acquisition described in subsection
(b)(1) of Section 835 of the Homeland Security Act, 6 U.S.C. 395(b)(1).

| (2) Plan Deemed In Certain Cases. If a foreign incorporated entity acquires directly or indirectly substantially
all of the properties of a domestic corporation or partnership during the 4-year period beginning on the date
which is 2 years before the ownership requirements of subsection (b)(2) are met, such actions shall be treated as

pursuant to a plan.

(3) Certain Transfers Disregarded The transfer of properties or liabilities (including by contribution or
distribution) shall be disregarded if such transfers are part of a plan a principal purpose of which is to avoid the
purposes of this section.

(d) Special Rule for Related Partnerships. For purposes of applying section 835(b) of the Homeland Security
Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as provided in regulations, all domestic
partnerships which are under common control (within the meaning of section 482 of the Internal Revenue Code
of 1986) shall be treated as a partnership.

(e) Treatment of Certain Rights.

(1) Certain rights shall be treated as stocks to the extent necessary to reﬂect the present value of all equitable
~ interests incident to the transaction, as follows
(i) warrants;
(ii) options;
- (ii1} contracts to acquire stock;
- (iv) convertible debt instruments; and
(v) others similar interests.

2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do so to reflect
the present value of the transaction or to disregard transactions whose recognition would defeat the purpose of
-Section 835.

(f) Disclosure. The offeror under this solicitation represents that [Check one]:
_ itis not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to
the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-73;

__ it is a foreign incorporated entity that should be treated-as an inverted domestic corporation pursuant to the
criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-73, but it has submitted a request for waiver
pursuant to 3009.104-74, which has not been denied; or

__itis a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the
crlterla of (HSAR) 48 CFR 3009.104-70 through 3009.104-73, but it plans to submit a request for waiver
pursuant to 3009.104-74. '

1




HSCETC-08-F-00033
CLAUSES

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has
been applied for, shall be attached to the bid or proposal.

(End of ‘provision)

3052.215-70 Key Personnel or Facilities : (DECEMBER 2003)

(a) The personnel or facilities specified below are considered essentjal to the work being performed under this
contract and may, with the consent of the contracting parties, be changed from time to time during the course of
the contract by adding or deleting personnel or facilities, as appropriate.

(b} Before removing or replacing any of the specified individuals or facilities, the Contractor shall notify the
Contracting Officer, in writing, before the change becomes effective. The Contractor shall submit sufficient
information to support the proposed action and to enable the Contracting Officer to evaluate the potential
impact of the change on this contract. The Contractor shall not remove or replace personnel or facilities until
~ the Contracting Officer approves the change.

- The Key_ Pe_:rsonnel or Facilities u:nder'this Contract:
1. Project Manager

© 2. Project Leads
.3052.242-71 Dissemination of Contract Information " (DECEMBER 2003)

- 3052.242-72 Contracting Officers Technical Representative (DECEMBER 2003)

©3052.245-70 Government Property Reports - (JUNE 2006)

" Invoeicing Instructions: Contractors, please use these procedures when you submit an invoice for all
acquisitions emanating from ICE/QAQ. . -

- 1. In accordance with Section G, Contract Administration Data, invoices shall now be submitted via one of the
following three methods:

a. By mail:

DHS/ICE

Burlington Finance Center

P.O. Box 1620

Attn: ICE-OCIO-IAD

Williston, VT 05495-1620

b. By facsimile (fax) at: 802-288-7658 (include a cover sheet with point of contact & # of pages)

. By e-mail at: Invoice.Consolidation@dhs.gov

12
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CLAUSES '

Invoices submitted by other than these three methods will be returned. Contractor Taxpayer Identification
Number (TIN) must be registered in the Central Contractor Registration (http://www.ccr.gov) prior to award
and shall be notated on every invoice submitted to ICE/OAQ to ensure prompt payment provisions are met. The
ICE program office identified in the delivery order/contract shall also be notated on every invoice.

2. In accordance with Section I, Contract Clauses, FAR 52.212-4 (g)(1), Contract Terms and Conditions,
Commercial Items, or FAR 52.232-25 (a)(3), Prompt Payment, as applicable, the mformatmn required with
-each invoice submission is as follows:

An invoice must include:
(1} Name and address of the Contractor;
(i) Invoice date and number;
(iii) Contract number, contract line item number and, if applicable, the order number;
(iv) Description; quantity, unit of measure, unit price and extended price of the items delivered;
(v) Shipping number and date of shipment, including the bill of lading number and welght of shipment if
shipped on Government bill of lading; :
(vi) Terms of any discount for prompt payment offered;
(vii) Name and address of official to whom payment is to be sent;
(viii) Name, title, and phone number of person to notify in event of defective invoice; and
(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the invoice only if required
elsewhere in this contract. (See paragraph 1 above.)
. (x) Electronic funds transfer (EFT) banking information.

~ (A) The Contractor shall include EFT banking 1nformat10n on the invoice only if requlred elsewhere in this
contract.
_(B) If EFT banking information is not required to be on the invoice, in order for the invoice to be a proper
invoice, the Contractor shall have submitted correct EFT banking information in accordance with the applicable
solicitation provision, contract clause (e.g., 52.232-33, Payment by Electronic Funds Transfer; Central
Contractor Registration, or 52.232-34, Payment by Electronic Funds Transfer; Other Than Central Contractor
Registration), or applicable agency procedures.
(C) EFT banking information is not required if the Government waived the requirement to pay by EFT.

Invoices without the above information may be returned for resubmission.

3. All other terms and conditions remain the same.

_Receiving Officer/COTR: Each Program Office is responsible for acceptance and receipt of goods and/or
services. Upon receipt of goods/services, complete the applicable FFMS reports or DFC will not process the

payment.

- Advance payments are not authorized. Contractor shall submit invoice monthly or quarterly in arrears.

13
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1.0 PROJECT TITLE
Security Management Oversight and Compliance Services (SMOC)

2.0 BACKGROUND

The Information Assurance Division (IAD) (formerly Office of the Information System Security
Maitager) was established in 2004 to coordinate the development and implementation of
computer and network security policies, products, and services across Immigration and Customs
Enforcement (ICE).

Emphasis was placed upon establishing security teams at field offices and certifying and
" accrediting those field offices, as well as major applications at headquarters (HQ). The program
widened its scope to address auditing, secure remote access, identity management, public key
infrastructure, security operations, security monitoring, National Security Information (NSI)
systems, and to provide support for the Department of Homeland Security (DHS).

The need for expanded information sharing and collaboration amongst Governmient and non-

Government entities requires the careful application of confidentiality, integrity, and availability
~of services to ensure the protection of mission-critical information assets. - The overall areas

addressed under IAD have expanded significantly since its inception and will continue to expand
in the future. Key IAD functions have been aligned to the Information Technology (IT) Security
~Program Areas defined by the DHS Office of the Chief Infonnatlon Security Officer (CISO),
including the following:

B Program Management and Integration Support
] C_omplianc’e and Oversight
e Information Assurance Policy

o Cyber Identity
3.0 SCOPE OF WORK

The objective of the proposed task order is to provide IAD with products and services that
support the DHS/ICE initiatives and ensure compliance with the mandated information assurance

requirements as established by the Federal Information Security Management Act (FISMA);
DHS, ICE; the Department of Commerce’s National Institute of Standards and Technology
(NIST); the Office of Management and Budget (OMB); as well as other federal agencies, laws,
and regulations, ICE management shall approve staffing levels proposed by the Contractor. The
Contractor shall provide the technical personnel sufficient to support the Office of Immigration
and Customs Enforcement’s (ICE) Information Assurance Division (IAD).

- IAD has primary responsibility for: coordinating the development and implementation of
computer and network information assurance policies across Immigration and Customs
Enforcement (ICE); certlfymg and accrediting (C&A) field offices, general support systems and
 major applications at ICE headquarters, and implementing cyber identity services.

—Procurement Sensitive~See FAR 3:104— | ‘ B 13
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The IAD program scope includes auditing National Security Information (NSI) systems,
providing a liaison to DHS on security policies and issues, and providing policy for-secure
-remote access.

The need for expanded information sharing and collaboration amongst Government and non-
Government entities requires the careful application of confidentiality, integrity, and availability
of services to ensure the protection of mission-critical information assets. A primary goal is to
achieve cost effective and efficient compliance with information security mandates that meet
DHS and ICE IAD pro gram performance metrics. :

The Contractor shall propose Project Managers that will monitor the contract team’s policy
compliance, prepare and distribute team schedules, monitor/report team activities, advise
Government personnel of the status of projects/deliverables, and ensure deliverable quality. The
Government shall approve the Contractor’s proposed key personnel. The Contractor shall
closely monitor tasks and provide notlﬁcatlon of any deviation from budget, schedule, or
resources.

' The Contractor shall be responsible for the delivery and coordination of all deliverables defined
in Section 7.0 of this Statement of Work (SOW).

4.0 REFERENCES

National Industrial Security Pro graﬁl Operating Manual (NISPOM)
e DHS Management Directive (MD) 4300, IT Systems Security Publication
e System Lifecyclé Management (SL.M) Handboa_k
o Federal Information Security Management Act (FISMA), November 22, 2002

e Federal Information Technology Security Assessment Framework (FITSAF), November 28,
2000 ' _

e Office of Management and Budget (OMB) Circular A-127, Financial Management Systems
* OMB Circular A-130, Management of Federal Information Resources
e Computer Security Act of 1987

e National Institute of Standards and Technology (NIST) Computer Security Resource Center
- (CSRC)

Standards

Guidelines

Special Publications
e Privacy Act of 1974
. DHS Management Directives Volume 11000 — Security
» DHS 4300A Sensitive Systems Handbook

—Procurement Sensitive~See FAR 3.104— R 14
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DHS 4300B National Security Systems Handbook
DHS Technical Reference Model

National Institute of Standards and Technology (NIST) Special Pubhcatlon 800-37, Guzde
for the Certification and Accreditation of Federal Information Systems

e International Information Systems Secunty Certification Consortium (ISC?) Standards |

e DHS Management Directive (MD) 4010.2 (DRAFT), Section 508 Program Management
Office & Electronic and Information Technology Accessibility

~ Section 508 1194.2, Section 508 of the Rehabilitation Act (29 U.S.C. 794d), as amended by
the Workforce Investment Act of 1998 (P.L. 105-220)

5.0 SPECIFIC TASKS

5.1 Transition Support

" The Contractor shall create a transition support plan to ensure that IAD does not have any
significant degradation in its security oversight and compliance supporting services. This plan
will be evaluated in the source selection process and incorporated into the contract.

The Contractor shall complete the transition of all technical activities. The Contractor shall -
" .complete the transition within 60 days of TO award. The activities included as part of the
transition are as follows:

~Inventory and orderly transfer of all Government Furnished Equlpment/Property
(GFE/GFP), software and licenses;
o Transfer of documentation currently in process; and
s Coordinating the work with the current Contractor.

The Contractor’s transition plan shall contain a milestone schedule of events. The transition plan
shall transition work with no disruption in operational services. To ensure the necessary
continuity of services and to maintain the current level of support, ICE will retain services of the
incumbent Contractor for the transition period, if required.

The transition plan (no more than 2 pages) shall include major milestones that meet the
following schedule for adding resources and transitioning support responsibilities:

. 30 Days into Transition

45 Days into Transition : - 75% = 50%

60 Days into Transition ‘ 100% 100%

—Procurement Sensitive - See FAR 3,104 ' . 15
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e

At the completion of the period of performance of this TO, the Contractor shall fully support the
transition of the IAD requirements to the successor. Activities include supporting all of the
activities listéd above by making available personnel and documentation requrred to fac111tate a
successful transition.

" Upon completion of the period of performance the CO may issue a mod1ﬁeat10n to fund the
transition period.

52 Program Management Support
5.2.1 Details |

The Contractor shall provide a Program Manager responsible for the oversight of the SMOC
contract including the high-level program management support. The Program Manager’s duties
shall include assuring that projects are managed according to best business practices (Project
Management International standards). These will include schedules, resources allocation tables,
work breakdown structures, and project plans. The Program Manager is also responsible for
ensuring that all activities are accomplished within the general scope of the task order,
monitoring adequate. availability of the funds for authorized work, resolving management and -
programmatic issues, monitoring/ensuring performance within budget and schedule, monitoring
- appropriate approval procedures for the authorization of the Other Direct Costs (ODCs), and
facilitating/maintaining effective interaction and coordination between ICE project leads and the
Contractor project leads. Given the dynamic environment within ICE, the Program Manager -

- shall closely monitor all work within the SMOC contract support and provide advanced

- notification of any deviation from budget, schedule, or resources.

The Program Manager (or an authorized designee) shall provide weekly status reports to the
COTR that includes individual project schedules with weekly progress tracking, status of
ongoing activities, issues, recommendations for problem resolution, and upcoming
projects/activities. Additionally the Contractor shall deliver weekly prOJect/act1v1ty quad charts
- for ICE OCIO reporting.

The Program Manager/designee shall meet with the COTR on a weekly or ad hoc basis. All
meetings shall have agendas if planned in advance. Meeting minutes shall be provided for all
formal meetings. The meeting minutes will capture the following information: subject, date,
attendees, major decisions, areas of non-agreement, and any action items assigned during the
meeting. A master action item list will be maintained by the Program Manager. The Program
~ Manager will facilitate the coordination of meetings (IAD will identify meeting spaces and the
- Contractor will send out invitation and background information.) Crosscutiing issues/risks
identified in meetings will be promulgated to the appropriate IAD representatlve The Contractor
shail maintain and populate a meeting minute’s reposrtory

- The Program Manager/designee shall monitor the performance of their personnel, identify any

‘degraded quality of service, and propose corrective actions to the Contracting Officer’s
Technical Representative (COTR) up to and including employee termination.

—Procurement-Sensitive~—See FAR 3.104— : 16
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To ensure that the quality of product delivered under this contract maintains a high quality

" standard the Contractor shall submit a Quality Assurance Plan (QAP) as part of their proposal.
The QAP will detail the review process for: content, technical editing, and timeliness. This will’
be part of the monthly reporting. o

By the 10" business day of the month, the Program Manager/designee shall submit a financial
‘report of the previous month’s completed travel expenses, labor costs, overtime, and any Other
" Direct Costs (ODCs). This financial report shall be cumulative for the contract period and
include projected burn rates for the balance of the contract. .

The Program Manager/designee shall provide management, coordination, and administrative
support to ensure the smooth daily operation of contract resources; optimal utilization -of

- resources and growth; and creating, maintaining and enforcing Joad, and delivery standards and
functions. Specific functions include the following:

Manage teams of subject matter experts
Prioritize requirements ' :
Maintain a master schedule for all SMOC projects and activities:
* e Baseline schedules that identify schedule slippage
¢ Resource mapping to projects and activities (contract personnel assigned)
« Critical path identification for high-priority projects :
Communicate progress to COTR .
Manage scope and expectations
Coordinate external and internal resources

53 Security Program Management and Integration Support

5.3.1 Details

- All proposals must be delivered with a draft project plan with resources and milestones. This
plan will incorporate the transition from the existing incumbent to ensure the continuity of
services. Within 45 days of award, the Contractor shall develop draft program plans: Strategic,
Tactical and Business that support the development of documentation charting the course of the
IAD Program.

The Contractor shall provide weekly status reports to the COTR that includes: review of
project/activity schedules, milestones/accomplishments, issues, recommendations for problem
resolution, and upcoming activities. The Contractor shall track and invoice special projects

* within this Statement of Work that may be specifically funded by Congress, OMB, or the
Department. Atlas is one example of an appropriated project that must be tracked and invoiced
separately. The Contractor shall work with the COTR to ensure that Atlas activities are clearly
identified so they can be invoiced correctly. '

" The Contractor shall meet with the COTR on a weekly basis as well as any ad-hoc meetings that
are required. The Contractor shall monitor the performance of their personnel, identify any
degraded quality of service, and propose corrective actions to the COTR up to and including '

. employee termination. ‘ ' '

_BmummgnLSnnsmm;See_EAR.llﬂL : - 17
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The Contractor shaﬂ maintain and populate an IAD website hosted on the ICE network.
54 Sub-Task Area 3. Compliance and Oversight
541  Details

The focus of this task area will be to provide true Federal Information Security Management Act
(FISMA) compliance & oversight capabilities that support the ICE enterprise. The Contractor
shall provide support functions necessary to implement and oversee an information assurance
- program for ICE. Activities will include overall IA program development and support, and
FISMA compliance with 2 focus on Certification & Accreditation (C&A) management activities.
The Contractor will be responsible for compliance & oversight activities leading up to
certification activities for development systems and re-certification and continuous monitoring
activities for operational/legacy systems. In order to avoid a potential conflict of interest and to
maintain the required separation of duties, the Contractor will not be responsible for performing
certification testing activities. The Contractor will be responsible for overseeing the -
development of Plan of Action and Milestones (POA&M) resulting from certification testing
“activities and recommendations, as well as managing mitigation efforts to completion. The
. Contractor may also participate in risk-based decisions throughout the C&A process.

The Contractor shall provide the technical personnel with the skills and expertise necessary to

develop products and deliverables necessary to establish a robust information assurance program

for ICE. The Contractor shall also review the products and deliverables from other OCIO

Divisions to ensure compliance with the security standards, policies, and archltecture that
~ conforms to ICE enterprise systems and applications.

542  Services Required

54.2.1 Mapping of CISO Responsibilities

The Contractor shall, using DHS 4300 A&B, DHS CISO and ISSO guides; conduct an analysis
~of the ICE Program and OCIO -organization to ensure that the ICE can meet the DHS
" requirements for implementing and maintaining an effective ICE IA program. As part of this

effort, it should also map the ICE CISO organizational resources to ensure that the CISO can

either perform the Requirements of DHS 4300 A&B and the CISO guide or have the ablllty and
resources to ensure that they are being effectively met by other ICE organizations.

5422 Risk Management Support
The Contractor shall develop, implement, and maintain a .Certlﬁcanon and Accredifation (C&A) |
program that complies with DHS and other Federal requirements, and supports the ICE

enterprise. The C&A program shall provide comphance & oversight capabilities to support all -
ICE Major Applications (MA) and General Support System (GSS). Specific tasks include:

e Develop and oversee an ICE IT Risk Management Plan

" _ Procurement Sensitive - See FAR 3.104— - ' 18
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¢ Develop an ICE FISMA Performance Plan that complies with the DHS annual
FISMA Performance Plan to outline a compliance plan for the ICE Enterprise.
» Support DHS testing, modifications, and implementation of required tools including
. Securelnfo’s Risk Management System (RMS) and TrustedAgent (TA) FISMA tools
e Implement a structured and repeatable process to use and maintain RMS and TA
FISMA tools to support the ICE Enterprise MAs and GSSs.
o Implement a structured and repeatable process to maintain the ICE Invcntory
o In conjunction with DHS requirements, and working with the DIHS
inventory team, implement and establish an ICE-specific, structured and
repeatable process to create, modzfy and delete/dispose of ICE inventory
systems
o Work with ISSOs and other project team personnel to establish and pr0v1de
recommendations on MA and GSS C&A boundaries
e Assist project teams through the generation of DHS/ICE C&A templates and the
security Requirements Traceability Matrix (RTM) via the RMS questionnaire
o Provide questionnaire assistance and artifact generation as needed
e Provide guidance and assistance to the ISSOs and Project Team personnel on
¢ompleting and meeting the content requirements of the security artifacts to include
but not limited to: '
- Privacy Threshold Assessment (PTA) and resultant Privacy Impact Assessment
(P1A) if required; '
- FIPS-199 Categorization
- E-authentication analysis
- System Security Plan (SSP)
- Risk Assessment (RA) '
- Security Test and Evaluation (ST&E)
- Contingency Plan (CP)
- Contingency Plan Test Results
= Develop an ICE-wide Contingency Plan Test schedule to ensure
testing is completed in accordance with FIPS 199 Availability
requirements and DHS/Federal standards and guidance
- Disaster Recovery Plans
Plan of Action and Milestones (POA&M)
FISMA Self Assessment/Annual Testing efforts as needed
e Provide technical expertise on C&A, FISMA, and other oversight activities
e Prepare and submit Security Assessment Reports (SARs) for Certification Official
approval and Designated Accrediting Authority (DAA) review and approval
¢ Provide Draft CO and DAA letters in support of Authority to Operate (ATO)
decisions for all systems
o Verify that Information Assurance (IA) is being addressed throughout the Systems -
Lifecycle Management (SLM) process
o Support audit (OIG, GAO, OGA, etc.) activities
Provide site assistance visit support
¢ Provide technical support to ensure appropriate budget submissions (Exh1b1ts 300 and
-53 to OMB Circular No. A-11 Part 7)

—Procurement Sensitive—See FAR-3:104— 19
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* Prepare supporting documentation to reflect the necessary IA funding in the systems
life cycle - _
¢ In conjunction with the OCIO Investment Team, establish a structured and repeatable
" process to properly account for IA in the Capital Planning & Investment Control
(CPIC) process _ : _
e Coordinate with the ICE SOC and provide support to ensure that all systems meet the
annual requirement for performing a vulnerability scan.

o Work with ISSOs and system project teams to ensure the results of the
vulnerability scans are captured in the C&A documentation and input into
the TA FISMA POA&M for that system

o Assist in the development and overall management of mitigation activities
outlined in the POA&M

o Provide Risk-based recommendations based on vulnerability scan results

Ensure the development of Interconnection Security agreements (ISAs)
Develop ISAs as required ' '
Prepare specified MA or GSS C&A documentation to include the C&A artifacts
listed above in accordance with the appropriate NIST guidance. '

‘e Develop C&A guidance documentation, briefing materials, presentations, etc., to

promote a structured and repeatable process ‘
» Ad Hoc meeting attendance, as needed
' Other IA-related tasks and duties as assigned

5423 FISMA Reporting

The Contractor shall interpret DHS FISMA requirements and develop a project plan outlining
successful FISMA compliance for ICE. The Contractor shall provide ISSOs, Information
System Owners (ISO), Designated Accrediting -Authority (DAAs), IT Project Teams and other
relevant parties guidance on FISMA requirements and how to use the procedures, guides,
templates, and automated tools to measure and meet requirements. The Contractor shall
coordinate the ICE FISMA initiativé to ensure that activities are conducted accurately and
timely. The Contractor shall provide guidance and oversight on the development and
maintenance of FISMA POA&Ms. The Contractor shall work with appropriate project teams to
ensure audit findings are captured in system or program level POA&Ms and manage the
mitigation activities to completion. The Contractor shall manage FISMA compliance activities
and provide ICE program-area reports for various levels of govermment managers, which may
include but not be limited to dashboard support, Top 25+ support, and risk assessment, etc.

5424 OCIO Compliance & Oversight Activities

The Contractor shall provide the necessary technical, 'management and operational skill sets to
ensure that OCIO divisions are in compliance with the DHS/ICE security policies and
procedures, The Contractor shall attend/review: Standard Operating Procedures (SOPs);

‘Configuration Control Board (CCB) meetings and’ minutes; SLM gate reviews, meetings and

minutes; SLM documentation; Engineering designs and documentation; Operational status

* meetings and minutes; etc., to ensure compliance with security policies and procedures.
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The Contractor shall work with OCIO Divisions to ensure policies and procedures ensure
“accurate IA information, requirements, guidance and standards, The Contractor will work with
the Architecture Division to ensure Information Assurance is properly accounted for in the
Systems Lifecycle Management (SLM) Methodology.

5.4.2.5 Information Technology Security Education, Training, and Awareness

The Contractor shall provide Information Assurance (IA) Subject Matter Expertise (SMEs) to
assist and support institutional awareness of the IAD Program and IA requirements including the
following:
» Provide input to the ICE Annual Training 'strategy
 Educate ICE program managers in the IAD program and IA training requiremients for -
- both Sensitive but Unclassified (SBU) / For Official Use Only (FOUO) systems and
National Security Systems (NSS)
Support an annual security conference
Provide a structured outline and syllabus for developing and implementing role-based
training for system administrators, information system owners, and other security-
specific roles as defined by the appropriate NIST, DHS, and ICE guidance
Support the development of an internal ISSO training and certification program
Develop and conduct training and awareness briefings.as directed by the ICE IAD
Support and provide development of security awareness strategies, including a series
of security awareness emails to be transmitted monthly to all ICE users
Provide input to security columns of the OCIO newsletter, as required
Prepare a monthly IAD newslelter
Support the planning for an ICE IA awards program for recognizing key personnel
and organizations
e Assist and/or conduct annual Information Assurance Awareness Trammg (IAAT) for
ICE employees and Contractors
* Provide support in coordinating an ICE 1A Awareness Day .

5.4.2.6 ‘Regional ISSM Program Development

The Contractor shall support the development of a Regional Informa’uon Systems Security
Manager (R-ISSM) Program to establish IAD credibility m1t1gat1ng liability throughout the
enterprise. The Contractor shall provide subject matter expertise in the formulation and review
of deliverables associated with the R-ISSM Program.

5.4.2.7 National Security Systems (NSS) and Communications Security (COMSEC)
Management

The Contractor shall support the IAD with ‘managlng the security of ICE IT Systems that process
- National Security Information (NSI) or “Classified” data stored on any ICE computer, GSS, and
- major systems/applications, regardless of physical locations. The Contractor shall provide
qualified staff cleared up to, and mcludmg, the Sensitive Compartmented Information (SCI) level -
to:

-« Support NSI program requirements to develop security pohcy for ICE NSI systems

—Proeurement-Sensitive—See FAR 3104— , 21



rpsteven
Line


Prepare and maintain a NSI Systems Program Management Plan
Provide communication and coordination between IAD and the FPS COMSEC
program office to ensure that the programs are fully engaged and supporting one
another _
e Maintain a secure “strong room” in Go_vemment space with the necessary DHS or
- higher authorities, tools, and capabilities for processing NSI information
¢ Ensure ICE requirements for the DHS HSDN are clearly identified and
communicated
Prepare classified and unclassified C&A documentation, ‘as appropriate
Implement an NSI awareness pro gram
Coordinate and prepare Interagency Security Agreement (ISAs)
Assess mechanisms for NSI systemn security incident reportmg and provide
recommendations :

55 Sub-Task Area 4. Information Assurance Governance (IAG)
5.5.1 Details

The IAG support task covers the following seven areas: policy, interconnection security
agreements (ISAs), technology investigations, waivers and exceptions, business processes,
website content, and reporting, :

5.5.1.1 Policy Support
| Policy support is divided into three delivery areas: review, creation, and maintenance.
5.5.1.1.1 Policy Review | |
IAG is tasked with reviewing draft policy from ICE, DHS, and 6ther government agencies. IAG
also reviews new policies for their possible information assurance impact upon ICE. Usually

there is very little time for the review to occur. Support for this task entails providing the
government a brief synopsis of information assurance issues related to the reviewed policy.

5.5.1.1.2 Policy and Procedure Creation

IAG from time to time has a requirement to create information assurance policy that augments

~ the DHS 4300 series policies. Support for this task includes assistance with the generation of
position papers, policy guidance broadcast messages, handbooks that offer ICE operational
personnel clear procedural guidance as it applies to existing policies handbooks, and policy -
documents, -

5.5.1.1.3 Policy Maintenance
IAD generated policies, procedures, broadcasts, positioh papers and other policy related artifacts

- must be maintained for operational support and National Archive Records Administration
requirements. Under this task a repository shall be maintained for the above artifacts. The

S. itive—See FAR 3104 22
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Contractor shall also maintain version control and release plannmg to include the renewal of
aging policies and procedures.

5.5.1.2 Interconnection Security Agreement (ISA)

ISA support includes the following deliverable areas: coordination of new ISA requests, risk

- analysis and recommendation of compensating controls, tracking of ISA documents throughout
the document generation process, maintenance of all related ISA points of contact (POC)and
assets and circuit information, ISA database 1nput and generation of reports that list ISAs
approaching their renewal date. . :

5.5.1.2.1 _New ISA Generation

IAG supports the ICE mission by coordinating and creating [SAs. This task involves
coordination between ICE and other entities: other DHS components, other government -
agencies, and supporting Contractors. The Contractor must provide a project plan, work
breakdown structure, and schedule with resources required for each ISA assigned within five
‘business days notice from government notice.

5.5.1.2.2 ISA Risk Analysis and Compensating Control Recommendations

One of the main areas of the ISA generation business process is the performance of a risk
-analysis and recommendation of compensating controls. The required business applications that
will be shared between the organizations must be identified, infrastructures analyzed, the ISA
“template must be populated and presented to the principals for signature.

5.5.1.2.3 ISA Tracking

In addition to maintaining a project schedule with baseline for the creation of ISAs, the
Contractor shall track the ISA throughout the business process. This tracking will include who is
responsible for the ISA as it moves through the review and signature phase. : '

'5.5.1.2.4 Maintenance of Historical ISA Information

There is historical knowledge that must be maintained after an ISA has been created and
approved. This knowledge is extremely valuable for troubleshooting numerous items related to
the agreement later in its lifecycle. A partial list of data elements that must be maintained _
includes the following: date the ISA became enforceable, organizational names including sub

- offices; names of principals and supporting personnel to include technical points of contact;
location of principals, shared s1tes and circuit information to include endpoints, providers, and -
circuit identification, . .

5.5.1.2.5 ISA Database Maintenance

The Contractor shall scan all signed ISAs to PDF image format and input' in the ISA database,
All relevant historical informatiqn identified above will be entered and associated to the ISA.
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The Contractor will run reports monthly on the database that identifies those ISAs that will
- expire in three months or less.

5.5.1.3 Technology Investigations

IAG supports the introduction of new technologies into ICE. This often involves analyzing the
information assurance impact of new or changing implementation of mission related technology.
The delivery areas related to this task include information assurance impact reports for: new
technology, new business processes, and requests for undercover investigation support related to
non standard technologies or equipment.

5.5.1.3.1 New Technology

" The Contractor shall provide reports detailing vulnerabilities inherent to the technology,
information assurance related implementation risks, policy relevant areas of concern that include
policies from ICE, DHS, or other federal government agencies. :

5.5.1.3.2 New Business Processes

- The Contractor shall capture information assurance concerns related to new business processes
as well as researching new technologies.

5.5.1.3.3 Undercover Investigation Support

‘The Contractor shall evaluate the information assurance impacts related to technical
implementations supporting undercover investigations. The deliverable for this task is a report
- that analyzes the following: ability to maintain anonymity, ability to achieve specific mission,
pollcy conflicts and possuble waivers/exceptions required.

5.5.1.4 Waivers and Exceptions Requests
'TAG supports the ICE mission by submitting waiver and exception requests from DHS policy.

- The Contractor shall provide the following: evaluation of DHS waiver and exception requests,
creation of ancillary documentation to include Risk Acceptance Letters where required, and

tracking and reporting,.
5.5.1.4.1 Waiver and Exception Request Evaluation

There is a great disparity between system owners and their knowledge of DHS information
-assurance policy. Quite often waiver and exception requests are not required due to

- misinterpretation of the DHS 4300A." The Contractor shall review the relevant policy sectlon,

- analysis of the request, identification of alternatives, and recommendation related to processing
‘of request. : :

'5.5.1.4.2 Ancillary Documents
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This deliverable is dependant on the level of risk associated with the request. The Contractor
shall provide documentation to include a Risk Acceptance Letter and CISO Compensating
Controls Letter may have to be generated. :

5.5.1.4.3 Tracking and Reporting
The Contractor shall assign tracking numbers, report where each request is in the process and
maintain a repository of approved requests on IAD network. Tracking reports shall be a weekly

deliverable. The Contractor shall also maintain the historical list of all waivers and exceptions in
a spreadsheet. : ’

5.5.1.5 Business Process Support

The deliverables for this task are: the capture and refinement of IAD processes and the
generation information, packages to clarify customer support

5.5.1.5.1 Capture and Refinement of IAD Business Processes

The Contractor shall work with ICE principals to capture and if required provide business re-
engineering to existing processes. This task also supports the creation of new processes.

5.5.1.5.2 Customer Support Packages

The new IAD is customer focused. In support of that focus the Contractor shall deliver business
- process maps to help IAD customers navigate IAD procedures. '

55.1.6 Web Support
The web support task will support all IAD. This task includes the following deliverables:

operate and maintain IAD website on IAD network, verify functionality of IAD website on
- weekly basis, work with IAD to develop and deploy content, threaded discussion support, and

coordinate fit and form with OCIO web posting guidance.
5.5.1.6.1 Operate and Maintain IAD Website

The Contractor shall operate and maintain the IAD website on an OCIO server on ICE’s
~ network. This will involve coordinating of uploading and testing of new material.

3.5.1.6.2 Verify Website Functionality
~ The Contractor shall verify that the IAD website is fully functional on a weekly basis. If a new
- telease of information has been uploaded to the website there may be an operational requirement

that requires daily checks, '

55.1.63 Develop Website Content
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The Contractor shall work with IAD principals in developing website content.

5.5.1.6.4 Threaded Discussion Support

The Contractor shall implement discussion threads on the ICE TAD website.. This will include
moderating the threads to ensure that all threads are structured according to best practices. The
threaded discussion groups will capture historical information related to IAD’s busmess
decistons.

5.5.1.6.5 Coordinate Web Posting Guidance

The Contractor shall be famlhar with all relevant ICE OCIO style guldes and operational
procedures.

5.5.1.7 Report/Presentation Support

The Contractor shall support the IAD with generating reports and presentations. This task
includes: project related reporting to the CIO, presentation support to include content and
- formatting, and maintaining a repository of IAD presentations.

5.5.1.7.1 Preject and Activity Reporting

The Contractor shall support the IAD in the generation of project reports and monthly updates of
‘those reports. All projects reports are presently on the ICE OCIO SharePoint server. ' :

5.5.1.7.2 Presentation Support

- The Contractor shall assist in the creation and update of presentations relating to the IAD
mission. A partial list of presentations to be created under this deliverable are: briefs to the
Assistant Secretary, formal presentations, informational informal briefs to OCIO management.

 5.5._1.7.3 Presentation Repository

All presentations created shall be maintained on ther ICE OCIO network.
6.0 STAFFING | |

6.1  Key Personnél

The Government has determined that the Project Manager and Project Leads are key personnel
for this Scope of Work. The Contractor may designate other positions as necessary as key to the
work to.be performed under this contract. Key personnel shall be committed to only this
contract and may not support any ICE IT contract during performance of this contract due to a
potential conflict of interest with the nature of the work. Support is required in the areas of
program management, security program management and 1ntegrat10n, compliance and oversight,

and information assurance governance.
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The Project Manager shall possess experience managing IT programs, be PMP certified, and
have a security background.

The Project Leads shall possess IT-related management experience or have experience managing

- and implementing security programs. Cryptographic equipment experlence required for one (1)

Project Lead.

6.2  Continuous Training/Employee Retention

The Contractor shall refresh the technical skills of its staff at its own expense as the ICE
architecture and technical reference model evolve. Training and associated travel costs shall not

be directly charged to the Government unless specified in writing and approved by the COTR. -

A draft training plan and employee retention strategy shall be delivered as part of the proposal.
The training plan and employee retention strategy shall include how the Contractor will ensure

- that all contract personnel are knowledgeable and up to date on current federal policies,
- guidance, and technologies related to this contract support.

7.0 DELIVERABLES AND DELIVERY SCHEDULE

7.1 Deliverable Number 1: Transition Subport

7.1.1  Transition support according to the transition plan.

Transition support | First 60 days after
Contract staff begin | (¢lectronic) copies

Contracting Officer
work.

7.2 Deliverable Number 2: Monthly Master Project and Activity Schedule

The Contractor shall provide a monthly project and activity schedule containing the Contractor
support personnel assigned to each project/activity and the percentage of their commitment to
that project/activity. The monthly report will also mdentlfy individuals on travel, leave, and on-
call. The monthly report will also report out the previous month’s QAP score showing trending
information. :

Mornthly | COB ‘ 2 Master COTR Master Project Schedule with
| Wednesday (electronic) | Project Contracting | base lined schedule reporting.
- the prior week copies Schedule Officer Contractor resources will be
withbase . | | identified and their percentages
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lined
schedule
reporting.
Contractor
resources will
be identified

-and their

percentages
committed to
each task
integrated

| into the

schedule.
The
Contractor
may provide
a separate -
schedule with
resources
committed
for all
support
activities, or

| integrate the

activities into

“the master

project
schedule.
This report
shall contain
last month’s
QAP scores.

committed to each task
integrated into the schedule.:

The Contractor may provide a
separate schedule with resources
committed for all support
activities, or integrate the
activities into the master project
schedule. This report shall
contain last month’s QAP
scores. :

7.3 Deliverable Number 3: Financial Reports

By the last business day of the month, the Contractor shall submit a financial report with
estimates of the current month’s completed labor costs, travel expenses, overtime, and any other
direct costs (ODCs). This financial report shall include all costs incurred by the Contractor on -
behalf of the government, regardless of whether or not those costs have been invoiced by the
Contractor, any subcontractor, or vendor. Incurred cost reporting shall be estimated for the
current month, and the current month’s incurred cost shall be accumulated for both the contract
period of performance as well as the current fiscal year. The Contractor shall also provide
projected total incurred costs for the remainder of the contract period of performance.
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In addition, the Contractor shall provide any and all earned value, pério-dic reporting, and capital
- planning-related financial reports as mandated by the Office of Management and Budget, and the
Department of Homeland Security.

COB last

business day of (electronic) copies | Contracting Officer
the month ' .

7.4 Deliverable Number 4: Meeting Mmutes Repository

The Contractor shall maintain a repository on ICE OCIO GFE.at OCIO headquarters that
contains the following: agenda, meeting minutes, master list of action items. Each month the
- Contractor will summarize new actions and open actions. This summary will mclude a listing of
action items that are late.

COB last busmess day of the month 2 (electronic)

Copies Contracting
Officer

7.5 Deliverable Number 5: Quality Assurance of Contract Deliverables

The Quality Assurance Plan (QAP) will define how the Contractor will ensure the continued
delivery of high quality work products to the Government. The plan will include the
mechanisms used to ensure that content, timeliness and technical editing (using the ICE style
guide) are carried out to ensure high quality deliverables. The Contractor shall adhere to the.
QAP delivered to the Government at the time of proposal submission.

7.6 Work Break Down Structures

Work break down structures will be supphed for all tasks within 5 business days of tasks being
ass1gned '

Work Break Down Structures | Within 5 business days of the task being
assigned.

7.7 Compliance and Oversight Deliverables

—Prcrcufcment—Seﬂsmve—See-F-A-R-s..LﬂL _ 29



rpsteven
Line


The Contractor shall develop, provide, update store and distribute the following deliverables as

requested by the COTR

5.4.2.2 FY09 ICE FISMA November 1, 2008 or 30 days after the DHS | COTR
Performance Plan FY09 FISMA Performance Plan has been '
‘ delivered, or as negotiated with the COTR
5.4.2.2 FISMA Inventory As agreed upon, no later than end of Q1, FY09 | COTR
Management Process and : '
Procedures , _
5.4.2.2 Updates to FISMA | Quarterly, on-going as needed COTR
Inventory process and '
procedures .
' 5.4.2.21CE Risk As Agreed upon, no later than end of QI,’ COTR
Management System (RMS) | FY09
Procedures :
5.4.2.2Updates to RMS Quarterly, on-going as needed COTR
-Procedures _ - ,
| 5.4.2.2 ICE Trusted Agent - | As agreed upon, no later than end of Q1, FY09 | COTR
(TA) FISMA Procedures
5.4.2.2 Updates to TA Quarterly, on-going as needed COTR
FISMA Procedures o ,
5.4.2.2 Regional C&A End of Q1, FY09 COTR
Implementation Plan : :
5.4.2.2 Update to Regional . | Quarterly COTR
C&A Implementation Plan ' :
5.4.2.2 1A CPIC Process and | In conjunction with OCIO CPIC Team, As COTR
| Procedures agreed upon '
5.4.2.2 FISMA Reports Weekly COTR
- [5.422 FISMA Executive Bi-Weekly COTR
| Level Reports -
5.4.2.2 ISSO Program As Required COTR
Deliverables : '_
5.4.2.2 ISSO Certification As required | COTR
Program Deliverables
5422 Regional ISSM ‘As required COTR
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Program Deliverables _
5.4.2.2 GSS C&A Package . | If needed, as agreed upon COTR
for Contractor location * '
5.5.1.2 ISA for Contractor If needed, as agreed upon COTR
location’s connection to '
OneNet - _
5.5.1.4.2 Ancillary 3 business days on as needed basis COTR
Documents
5.5.1.4.3 Tracking and 'On going COTR
Reporting _
5.5.1.5.1 Capture and 5 business days for business process capture. COTR
Refinement of IAD Busmess 10 business days for busmess process re-
Processes | engineering. :
5.5.1.5.2 Customer. Support 3 business days for packé.ges where process COTR
Packages captured. If not add time for 5.5.1.5.1
15.4.2.2 Project and Act1v1ty Weekly .| COTR
Reporting '
5.5.1.7.2 Presentation 3 business days COTR
|-Support ' _ -
{ 5.5.1.7.3 Presentation On going COTR
i Repository

7.8 Deliverable thber 6: Information Assurance Goverhance Deliverables

The Contractor shall develop, provide, update store and distribute the following deliverables as
requested by the COTR: :

1:5.5.2.2 Pollcy Review' 5 business days ICE COTR
5.5.2.2 Draft Policy and Project plan will be delivered within 5 business | COTR (only
Procedures days for policies, handbooks. 5 business days | policies and
| _ for position papers and broadcast messages. handbooks)
5.5.2.2 Policy Maintenance | On going COTR
5.5.1.2.1 New ISA ' Project plan will be delivered within 5 business | COTR
Generation .| days, -
5.5.1.2.2 Risk Analysis and According the agreed upon project plan. COTR
Compensating Control
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Recommendations _ ‘ ‘
5.5.1.2.3 ISA Tracking On going COTR
5.5.1.2.4 Maintenance of On going COTR
Historical ISA Information :
5.5.1.2.5 ISA Database On going COTR
Maintenance _
5.5.1.3.1 New Technology 5 business days COTR
Reports o | s
5.5.1.3.2 New Business 5 business days | COTR
Processes Reports _
5.5.1.3.3 Undercover 5 business days COTR
Investigation Support Reports
5.5.1.4.1 Waiver/Exception 3 business days COTR
Request Evaluation
5.5.1.4.2 Ancillary 3 business days on as needed basis COTR
Documents : : o
5.5.1.4.3 Tracking and On going | COTR .
. | Reporting
1 5.5.1.5.1 Capture and 5 business days for business process capture. | COTR -
| Refinement of IAD Business | 10 business days for business process re- ~
Processes engineering.
5.5.1.5.2 Customer Support 3 business days for packages where process COTR
Packages -captured. If not add time for 5.5.1.5.1
5.5.1.6.1 Operate and | On going COTR
Maintain IAD Website
5.5.1.6.2 Verify Website Weekly unless exigent circumstances require | COTR
Functionality more frequent checks. _
5.5.1.6.3 Develop Website On going COTR
‘Content
5.5.1.6.4 Threaded On going COTR
Discussion Support A :
5.5.1.6.5 Coordinate Web On going COTR
Posting Guidance .
5.5.1.7.1 Project and Activity | Weekly COTR -
| Reporting ,
5.5.1.7.2 Presentation 3 business days COTR
Support _
5.5.1.7.3 Presentation On going COTR
Repository
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7.9 Deliverable Number 7: Ad Hoc Reports

The Contractor shall develop, provide, update, store, and distribute ad-hoc reports as requested
by the COTR. Examples include:

® & & & 5 9 6 0 0 B O & P O S e S 0 e s s e

Strategic, tactical, and business plans

Risk Management Plan

Budget planning and supporting materials

Performance metrics and balanced scorecard

Studies and analysis reports

ICE IA policies, DHS security manuals, and other policy documentation reviews
OIG, GAOQ, and other audit related reviews |
Security Assessment Reports (SARs)

. Plan of Action and Milestone (POA&M) Reports

Certification Ofﬁclal Letters

DAA Letters

Risk Assessments

Secunty Plans

Security Test and Evaluation (ST&E) Test Plans and Results Report
Contingency Plans

Interconnection Security Agreements (IS_A)

DAA awareness materials, course synopsis, and outline

ISSO Entry level training mapped to DHS ISSO Guide Analysis

ICE course outlines, support materials, and plans for DHS securlty conference
Quarterly ICE IA articles for OCIO publications ' :
NSS Program Management Plan and C&A documentation

MA and GSS C&A documentation '

ICE Capital Investment Plan (CIP)

As needed As needed

Contracting
Officer

7.10  Deliverable Number 8: Quarterly GFP Inventory Listing ..

The Contractor shall prov1de the COTR a quarterly inventory listing of all GFP The hstmg shail
include but is not limited to 1dent1fy1ng the task area, locatlon and cost.

7.11 Deliverable Number 9: Cumulative End-of-Year Quarterly GFP Inventory Listing
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The Contractor shall provide the COTR an end of option year inventory listing of all GFP. The
listing shall include but is not limited to identify the task area, location, and cost

7.12  Deliverable Number 10: Cumulative Option Year ODC Listing

The Contractor shall provide the COTR a cumulative ODC listing of all the ODC for the Optlon
Year. This shall include but is not limited to the task area, work number, month, cost, and status.

713 Ad Hoc Deliverables

All other Contract deliverables shall be delivered i in accordance with 1nstruct10ns specified at the
relevant sections of the SOW. :

8.0 PROJECT PLAN AND SCHEDULE

The Contractor shall develop a Project Plan, outlining resources, activities, and milestones

necessary to accomplish work specified in the SOW. Technical activities in the schedule shall be

at a level of detail sufficient for the Contractor to manage the task. The Contractor shall develop

a revised Project Plan schedule whenever a modification to the contract occurs. The Contractor
~ shall provide the initial plan within thirty (30) days of award.

9.0 WORK PRODUCTS AND DELIVERY SCHEDULE

9.1  Work Product Number 1: Weekly Report ‘
The Contractor shall provide separate weekly status reports for each Subtask listed in this
Statement of Work to the COTR. The status report shall include accomplishments, status of
- ongoing activities, management issues, recommendations for problem resolution, and upcoming
. activities. The status report shall identify any completed travel and projects and prov1de planned
 travel, projected costs, and resources required for the next 30 days.

Weekly 3rd working 2 COTR  Weekly report shall include: individual
days after the (Electronic) - | project schedules with resolurce
end of the " Cobies use/allocation, status of all ingoing activities,
weekly p Cont'rac_t issues with recommendations, upcoming
reporting | Specialist - projects/activities. Additionally any major
period ' meetings should be noted. Project Quad
charts are also to be delivered weekly.
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9.2 Work Product Number 2: Meeting Facilitation

92,1 Agenda - Contractor shall generate draft agenda for all planned meetings with the
Government. The agenda should identify the location if known, date, subject, invitees,
and teleconference information.

9.2.2 Meeting Invitations - Contractor shall fac111tate the communication of meetings in
support of SMOC functions.

9.2.3 Meeting Minutes - Contractor shall capture the follomng information in the meeting

minutes: location, date, subject, attendees, decisions, areas of non-agreement, and action =

items with the identity of individuals responsible for each action and the expected
closure.
9.2.4 Copy the relevant information into the meetmg minutes repository.

10.00 PROGRESS REPORTS, STATUS REPORTS & PROGRAM REVIEWS -
10.1  Progress Reports

- The Contractor shall prepare a monthly progress report. Initial reports are due to the COTR 30

days after award and every 30 days thereafter until the last month of performance; the final

- delivery will occur ten (10) days before the end of the final option period and will summarize
performance during the period of performance and provide the status of any planned transition

~activity. The monthly report shall contain the following;

Description of work planned

Description of work accomplished

Analysis of the difference between planned and accomphshed

Work planned for the following month

Open issues

10.2 Quarterly Status Report

‘The Contractor shall prepare a quarterly status report for the CO and the COTR. Generally,
these reports should include accomplishments, any deviations from planned activities, field
related issues, other issues, and planned activities for the next period. The reports are for the CO
and COTR, and may be delivered in hardcopy or via electronic {e-mail). Additionally, the CO
and/or the COTR may request impromptu meetings to discuss status or issues.

10.3 Program Reviews

The Contractor shall participate in quarterly Program Reviews with the COTR or designee to
review selected projects. The purpose of this meeting is to ensure the state of production
processing; and, that all application software efforts are coordinated, consistent, and not
duplicative. Budgets, schedules and other program related issues shall also be addressed when
required. The program review is intended to be an informal executive summary of these events,
: and should require only minimal presentation time. :
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104 Project Plan and Schedule Deliverables

For all Project Plans and Schedules, the Contraétor shall deliver one electronic copy of each
deliverable. One copy should be delivered to the Director of the SOC/CSIRC Section and a
second copy to the Director of Information Assurance Governance, one (1) copy of the letter of

~ transmittal without attachments shall be delivered to the COTR and the contracting officer.

105 Cost/Schedule & Earﬁed Value Management System (EVMS) Report .

- The Contractor shall submit monthly reports to the COTR. The reports must be prepared in

sufficient detail to support OMB A-11 reporting requirements at Exhibits 53 and 300. The initial
report is due 45 calendar days after Contract award and shall cover the first 30 days of Contract
performance. Subsequent reports will be provided monthly and shall cover the 30- day period
that began at the conclusion of the last reported period.

DHS requires use of EVM on all development contracts with a total contract value over $20
million regardiess of contract type if there is a significant amount of cost, schedule or

performance risk associated with the development. In addition, EVM shall be used on all major

investments (Level 1, Level 2, and IT Level 3) as defined in DHS Management Directive (MD)
1400.

10.6 Financial Reporting

The Contractor shall submit monthly reports to the ICE’s COTR that must be prepared in

~sufficient detail to support OMB A-11 reporting requirements at Exhibits 53 and 300. ,
The initial report is due forty-five calendar days after award and shall cover the first thirty days -

of performance. Subsequent reports will be provided monthly and shall cover the thirty-day
period that began at the conclusion of the last reported period. The Contractor shall provide the
required reports in accordance with the format provided by the COTR.

The Contractor shall prepare a monthly Excel workbook containiﬁg one sheet per task and a
sumniary sheet. The Contractor shall provide the following information on each sheet:

Cost Ceiling, Proposal Burn rate, Proposal Cumulative, Funding Ceﬂmg
Monthly Incurred, Cumulative Incurred-
Monthly Outlook, Total Estimated Cost

- Monthly Invoiced, Cumulative Invoiced

Monthly and summary data shall be provided for the above information. An imbedded chart shall

also be included on the sheet with a primary axis containing the monthly incurred and the
monthly outlook; and a secondary axis containing the remaining information.

10.7 Quality Assurance Reports
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The Contractor shall deliver Quality Assurance Reports as follows: one (1) CD copy and one (1)
paper copy to the TM, one (1) CD copy to the COTR with a letter of transmittal; and a letter of
transmittal without attachment will be provided to the contracting officer.

1.0 PRODUCT ACCEPTANCE

Initial deliverables shall be considered draft versions and will be reviewed and accepted or
rejected by the government within 10 working days. The documents shall be considered final
upon receiving government approval. .

12.0  GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION

- The Contractor shall keep an inventory of Government-furnished equipment (GFE): laptop, .

aircard, USB token device, thumb drives. This information shall be made available to the COTR
upon request. All information developed by the Contractor under this Task shall be the property
of the Federal Government and provided to ICE upon request and at the end of the period of
performance. Only official Govemment work shall be performed on GFE.

13.0 PLACE OF PERFORMANCE

All Contractor personnel will work off-site. Limited government work space may be available
as needed by the contractors. *All computer work will be performed on GFE. Only official
government work shall be performed on GFE. The Contractor must identify and provide the
facilities, materials, and equipment and obtain the approval of the COTR.

The Contractor shall facilitate a C&A for their computer network and contract spaces (Also an
ISAif requlred)

140 HOURS OF OPERATION

- The Contractor shall ensure that all supporting personnel are available during ICE core hours
(TBD). Normal operations must be carried on during an 8-hour period between the hours of 6:00
a.m. and 6:00 p.m., Monday through Friday. The Contractor shall provide support on an on-call
. basis after normal working hours. The Contractor must plan and have the capability to provide
24x7, 365 days a year critical security support to mitigate the risk of a Day Zero attack w1th
minimal notice, not to exceed 2 hours

150 PERIOD OF PERFORMANCE -

This requirement will consist of a 2-month base period with one 9-month option period and two
one-year option periods. The base-year period will begin upon contract award.

Base Period Upon Award For 2 months
Option Period 1 End of Base Period For 9 months

Option Period 2 End of Option Period 1 | For 12 months’
Option Period 3 End of Option Period 2 | For 12 months
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16.0 TRAVEL AND OTHER DIRECT COSTS (ODC’S)

Travel outside the local metropolitan Washington, DC area may be expected during performance

of the resulting contract. Contractor personnel shall not be reimbursed for travel expenses for
travel between their place of residence and their place of work. All travel required by the
Contractor shall be approved in advance by the COTR. The Contractor must provide two weeks
advanced notice for any travel required and submit one copy of the travel authorization form
(Attachment 1). Travel and payment of per diem shall be in accordance with (IAW) JTR and
DHS guidance.

The government does not foresee substantial requirements for recurring ODC expenditures for-

travel, training, or equipment against this contract. The Contractor shall propose anticipated
ODCs with appropriate justification and explanation in its technical and cost proposals. Once
accepted, proposed ODCs will be considered part of the total estimated cost of performance
Each travel, training, or equipment ODC expenditure shall be pre—approved by the COTR in
accordance with the following guidance: _ .

.Other Direct Costs (ODCs) must be approved in advance by the COTR The Contractor shall

submit the ODC approval form (Attachment 2) to the COTR two weeks in advance of any

ODCs. |
.' 17.0 - ACCESSIBILITY REQUIREMENTS

‘Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998
(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic
and information technology, they must ensure that it is accessible to people with disabilities.
Federal employees and members of the public who have disabilities must have equal access to
and use of information and data that is comparable to that enjoyed by non-disabled Federal
employees and members of the public. '

All EIT deliverables within this work statement shall comply with the applicable technical and
functional performance criteria of Section 508 unless excmpt Specifically, the following
-apphcable standards have been identified:

36 CFR 1194.21 — Software Ap_plications and Operating Systems, applies to all EIT software
applications and operating systems procured or developed under this work statement including
but not limited to Government Off The Shelf (GOTS) and Commercial Off The Shelf (COTS)
software. In addition, this standard is to be applied to Web-based applications when needed to

fulfill the functional performance criteria. This standard also applies to some ch based

'apphcatlons as described within 36 CFR 1194.22.

36 CFR 1194.22 — Web-based Intranet and Internet Information and Applications, applies to all
. Web-based deliverables, including documentation and reports procured or developed under this
work statement. When any Web application uses a dynamic (non-static) interface, embeds

- custom user control(s), embeds video or multimedia, uses' proprictary or technical approaches
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“such as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) then “1194.21
Software” standards also apply to fulfill functional performance criteria. _

36 CFR 1194.23 - Telecommunications Products, applies to all telecommunications products
including end-user interfaces such as telephones and non end-user interfaces such as. switches,
circuits, ete. that are procured, developed or used by the Federal Government.

36 CFR 1194.24 — Video and Multimedia Products, applies to all v1de0 and multimedia products
that are procured or developed under this work statement. Any video or multimedia presentation
- shall also comply with the software standards (1194.21) when the presentation is through the use
of a Web or Software application interface having user controls available. This standard applies
to any training videos provided under this work statement

36 CFR 1194.31 — Functional Performance Criteria, applles to all EIT deliverables regardiess of

delivery method. All EIT deliverable shall use technical standards, regardless of technology, to -

fulfill the functional performance Griteria.

36 CFR 1194.41 — Information Documentation and Support, applies to all documents, reports as
~ well as help and support services. To ensure that documents and reports fulfill the required
“1194.31 Functional Performance Criteria”, they shall comply with the technical standard
associated with Web-based Intranet and Internet Information and Applications. In addition, any
help or support provided in this work statement that offer teiephone support, such as, but not
limited to, a help desk shall have the ability to transmit and receive messages usmg TTY.

Exceptions for this work statement have been determined by DHS and only the exceptions

described herein may be applied. Any request for additional exceptions shall be sent to the

COTR and determination will be made in accordance with DHS MD 4010.2. DHS has identified
the following exceptions that may apply:

36 CFR 1194.2(b) — (COTS/GOTS products), When procuring a product, each agency shall
procure products which comply with the provisions in this part when such products are available
" in the commercial marketplace or when such products are developed in response to a
Government solicitation. Agencies cannot claim a product as a whole is not commercially
available because no product in the marketplace meets all the standards. If products are
commercially available that meet some but not all of the standards, the agency must procure the
“product that best meets the standards. : :

When applying this standard, all procurements of EIT shall have documentation of market
research that identify a list of products or services that first meet the agency business needs, and
from that list of products or services, an analysis that the selected product met more of the
accessibility requirements than the non-selected products as required by FAR 39.2. Any selection
- of a product or service that meets less accessibility standards due to a significant difficulty or
expense shall only be permitted under an undue burden claim and requires approval from the

DHS Office on Accessible Systems and Technology (OAST) in accordance with DHS MD 7

4010.2.

__Procnrement Sensitive—See-FAR 3104 | - a9
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The Contrzictor shall perform and complete miscellaneous tasks, projects, or activities identified
and assigned by the COTR or designee that are not specifically addressed by the above
- descriptions and line items but are associated with the Task ‘Area functions duties and

responsibilities.

- 36 CFR 1194.3(b) — Incidental to Contract, all EIT that is exclusively owned and used by the
Contractor to fulfill this work statement does not require compliance with Section 508. This
exception does not apply to any EIT deliverable, service or item that will be used by any Federal
employee(s) or member(s) of the public. This exception only applies to those Contractors
assigned to fulfill the obligations of this work statement and for the purposes of this reqmrement
are not considered members of the public.

18.0 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS (Aug 2008)

Note: This contract has the requirement for “sensitive/unclassified” and “classified”

personnel security clearances: follow instructions in paragraph 18.1 for obtaining a

“sensitive/unclassified “clearance, if a “classified” clearance is needed follow instructions in
" paragraph 18.2 below. -

18.1 SECURITY REQUIREMENTS FOR SENSITIVE/UNCLASSIFIED CLEARANCES

The Department of Homeland Security (DHS) has determined that performance of the most tasks
. as described in this Task Order that requires that the Contractor, subcontractor(s), vendor(s), etc.
‘(herein known as Contractor) have access to sensitive DHS mformatmn and that the Contractor
will adhere to the following.

DHS shall have and exercise full control over granting, denying, withholding or terminating
unescorted government facility and/or sensitive Government information access for Contractor
employees, based upon the results of a background investigation. DHS may, as it deems
appropriate, authorize and make a favorable entry on duty (EQD) decision based on preliminary
security checks. The favorable EOD decision would allow the employees to commence work
temporarily prior to the completion of the full investigation. The granting of a favorable EOD

decision shall not be considered as assurance that a full employment suitability authorization will

follow as a result thereof. The granting of a favorable EOD decision or a full employment
suitability determination shall in no way prevent, preclude, or bar the withdtawal or termination
of any such access by DHS, at any time during the term of the contract. No employee of the
Contractor shall be allowed to EOD and/or access sensitive information or systems without a

favorable EOD decision or suitability determination by the Office of Professional Responsibility, |

Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed

- unescorted access to a Government facility without a favorable EOD decision or suitability
determination by the OPR-PSU. Contract employees assigned to the contract not needing access
to sensitive DHS information or recurring access to DHS * facilities will not be subject to
security su1tab111ty screening.

Contract employees (to include applicants, temporaries, part-time and replacement employees)
under the contract, needing access to sensitive information, shall undergo a position sensitivity
analysis based on the duties each individual will perform on the contract. The results of the

-Brocurement Sensitive - See FAR 3104 .40
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position sensitivity analysis shall identify the appropriate background investigation to be
conducted. Background investigations will be processed through the Personnel Security Unit.
Prospective Contractor employees with adequate security clearances issued by the Defense
Industrial Security Clearance Office (DISCQO) may not be required to submit complete security
packages, as the clearance issued by DISCO may be accepted. Prospective Contractor
employees without adequate security clearances issued by DISCO shall submit the following -
completed forms to the Personnel Security Unit through the COTR, no less than 5 days before
the starting date of the contract or 5 days prior to the expected entry on duty of any employees,
whether a replacement, addition, .subcontractor employee, or vendor:

1. Standard Form 85P, “Questionnaire for Public Trust Positions” Form will be
submitted via e-QIP (electronic Questionnaires for
Investigation Processing) (2 copies)

2. FD Form 258, “Fingerprint Card” (2 copies)

3. Foreign National Relatives or Associates Statement

4 DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports
Pursuant to the Fair Credit Reporting Act”

5. Optional Form 306 Declaration for Federal Employment (applies to contractors as
, well) _
6. Authorization for Release of Medical Information

Required forms will be provided by DHS at the time of award of the contract. Only complete
“packages will be accepted by the OPR-PSU. Specific instructions on SumeSSIOIl of packages
will be pr0v1ded upon award of the contract.

Be advised that uniess an applicant requiring access to sensitive information has resided in the
US for three of the past five years, the Government may not be able to complete a satisfactory
background investigation. In such cases, DHS retains the nght to deem an applicant as mehglble
due to insufficient background information.

« The use of Non-U S. citizens, including Lawful Permanerit Residents (LPRs), is not
permitted in the performance of this contract for any position that involves access to
development of, or maintenance to any DHS IT system.

« If a prospective employee is found to be ineligible for access to Government facilities or
information, the COTR will advise the Contractor that the employee shall not continue to
work or to be asmgned to work under the contract.

The OPR-PSU may require drug screening for probable cause at any time and/ or when the
contractor independently identifies, circumstances where probable cause exists.

The OPR-PSU may require reinvestigations. when derogatory mformatlon is received and/or
every S years.

- DHS reserves the right and prerogative to deny and/ or restrict the facility and information access
of any Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR

_Procurement Sensitive - See FAR 3.104— . ' 41
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2635 and 5 CFR 3801, or whom DHS determines to present a risk of compromising sensitive
Government information to which he or she would have access under this contract.

The Contractor will report any adverse information coming to their attention concerning contract
employees under the contract to the OPR-PSU through the COTR. Reports based on fumor or
innuendo should not be made. The subsequent termination of employment of an employee does
not obviate the requirement to submit this report. The report shall include the employees’ name
~ and social security number, along with the adverse information being reported.

The OPR-PSU must be notified of all terminations/ resignations within five days of occurrence.
The Contractor will return any expired DHS issued identification cards and building passes, or
those of terminated employees to the COTR. If an identification card or building pass is not
available to be returned, a report must be submitted to the COTR, referencing the pass or card
number, name of individual to whom issued, the last known location and disposition of the pass
or card. The COTR will return the identification cards and building passes to the responsible ID
Unit.

The Contractor must agree that each employee working on this contract will have a Social
Sécurity Card issued and approved by the Social Secunty Administration. The Contractor shall
be responsibie to the Government for acts and omissions of his own employees and for any
Subcontractor(s) and their employees. .

Subject to existing law, regulations and/ or other provisions of this contract, illegal or

- undocumented aliens will not be employed by the Contractor, or with this contract. The
Contractor will ensure that this provision is expressly incorporated into any and all Subcontracts

or subordinate agreements issued in support of this contract.

The Contractor shall appoint a senior ofﬁ01a1 to act as the Corporate Security Officer. The
individual will interface with the OPR-PSU through the COTR on all security matters, to include
physical, personnel, and protection of all Government information and data accessed by the

Contractor. :

The COTR and the OPR-PSU shall have the right to inspect the procedures, methods, and
facilities utilized by the Contractor in complying with the security requirements under this
contract. Should the COTR determine that the Contractor is not complying with the security
requirements of this contract; the Contractor will be informed in writing by the Contracting
‘Officer of the proper action to be taken in order to effect compliance with such requirements.

The following computer security requirements apply to both Department of Homeland Security
(DHS) operations and to the former Immigration and Naturahzatmn Service operatlons (FINS).
These entltles are hereafter referred to as the Department.

When sen'sitive government information is processed on Department telecommunications and
~ automated information systems, the Contractor agrees to provide for the administrative
contro] of sensitive data being processed and to adhere to the procedures governing such data
as outlined in DHS IT Security Program Publication DHS MD 4300. Pub. or its replacement.

Procurement Sensitive - See FAR 3.104 , 4 )
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Contractor personnel must have favorably adjudicated background iﬁvestigations
commensurate with the defined sensitivity level.

Contractors who fail to comply with Department security policy are subject to having their
‘access to Department IT systems and facilities terminated, whether or not the failure results in.
criminal prosecution. Any person who improperly discloses sensitive information is subject to
criminal and civil penalties and sanctions under a variety of laws (e.g., Privacy Act).

All contractor employees using Department automated systems or processing Department
sensitive data will be required to receive Security Awareness Training. This training will be
provided by the appropriate component agency of DHS.

Contractors who are involved with management, use, or operation of any IT systems that handle
sensitive information within or under the supérvision of the Department, shall receive periodic
training at least annually in security awareness and accepted security practices and systems rules
of behavior. Department contractors, with significant security responsibilities, shall receive
specialized training specific to their security responsibilities annually. The level of training shall
be commensurate with the individual’s duties and responsibilities and is intended to promote a
consistent understanding of the pr1nc1pIes and concepts of telecommunications and IT systems

secunty

All personnel who access Department information systems will be continually evaluated while
performing these duties. Supervisors should be aware of any unusual or inappropriate behavior
“by personnel accessing systems. Any unauthorized access, sharing of passwords, or other
questionable security procedures should be reported to the local Security Office or Information
System Security Officer (ISSO).

- 18.2 SECURITY REQUIREN[ENTS FOR CLASSIFIED CONTRACTOR PERSONNEL

The Department of Homeland Security (DHS) has determined that performance of the tasks as
described in this Contract requires that the Contractor, subcontractor(s), vendor(s), etc. (herein
known as Contractor) access classified National Security Information (herein known as classified
information). Classified information is Government information which requires protection in

- accordance with Executive Order 12958 Classified National Security Information, and
supplementing directives. -

52.204-2 Security Clause Requirements.

This clause applies to the extent that this contract involves access to information classified -
Secret.

The Contractor shall comply with—

( 1) The Secunty Agreement (DD Form 44 1), including the National Industrzal Securzty Program
Operating Manual (DOD 5220.22-M}; and

(2) Any revisions to that manual, notice of which has been furnished to the Contractor.
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(a) If, subsequent to the date of this contract, the security classification or security requirements -
under this contract are changed by the Government and if the changes cause an increase ot
decrease in security costs or otherwise affect any other term or condition of this contract, the
contract shall be subject to an equitable adjustment as if the changes were directed under the
Changes clause of this contract. - :

(b) The Contractor agrees to insert terms that conform substantially to the language of this
clause, including this paragraph (d) but excluding any reference to the Changes clause of this
contract, in all subcontracts under this contract that involve access to classified information.
The Contractor will abide by the requirements set forth in the DD Form 254, Contract Security
Classification Specification, included in the contract, and the National Industrial Security
Program Operating Manual (NISPOM) for the protection of classified information at its cleared
facility, if applicable, as directed by the Defense Security Service. If the Contractor has access
to classified information at a DHS or other Government Facility, it will abide by the '
requirements set by the agency.

DHS shall have and exercise full control over granting, denying, withholding or terminating.
unescorted government facility and/or sensitive Government information access for Contractor
‘employees, based upon the results of a background investigation, DHS may, as it deems
appropriate, authorize and make a favorable entry on duty (EOD) decision based on preliminary
security checks. The favorable EOD decision would allow the employees to commence work
temporarily prior to the completion of the full investigation. The granting of a favorable EOD

" decision shall not be considered as assurance that a full employment suitability authorization will
follow as a result thereof. The granting of a favorable EOD decision or a full employment
suitability determination shall in no way prevent, preclude, or bar the withdrawal or termination
of any such access by DHS, at any time during the term of the contract. No employee of the
Contractor shall be allowed to EOD and/or access sensitive information or systems without a
favorable EOD decision or suitability determination by the Office of Professional Responsibility,

" Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed
unescorted access to a Government facility without a favorable EOD decision or suitability
determination by the OPR-PSU. Contract employees assigned to the contract not needing access
to sensitive DHS information or recurting access to DHS * facilities will not be subject to
security suitability screening.” :

- Contract employees (to include applicants, temporaries, part-time and replacement employees)

under the contract, needing access fo sensitive information, shall undergo a position sensitivity
- analysis based on the duties each individual will perform on the contract. The results of the

position sensitivity analysis shall identify the appropriate background investigation to be
conducted. Background investigations will be processed through the OPR-PSU. Prospective
Contractor employees with adequate security clearances issued by the Defense Industrial
Security Clearance Office (DISCO) may not be required to submit complete security packages,
as the clearance issued by DISCO may be accepted. Prospective Contractor employees without

- adequate security clearances issued by DISCO shall submit the following completed forms to the
OPR-PSU through the COTR, no less than 35 days before the starting date of the
Contract or 35 days prior to the expected entry on duty of any employees, whether a
replacement, addition, subcontractor employee, or vendor:

—Pmcm-ement-smvsee-FA-R%—l-M— : - 44
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1. Standard Form 86, “Questionnaire for National Security Positions™ Form will be submitted
‘via e-Qip (electronic forms submission).

2. FD Form 258, “Fingerprint Card” (2 copies)

3. Foreign National Relatives or Associates Statement : '

4. DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports Pursuant to
the Fair Credit Reporting Act”

5. Optional Form 306 Declaration for Federal Employment (applies to contractors as well)

6. Authorization for Release of Medical Information — _ ‘

Required forms will be provided by DHS at the time of award of the contract. Only complete

packages will be accepted by the OPR-PSU. Specific instructions on submission of packages

will be provided upon award of the contract.

Be advised that unless an applicant requiring access to sensitive information has resided in the
US for three of the past five years, the Government may not be able to complete a satisfactory
background investigation. In such cases, DHS retains the right to deem an applicant as ineligible
due to insufficient background information. '

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in
the performance of this contract for any position that involves access to, development of, or
maintenance to-any DHS IT system.

« Ifaprospective employee is found to be ineligible for access to Government facilitics or |
information, the COTR will advise the Contractor that the employee shall not continue to
work or to be assigned to work under the contract. :

The OPR-PSU may require drug screening for pfobable cause at any time and/ or when the
contractor independently identifies, circumstances where probable cause exists.

 The OPR-PSU may require reinvestigations when derogatory information is received and/or
every 5 years. ‘ : '

DHS reserves the right and prerogative to deny and/ or restrict the facility and information access
of any Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR
2635 and 5 CFR 3801, or whom DHS determines to present a risk of compromising sensitive
Government information to which he or she would have access under this contract. '
The Contractor will report any adverse information coming to their attention concerning contract
employees under the contract to the OPR-PSU through the COTR. Reports based on rumor or
 innuendo should not be made. The subsequent termination of employment of an employee does
not obviate the requirement to submit this report. The report shall include the employees’ name
“and social security number, along with the adverse information being reported.

The OPR-PSU must be notified of all terminations/ resignations within five days of occurrence.
The Contractor will return any expired DHS issued identification cards and building passes, or
those of terminated employees to the COTR. If an identification card or building pass is not

" available to be returned, a report must be submitted to the COTR, referencing the pass or card
number, name of individual to whom issued, the last known location and disposition of the pass

rent Sensitive—See FAR 3104 - ' - 45
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or card. The COTR will return the identification cards and building passes to the responsible ID
Unit.

19.0. HOMELAND SECURITY ENTERPRISE ARCHITECTURE COMPLIANCE

All solutions and services shall meet DHS Enterprise Architecture (EA) policies, standards, and
procedures as it relates to this Statement of Work and associated Task Orders. Specifically, the
Contractor shall comply with the following Homeland Security EA (HLS EA) requirements:

1. All developed solutions and requlrements shall be compliant with the HLS EA.

2. AllIT hardware or software shall be compliant with the HLS EA Technology Reference
Model Standards and Products Profile. _

3. . All data assets, information exchanges and data standards, whether adopted or developed ,
shall be submitted to the DHS Enterprise Data Management Office for review and

. insertion into the DHS Data Reference Model.

4, In compliance with Office of Management and Budget (OMB) mandates, all network

hardware shall be IPv6 compatible without modification, upgrade, or replacement.

200 USE OF PERSONALLY OWNED EQUIPMENT AND SOFTWARE (NOT
| OWNED BY OR CONTRACTED FOR BY THE GOVERNMENT)

Users shall not use personally owned equipment (e.g., laptop computers, PDAs) or sofiware to
process, access, or store sensitive information. Such equipment also includes plug-in and

- wireless (e.g., BlackBerry) peripherals that may employ removable media (e.g., CDs, DVDs).
Also included are USB flash (thumb) drives, external drives, and diskettes. -Components shall
ensure that this policy is reflected in appropriate rules of behavior documents and reinforced
during periodic security awareness sessions. :

No personally owned equlpment isto be connected to DHS equipment. Exceptlons require

~ written approval from the DAA. Exceptions shall be made only when the DAA deems that the
use or connection of personally owned equipment is essential to the Department’s mission. The
DAA shall accept any risk associated with personally owned equlpment and this residual nsk
must be documented as part of the C&A process. .

Components shall conduct reviews, at least semianmually, of all equipment and software in their

respective offices to ensure that only Government-licensed software and equipment are being
 used, or that appropriate exceptions have been documented

. Sensiti Sec FAR3-104— _ 46
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21.0  GOVERNMENT POINTS OF CONTACT

Points of contact for this SOW are:

D

TBD Director, ICE/OCIO/IAD -
Information
| Assurance Division :
TBD Director, ICE/OCIO/IAD
Information '
Assurance
Governance Branch E
TBD Director, ' ICE/OCIO/IAD
Compliance and
Oversight ' _ :
Mazxine | Contracting Officer - | ICE/OAQ 202-307-5730 | maxine.Edwards@dhs.gov
1 Edwards ' ' '
Wendy | Contract Specialist | ICE/OAQ 202-307-2872 | wendy.wallacel@dhs.gov
Wallace _ '
TBD COTR ICE/QOCIO/IAD
—ProcurcmentSensitive—See FAR-3104— 47
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ATO
C&A
CCB
CIO
CISO
co
COMSEC
COTR

- COTS -
CP

CPIC
CSIRC

-CSRC

DAA
DHS

Dol

EA
EVM

~ EVMS

FISMA
FITSAF
FOUO
FPS
FTP
GAO
GFE
GOTS
GSS

HLS
e

HSDN

1A

APPENDIX A - List of Acronyms

Authoﬁty to Operate
Certifying and Accrediting
Change Control Board
Chief Information Officer

 Chief Information Security Officer

Contracting Officer :
Communications Security

- Contracting Officer’s Technical Representative

Commercial Off The Shelf

- Contingency Plan

Capital Planning and Investment Control

| Computer- Security Incident Response Center

Computer Security Resource Center
Designated Accrediting Authority

~ Department of Homeland Security

Department of Justice
Enterprise Architecture

~ Entry on Duty
* -Earned Value Management

Earned Value Management System
Federal Information Security Management Act

Federal Information Technology Security Assessment Framework

For Official Use Only
Federal Protective Service

~File Transfer Protocol

Government Accountability Office
Government Fumnished Equipment
Government Off The Shelf
General Support System -
Homeland Security

Headquarters

Homeland Secure Data Network
Information Assurance
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IAAT
IAD
IAG
ICE
ISA
ISAs
ISC?

ISO
1SS0
0
MA
MD
NISPOM
NIST
NSI
NSS
OAST
0CIO
oDC
0IG
OGA
' OMB
PA
" PIA
POA&M
POC
PTA
QAP

' R-ISSM
RMS

‘RTM
SARs
SBU
SCI

Information Assurance Awareness Training
Information Assurance Division

‘Information Assurance Governance

Immigration and Customs Enforcement
Interagency Security Agreement
Interconnection Security Agreements

International Information Systems Security Certification
Consortium Standards

Information System Owner
Information System Security Officer
Information Technology

* Major Applications

Management Directive

National Industrial Security Pfogram Operating Manual
National Institute of Standards and Technology
National Security Information '

National Security Systems

Office on Accessible Systems and Technology

Office of the Chief Information Officer

‘Other Direct Cost

Office of the Inspector General
Other Government Agency

Office of Management and Budget
Privacy Act 4
Privacy Impact Assessment

Plan of Action and Milestones

" Points of Contact

Privacy Threshold Assessment
Quality Assurance Plan '

. Risk Assessment

Regional Information Systems Security Manager
Risk Management System

Risk Traceability Matrix

Security Assessment Reports

Sensitive But Unclassified

Sensitive Compartmentalized Information
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SLM
SME
SMOC
lele
SOPs
SOW
SSP
ST&E
TA

p—

System Lifecycle Management
Subject Matter Expert

* Security Management Oversight and Compliance

Security Operations Center
Standard Operating Procedures
Statement of Work

System Security Plan

Security Test and Evaluation
Trusted Agent
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ATTACHMENT A - TRAVEL AUTHORIZATION APPROVAL FORM

Name

Travel period

Location

Purpose

' - |Airfare

Train:
Vehicle Rental
Personal Vehicle

Hotel (per diem)
Meals (per diem)

Miscellaneous

Contractor Manager (sign) _ Date:
Contractor Manager (print) : . Date:
COTR (sign) ' ) _ Date:
COTR (print) ' _ Date:



rpsteven
Line


 Contractor:
Task Order Number:

Requestor’s Name:

Purpose:

ST

ATTACHMENT B - ODC APPROVAL FORM

REQUEST FOR OTHER DIRECT COSTS

Item

Vendor

Qty Est. Unit Price " Total

TOTAL.

I have reviewed the request for ODC’s and find the estimated cost acceptable:

ICE Project Manager

ICE COTR

Sensitive—See FAR 3.104 52
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i Immigration and Customs Enforcement

- 801 T street nW, Sulte 930

R TER Al AND TITLE OF SIGNER (Tye 0 A

T, GONTRACT 0 GODE —= PAGE OF PAGES

AMENDMENT OF SOLIGITATIOR/MODIFIGATION OF GONTRACT L | s

Z. AMENDRENTIVOBIFIGATION NO. 5 EFFECTNEDATE T4 REQUISHTONFURGHASE REG. O B PROJECT NO. {if applicani]
'POOOOS___ . Ses Blogk 16c_ - [L92109CTOTAD20010 .
"1 8, ISSUED BY CODE ICE/TC/IT SERVIC L 7. ADMINISTERED BY f”o”lﬁffhm Hein 8) COBE !ICE/TC/ IT, SERVI o

ICE/Info Tech Svs/IT- Services

| Immigratich and Customs Enfoxcemernt
Office of Bcduisition Management
801. T Street RW, Suite 930

ICE/Info Tech Svs/IT Services

Office of Acquiszition Management

. Washington DC 20536 : Attn: Wendy Wallace
R .. . _ iwashington DC 20536 .
- & NAVIE AND AJDRESS OF CONTRAGTOR (s, srock cously, Sals 5 21 Gor ) ) [P AMENDNENT OFBOLIGITATION .
KNOWLEDGE CONSULTING GROUP INC 1L _ _
11710 PLAZA AMERICA DRIVE : . 98. DATED (SEEITEM 11}
'SUITE 520 : ,
- RESTON VA 201304741 - . |- oA MODFGATION OF GONTRAGTIORDER ND,

* |Gs-35F-04480
HSCETC~08~-F-00033

_ _ N DATED (SEE ITEN 17) -
CODE 1572324290000 ]WW“"Y°°°E || 09/30/2008

+1. THIS ITEM ONLY APPI.IES T0 AMENDHENTS GF SOLIGHATIONS

|:|Tha abave rumdred sullcltaﬂon Is amanded a5 selforth In ilom €4, Thia hour and data spodlied for racsipl of Offers [Jis extended, [TJisnat axlended.
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CHEGKONE| A THIS CHANGE ORDER IS ISSUED FURSUANY TO: {Spear suthodly) THE CHANGES OFCTH IR ITEM 14 ARE MADE IN THE CONTRACT
; . ORDER Noeiﬁ ITEM 104, i % SETF
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Rppropriation tae, ek} SET FORTH IN EN 14, PURSUANT 70 THE AUTHORITY OF FAR 43.103(5) ¢ 050 paying oties;
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X Mutual Agreement of the Parties ) S
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{4, GESCRIFTION OF AMENDMENTIMQDIFIGATION {Crgenized by UGF sectlon feadings, inchuding soficlationfeontract subfect maiier where feasibla.)

‘DUNS Number: 007232429
"The purpose of this modification is to add additional fundmg for the base period and to

'rea,llocata fund:.ng among 1abor categories for the base period

Continued ..
Excapt a9 provided heceln, gl tamns and canditions of the documant reforanced in ltem 8A ur1ﬁA, as herétofore changed, rehtsins unchanged and [n full foree and eﬂact.

TEA NANIE AND TITLE OF CONTRAGTING OFFICER (7ype or il

gsl09

uéiﬁem:b!ﬁaxina D. Edwards , \ Ly
T6C, DATE GIGHER | mw T TTAT, ) T76C. DATE SIGNED

Fravious ediion wiuseblo o B s ' . Proscribedby GSA -
. S : - : FAR (48 CFR) 63.243

5| '0.'0( |

Nsu7540-01-152-awo ' : . T ' . STANDARD FORM 30 {REV. 1(233)

o
o
i
H
CE
i
i
]
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' o " [REFERENQE NO. OF DOCUMENT BEING CONTINUED : . ) PAGE - OF -
CONTINUATION SHEET GS-35F-0448N/HSCETC-08~F-00033/R00005 - |2 |3
;. 'NAMEOFOFFE:ORORGONmAcmR i - o
. KNOWLEDGE CONSULTING GROUP INC . o Ly
T memno, . SUPPLIESISERVICES " |cvanrireunr UNIT PRIGE AMDUNT
&) m o e o ® [ |

béliveri:: 30 Dayé After Awafd
Discount Terms:

Delivery Locat!on Eoge: L[CE/CIO

ICE Chilef Information Officer
Inmigration and Customs Enforcement
301 .I Street, MW -

Suite 700

Washington DC 20536

FOB: Destinat:.on )
1 Period of Performance: 12/17/2008 to 10/31/2009

Change Item 0001C to read as follows(amount shown.
is the obligated ameunk): .

0001C Project.lprc;gram Managex "
- | Award hours revised fronnto“
Change Item 000LD to read as follows(amount shown
is the obligated amount): o
0001D | Senior Training Specialist
Award hours revised fron“ton

Change: Item 0001F to6 read as follows (amount shown
is the obliqated amount) :

"0001F |[Senlior I'P Security_ Specialist
- Award hours changed fx to

‘| Change Item 00016 to read as follows{amount shown
is the obligated amount‘) :

0001G | IT Security Specialist

Award hours revised from LN ton. '

1 change Item 0001K to read as follows(amount shown "
is the cbligated amount) : :

B "0001X | Subject Matter Expert

| awsxd hours revisea fromn “

. Change Item 0001L t¢ read as follnws(amount ‘ghown
iz the obligated amount) : .
Continued s

- NSN 76400182087 ' R ' _ ' opnomronuasﬂm T e
. M .. . - : . : L s .. ' Gpondbrad by GBA . - .
FAR (4BCFR) S0




REFERENCE NO. OF DOCUMENT BEING CONTIRUED

BAQE  OF . . .o

°°“T’Nf‘m"°“ SHEET GS-35F-0448N/HSCETC-00-F- 00033/P00005 c 3 ‘3

NAMEOFOFFERDRORBONTWOR : - e

KNOWLEDGE . CONSULTING GROUP INC _ . e

" TTEMNO. . © SUPPLIES/SERVIDES QUANTITYIUNIT] . UNIT PRICE AmounT
@ ] . Ml © oy (E) (g} -

0001L |Project Manager/Team Leads
Award hours revised from| Vi ton

Change Item 00011-1 to reéad as . follows(amount shown
is the obligated amount}: ) o Ll L

Cpooim Technical Writer/Ed:.t:or

_' Award hours revised fromn t

. NSNTB00112806T

‘mow.mmasa o
" sponsored by GSA, B
"FAR {48'CFR) 53110 -




ANMENBWENT OF SOLIGITATIONIMODIFICATION OF GONTRAGT 1 CONTRACT 1D CODE - |PAGE OF. PAGES

e . . 1 5
2, AMENDNMENTIMOBIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITIONIPURCHASE REQ. NO. 5. PROJECT NO. (¥ applicabla)
POOCOA : Sea Block 180 192109CIOIADLO0D2 ' .
6, [SBUELBY ©COBE [ pom /o0 /TT SERVIG 7. ,@DMINIST‘E’RED BY (I other then llem 6) GODE tICE JTC/IT SERVIC
ICE/Info Tech Svs/IT Services . {ICB/Info Tech Svs/IT. Services
Immigration and Customs Enforcement Immigration and Customs Enforcement
Office of Acquisition Management Office of Acquisition Management
801 I Street NW, Suite 330 801 I Street NW, Suite 930
Washington DC 20536 - . Attn: Wendy wallace
- Washington DC 20336
8. NAME AND ADDRESS GF CONTRAGTOR [No., stroal, county, Stals snd ZiP Code) x| AMENDMENT OF 8OLICTTATION NO.
KNOWLEDGE CONSULTING GROUP INC .
11710 PLAZA AMERICA DRIVE ) - | |58 DATED (SEEITEM 11}
SUITE, 520
RESTON VA 201904741 A MODIFICATION OF CONTRAGTIGROER G,
* G5-35F-0448N
" [#SCETC-08-F-00033 |
1GH. DATED (SEETTEM 11)
CODE 9072324290000 { FAGILITY GOnE 09/30/2008
H. THES ITEM ONLY APPLIES 7O AMENOMENTS OF SOLICITATIONS
[3The above numbared solcitation is aimendedt as set forth in kom 4. The howe and dale specified for recalpt of Offers is exlerded,  {“]fs nel adended,
Dffers must acinowledge receipt of this amendment priof to the hour and date spacified in the solicitalion or 85 amended, by ane of the following rethods: (a) By compialing
ltems B and 15, and feluming . coples of the emendment; {b) By acknowledglng receipt of this amendment on each copy af the offer submiited; or (o) By

separale leller or telegram which includes a refarence lo fae soficilation and amendment numbers. FALURE OF YOUR ACKNOWLEDGEMENT TO BE REGEVED AT
THE PLACE DESIGNATED FOR THE REGEIPT OF OFFERS FRIOR TO THE HOUR ARR DATE SPECIFIED MAY RESULT IN REJECGTION OF YQUR OFFER, Ifhy
virtue of this amendment you desin to changs an effer slready subimilted, such shenge may be mada hy telegram of latter, provided each telegram ar (elles makes rel'arenue
o the sniictation and this amendment, and Is recelved prior t the opaning hour end date speciiied,

) AccoUNnNGANnAPPROPRm‘HON DATA(Ifrqu!rad) ) Net Tncrease: _ $3,355,447.45
See Schedule -

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF GONWCIS!ORDERS. lT MODIFIEG THE CONTRACTICRDER NO. AS DESCRIBED IN‘ FTEM 4.

CHECHONE | 3:{2'3 é:RHﬂgGIE %@?,,ER IS 1SSUED PURSUANT TO: {Spscify authonity} THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE GONTRAGT

B, THE ABOVE NUMBERED CONTRACTIORDER 'S MODIFIED TO REFLEGT THE ADMINISTRATIVE CHANGES fsoef o5 chonder | atiics,
apropitalion cate, et SETFORTH INTTEN 14, PURBLANT 10 THE AT B INEIRAT! 045 8 fouch as changos it paying

G THIS SUPPTEMENTAL AGHEENER 1S CRTERED 10 PURSUANT 1O AUTHORITY OF:

D. CTHER (Sp&ciy type OF mOCRTCAteR: and auinonty)
X FAR Clause 52.217~9% Opticn to Extend the Term of the Contract (MAR 20090}

E INPORTANT:  Contacisr [Jisnot, IEI ts requlred to sign this document and retum i L coplos to the Tssuing oifice,

-14. DESCRIPHDN OF AMENDMENT/MODIFICATION {organfzed by UOF seclion keagings, mc!ud!ng solfciationdonteact subfect mafter where a'aas.’bfe )
DUNMS Number: 007232429 . .
The purpose of this modlfa.catlon is to Exerc:.se Optlon Pemod I and to reallocate funding

i for labor categories.

| Please Note: Item 2002I is not relevant for this modification: Lhe display 13 an
administrative error.

Discownt Terms:

. FOB: Destination

Period of Performance 12/17/2008 to 10/31/2009

" Continmed ...

Excapl 43 provided hereln, all torms and mnditluns of the doumert referenced in ltem SA o 104, as heretofors changed, remalng unchanged and el foroe and effest,

15A. NAME AND THLE OF BIGNER {Typa ar prin 16A. NAME AND TiTLE OF CONTRACTING QFFICER {Typa ov prini

7]
Mpp s, L5 e+ e

T6C. DATE SIGNED 166. DATE SIGNED

Pl T 2= e

~ NSN 7540-01-152-8070 . . ) ] STANDAHD FORM 20 (REV, 10.83)
.- "Previous edifion unusable : ) ’ ’ Presoribed by GSA

FAR (48 CFR) 53.243




REFERENCE NO. OF DDCUMENT BEING CONTINUED

PAGE  OF

CONTINUATION SHEET) o35 5.04481/HSCETC-08~F-00033/ 200004 2 5
NAME OF OEFEROR GR GONTRACTOR T
KNOWLEDGE CONSULTING GROUEP INC -
FTEM NC. SUPPLIES/SERVICES QUANTITY]UNIT UNIT PRICE AMMOUNE
AA) - T (B) {c) }Km (E), (F)
Change Ttem 1001A to read as follows{amount shown
is the obligated amount):
10012 | Senior Functional Analyst LH n .
' Awa'rci hours revised fromn t
Change Item 100113 te read as f0110ws(amount shown
is tha obligated amount):
i001B

1001C

1001D

1001E

Project Manager/ Program
Award hours revised £r -

Dqlivei:y: 30 Days After Award
Accounting Info!

Changs Item 1001C te read as follows (amount shown
is the obligated amount):

Senior Traini:ng Specialist.

Award hours revised fro‘m“to

Delivery: 30 Days After Award
Accounting Info:

Change Ttem L00iD to read as follows (amount shown
is the obligated amount)

Tram:.ng Spec:.alist

Award hours revised froxtn to-

Change Ttem 1001E to read as follows (amount shown
is the obligated amount):

Seniox IT Securi-ty, Speci
Award hours revised £rom to-

Delwery- 30 Days After Award

) Accounting Info:

('.on!. s.nue! m .

I T
. . - . I-I :

i

- OPTIONAL FORM 330 (4-88)

To NSN 7540011528067

Sponsoiod by GBA .
FAR (45 CFR) 53,110




REFERENCE H0O. OF DOCUMENT BEING CONTINUED FnGE . OF
GONTINUATION SHEET G5-35F-04 4BN/HSCETC—0_8—F-00033/P00004 3 5
NAME OF OFFEROR OR CONTRAGTOR '
KNOWLEDEE CONSULTING GROUP INC
[TEM NO, _BUPPLIESISERVICES QUANTETY]UniT UNIY FRIGE . aMOuNT
(B) w m] {®) Cm

(2

1001F

1001G

1001H

10011

' Changle Item 1001F to read as £6llows(amount shown

is the obligated amount}:

-

Delivery:‘ 30 Days After Award
Accounting Info:

IT Security Specialist
Award hours revised from

Fundods

Change'It'em 10046 to read as follows{amount shown
is the obligated amount): |

Jr. IT Security Specialist - '
hcd houes sevised £xon ETEREEENN
Delivery: 30 Days 3f_ter Award

& (U1} Na _Inrot

Change Item 1001H to read as follows (amount shown
is the obligated amount):

Information Resource Management Analyst
Award hours revised fromho

Change Item 1001I to réad as follows (amount shown
is the obligated amount}): .

Web Content Administratg _
Award hours revised frorrhton

Dalivery: 30'Day.s After Award

| Bccounting Info:

b2Low

Continuved ...

LH

. N .
o - . .
2 .
- .
S .
. . . .-

" "NBN 7540.01-162-8067

CRTICNAL FCRY 36 (4-58)
Sponsored by BSA
FAR (48 GFR) 53.110




- | REFERENGE NO. OF DOGUMENT BEING CONTINUED FAGE OF
GONTINUATION SHEET| 5 _ 35504 4 817/115CBIC-08 - F-00033/200004 ' - i s
NAME OF GFFEROR OR CONYRACTOR ' ' < '
KNOWLEDGE CONSULTING GROUP ING
TEM NO, SUPPLIES/ISERVICES . . RQUANTITYJUNIT UNITPRICE || AMOUNT

(B} (c) ~ppit- B, ¥ {F}

Funded: $71,4€1.1
Accounting Info:

.Change Item 1001J to read-as follows (amount shown
is the obligated amount)

10017 §Subject Matter Expert

Award hours revisged fromn’con

Delivery: 30 bays After Award
Accounting Info:

Change Item 1001K to read as follows{amount shown
is 'the cbligated amount):

1001R § Project Manager/Team Leads

ol <o [

Award hours revised fro

Delivery: 30 Days After Award
' Accounting Info:

Change Ttem 1001L to read as follows (amount shown
i3 the obligated amount)

T

- 1001L Technical Writer/Editor b

Bward hours revised frorc“o

Delivery: 30 Days After Award
Accounting Info:

Continued ...

. N&N 7640-01-162-8007 . : - OPTIONAL FORM 330 {1-85}
] . . . . Sponsored by GSA
' FAR {48 CFR} 63,110




| REFERENGE NQ. OF DORCUMENT BEING CONTINUED . PAGE OF
, CONTINUATION SHEEY §8-35F-0448N/HSCETC-08-F-00033/P00004 5 | 5
NAME OF QFFEROR OR CONFRACTOR ' ; : T :
ENOWLEDGE' CONSULTING GROUP INC
ITEM NO. . SUI"PLIESI{SERVICES QUANTITYJUNIT UNIT PRICE - AMOUNT
1) - {B) T , (©) D) (2} Com

Change Item 100L1M to read as follows(amount shown
is the obligated amount): -~ X

1001M | OBC-Travel
T

Delivery: 30 Days After Award
Accounting Info:

Funded:

Change Item 1001N to read as follows (amount shown
is the obligated amount): )

1001N ¢ { ODC-Conferences
NTE - b4

Delivery; 30 Days After RAward
Accounting Infoi -

Change Item 2002T to read as follows (amount shown
is the obligated amount): T

6.00

20021 - {Web Content Administrator ’
‘ | Amount: $128{447.41(Opti0n Line Ttem)

08/28/2009

GPTICNAL FORM 334 (4-36)

5N 7540-01-162-8067 B A -
. _ Sponsored by GBA
FAR {48.CFR)Y 53,110




i e ———————

AMENDMENT OF SOLICITATIONIMODIFICATION OF GONTRACT . CONTRACT D CODE FAGE OT PRGES
. : 1 3
3. EFFECTIVE DATE S PROIECTNO. [ 2opiiable]

2. AMENDMENTMODIFICATION KO,

B00003 See Blotk 16C

4, REQUISITION/PURGHASE REQ, NO.

.

&, 1SSUED BY CORE | 1o /TC/IT SERVIC.

ICE/Info Tech Svs/IT Services
Immigration and Customs Enforcement
Office of Acquisition Management
801 I Street NW, Suite 930 '
Washington DC 20536 .

7. ADMINISTERED BY (if other than ttom 6) GUDE IICE JPC/ET SERVIC

ICE/Info Tech Svs/IT Services
Inmigration amd Customs Enforcement
Office of Acquisition Management
801 I Btreet. NW, Suite 230

Attn: Wendy Wallace

Washington DC 20536

B. NAME ARD ADORESS OF CONTRAGTOR {ivo,, street, county, Stale and 217 0ocie)

KNOWLEDGE CONSULTING GROUP INC
11710 PLAZA AWERICA DRIVE

SUITE 520
RESTON VA 201904741

%) 9A. AMENDMENT OF SGLIGITATION NO.

9B. DATED (SEE [TEM 11)

GODE 0072324290000

T0A, MODIFIGATION OF CONTRACTIORDER NO.
¥ |@3~35F-0448N

HSCETC-08-~-F-00033
{108, DATED (GEC{TEM 19

|W’“=lu'nr CoDE - | 09/30/2008
11, THIZ ITEM QNLY APPLIES TU AMENDMENTS OF SOLICITATIONS -

[1The above pumbered soflcitation Is amendad &3 set forth In ftem 14. Tha hour and dato spacified far reoslpl of Offtra

[Jis extended, - ["]is nut exlended,

Offors mst acknowledge racelpt of this emendment prior to the heur end date specified In the solicitation or as amended, by one of the following methods: () By completing

" . ltems § and 15, and reluming

coples of the amehdment; {b) By aeknoMnghg recaipt of 1hls armendmant on eath capy onh- offar submitied; or {c) By

saparale lstter or falagram which includes 5 rsfarenca 16 the solicitstion and amendment numbers, FAILURE OF YOUR ACKNOWLEDGEMENT 10 BE RECEWVED AT

. THE PLAGE DESIGNATED FOR THE RECEIPY OF UFFERS PRICR TQ THE HOUR AN DATE SRECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virue of this amendmard you deeké to change an offer already submilted, sush change may be mads by lelegram or lefter, provided esch telagram or (etter makas referenca
1o the solicitation end this-amendment, and is recalved priarto 1he opaning hour and dale apeciied, \

12, AGGOUNTING AND AFFROPRIATION DATA {7 required)

-§11,71

93, THIS ITEM ONLY APPLIES T4 MOMFIGATION OF CONTRAGTS/ORDERS. IT OCIFIES THE CONTRACT/GRDER NO. AS DESGR[BED INITEM 14,

SCHECKOREE A THIS CHANGE onuan I8 ISSUED PURSUANT TO: {Spaolty auifiorty) THE GHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRAGT

QORDER NO. IN ITEM

B. THE ABOVE MUMBERED CONTRACTIORDER 5 IODIFIED Y0 REELECT THE AV INIGTRATIVE CRANGES fovets o chogon o
et é) SET FORTH IN TEN14, PURSUANT TO THE AUTHORITY OF FAR 434036 ¢ rges i peying offce,

ENTERER INTO PUR HORTY OF:

X FAR Clause 52.243-3 Changes—Time and Materials or Labor-Hours (SEP 2000)

T OTHER Epew?y tyoe n?mﬁﬁcaﬁm &ént authoniyj

"EINPORTANT:  Conlractor

Oisnot,”  [@is cequired to slgn this. document end retum 1

coples to e lssting office,

' 14. DESGRIPTIUH OF AMENDMENTMMODIFIGATION {Organized by VCF seclion heedings, Inoluding soﬂdtaﬂon/mnlracf swhjec! malfer where feasible.)

' DUNS Number: 007232429

The ‘purpose of this modification is to change base year funding allocation among labor

categor.tes .

Continued ...

" Excopt s provided heroln, all lsms and condltions of the documeant refaranced In. iiem 9A ar 10A, &% herelofore changed, remaing nchangad and i futl] forse and effect,

T8A. NAME AND TILE OF SIGNER m:paormnu

S" M—t Maxine D. Rdwards A \

1BA, NAME AND TITLE OF CONTRACTING OFFICER (Type of prinl)

Jon ¥

" 766, CONTRA

(.
"7 farmaite of person ithorzed i S0

160, DATE SIGNED

16G. DATE SIGNED

194108

18B, D STATE:

{Sign=turs oF Conlraciing ORicer)

"+ NSN#540-01-152.6070
Previbus edifioss urusable

12} lufog

STANDARD FORM 30 (REV. 10-83)
Presaribad by 85A :
FAR (48 CFR) 63.243




AEFERENCE NO. OF DOCUMENT BEING CONTINUED

CONTINUATION SHEET) G3~35F-0448N/HSCETC-08-F-00033/P00003

PAGE

OF

. NAME OF OFFERQR OR CQ_NTRAOTDR
KNOWLEDGE  CONSULTING GROUP INC

ITEM NO.

SUPPLIESISERVICES
{B).

QUANTITY
{C)

uNTE
(D)

UNIT PRICE
(E)

ANOLNT

{F)

(A}

o0oLB

0001C

0001D.

0001E

0001F

Del:l.very. 30 pays After Award
Discoun‘t Terms;
b2Low

' Delivery Liocation Code: ICET/CIO

ICE Chief Information Officer
Immigration and Customs Enforcement
801 I Street, NW

Suite 700

Washington DG 20536

FOB: Destination

Change Item Q001B to read as follows (amount shown
is the obligated amount):

Senior Functional Analyst

Award hours revised fromntcn

Change Item 0Q0LC to r=ad as followstamount shown
is the obligated amount):

Project/Program Manager
JAward hours revised fromto

Th

Change Item 0001D to read as follows {amount shown
is the obligated amount):

Senior Training Specialist
Award hours revised fromntom
Change Item 0OOLE to read as follows (amount shown

is the obliga.ted amount} ¢

Training Specialist

Award hours rev:Lsed framnom

' Change Ttem O0CO0LF to read as follows(amount shown

is the obligated amount):

Senior IT Security Specialist
Award hours changed frot
Continued ...

CPTIONAL FORM 3368 (£-285)

. NSN7640-01-152-9057

Sponsored by GSA

FAR (4B CFR}83.110




I

’ REFERENCE NO. OF DOCUMENT BEING CONTINUER . PAGE  OF
CONTINUATION SHEET| 5 357044 81/13CETC-08-F- 00033/£00003 e 3]s
NAME OF OFFEROR OR CONTRAGTOR : - )
KNCWLEDGE CONSULTING GROUP INC ]
1TEM RO, i L SUPPLIES/SERVICES . ’ QUANTITYIUINIT) UNIT PRICE , AMOUNT
LA L m ' e R ) (E) F)

Change Ttem 00016 to. read as follows(amount shown
is the cbligated amount): .

0001G |IT Secuzity Specialist | ' '
: Award hours revised fron\n to '

Change Item 0Q01H to read as follows(amount shown
is the obligated amount)

‘o001l | Jr. IT Security Spec:.al:.st .
Award hours rev_:.sed fro ton

Ghange Item DOOL1T to read asg follows{amount shown
i5 the obligated amount}:
ooo1x. Information Resource Management Anal-ystv

Award hours revised .frcmht

Change Item 00010 to read as follows(amount shown
is the Obllg‘ated amount) :
‘000LT |Web Content Administrator

- Awazd hours revised fromtcm
Change Item (001K.to _reéd as f£ollows (amount sheown
is the obligated amount) :
DOOlK' Subject Matter Expert

Award hours revised fromnt -

Change Item 00011 to read as follows (amount shown
is the obligated amount):

. 0001L .|} Project Manager/Team Leads
-7 JAward hours revised fromto

Change Titem 0001M to read as follows(amount shown
is the chligated amount):

0001 | Technical Writer/Editox '
+ 7o Award hours revised from| liShours t'o

OPTIONAL FORM334 {4-55)
BSA

SN 7610411625067 K
' ' " PAR (48 GFR] $8.410




1. CONYRACT In GODE . PAGE Or PAGES -

AMENDNENT OF SOLICITATION/MODIFICATION OF CONTRAGT

. 1
2. AMENDMENTIMODIFICATION NG, -3 FFFECTIVE BATE 4, REQUIBITIONIPURCHASE REG. NG, B. PROJEGT NO. I epplicable)
PDOOQ2 . . See Blowk 16C : . : i
6. ISSUED BY CODE ICE/TC/IT SERVIC 7. ADMINISTERED BY (# ofhar than .'._'em ] CQDE IICE/TC/IT SERVTC
ICE/Info Tach Svs/IT Services - ICE/Info Tech Svs/IT Services
Immigration and Customs EAforcement ‘ Immigration and Customs Enforcement -
Office of Acquisition Management . Office of Acquisition Management
801 I Street WW, Suite 930 801 I Street NW, Suite 930
Washington bDC 20536. ) . t Attn: Wendy wallace
. ) Washington DC 20536

8. NAME AND ADDRESS OF GONTRAGTGR (No,, siraek county, Stale and ZIP Cotlg) () |95 AMERDMENT OF SOLIGITATION NO.

KNOWLEDGE CONSULTING GROUP INC : ‘

‘11710 PLAZA AMERICA DRIVE ’ 93, DATED (SEE {TEV 77)

SUITE 520 _ . _ o

. RESTON VA 201904741 18A MODIFICATION OF GONTRAG TIORDERAG,

* 168-35F-0448N

HSCETC-08-F-00033
06, DATED (SEE TEM 74]

. “GODE 0072324290000 ] ,FACIL!TY(')ODE 08/30/2008
' j i . 11, THIS ITEM ONLY APPLIES 10 AMENDMENTS OF B6LICITATIONS

" [Jths above riumbered sclchalion I3 emanded 2 st forth 1 e 14, Ths hiour and date specitied for recgiol of Offars _ " Disedonded, {"Jie nel aytended,
Qffers must aeioowledps racalpt of this amendment prier to the hayr and dale specified in the sollcilafian or a5 anended, by one of the following methads; (8) By campleting
. llemns 8 end 16, and refuring coples of e amendment; (B) By acknowledying recalpt of thls amsmoment on edeh copy Gf the offer submitted; or (c) By
- Ssparate latter or falagram whish ciudes a reforance to the solicliafion and amendmant numbers. FALLURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
+ THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY REBULT IN REJEGTION OF YOUR OFFER, lfby -
virtug of this amendment you desire to chiange an offer afready submitted, such chenge may be made by lelegram or leter, pravided aach Ietegrair; ar tetter m12kas referenca
fo fha aolicitalion and e amendment, and Is recsived prior 1o the opening four and data specified, - -
12. ACCOUNTING AND APPROPRIATION DATA (i rogtiad)
N/A 3 : .
13, THIS STEM ONLY APPLIES 'O MODFICATION OF CONTRACTSIORDERS, IT MDI:_!IFIEé THE CONTRAGTIORDER NO. AS DESGRIBED Y ITEM 44,

T _CHECKONE Mr-ilscmuesonbﬁms:ssu D PURSUANT TO: 8 aurthority) THE GH GES SET FORTH I JTEM 14 ARE MADE [N THE CONTRAGT
; ORDER HO. 1N ITEM 107 o NV TO: (Spachy suthorly) THE CHAN ORTH .

£, THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINlSTRATNE CHANGES (such as changes in paying office,
PRpishon st oio} ST FORTR INTTEM 12, FURSUANT T0 Thi AUTHORITY OF FAR 4810001 - (/0" 49 Hangas o peying oo,

C. THIS BUPFLEMENTAL AﬁREEﬁﬁ ENT 1S EﬁTEﬁE. D INTO PURGUANT TO AUTHORITY OF;

X | ¥AR 52-249-14, Excusable Delays (AER 1984)
- | D OTHER {Spediy e of imooiaalion ara authony) -

E. IMPORYANT:  GConfmolor Olsnot, fs raquirad 1o sign thls document and rafurn, 1 coples lo the iasuing office,

34 DESCRIPTION OF AMENDMENT OB FICATION (Omgenizod By UCT: 320t heaidngs, ring eobolalonsoordiod st i VBT FGRSIBIR. < - - e
TTTTDUNS Number: | 007232429 ' : _
Due to Government delay with getting the contractor security access, the purpoge of this,
‘modification is to extend the base period and change the dates for the option periods,
Accordingly, the base pericd. and option periods are changed as follows: oo
Base Period-September 30, 2008 to December 16, 2008; Option Period I-December 17, 2008 to
October 31, 200%; Option Period Ii-November 1, 2009 to Cttober 31, 2010 Option Period
‘III-November 1, 2010 to October 31, 2011, - S
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1.0 PROJECT TITLE
Security Management Oversight and Compliance Services (SMOC)

2.0 BACKGROUND

The Information Assurance Division (IAD) (formerly Office of the Information System Security
Manager) was established in 2004 to coordinate the development and implementation of
~ computer and network security policies, products, and setvices across Immigration and Customs
Enforcement (ICE).

Emphasis was placed upon establishing security teams at field offices and certifying and
accrediting those field offices, as well as major applications at headquarters (HQ). The program
widened its scope to address auditing, secure remote access, identity management, public key
infrastructure, security operations, security monitoring, National Security Information (NSI)
systems, and to provide support for the Department of Homeland Security (DHS).

The need for expanded information sharing and collaboration amongst Government and non-
~Government entities requires the careful application of confidentiality, integrity, and availability
of services to ensure the protection of mission-critical information assets. The overall areas
addressed under IAD have expanded significantly since its inception and will continue to expand
in the future. Key IAD functions have been aligned to the Information Technology (IT) Security
- Program Areas defined by the DHS Office of the Chief Information Security Officer (CISO),

including the following:

e Program Management and Integration Support
¢ Compliance and Oversight

e Information Assurance Pdlicy

| o Cyber Identity
3.0 SCOPE OF WORK

The objective of the proposed task order is to provide IAD with products and services that
support the DHS/ICE initiatives and ensure compliance with the mandated information assurance
requirements as established by the Federal Information Security Management Act (FISMA);
DHS, ICE; the Department of Commerce’s National Institute of Standards and Technology
.- (NIST); the Office of Management and Budget (OMBY); as well as other federal agencies, laws,

and regulations. ICE management shall approve. staffing levels proposed by the Contractor. The
Contractor shall provide the technical personnel sufficient to support the Office of Immigration
and Customs Enforcement’s (ICE) Information Assurance Division (IAD).

. TAD has primary responsibility for: coordinating the development and implementation of

computer and network information assurance policies across Immigration and Customs
Enforcement (ICE); certifying and accrediting (C&A) field offices, general support systems and -
major applications at ICE headquarters; and implementing cyber identity services. _

1: E’,, -E FES. .. . . 4
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The IAD program scope includes auditing National Security Information (NSI) systems,
providing a liaison to DHS on security policies and issues, and providing policy for secure
remote access. :

The need for expanded information sharing and collaboration amongst Government and non-
Government entities requires the careful application of confidentiality, integrity, and availability
of services to ensure the protection of mission-critical information assets. A primary goal is to
achieve cost effective and efficient compliance with information security mandates that meet
DHS and ICE IAD program performance metrics.

The Contractor shall propose Project Managers that will monitor the contract team’s policy
compliance, prepare and distribute team schedules, monitor/report team activities, advise
Government personnel of the status of projects/deliverables, and ensure deliverable quality. The.
Government shall approve the Contractor’s proposed key personnel. The Contractor shall
closely monitor tasks and provide notification of any deviation from budget, schedule, or
resources. :

- The Contractor shall be responsible for the delivery and coordination of all deliverables defined
" in Section 7.0 of this Statement of Work (SOW).

4,0 REFERENCES

e National Industrial Security Program Operating Manual (N ISPOM)
o DHS Management Directive (MD) 4300, IT Systems Security Publication
e System Lifecycle Management (SLM) Handbook
e . Federal Information Security Managemént Act (FISMA), November 22, 2002

. 'Federa.l Information Technology Security Assessment Framework (FITSAF), November 28,
2000 ' '

e Office of Management and Budget (OMB) Circular A-127, Financial Management Systems
o OMB Circular A-130, Management of Federal Information Resources
o Computer Security Act of 1987 |

e National Institute of Standards and Technology' (NIST) Computer Security Resource Center
(CSRC) ‘

Standards

Guidelines

Special Publications
e Privacy Act of 1974 | |
o DHS Management Directives Volume 11000 — Security
o DHS 4300A Sensitive Systems Handbook

- —Procurement Sensitive=See FAR 3:104— | _ 5
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o DHS 4300B National Security Systems Handbook
¢ DHS Technical Reference Model

e National Institute of Standards and Technology (NIST) Special Publication 800-37, Guide
for the Certification and Accreditation of Federal Information Systems

e International Information Systems Security Certification Consortium (ISC%) Standards

¢ DHS Management Directive (MD) 4010.2 (DRAFT), Section 508 Program Management
Office & Electronic and Information Technology Accessibility

¢ Section 508 1194.2, Section 508 of the Rehabilitation Act (29 U.S.C. 794d), as amended by
the Workforce Investment Act of 1998 (P.L. 105-220)

5.0 SPECIFIC TASKS

5.1 Transition Support

The Contractor shall create a transition support plan to ensurc that IAD does not have any. -
‘significant degradation in its security oversight and compliance supporting services. This plan
will be evaluated in the source selection process and incorporated into the contract.

The Contractor shall complete the transition of all technical activities. The Contractor shall
*complete the transition within 60 days of TO award. The activities included as part of the
transition are as follows:

» Inventory and orderly transfer of all Government Furnished Equipment/Property
(GFE/GFP), software and licenses;

o . Transfer of documentation currently in process; and

+ Coordinating the work with the current Contractor.

The Contractor’s transition plan shall contain a milestone schedule of events. The transition plan
shall transition work with no disruption in operational services. To ensure the necessary ,
continuity of services and to maintain the current level of support, ICE will retain services of the

- incumbent Contractor for the transition period, if required.

The transition plan (no more than 2 pages) shall include major milestones that meet the
following schedule for adding resources and transitioning sapport responsibilities:

30 Days into Transition 25% 10%
45 Days into Transition : 75% _ | 50%
60 Days into Transition ' O 100% 100%
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At the completion of the period of performance of this TO, the Contractor shall fully support the
transition of the IAD requirements to the successor. Activities include supporting all of the
activities listed above by making available personnel and documentation requlred to facilitate a

. successful transition.

Upon completion of the period of performance, the CO may issue a modification to fund the
transition period. _

52 Program Management Support
5.2.1 Details

The Contractor shall provide a Program Manager responsible for the oversight of the SMOC
contract including the high-level program management support. The Program Manager’s duties
shall include assuring that projects are managed according to best business practices (Project
Management International standards), These will include schedules, resources allocation tables,
work breakdown structures, and project plans. The Program Manager is also responsible for
ensuring that all activities are accomplished within the general scope of the task order,
monitoring adequate availability of the funds for authorized work, resolving management and
programmatic issues, monitoring/ensuring performance within budget and schedule, monitoting
approptiate approval procedures for the authorization of the Other Direct Costs (ODCs), and -
facilitating/maintaining effective interaction and coordination between ICE project leads and the
Contractor project leads. Given the dynamic environment within ICE, the Program Manager
shall closely monitor all work within the SMOC contract support and provide advanced
‘notification of any deviation from budget, schedule, or resources.

The Program Manager (or an authorized designee) shall provide weekly status reports to the
COTR that includes individual project schedules with weekly progress tracking, status of
ongoing activities, . issues, recommendations for problem resolution, and upcoming
projects/activities. Additionally the Contractor shall deliver weekly project/activity quad charts
for ICE OCIO reporting,

The Program Manager/designee shall meet with the COTR on a weekly or ad hoc basis. All
meetings shall have agendas if planned in advance. Meeting minutes shall be provided for all
formal meetings. The meeting minutes will capture the following information: subject, date,
attendees, major decisions, areas of non-agreement, and any action items assigned during the
meeting. A master action item list will be maintained by the Program Manager. The Program
Manager will facilitate the coordination of meetings (IAD will identify meeting spaces and the
Contractor will send out invitation and background information.) Crosscutting issues/risks
identified in meetings will be promulgated to the appropriate IAD representative. The Contractor
shall maintain and populate a meeting minute’s repository.

The Program Manager/des1gnee shall monitor the performance of their personnel, identify any
degraded quality of service, and propose corrective actions to the Contracting Officer’s
Technical Representative (COTR) up to and including employee termination. '
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To ensure that the quality of product delivered under this contract maintains a high quality
standard the Contractor shall submit a Quality Assurance Plan (QAP) as part of their proposal.
The QAP will detail the review process for: content, technical editing, and tlmelmess This will
be part of the monthly reporting.

By the 10™ business day of the month, the Program Manager/designee shall submit a financial
report of the previous month’s completed travel expenses, labor costs, overtime, and any Other
Direct Costs (ODCs). This financial report shall be cumulative for the contract penod and
include projected burn rates for the balance of the contract.

The Program Manager/designee shall provide management, coordination, and administrative
support to ensure the smooth daily operation of contract resources; optimal utilization of
resources and growth; and creating, maintaining and enforcing load, and delivery standards and
functions. Specific functions include the following:

Manage teams of subject matter experts
Prioritize requirements
Maintain a master schedule for all SMOC projects and activities:
» Baseline schedules that identify schedule slippage
¢ Resource mapping to projects and activities (contract personnel a551gned)
e (Critical path identification for high-priority projects
e Communicate progress to COTR
Manage scope and expectations
e Coordinate external and internal resources

53 Security Program Management and Integration Support .

5.3.1 Details

All proposals must be delivered w1th a draft project plan with resources and milestones. This

plan will incorporate the transition from the existing incumbent to ensure the continuity of
-services. Within 45 days of award, the Contractor shall develop draft program plans: Strategic,

Tactical and Business that support the development of documentation charting the course of the

TAD Program.

The Contractor shall provide weekly status reports to the COTR that includes: review of

project/activity schedules, milestones/accomplishments, issues, recommendations for problem

resolution, and upcoming activities. The Contractor shall track and invoice special projects

within this Statement of Work that may be specifically funded by Congress, OMB, or the

Department. Atlas is one example of an appropriated project that must be tracked and invoiced

separately. The Contractor shall work with the COTR to ensure that Atlas activities are clearly
. identified so they can be invoiced correctly.

The Contractor shall meet with the COTR on a weekly basis as well as any ad-hoc meetings that
are required. The Contractor shall monitor the performance of their personnel, identify any
degraded quality of service, and propose corrective actions to the COTR up to and including
employee termination. '

-Precurement-Sensitive=See FAR 3:104 | 8
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The Contractor shall maintain and populate an IAD website hosted on the ICE network.
5.4 Sub-Task Area 3. Compliance and Oversight '

5.4.1 Details

The focus of this task area will be to provide true Federal Information Security Management Act

" (FISMA) compliance & oversight capabilities that support the ICE enterprise. The Contractor
shall provide support functions necessary to-implement and oversee an information assurance
program for ICE. Activities will include overall IA program development and support, and '
FISMA compliance with a focus on Certification & Accreditation (C&A) management activities.
The Contractor will be responsible for compliance & oversight activities leading up fo
certification activities for development systems and re-certification and continuous monitoring
activities for operational/legacy systems. In order to avoid a potential conflict of interest and to
maintain the required separation of duties, the Contractor will not be responsible for performing
certification testing activities. The Contractor will be responsible for overseeing the
development of Plan of Action and Milestones (POA&M) resulting from certification testing
activities and recommendations, as well as managing mitigation efforts to completion. . The
Contractor may also participate in risk-based decisions throughout the C&A process.

The Contractor shall provide the technical personnel with the skills and expertise necessary to
develop products and deliverables necessary to establish a robust information assurance program
for ICE. The Contractor shall also review the products and deliverables from other OCIO
“Divisions to ensure compliance with the security standards, policies, and architecture that
conforms to ICE enterprise systems and applications.

5.4.2 Serﬁces Required

5.4.2.1 Mapping of CISO ReSponsibilities

The Contractor shall, using DHS 4300 A&B, DHS CISO and ISSO guides; conduct an analysis

of the ICE Program and OCIO organization to ensure that the ICE can meet the DHS

requirements for implementing and maintaining an effective ICE 1A program. As part of this

effort, it should also map the ICE CISO organizational resources to ensure that the CISO can

either perform the Requirements of DHS 4300 A&B and the CISO guide or have the ability and
" resources to ensure that they are being effectively met by other ICE organizations.

5.4.2.2 Risk Management Support
The Contractor shall develop, implement, and maintain a Certification and Accreditation (C&A)
program that ‘complies with DHS and other Federal requirements, and supports the ICE

“enterprise. The C&A program shall provide compliance & oversight capabilities to support all
ICE Major Applications (MA) and General Support System (GSS). Specific tasks include:

o Develop and oversee an ICE IT Risk Management Plan

__Procurement Sensitive - See EAR 3.104 9
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¢ Develop an ICE FISMA Performance Plan that complies with the DHS annual -
FISMA Performance Plan to outline a compliance plan for the ICE Enterprise.
e Support DHS testing, modifications, and implementation of required tools mcludlng
Securelnfo’s Risk Management System (RMS) and TrustedAgent (TA) FISMA tools
e Implement a structured and repeatable process to use and maintain RMS and TA
FISMA tools to support the ICE Enterprise MAs and GSSs.
* Implement a structured and repeatable process to maintain the ICE Inventory
' o In conjunction with DHS' requirements, and working with the DHS
inventory team, implement and establish an ICE-specific, structured and
repeatable process to create, modify, and delete/dispose of ICE inventory
systems '
o Work with ISSOs and other project team personnel to establish and provide
recommendations on MA and GSS C&A boundaries
e Assist project teams through the generation of DHS/ICE C&A templates and the
security Requirements Traceability Matrix (RTM) via the RMS questionnaire
o Provide questionnaire assistance and artifact generation as needed
-e Provide guidance and assistance to the ISSOs and Project Team personnel on
completing and meeting the content requlrements of the security artifacts to include
but not limited to:
- Privacy Threshold Assessment (PTA) and resultant Privacy Impact Assessment
(PIA) if required;
- FIPS-199 Categorization
- E-authentication analysis
- System Security Plan (SSP)
- Risk Asscessment (RA)
- Security Test and Evaluation (ST&E)
- Contingency Plan (CP)
- Contingency Plan Test Results
. Develop an ICE-wide Contingency Plan Test scheduie to ensure
testing is completed in accordance with FIPS 199 Availability
' requirements and DHS/Federal standards and guidance
- Disaster Recovery Plans
- - Plan of Action and Milestones (POA&M)
_ FISMA Self Assessment/Annual Testing efforts as needed
e Provide technical expertise on C&A, FISMA, and other oversight activities
Prepare and submit Security Assessment Reports (SARs) for Certification Official
approval and Designated Accrediting Authority (DAA) review and approval
e Provide Draft CO and DAA letters in support of Authority to Operate (ATO)
decisions for all systems
e Verify that Information Assurance (IA) is being addressed throughout the Systems
Lifecycle Management (SLM) process
Support audit (OIG, GAO, OGA, etc.) activities
Provide site assistance visit support
Provide technical support to ensure appropriate budget submissions (Exhibits 300 and
-53 to OMB Circular No. A-11 Part 7)

~Procurement Seasitive—See- FAR 3104 — | 10
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» Prepare supporting documentation to reflect the necessary IA funding in the systems
life cycle

* In conjunction with the OCIO Investment Team, establish a structured and repeatable
process to properly account for TA in the Capital Planning & Investment Control
(CFIC) process

o Coordinate with the ICE SOC and provide support to ensure that all systems meet the
annual requirement for performing a vulnerability scan.

o Work with ISSOs and system project teams to ensure the results of the
vulnerability scans are captured in the C&A documentation and input into
the TA FISMA POA&M for that system

o Assist in the development and overall management of mitigation activities
outlined in the POA&M

o Provide Risk-based recommendations based on vulnerability scan results

Ensure the development of Interconnection Securlty agreements (ISAS)
Develop ISAs as required
Prepare specified MA or GSS C&A documentatlon to include the C&A artifacts
listed above in accordance with the appropriate NIST guidance.

e Develop C&A guidance documentation, briefing materials, presentations, etc., to
promote a structured and repeatable process

» Ad Hoc meeting attendance, as needed
Other TA-related tasks and duties as assigned

5.4.2.3 FISMA Reporting

The Contractor shall interpret DHS FISMA requirements and develop a project plan outlining
successful FISMA compliance for ICE. The Contractor shall provide ISSOs, Information
System Owners (ISO), Designated Accrediting Authority (DAAs), IT Project Teams and other
relevant parties guidance on FISMA requirements and how to use the procedures, guides,
templates, and automated tools to measure and meet requirements. The Contractor shall
coordinate the ICE FISMA initiative to ensure that activities are conducted accurately and
timely. The Contractor shall provide guidance and oversight on the development and
maintenance of FISMA POA&Ms. The Contractor shall work with appropriate project teams to
ensure audit findings are captured in system or program level POA&MSs and manage the
mitigation activities to completion. The Contractor shall manage FISMA compliance activities
and provide ICE program-area reports for various levels of government managers, which may
include but not be limited to dashboard support, Top 25+ support, and risk assessment, etc.

5.4.2.4 OCIO Compliance & Oversight Activities

The Contractor shall provide the necessary technical, management and operational skill sets to
ensure that OCIO divisions are in compliance with the DHS/ICE security policies and
procedures. The Contractor shall attend/review: Standard Operating Procedures (SOPs);
Configuration Control Board (CCB) meetings and minutes; SLM gate reviews, meetings and
“minutes; SLM documentation; Engineering designs and documentation; Operational - status
meetings and minutes; etc., to ensure compliance with security policies and procedures.
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The Contractor shall work with OCIO Divisions to ensure policies and procedures ensure
accurate A information, requirements, guidance and standards. The Contractor will work with
the Architecture Division to ensure Information Assurance is properly accounted for in the
Systems Lifecycle Management (SL.M) Methodology.

54.2.5 Information Technology Security Education, Training, and Awareness

The Contractor shall provide Information Assurance (IA) Subject Matter Expertise (SMEs) to
assist and support institutional awareness of the IAD Program and IA requirements 1nclud1ng the
following:
e Provide input to the ICE Annual Training strategy
¢ Educate ICE program managers in the IAD program and IA training requirements for
both Sensitive but Unclassified (SBU) / For Official Use Only (FOUO) systems and
National Security Systems (NSS)
¢ Support an annual security conference
» Provide a structured outline and syllabus for developing and implementing role-based
training for system administrators, information system owners, and other security-
specific roles as defined by the appropriate NIST, DHS, and ICE guidance
e Support the development of an internal ISSO training and certification program
Develop and conduct training and awareness briefings as directed by the ICE IAD
¢ . Support and provide development of security awareness strategies, including a series
of security awareness emails to be transmitted monthly to all ICE users
Provide input to security columns of the OCIO newsletter, as required
e Prepare a monthly IAD newsletter -
Support the planning for an ICE IA awards program for recognizing key personnel
and organizations '
o Assist and/or conduct annual Information Assurance Awareness Training (IAAT) for
ICE employees and Contractors
¢ Provide support in coordinating an ICE IA Awareness Day

5.42.6 Regional ISSM Program Development

The Contractor shall support the development of a Regional Information Systems Security
Manager (R-ISSM) Program to establish IAD credibility mitigating liability throughout the
enterprise. The Contractor shall provide subject matter expertise in the formulation and review
of deliverables associated with the R-ISSM Program. ‘

5.4.2.7 National Security Systems (NSS) and Communications Security (COMSEC)
Management

The Contractor shall support the IAD with managing the security of ICE IT systems that process
National Security Information (NSI) or “Classified” data stored on any ICE computer, GSS, and
major systems/applications, regardless of physical locations, The Contractor shall provide
qualified staff cleared up to, and including, the Sensitive Compartmented Information (SCI) level
to: -

¢ Support NSI program requirements to develop security policy for ICE NSI systems

—Procurement Sensitive—See FAR 3:104— ‘ ‘ 12
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Prepare and maintain a NSI Systems Program Management Plan
Provide communication and coordination between IAD and the FPS COMSEC
program office to ensure that the programs are fully engaged and supporting one
another ' : ‘ :
e Maintain a secure “strong room” in Government space with the necessary DHS or
higher authorities, tools, and capabilities for processing NSI information
¢ Ensure ICE requirements for the DHS HSDN are clearly identified and
communicated _ '
Prepare classified and unclassified C&A documentation, as appropriate
Implement an NSI awareness program
Coordinate and prepare Interagency Security Agreement (ISAs)
Assess mechanisms for NSI system security incident reporting and provide
recommendations

5.5 Sub-Task Area 4. Information Assurance Governance (IAG)

5.5.1 Details

The IAG support task covers the following seven areas: policy, interconnection security
agreements (ISAs), technology investigations, waivers and exceptions, business processes,
website content, and reporting.

5.5.1.1  Policy Support

Policy support is divided into three delivery areas: review, creation, and maintenance.

5.5.1.1.1 Policy Review

IAG is tasked with reviewing draft policy from ICE, DHS, and othér government agencies. IAG
also reviews new policies for their possible information assurance impact upon ICE. Usually
there is very little time for the review to occur. Support for this task entails providing the
government a brief synopsis of information assurance issues related to the reviewed policy.

55.1.1.2 Policy and Procedure Creation

JIAG from time to time has a requirement to create information assurance policy that augments
the DHS 4300 series policies. Support for this task includes assistance with the generation of
position papers, policy guidance broadcast messages, handbooks that offer ICE operational
personnel clear procedural guidance as it applies to existing policies handbooks, and policy
documents. : ' : '

5.5.1.1.3 Policy Maintenance
IAD 'generated policies, procedures, broadcasts, position papers and other policy related artifacts

must be maintained for operational support and National Archive Records Administration
requirements..: Under this task a repository shall be maintained for the above artifacts. The
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Contractor shall also maintain version control and release planning to include the renewal of
aging policies and procedures.

5.5.1.2 Interconnection Security Agreement (ISA)

ISA support includes the following deliverable areas: coordination of new ISA requests, risk
analysis and recommendation of compensating controls, tracking of ISA documents throughout

- the document generation process, maintenance of all related ISA points of contact (POC) and
assets and circuit information, ISA database input and generation of reports that list ISAs
approaching their renewal date. :

5.5.1.2.1 New ISA Generation

" IAG supports the ICE mission by coordinating and creating ISAs. This task involves
coordination between ICE and other entities: other DHS components, other government
agencies, and supporting Contractors. The Contractor must provide a project plan, work
breakdown structure, and schedule with resources required for each ISA assigned within five
business days notice from government notice.

5.5.1.2.2 ISA Risk Analysis and Compensating Control Recommendations

One of the main areas of the ISA generation business process is the performance of a risk

* analysis and recommendation of compensating controls. The required business applications that
will be shared between the organizations must be identified, infrastructures analyzed, the ISA
template must be populated and presented to the principals for signature.

- 5.5.1.2.3 ISA Tracking

In addition to maintaining a project schedule with baseline for the creation of ISAs, the
Contractor shall track the ISA throughout the business process. This tracking will include who is
responsible for the ISA as it moves through the review and 31gnature phase.

5.5.1.2.4 Maintenance of Historical ISA Information

There is historical knowledge that must be maintained after an ISA has been created and _
- approved. This knowledge is extremely valuable for troubleshooting numerous items related to
the agreement later in its lifecycle. A partial list of data elements that must be maintained
includes the following: date the ISA became enforceable, organizational names including sub
offices; names of principals and supporting personnel to include technical points of contact;
location of principals, shared sites; and circuit information to include endpoints, prov1ders and
01rcu1t identification.

5.5.1.2.5 ISA Database Maintenance

The Contractor shall scan all signed ISAs to PDF image format and input in the ISA database.
All relevant historical information identified above will be entered and associated to the ISA.
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The Contractor will run reports monthly on the database that identifies those ISAs that will
expire in three months or less. '

_:5.5.1.3 Technology Invesﬁgations

TAG supports the introduction of new technologies into ICE. This often involves analyzing the

~ information assurance impact of new or changing implementation of mission related technology.
The delivery areas related to this task include information assurance impact reports for: new

technology, new business processes, and requests for undercover investigation support related to

non standard technologies or equipment.

5.5.1.3.1 New Technology

The Contractor shall provide reports detailing vulnerabilities inherent to the tedhnology,
information assurance related implementation risks, policy relevant areas of concern that include
policies from ICE, DHS, or other federal government agencies.

5.5.1.3.2 New Business Processes

The Contractor shall capture information assurance concerns related to new business processes
as well as researching new technologies.

5.5.1.3.3 Undercover Investigation Support

- The Contractor shall evaluate the information assurance impacts related to technical -
implementations supporting undercover investigations. The deliverable for this task is a report
that analyzes the following: ability to maintain anonymity, ability to achieve specific mission,
policy conflicts and possible waivers/exceptions required.

5.5.1.4 Waivers and Exceptions Requests

IAG supports the ICE mission by submitting waiver and exception requests from DHS policy.
The Contractor shall provide the following: evaluation of DHS waiver and exception requests,
creation of ancillary documentation to include Risk Acceptance Letters where required, and
tracking and reporting.

'5.5.1.4.1 Waiver and Exception Request Evaluation

-There is a great disparity between system owners and their knowledge of DHS information

assurance policy. Quite often waiver and exception requests are not required due to
-misinterpretation of the DHS 4300A. The Contractor shall review the relevant policy section,

analysis of the request, identification of alternatives, and recommendation related to processing

of request. :

5.5.1.42 Ancillary Documents



rpsteven
Line


This deliverable is dependant on the level of risk associated with the request. The Contractor
shall provide documentation to include a Risk Acceptance Letter and CISO Compensatmg
Controls Letter may have to be generated

5.5.1.43 Tracking and Reporting
The Contractor shall assign tracking numbers, report where each request is in the process and

maintain a repository of approved requests on IAD network. Tracking reports shall be a weekly -
deliverable. The Contractor shall also maintain the historical list of all waivers and exceptions in -

a spreadsheet.
5.5.1.5 Business Process Support

The deliverables for this task are: the capture and refinement of IAD processes and the
- generation information packages to clarify customer support

55.1.5.1 Capture and Refinement of IAD Business Processes

The Contractor shall work with ICE principals to capture and if required provide business re-
engineering to existing processes. This task also supports the creation of new processes.

5.5.1.5.2 Customer Support Packages

The new IAD is customer focused. In support of that focus the Contractor shall deliver business
process maps to help IAD customers navigate IAD procedures. '

5.5.1.6 Web Support
The web support task will support all IAD, This task includes the following deliverables:
operate and maintain IAD website on IAD network, verify functionality of IAD website on

weekly basis, work with IAD to develop and deploy content, threaded discussion support and
coordinate fit and form with OCIO web posting guidance.

5.5.1.6.1 Operate and Maintain IAD Website

The Contractor shall operate and maintain the IAD website on an OCIO server on ICE’s
network. This will involve coordinating of uploading and testing of new material.

5.5.1.6.2 Verify Website Functionality

The Contractor shall verify that the IAD website is fully functional on a weekly basis. If a new
release of information has been uploaded to the website there may be an operational requirement
that requires daily checks.

5.5.1.6.3 Develop Website Content
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The Contractor shall work with IAD principals in developing website content.

5.5.1.6.4 Threaded Discussion Support

The Contractor shall implement discussion threads on the ICE IAD website. This will include
moderating the threads to ensure that all threads are structured according to best practices. The
threaded discussion groups will capture historical information related to IAD’s business

deCISlonS
5.5.1.6.5 Coordinate Web Posting Guidance

The Contractor shall be familiar with all relevant ICE OCIO styie guides and operational
procedures.

5.5.1.7  Report/Presentation Support

; _
The Contractor shall support the IAD with generating reports and presentations. This task
includes: project related reporting to the CIO, presentation support to include content and

- formatting, and maintaining a repository of IAD presentations.

55.1.7.1 Project and Activity Reporting

The Contractor shall support the IAD in the generation of project reports and monthly updates of
those reports. All projects reports are presently on the ICE OCIO SharePoint server.

5.5.1.7.2 Presentation Support

The Contractor shall assist in the creation and update of presentations relating to the IAD
mission. A partial list of presentations to be created under this deliverable are: briefs to the
Assistant Secretary, formal presentations, informational informal briefs to OCIQ-management.

5.5.1.7.3 Presentation Repository

All presentations created shall be maintained on the ICE OCIO network.
6.0 STAFFING

6.1  Key Personnel

The Government has determined that the Project Manager and Project Leads are key personnel

for this Scope of Work. The Contractor may designate other positions as necessary as key to the

-work to be performed under this contract. Key personnel shall be committed to only this

contract and may not support any ICE IT contract during performance of this contract due to a

potential conflict of interest with the nature of the work. Support is required in the areas of

program management, security program management and integration, compliance and over31ght '
* and information assurance governance.
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The Project Manager shall possess experience managing IT programs, be PMP certified, and
have a security background.

The Project Leads shall possess IT-related management experience or have experience managing
and implementing security programs Cryptographlc equipment experience required for one (1)
Project Lead.

6.2  Continuous .Trainil'lngmployee Retention

The Contractor shall refresh the technical skills of its staff at its own expense as the ICE.
architecture and technical reference model evolve. Training and associated travel costs shall not
be directly charged to the Government unless specified in writing and approved by the COTR.

A draft training plan and employee retention strategy shall be delivered as part of the proposal.
The training plan and employee retention strategy shall include how the Contractor will ensure
that all contract personnel are knowledgeable and up to date on current federal policies,
guidance, and technologies related to this contract support.

7.0 DELIVERABLES AND DELIVERY SCHEDULE

7.1 Deliverable Number 1: Transition Support
7.1.1 Transition support according to the transition plan.

Transition support First 60 days after 2 COTR

Contract Stﬁff begin (electronic) copies | Contracting Officer
work. .

7.2 Deliverable Number 2: Monthly Master Project and Activity Schedule

The Contractor shall provide a monthly project and activity schedule containing the Contractor
support personnel assigned to each project/activity and the percentage of their commitment to
 that project/activity. The monthly report will also mdentlfy individuals on travel, leave, and-on-
call. The monthly report will also report out the previous month’s QAP score showing trending

information.

COTR - | Master Project Schedule with
Contracting | base lined schedule reporting.
Officer Contractor resources will be
identified and their percentages

Master
Project
Schedule
with base

2
(electronic)
copies

COB
Wednesday
the prior week
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o

lined
schedule
reporting.
Contractor
resources will
be identified
and their
percentages
committed to
each task
integrated
into the
schedule.

The
Contractor
may provide
a separate -

schedule with

resources
committed
for all
support
activities, or
integrate the
activities into
the master
project
schedule.
This report
shall contain
last month’s
QAP scores.

committed to each task
integrated into the schedule,

The Contractor may provide a -
separate schedule with resources
committed for all support
activities, or integrate the
activities into the master project
schedule. This report shall
contain last month’s QAP
scores.

‘7.3_ Deliverable Number 3: Financial Reports

By the last business day of the month, the Contractor shall submit a financial report with
estimates of the current month’s completed labor costs, travel expenses, overtime, and any other

- direct costs (ODCs). This financial report shall include all costs incurred by the Contractor on
- behalf of the government, regardless of whether or not those costs have been invoiced by the

.Confractor, any subcontractor, or vendor.

Incurred cost reporting shall be estimated for the-

current month, and the current month’s incurred cost shall be accumulated for both the contract
- period of performance as well as the current fiscal year. The Contractor shall also provxde
prOJected total incurred costs for the remamder of the contract period of performance.

19
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In addition, the Contractor shall provide ahy and all earned value, periodic reporting, and capital
planning-related financial reports as mandated by the Office of Management and Budget, and the
Department of Homeland Security.

Monthly COB last 2 COTR
_business day of {electronic) copies | Contracting Officer
the month

7.4 Deliverable Number 4: Meeting Minutes Repository

The Contractor shall maintain a repository on ICE OCIO GFE at OCIO headquarters that
contains the following: agenda, meeting minutes, master list of action items. Each month the
Contractor will summarize new actions and open actions. This summary will include a listing of
action items that are late.

Monthly COB las_t business day of the month 2 (electronic) | COTR
| ' Copies Contracting
Officer

) 7.5. Deliverable Number 5: Quality Assurance of Contract Deliverables

The Quality Assurance Plan (QAP) will define how the Contractor will ensure the continued
delivery of high quality work products to the Government. The plan will include the
mechanisms used to ensure that content, timeliness and technical editing (using the ICE style
guide) are carried out to ensure high quality deliverables. The Contractor shall adhere to the
QAP delivered to the Government at the time of proposal submission.

7.6 Work Break Down Structures

Work break down structures will be supplied for all tasks within 5 business days of tasks being
assigned. '

Work Break Down Structures

Within 5 business days of the task being -
assigned,

7.7 Compliance and Oversight Deliverables
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' The Contractor shall develop, provide, update, store and distribute the following deliverables as
requested by the COTR:

-

| pih i T e e e Gl o
5422 FY09 ICE FISMA November 1, 2008 or 30 days after the DHS COTR

Performance Plan FY09 FISMA Performance Plan has been
' delivered, or as negotiated with the COTR

5.4.2.2 FISMA Inventory As agreed upon, no later than end of Q1, FY09 | COTR
Management Process and
Procedures

5.4.2.2 Updates to FISMA Quarterly, on-going as needed _ COTR
Inventory process and '
procedures

5.4.2.2 ICE Risk ' As Agreed upon, no later than end of Q1, COTR
Management System (RMS) | FY09
Procedures

5.4.2.2Updates to RMS Quarterly, on-going as needed : COTR
Procedures '

5.4.2.2 ICE Trusted Agent As agreed upon, no later than end of Q1, FY09 | COTR
| (TA) FISMA Procedures : ‘

1 5.4.2.2 Updates to TA Quarterly, on-going as needed COTR
FISMA Procedures o
5.4.2.2 Regional C&A End of Q1, FY09 COTR
Implementation Plan o
5.4.2.2 Update to Regional Quarterly COTR
C&A Implementation Plan ‘
5.4.2.2 1A CPIC Process and | In conjunction with OCIO CPIC Team, As COTR
Procedures : - | agreed upon _ '
5.4.2.2 FISMA Reports Weekly _ 7 COTR
5.4.2.2 FISMA Executive Bi-Weekly : COTR
Level Reports ' o :
5.4.2.2 ISSO Program As Required ' : COTR
Deliverables _
5.4.2.2 ISSO Certification = | As required . COTR
Program Deliverables _
5.4.2.2 Regional ISSM As required _ | COTR

—Procurement Sensifive - See FAR 3.104 _ _ : 21



rpsteven
Line


Program Deliverables
5.4.2.2 GSS C&A Package If needed, as agreed upon COTR
for Contractor location
5.5.1.2 ISA for Contractor If needed, as agreed upon COTR
location’s connection to '
OneNet _
5.5.1.4.2 Ancillary 3 business days on as needed basis COTR
-Documents _
5.5.1.4.3 Tracking and On going COTR
Reporting :
5.5.1.5.1 Capture and 5 business days for business process capture. | COTR
Refinement of IAD Business | 10 business days for business process re-
Processes engineering. 7
5.5.1.5.2 Customer Support | 3 business days for packages where process COTR
Packages * | captured. If not add time for 5.5.1.5.1

15422 PrOJect and Act1v1ty Weekly COTR
Reporting
5.5.1.7.2 Presentation 3 business days COTR
Support '

| 5.5.1.7.3 Presentation On going COTR
Repository : '

7.8 Deliverable Number 6: Information Assurance Governance Deliverables

-The Contractor shall develop, prov1de update, store and distribute the following deliverables as

~ requested by the COTR:

5.52.2 Po icy Review 5 busihess days. | ICE COTR «
5.5.2.2 Draft Policy and Project plan will be delivered within 5 business | COTR (only
Procedures days for policies, handbooks. 5 business days | policies and

' for position papers and broadcast messages. handbooks)
5.5.2.2 Policy Maintenance On going COTR
5.5.1.2.1 New ISA Project plan will be delivered within 5 business | COTR
Generation days. ‘
5.5.1.2.2 Risk Analysis and | According the agreed upon project plan. COTR
Compensating Control ' -

22
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| Recommendations

On going

5.5.1.2.3 ISA Tracking COTR
5.5.1.2.4 Maintenance of On going COTR
Historical ISA Information
5.5.1.2.5 ISA Database On going COTR
Maintenance :
5.5.1.3.1 New Technology 5 business days COTR
Reports ‘ '
5.5.1.3.2 New Business 5 business days COTR
Processes Reports
5.5.1.3.3 Undercover 5 business days COTR
Investigation Support Reports
5.5.1.4.1 Waiver/Exception 3 business days COTR.
Request Evaluation
5.5.1.4.2 Ancillary 3 business days on as needed basis -COTR
Documents '
5.5.1.4.3 Tracking and On going COTR
Reporting ‘
5.5.1.5.1 Capture and 5 business days for business process capture, COTR
Refinement of IAD Business | 10 businéss days for business process re-
Processes engineering.
[5.5.1.5.2 Customer Support 3 business days for packages where process COTR
Packages captured. If not add time for 5.5.1.5.1
5.5.1.6.1 Operate and On going COTR
.| Maintain JAD Website -
5.5.1.6.2 Verify Website Weekly unless exigent circumstances require COTR
Functionality more frequent checks.
5.5.1.6.3 Develop Website | On going ' COTR
Content -
5.5.1.6.4 Threaded On going COTR
Discussion Support
5.5.1.6.5 Coordinate Web On going COTR
Posting Guidance
| 5.5.1.7.1 Project and Activity | Weekly COTR
Reporting
5.5.1.7.2 Presentation 3 business days COTR
Support '
5.5.1.7.3 Presentation On going COTR
Repository
—Procurement-Sensitive—See FAR 3104— 23
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7.9 Deliverable Number 7: Ad Hoc Reports

The Contractor shall develop, provide, update store, and distribute ad-hoe reports as requested
by the COTR. Examples include:
e Strategic, tactical, and business plans
Risk Management Plan
Budget planning and supporting materials
Performance metrics and balanced scorecard
Studies and analysis reports
ICE IA policies, DHS security manuals, and other policy documentation reviews
0IG, GAOQ, and other audit related reviews :
Security Assessment Reports (SARs)
Plan of Action and Milestone (POA&M) Reports
Certification Official Letters
DAA Letters
Risk Assessments .
Security Plans
Security Test and Evaluation (ST&E) Test Plans and Results Report
Contingency Plans
Interconnection Security Agreements (ISA)
DAA awareness materials, course synopsis, and outline
- ISSO Entry level training mapped to DHS ISSO Guide Analysis
ICE course outlines, support materials, and plans for DHS security conference
Quarterly ICE IA articles for OCIO publications
NSS Program Management Plan and C&A. documentation
MA and GSS C&A documentation
ICE Capital Investment Plan (CIP)

As needed As needed | 2 (electronc) copies COTR

Contracting
Officer

7.10 Deliverable Number 8: Quarterly GFP Inventory Listing

The Contractor shall provide the COTR a quarterly inventory hstmg of all GFP. The listing shall
include but is not limited to identifying the task area, location and cost. _

7.11 Deliverable Number 9: Cumulative End-of-Year Quarterly GFP Inventory Listing
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The Contractor shall providc-thc COTR an end of option year inventory listing of all GFP. The
- listing shall include but is not limited to identify the task area, location, and cost

7.12  Deliverable Number 10: Cumulative Opticn Year ODC Listing

The Contractor shall provide the COTR a cumulative ODC listing of all the ODC for the Option
Year. This shail include but is not limited to the task area, work number, month, cost, and status.

7.13 Ad Hoc Deliverables

All other Contract deliverables shall be delivered in accordance with instructions specified at the
relevant sections of the SOW.

8.0 PROJECT PLAN AND SCHEDULE

The Contractor shall develop a Project Plan, outlining resources, activities, and milestones
necessary to accomplish work specified in the SOW, Technical activities in the schedule shall be
at a level of detail sufficient for the Contractor to manage the task. The Contractor shall develop
a revised Project Plan schedule whenever a modification to the contract occurs. The Contractor
shall provide the initial plan within thirty (30) days of award.

9.0 WORK PRODUCTS AND DELIVERY SCHEDULE

9.1  Work Product Number 1: Weekly Report

“The Contractor shall provide separate weekly status reports for each Subtask listed in this
Statement of Work to the COTR. The status report shall include accomplishments, status of
ongoing activities, management issues, recommendations for problem resolution, and upcoming
-activities. The status report shall identify any completed travel and projects and provide planned
travel, projected costs, and resources required for the next 30 days.

Weekly 3rd working 2 COTR | Weekly report shall include: individual
days after the | (Electronic) - project schedules with resolurce
end of the Copies - use/allocation, status of all ingoing activities,
weekly P Cont?act issues with recommendations, upcoming
reporting Specialist projects/activities. Additionally any major
period meetings should be noted. Project Quad
charts are also to be delivered weekly.
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9.2 Work Product Number 2: Meeting Facilitation

9.2.1 Agenda - Contractor shall generate draft agenda for all planned meetings with the
Government. The agenda should identify the location if known, date, subject, invitees,
and teleconference information.

9.2.2 Meeting Invitations - Contractor shall facilitate the communication of meetings in
support of SMOC functions.

9.2.3 Meeting Minutes - Contractor shall capture the following information in the meeting
minutes: location, date, subject, attendees, decisions, areas of non-agreement, and action
items with the identity of individuals responsible for each action and the expected

closure.
9.2.4 Copy the relevant information into the meeting minutes repository.

10.0 PROGRESS REPORTS, STATUS REPORTS & PROGRAM REVIEWS

10.1  Progress Reports

The Conractor shall prepare a monthly progress report. Initial reports are due to the COTR 30
days after award and every 30 days thereafter until the last month of performance; the final
delivery will occur ten (10) days before the end of the final option period and will summarize
performance during the peried of performance and provide the status of any planned transition
-activity. The monthly report shall contain the following:

¢ Description of work planned
Description of work accomplished
Analysis of the difference between planned and accomphshed
Work planned for the following month
Open issues

10.2 Quarterly Status Report

The Contractor shall prepare a quarterly status report for the CO and the COTR. Generally,
these reports should include accomplishments, any deviations from planned activities, field
related issues, other issues, and planned activities for the next period. The reports are for the CO
and COTR, and may be delivered in hardcopy or via electronic (e-mail). Additionally, the CO
and/or the COTR may request impromptu meetings to discuss status or issues.

10.3 Program Reviews

The Contractor shall participate in quarterly Program Reviews with the COTR or designee to
review selected projects. The purpose of this meeting is to ensure the state of production
processing; and, that all application software efforts are coordinated, consistent, and not
- duplicative. Budgets, schedules and other program related issues shall also be addressed when

required. The program review is intended to be an informal executive summary of these events,
and should require only minimal presentation time.
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10.4 Project Plan and Schedule Deliverables

For all Project Plans and Schedules, the Contractor shall deliver one electronic copy of each
~deliverable. One copy should be delivered to the Director of the SOC/CSIRC Section and a

second copy to the Director of Information Assurance Governance, one (1) copy of the letter of

transmittal without attachments shall be delivered to the COTR and the contracting officer.

10.5 Cost/Schedule & Earned Value Management System (EVMS) Report.

The Contractor shall submit monthly reports to the COTR. The reports must be prepared in
sufficient detail to support OMB A-11 reporting requirements at Exhibits 53 and 300. The initial
report is due 45 calendar days after Contract award and shall cover the first 30 days of Contract
performance. Subsequent reports will be provided monthly and shall cover the 30-day period
that began at the conclusion of the last reported period.

DHS requires use of EVM on all development contracts with a total contract value over $20
million regardless of contract type if there is a significant amount of cost, schedule or
- performance risk associated with the development. In addition, EVM shall be used on all major
investments (Level 1, Level 2, and IT Level 3) as defined i in DHS Management Dlrectlve (MD)

1400.
10.6 Financial Reporting

- The Contractor shall submit monthly reports to the ICE’s COTR that must be prepared in
sufficient detail to support OMB A-11 reporting requirements at Exhibits 53 and 300.
The initial report is due forty-five calendar days after award and shall cover the first thirty days
* of performance. Subsequent reports will be provided monthly and shall cover the thirty-day
period that began at the conclusion of the last reported period. The Contractor shall provide the
required reports in accordance with the format provided by the COTR.

The Contractor shall 'prepare a monthly Excel workbook containing one sheet per task and a
- summary sheet. The Contractor shall provide the following information on each sheet:

Cost Ceiling, Proposal Burn rate, Proposal Cumulative, Funding Ceiling
Monthly Incurred, Cumulative Incurred
Monthly Outlook, Total Estimated Cost
Monthly Invoiced, Cumulative Invoiced

Monthly and summary data shall be provided for the above information. An imbedded chart shall
also be included on the sheet with a primary axis containing the monthly incurred and the
monthly outlook; and a secondary axis containing the remaining information.

10.7 Quality Assurance Reports
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The Contractor shall deliver Quality Assurance Reports as follows: one (1) CD copy and one (1)
paper copy to the TM, one (1) CD. copy to the COTR with a letter of transmittal; and a letter of
transmittal without attachment will be provided to the contracting officer.

11.0 PRODUCT ACCEPTANCE

Initial deliverables shall be considered draft vefsmns and will be reviewed and accepted or-
rejected by the government within 10 working days. The documents shall be con51dered final
upon recewmg government approval.

12.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION

The Contractor shall keep an inventory of Government-furnished equipment (GFE): laptop,
aircard, USB token device, thumb drives. This information shall be made available to the COTR
upon request. All information developed by the Contractor under this Task shall be the property
of the Federal Government and provided to ICE upon request and at the end. of the period of
performance. Only official Government work shall be performed on GFE.

13.0 PLACE OF PERFORMANCE

All Contractor personnel will work off-site. Limited government work space may be available
as needed by the contractors. *All computer work will be performed on GFE. Only official
government work shall be performed on GFE. The Contractor must identify and provide the
facilities, materials, and equipment and obtain the approval of the COTR.

The Contractor shall facilitate a C&A for their computer network and contract spaces (Also an
ISA if required)

140 HOURS OF OPERATION

The Contractor shall ensure that all supporting personnel are available during ICE core hours

~ (TBD). Normal operations must be carried on during an 8-hour period between the hours of 6:00
a.m. and 6:00 p.m., Monday through Friday. The Contractor shall provide support on an on-call
basis after normal working hours. The Contractor must plan and have the capability to provide
24x7, 365 days a year critical security support to mitigate the risk of a Day Zero attack with
‘minimal notice, not to exceed 2 hours.

150 PERIOD OF PERFORMANCE

This requirement will consist of a 2—month base period with one 9-month option period and two
one-year option periods. The base-year period will begin upon contract award.

Base Period Upon Award For 2 months
Option Period 1 | End of Base Period For 9 months
| Option Period 2 End of Option Period 1 For 12 months

Option Period 3 End of Option Period 2 | For 12 months
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16.0 TRAVEL AND OTHER DIRECT COSTS (ODC’S)

Travel outside the local metropohtan Washington, DC area may be expected during performance
of the resulting contract. Contractor personnel shall not be reimbursed for travel expenses for
 travel between their place of residence and their place of work. All travel required by the
Contractor shall be approved in advance by the COTR. The Contractor must provide two weeks .
advanced notice for any travel required and submit one copy of the travel authorization form
(Attachment 1). Travel and payment of per diem shall be in accordance with (IAW) JTR and
DHS guidance. ‘ '

The government does not foresee substantial requirements for recurring ODC expenditures for
travel, training, or equipment against this contract. The Contractor shall propose anticipated
ODCs with appropriate justification and explanation in its technical and cost proposals. Once
accepted, proposed ODCs will be considered part of the total estimated cost of performance.
Each travel, training, or equipment ODC expenditure shall be pre-approved by the COTR in
accordance with the following guidance:

Other Direct Costs (ODCs) must be approved in advance by the COTR. The Contractor shall
submit the ODC approval form (Attachment 2) to the COTR two weeks in advance of any
ODCs.

- 17.0 AC.CESSIB_ILITY REQUIREMENTS

-Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998
(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic
and information technology, they must ensure that it is accessible to people with disabilities.
Federal employees and members of the public who have disabilities must have equal access to
and use’ of information and data that is comparable to that enjoyed by non-disabled Federal
employees and members of the public.

‘All EIT deliverables within this work statement shall comply with the applicable technical and
functional performance criteria of Section 508 unless exempt. Speczﬁcally, the following
applicable standards have been identified:

36 CFR 1194.21 — Soﬂware Applications and Operating Systems, applies to all EIT software
applications and operating systems procured or developed under this work statement including
but not limited to Government Off The Shelf (GOTS) and Commercial Off The Shelf (COTS)
software. In addition, this standard is to be applied to Web-based applications when needed to
fulfill the functional performance criteria. This standard also applies to some Web based
applications as described within 36 CEFR 1194,22.

36 CI'R 1194.22 — Web-based Intranet and Internet Information and Applications, applies to all
Web-based deliverables, including documentation and reports procured or developed under this
work statement. When any Web application uses a dynamic (non-static) interface, embeds
~ custom user control(s), embeds video or multimedia, uses proprietary or technical approaches
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such as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) then “1194.21
Software” standards also apply to fulfill functional petformance criteria.

36 CFR 1194.23 — Telecommunications Products, applies to all telecommunications products
including end-user interfaces such as telephones and non end-user interfaces such as switches,
circuits, etc. that are procured, developed or used by the Federal Government.

36 CFR 1194.24 — Video and Multimedia Products, applies to all video and multimedia products
that are procured or developed under this work statement. Any video or multimedia presentation
shall also comply with the software standards (1194.21) when the presentation is through the use
of a Web or Software application interface having user controls available. This standard applies
to any training videos provided under this work statement. '

36 CFR 1194.31 — Functional Performance Criteria, applies to all EIT deliverables regardless of
delivery method. All EIT deliverable shall use technical standards, regardless of technology, to
fulfill the functional performance criteria. ' _

36 CFR 1194.41 — Information Documentation and Support, applies to all documents, reports, as
well as help and support services. To ensure that documents and reports fulfill the required
“1194.31 Functional Performance Criteria”, they shall comply with the technical standard
associated with Web-based Intranet and Internet Information and Applications. In addition, any -
help or support provided in this work statement that offer telephone support, such as, but not
limited to, a help desk shall have the ability to transmit and receive messages using TTY,

Exceptions for this work statement have been determined by DHS and only the exceptions
described herein may be applied. Any request for additional exceptions shall be sent to the
COTR and determination will be made in accordance with DHS MD 4010.2. DHS has identified
the following exceptions that may apply: '

36 CFR 1194.2(b) — (COTS/GOTS products), When procuring a product, each agency shall
procure products which comply with the provisions in this part when such products are available
in the commercial marketplace or when such products are developed.in response to a
Government solicitation. Agencies cannot claim a product as a whole is not commercially
available because no product in the marketplace meets all the standards. If products are
commercially available that meet some but not all of the standards, the agency must procure the
product that best meets the standards. -

When applying this standard, all procurements of EIT shall have documentation of market
research that identify a list of products or services that first meet the agency business needs, and
from that list of products or services, an analysis that the selected product met more of the
- accessibility requirements than the non-selected products as required by FAR 39.2. Any selection
of a product or service that meets less accessibility standards due to a significant difficulty or
- expense shall only be permitted under an undue burden claim and requires approval from the
- DHS Office' on Accessible Systems and Technology (OAST) in accordance with DHS MD
4010.2. o .
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- The Contractor shall perform and complete miscellancous tasks, projects, or activities identified
and assigned by the COTR or designee that are not specifically addressed by the above
descriptions and line items but are associated with the Task Area functions duties and
responsibilities.

36 CFR 1194.3(b) - Incidental to Contract, all EIT that is exclusively owned and used by the
Contractor to fulfill this work statement does not require compliance with Section 508. This
exception does not apply to any EIT deliverable, service or item that will be used by any Federal
employee(s) or member(s) of the public. This exception only applies to those Contractors
assigned to fulfill the obligations of this work statement and for the purposes of this requirement,
are not considered members of the public.

18.0 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS (Aug 2008)

Note: This contract has the requirement for “sensitive/unclassified” and “classified”
personnel security clearances: follow instructions in paragraph 18.1 for obtaining a
“sensitive/unclassified “clearance, if a “classified” clearance is needed follow instructions in
paragraph 18.2 below. There is a requirement that a limited number of contract support
individuals must be cleared up to Top Secret with SCI caveats. The remaining contract
staff must 2ll have a trust level of 6C.

18.1 SECURITY REQUIREMENTS FOR SENSITIVE/UNCLASSIFIED CLEARANCES

- The Department of Homeland Security (DHS) has determined that performance of the most tasks

as described in this Task Order that requires that the Contractor, subcontractor(s), vendor(s), etc.
(herein known as Contractor) have access to sensitive DHS information, and that the Contractor
will adhere to the following. '

DHS shall have and exercise full control over granting, denying, withholding or terminating
unescorted government facility and/or sensitive Government information access for Contractor
employees, based upon the resulis of a background investigation. DHS may, as it deems
appropriate, authorize and make a favorable entry on duty (EOD) decision based on preliminary
security checks. The favorable EOD decision would allow the employees to commence work
temporarily prior to the completion of the full investigation. The granting of a favorable EOD
decision shall not be considered as assurance that a full employment suitability authorization will
follow as a result thereof. The granting of a favorable EOD decision or a full employment
suitability determination shall in no way prevent, preclude, or bar the withdrawal or termination
- of any such access by DHS, at any time during the term of the contract. No employee of the
Contractor shall be allowed to EOD and/or access sensitive information or systems without a
favorable EOD decision or suitability determination by the Office of Professional Responsibility,
Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed
unescorted access to a Government facility without a favorable EOD decision or suitability
determination by the OPR-PSU. Contract employees assigned to the contract not needing access
to sensitive DHS information or recurring access to DHS ’ fac111t1es will not be subject to
security suitability screening.
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