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1. INTRODUCTION

1.1  Organization: ICE Office of Asset Management/Records Branch

U.S. Department of Homeland Security
Immigration and Customs Enforcement
Office of Asset Management

Records Branch

1.2 Background

This statement of work addresses the standing up of a records management operation to
support the Immigration and Customs Enforcement Agency (ICE). ICE is a component
of the Department of Homeland Security (DHS), which is responsible for protecting the
nation against threats to the American homeland, and its principle missions are
preventing terrorist attacks within the United States, reducing the country’s vulnerability
to terrorism, and minimizing damage from potential attacks and natural disasters.

The creation of DHS consolidated more than 170,000 employees and 22 agencies or
components into major Directorates. ICE resulted as a consolidation of legacy agencies
into 4 major operational programs that will be supported by the records program; Office
of Investigations, Detention and Removal, Office of Intelligence, and Federal Protective
Service. In standing up a records program, ICE faces several immediate challenges to its
records and information management program as a result of reorganization, as well as
several mission-critical initiatives that require the direct support of the program which
include:

o Establishing a records management plan that will integrate the information
management activities of ICE’s operational programs and support services into
a coherent whole. The success of ICE in carrying out its mission is critically
dependent on its ability to coordinate its information across these program
areas, DHS, and the law enforcement community.

e Coordination with National Archives and Records Administration
(NARA) for records management policies, regulatory compliance, automated
systems, and records sharing programs. Participate in Records management
working groups within ICE and other federal agencies where appropriate.

o Development of a law enforcement records policy, in coordination with the Law
Enforcement Service Center (LESC), and presence to respond to request via
prompt and efficient turnaround of complete information vital to the
enforcement of law.

e Development of a public presence to respond to requests via a web site with the
capability to track and respond with a prompt and efficient turnaround of



information with the implementation of e-government and Government
Paperwork Elimination Act (GPEA) initiatives within the confines of the
Freedom of Information and Privacy Acts.

o Develop the ability to audit information related to compliance, such as those
covering the creation of and access to information and records; the protection
and security of information; the management of information and efficiency in its
creation, collection, dissemination, use, maintenance and disposal of recorded
information of enduring interest.

e Comply with the requirements contained in the Department of Homeland
Security Acquisition Manual (HSAM), 0550.1 Records Management
Handbook.

2.0 SCOPE

The descriptions of the tasks/services that the Contractor shall be required to provide
during the resulting contract are provided in this section.

2.1 Task 1 — Strategic Plan

Prepare a records management strategic plan for ICE. The contractor will develop a
records management strategic plan that will identify all the necessary steps for
implementation and integration of a regulatory compliant and user-friendly records
management plan. The contractor will conduct an analysis of the existing records
management and identify all areas of weakness and an implementation schedule. The
resulting schedule should be presented in Microsoft Project and will be used to identify
the critical path for implementation.

The analysis will include but not be limited to:

An ICE-wide inventory of records

An ICE-wide inventory of information systems;

An ICE-wide inventory of forms, forms software, and forms procedures;
A report of the inventories and how they relate to ICE’s mission;

An ICE-wide review of existing records schedules and retention schedules;
Coordination with other DHS entities and NARA

The critical path will provide a schedule, identify shortfalls, and identify resources. The
contractor will identify the critical path by reviewing operation manuals, existing records
practices, interviewing government and contracted staff, implementing standard records
management approach set against a validated records model within legal (NARA) and
operational record keeping requirements. Also included, a plan for integrating existing
records and information management personnel and systems, as well as existing
operation programs into an agency-wide knowledge management program
implementation.



The strategic plan will identify the required end result (where the Agency needs to be),
and the current condition (where the Agency is now). It will also contain
recommendations for resolving identified deficiencies, to include the technological and
process issues that must be addressed to upgrade records management across ICE.

The strategic plan will develop approaches for standing up an ICE Records and
Information Program, identified above with phased approaches, timelines, and resource
requirements identified.

Task Activities

1. Kick-Off Meeting: A kick-off meeting will be held between the Contractor and
ICE personnel to review the work plan, introduce key participants and explain
roles, review communication process, and align understandings of the project
requirements, objectives, and deliverables.

2. Requirements Analysis: The Contractor will perform requirements analysis on
the existing records management policy and procedures. The Contractor will
include relevant laws and regulations pertaining to Federal records requirements.
The Contractor will have thorough knowledge of laws and regulations pertaining
to National Archives and Records Administration (NARA) federal records
requirements, so efforts will focus on the review of the information on the
existing records programs, as well as identification and review of records
requirements that may be specific to the mission and responsibilities of the
Agency.

3. Development of the Records Management Plan or Baseline: Concurrent with the
requirements analysis, the Contractor will develop a critical path for
implementation, which will include legal and performance-based records
managements requirements and standards. The critical path will be developed
and presented to the COTR and other personnel in an iterative process. As
requirements are changed, the critical path will change and the contractor must
work closely with the Government to ensure adherence to the overall schedule.

4. Records Management Plan Implementation

The Contractor will implement the records management plan developed and
refined through the requirements gathering process. The contractor will identify a
common program and develop, deliver, and distribute the materials necessary to

implement the strategies and recommendations established by the critical path.
The contractor will provide:

e An overall ICE Records Management Plan;

o Operational Materials including presentation, SOP, and consolidated
regulatory information;



Reports on records surveyed for each ICE Operational Program;
New/Updated records dispositions schedules;

Reports on compliance with existing records dispositions schedules;
Reports on vital records management and disaster recovery plans;
Emergency assistance plans and customer support for records program as
needed;

e A Records Mapping Methodology for which ICE programs and

administrative records are placed, and based on life cycle requirements of
records, defines;

o Categorization of records within ICE;
o Appraisal of valuation of each category of record,;

o Retention and disposition requirements for each category of
records;

o Records security and protection requirements;
o Filing requirements for records; and
o Appropriate record object types and media.

5. Information Technology (IT) Infrastructure: The Contractor will identify the
Current Condition, first by reviewing the existing IT infrastructure information
provided by ICE to establish a technology baseline. The Contractor will also
review any enterprise systems DHS may be initiating to capture records
information data. Following this review, interviews with knowledge personnel
will be scheduled. During these interviews, the Contractor will review existing
records policies, programs, and practices to determine the current state of records
and information programs within the Agency.

Timeframe
The task will be completed within a 16-week period.

2.2  Task 2 - Agency-wide Initiatives

This task is to address various supportive functions the Contractor will provide to ICE in
order to respond to the public, Agency business process reengineering, new and emerging
technologic application, and federal and legal requirements. The Contractor will:

e Provide support of information management programs to comply with Privacy
Act, E-government, Paperwork Reduction Act, and Government Elimination Act
processes and initiatives;

e Provide expert advise during integration of the DHS records management
information system and impact on Agency;

e Provide liaison functions to internal ICE programs and DHS Departmental
records program liaisons, as well as, external law enforcement counterparts;



e Provide support in business process development/reengineering to establish an
Agency information management function and processes;

e Provide support in establishing the ICE information program, including review of
Federal Government guidelines for setting up and maintaining Records programs;
Assist in designing ICE electronic forms for ICE usage;

e Assist with design and implementation of web-based information management
databases;

e Assist with design of a ICE Records homepage for dissemination of records
policies and information;

e Provide support of initiatives involving knowledge management, electronic
records and document management systems, data quality management, and other
records and information management infrastructure; and

¢ Provide support of emergent programs in response to new or changing records

and information requirements, such as those in OMB and NARA bulletins, and
Guidance. '

Task Activities

e Review existing Agency initiatives for viability within the new records
organization and consolidation of duplicative effort;

e Participate in a variety of working groups and meetings related to information
management issues;

e Prepare draft impact papers, strategy and management guidelines, and reports on
critical issues in a variety of information management and other areas;

e Provide recommendations and technical guidance in support of the development
and implementation of a new agency-wide/and or department-wide information
system initiative;

¢ Develop and review project plans (in MS Project), requirements specification, and
plans for such systems; and

s Provide expertise in electronic recordkeeping requirements and recommending
agency-wide solutions to a variety of e-record keeping issues.

Timeframe

This Task is anticipated to commence immediately upon contract award to address
immediate needs, although following completion of Task 1, the findings and
recommendations of the Strategic Plan may drive additional alternative activities.

2.3  Task 3 — Policy, and Regulations

This task is to support the development of the Immigration and Customs Enforcement
(ICE) records management directive policy and amendment/coordination with relevant
operational components, as necessary.

Task Activities



Establish/consolidate policy documents and manual (ICE Records Handbook)
defining records procedures for ICE programs. Update existing regulations as

necessary by including records management life cycle management concepts
including:

O 0O0OO0O0O0OO0

Document Definition Policy;

Capture and storage requirements;

ICE Records protection and security requirements;

Records retrieval and dissemination needs;

Development of retention, migration, and disposition schedules;
Regulatory compliance and audit procedures;

Electronic records management procedures.

Re-engineer existing process and develop/revise the policy framework to
improve the existing records and information management program;

Review existing form utilization and determine possible consolidation through
ICE publications.

24 Task 4 — Training and Outreach

The objective of this task is for the Contractor to provide and prepare training materials
and course content for use in a formal class training, presentation-style training or
orientations, and individual self-instruction or distant learning instruction of records and
information management.

Task Activities

1.

Develop Training Materials: The Contractor will prepare training materials for
review by the COTR. Training materials may be required in traditional,
computer, or web-based media. The Contractor will ensure training materials and
course content will:

Be appropriate for the target audiences;

Impart a clear understanding of life cycle records management as
identified by the Records Management Strategic Plan;

Clearly articulate the goals and objectives of the ICE records management
plan;

Working with the Virtual University, develop and post an ICE records
management course designed for all employees of the Agency.

2. Develop ICE Records website: The contractor will develop and present website

design to the COTR for review.



3.

DHS Records Sharing Initiatives: Develop materials for and participate in the
planning process for a project that shears records across DHS organizations.

2.5 Task 5- Records Retirement, Storage, and Transfer

This task is to coordinate with NARA to retire and track records and their disposition,
including the following:

Review of Service Level Agreement with Citizenship and Immigration Services
storage and maintenance of Alien Files (A-files);

Physical removal from the retiring office to the Federal Records Center (FRC);
Identification, recall and retrieval for research (by folder/box) then return to the
FRC;

Identification of records for systematic declassification review and transfer to
NARA. .

Task Activities

e Create a (or access an existing NARA) database system for tracking
retired records for ICE; and

e Review and make recommendation to existing ICE storage and
identification procedures.

2.6 Task 6- Forms Management and Directive Management

This task is to provide structure for information being collected and maintained through
the use of authorized ICE forms, and will prepare Directives providing the guidance and
policy necessary for creation and distribution of ICE forms. Activities will include:

Review and report on the current Service Level Agreement with Customs and
Border Protection;

Form design and creation of ICE forms;
Design and implementation of a centralized forms management database:
Development of a centralized forms management database;

Update of ICE forms policy or attachments to supplement existing forms
management policy and guidance.

Timeframe
This task will be ongoing throughout the life of the contract.



3.0 GOYERNMENT FURNISHED PROPERTY AND POST CONTRACT
COMPLETION REQUIRMENTS

The Government will provide contractor personnel with adequate workspace, equipment
and supplies to perform their assigned tasks. The workspace will be provided at Office of
Asset Management (OAM) headquarters and field offices. A meeting room will be
provided for the contractor to conduct interviews, meetings, and other processing
activities. Any equipment furnished by the Government to the contractor to perform work
under this contract will be returned to the Government at the end of the contract. Any
development of methods to obtain and platforms to maintain information shall remain the
sole property of the Government. Should the contractor choose to provide any internally
developed material or commercial off the shelf product (COTS), the COTR must approve
that provision/use. These materials, if provided/used will become the property of the
government at no additional cost (direct or indirect cost). The recipient of the contract
will sign a non-disclosure and confidentiality agreement as well all persons assigned to
perform work on the contract. Upon completion of the contract, the contractor will make
no public or private written or oral statements concerning the nature and outcome of the
project without prior written approval from the COTR of the project.

4.0 PLACE OF PERFORMANCE

Performance of this effort shall be in the Washington DC metro area and at selected ICE
sites in the continental United States (CONUS) on an as needed basis. The contract shall
include a separate line item for travel. This amount of funding will be a not-to-exceed
(NTE) amount.

5.0 POINTS OF CONTACT
Contracting Officer’s Technical Representative (COTR)

Mr. Lee Shirkey
Management Analyst
425 1 Street, NW
Washington. DC 20536
Telephone: b2Low

Contracting Officer

Ms. Elizabeth Heitz

425 I Street NW, Room 2208
Washington, DC 20536
Telephone: b2Low



6.0 PERIOD OF PERFORMANCE

The period of performance for work under this contract is anticipated to be for a base
effort and three optional periods.

7.0 DELIVERABLES

e Bi-weekly status report to be delivered on the 1*' and 3" Monday of each month
beginning 30 days after award.

¢ Records Management Strategic Plan delivered 90 days after award.

¢ Records Management Plan Critical Path delivered 120 days after award.

¢ Records Management Definition Policy Document, including:

(o]

o O O

O

ICE Records Retention, Migration, and Disposition Schedules delivered
90 days after award.

ICE Records protection and security requirements performed continuously
ICE Records retrieval and dissemination needs performed continuously
Electronic Records management procedures performed continuously

Regulatory compliance and audit procedures performed continuously

e Training Materials provided 180 days after award.

e Records Management Homepage

o

(e

Continual Web-Site design and update of Records Management
Homepage provided 90 days after award

Comprehensive Communication Plan and Quality Assurance provided 120
days after award

¢ ICE forms management policy

o Centralized forms management database provided 120 days after award
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CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED
HSCEOP-06~C~00067/P00006

NAME OF OFFEROR OR CONTRACTOR
LOG IN SYSTEMS INC.

TEMNO.
(A)

SUPPLIES/SERVICES
(B)

a uNIT
(©) Ko}

UNIT PRICE
(E)

0006

0007

$468,289.60 from $1,525,742.60 to $1,994,032.20.

All other terms and conditions'remgin unchanged.

FOB: Destination
Period of Performance: 09/29/2008 to 03/28/2009

The contractor shall perform all task as stated
in the attached Statement of Work (SOW). The
period of performance for CLIN 0006: 09/29/2008
through 03,28/2009. )

Records Analyst

$ b4
Forms Manager

§ b4
Records Administrator
$ b4
Records Manager

§ ba
Sr. Records Mananger
§ b4
Project Director

§ b4
Information Analyst
[3

1 b4

Travel (NTE) $10,000
TOTAL: $425,934.40

Associated Requisition:
FAC-8M-0075

Obligated Amount: $425,934.40
Product/Service Code: R499

Product/Service Description: OTHER PROFESSIONAL
SERVICES ’ - .

-|The contractor shall perform all task as stated

in the attached Statement of Work (SOW). The

‘| period of performance for CLIN 0007: .09/29/2008

through 11/21/2008.

Records Analyst (3)
b4

Continued ...

425,934.40

b4

NS 7540-01-452-8067

OPTIONRAL FORM 339 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110
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REFERENCE NO. OF DOCUMENT BEING CONTINUED . PAGE

CONTINUATION SHEET| < - 5p_06-C-00067/P00006 3

—

NAME OF OFFERGR OR CONTRACTOR
LOG IN SYSTEMS INC

TEMNO. SUPPLIES/SERVICES O\ING‘I'II'YIINIT UNIT PRICE AAOUNT
] (©

(R) : (B) (D) (E) (F)
Associated Requisition: HQRELO-08-0009 ’
Obligated Amount: ¢ b4
Product/Service Code: R499

Product/Service Description: OTHER PROFESSIONAL
SERVICES

--INVOICE INSTRdCTIONS:

Invoices shall be submitted via one of the
'.following three methods:

a. By mail:

DHS, ICE

Burlington Finané¢e Center
P.O. Box 1620

Williston, VT 05495-1620
Attn: ICE/CFO/OAM invoice

b. By facsimile (fax): (include a cover
sheet with point of contact & # of pages)
802-288-7658

c. By e-mail:
Invoice.Consolidation@dhs.gov -

NGN 7640-01-152-3087 OPTIONAL FORM 336 (¢-26)
G8A

Sponsored by
FAR ({4 CFR) S3.119
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Activity Sytvboks
ATTACHMENT A
REQUISITION NUMBER:  HQREL0-08.0003
PROJECT TASK FUND PROGRAM ORGAN 1ZATION OBIECT UDF AMOUNT
b2Low b4
APFROPRIATION SYMBOL CROSSWALK:
D | By TAS me ; AMOUNT
BA | 2008 7080540 Salaries and Expenses, trrigration and Qustorrs ! b4
Enforcomont, Border and Transportation Securily,
Dopartment of Hometand Securlly

Ualind Slates Department Of Homeland Security
tmmigration And Customs Enforcoment
FORIM G-514 (REV. 8.1-5
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Form G-514
REQUISITION - MATERIALS-SUPPLIES-EQUIPMENT
Activity Symbols
ATTACHMENT A
REQUISITION NUMBER:  FAC-8M-0075
PROJECT TASK FUND PROGRAM ORGANIZATION OBIJECT
b2Low
APPROPRIATION SYMBOL CROSSWAILK:
(oo |ev | ms [ . mme
BA 2008 | 7080540 Salaries and Expensos, immigration and Customs
i Enfarcement, Border and Transportation Security,

Departmenl ,°! flomeland Securily 7

Unitod States Departmont Of Homeland Security
immigration And Customs Enforcoment
FORM G-514 [(REV. 8-1-5

UDF AMOUNT
b4
I _amount |
! ba !
i
s _J

HStEoP-6 -O0006 ]



b4

b4
468,289.60
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AMENDMENY OF SOLICITATION/MODIFICATION OF CONTRACT

Z ANENDMENTIMOOFICATION NO-. 3. EFFECTIVE OATE
P0000S _|see Block 16¢ HORELO-08-0008
e.iss_ymﬁ COOE | 1R /MS/CFO 7. ADMINISTERED BY {If oéhar thav ftom 8) COOE lICB/HS/CFo
ICE/Misgion Supt/Chief Financl Ofc ICE/Mission Supt/Chief Financl Ofc
Immigration and Customs Enforcement Immigration and Custems Enforcement
Office of Acquisition Management Office of Asset Management (OAM)
425 I Street RW, Suite 2208 425 1 Street NW, Suite 1122
Washington DC 20536 Attn: Miquel Cruz
Washington DC 20536
. NAME AND ADORESS OF CONTRACTOR (N0, stwel, county, F2a0v 0 2P Codel 0 [FA AMENTHENT OF SOUGIATION NO.
LOG IN SYSTEMS INC B
ATTN JACQUE BROWN |58 DATED (5€E ITEM 17)
45 E ALL SAINTS ST
FREDERICK MD 217015633 | A BOCIFICATION OF CONTRACTIORGER WO
HSCEOP-06-C-00067
[106; OATED (SEE TEM 11)
GO 9742923970000 [Frey eace 09/29/2006
1. TGS ER © 0 ANENGWENTS OF SOLIGITA

(1 The above rumbered sofickation i emendod a3 set forth In em 1. Tho how and dato speoificd for rocoipt of Cfors O extondsd, Ot not sdtendod
Offars st acknowiodge roceipt of this amondmont prior 10 the hous and date specified In o solicintion or &t amended, by ono of the following mothods: (s) By complating
Koms 8 and 15, and raloming copies of the amenament (b) By acknowledging reccipt of s smaendmant on each copy of tho offar submated: or (c) By
sopSrete lotlor or telogram which indudes a rfoNcs (W o soliciation and amondmant numbers. FATLURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT (N REJECTION OF YOUR OFFER. ¥ by
vistuo of this smandsant you dosire 1o chango on offer aloady submittad, such changa may be mado dy talegrem or letter, p cach lelegram or lotler makss reference
nmmwmmmbwmmmmmma»m

1zmmcmmmmmummfvmm Net Increase: 84,710.40

SEE_ATTACHMENT A $84,

13, THIS [TEMOKLY APPLIES TO MODIFICATION OF CONTRACTS/OROECRS. IT MODIFES THE CONTRACT/ORDER NO. AS PESCRISED M ITEM 14

OECKONE ] A THIS CHANGE ORDER IS ISSUED PURSUANT TO:
TS GuNcE ORDER IS MM THE CHANGES SET FORTH N [TEM 14 ARE MADE 1N THE CONTRACT

B THE ABOVE NUMBERED CONTRACT/CRDER IS TO REFLE ADMINISTRATIVE CHANI chenges in paying ofie,
appropdiation dato, eic) SET FORTH IN ITEM 14, PWUANT'I’OTNEMCEWOFFARC&1MJ GES fsuch aa

X FAR 52. 243-Changes ~ Fixed Price

£ IMPORTANT:  Conyuctor Dibrnot,  Eic requirod 10 sign this document and retum 1 __ copios to the kssuing office.
T4, CESCRIFTION OF ANENDMENTIMOOIFICATION (Organzod by UGE tacion hoodngs, nckaiing eofoRolonbontiadt Svhipdl matios whero ative)
DUNS Number: 074292397

The purpose of this modification is as follows:

1) Amend the SOW.

2) Add Contract Line Item CLIN 0005 in the amount of $84,710.40 for Records Management
Support Services in accordance with amended SOW.

3) As a result, the obligated amount has changed from $1,441,032.20 to $1,525,742.60 for a
net increase of $84,710.40.

Continued ...
Excopl a3 providad horoln, i iormss and condons of the document rofarencod In Bam A or 10A, &3 horetolors changed, remains unchangod and In full farce and affoct.
1SA, RAME AND TITLE CF SIGNER (Typo or prnif) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or prinl)

A1

Gwepdolyn E. Murphy

15(:‘ DATE ] STA AMERICA - /7 mmiﬁm
AL\ (N a /P
NSN 7540-01-162-2070 T 8T/ FORM 1083)

bod by
FAR (43 CFR) 53243
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REFERENCE NO. OF DOCUMENT BEING CONTINUED
CONTINUATION SHEET

HSCEOP-06-C-00067/P0000S

NAME OF OFFEROR OR CONTRACTOR
LOG IN SYSTEMS INC

ITEM NO.

(R}

SUPPLIES/SERVICES
(B)

au UNIT,
(C) |(D)

UNTT PRICE
(E)

0005

4) All other terms and conditions remain
unchanged,

TAS: 7080540
FOB: Destination

Period of Performance: 08/18/2008 to 09/28/2008
Additional Tasking for Records Managment

Period of Performance:
08/18/200/ through 09/28/2008
Obligated Amount: $84,710.40

==INVOICE INSTRUCTIONS:

Invoices shall be submitted via one of the
following three methods:

a. By mail:

DHS, ICE

Burlington Finance Center
P.0O. Box 1620 o
Williston, VT 05495-1620
Attn: ICE/CFO/OAM invoice

b. By facsimile (fax): (include a cover

sheet with point of contact s # of pages)
802-288-7658

C. By e-mail:
Invoice.Consolidation@dhs.gov

84,710.40

84,710.40

6953«49
FAR (48 CFR) 53110
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FormG-514

REQUISITION - MATERIALS-SUPPLIES-EQUIPMENT
Activity Symbok

© ATTACHMENTA
REQUISITION NUMBER:  HaReL0-08-0008
PROJECT TASK FUND PROGRAM ORGANIZATION OBJECT DR AMOUNT
b2Low b4
APPROPRIATION SYMBOL CROSSWALK:
Funp | fY TAS . TOLE AMO UNT
8A 2008 7080540 . |Sstaries and Expensss, Iwvigration and Customs 8471040
I . Erdorcemeat, Border and Transportation Secudly,
Departmont of Hometand Socurly _
Uskted Ststes Depariment Of Hameland Securlty
Immigration And Customs Enforcsment
FORM G514 IREV. 8-4-5 Fuge 3 of 3
HSe.enP-06-L-Com" /
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1.1  Organization: ICE Office of Asset Management/Records Branch

U.S. Department of Homeland Security
Immigration and Customs Enforcement
Office of Asset Management

Records Management Branch

12  Background

ICE is a component of the Department of Homeland Security (DHS), which is
responsible for protecting the nation against threats to the American homeland, and its
principle missions are preventing terrorist attacks within the United States, reducing the

country’s vulnerability to terrorism, and minimizing damage from potential attacks and
natural disasters.

The creation of DHS consolidated more than 170,000 employees and 22 agencies or
components into major Directorates. ICE resulted as a consolidation of legacy agencies
into four major operational programs; the Office of Investigations, Detention and
.Removal, Office of Intelligence, and Federal Protective Service. The ICE Office of Asset
Management is heading a facility relocation project and is in need of operational records
management expertise to ensure records are retained during a facility move. \

Several immediate challenges to the ICE records and information management program
will be met with this effort:

e Ensure the success of ICE in carrying out its mission by allowing ICE resources
to focus on mission essential requirements.
* Assist the records management branch with records management services to
support records management inventory needs, documentation requirements and
_disposition assistance. "
* Comply with the requirements contained in the Department of Homeland
Security Management Directive 0550.1, Records Management Handbook.

1.3  Statement of Objectives:

The Office of Asset Management, Records Management Branch’s objective in this task is
to assist program offices with the identification and preparation of records within specific
U.S. Immigration and Customs Enforcement Offices located at 425 I Street NW and
related Washington, DC area offices. This task should meet the following objectives:
1. Active records that are stored in general file storage locations shall be organized,
prepared, and boxed for a facility move. This may include temporary records that

have not reached their approved retention date or permanent records required for
business operations, .

ATTACHMENT B
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AMENDMENT OF SOLICITATIOHNMODIFICATION OF CONTRACT

1. CONTRACT 1D COOE PAGE OF PAGES

1| ?

2. AMENDNENTAMDOIRCATION NO I 2 EFFECTVE 0ATG

0008 0 6 7

4 REGUIFMON/PURCHASE REG. HO.
FAC-7:4-00851

5. PROUECT NO. (¥ s pscale)

€.1B8UED OY CODE 1cE /CFO

ICE/Misaion Supt/Chiaf Financ) Ofc
tmmigration and Customs Bnforcement
Office of Acquisition Management
425 1 Street N4, Suite 2208
Wwashington DC 20536

7. ADMINISTERED BY (7 ot en fiam @)

€00t |10 /M5/CRO

ICz/Mission Supt/Chief Financl Ofc
Inmigration and Customs Epforcement
Office of Acquisition Managament
425 1 Street NW, Suite 2208

Attn: Jo Ann Afelbil

Washington OC 20536

S ———————— ety —
8. NAME AND ADDALSS OF CONTRACTOR (V. wet, covaly, Etele 419 3P Cosl)

LOG IN SYSTEMS INC
ATTN JACQUE BROWN
45 B ALL SAINTS ST
FREDERLCK MD 217015633

04, ALIRKDMENT OF SOUCITATION NO,

CATED (SEE ITEM 11)

% GA MOBIFICATION OF CONTRACTIGRDER NG,
CEOP-06-C~00067

e
108, DATED (SE€ (TaN 11)

tooe 942923970000 [P oo0t

) 03/29/2006
" ONL.

D The sbove umbared solcReion i3 snanded me 801 1ofih i Hem (4. The Mour and dow 10etited he? oupi of Orery

Ousevndes Ois nnetwrd

oo.nmwmwummnwumwwmswmmhmmcume by onm of the Rolawing methode: (o} By eavpleting

frema 8 909 13, end redaning

cpeect e @18y 0ch

separul® latwr of RN whch b o val 1o the sadelebon and ¢ér

Audging receipl of $is emenamen an esch Copy ot e ofies svbmited. of (¢} By
numberg, FALURE OF YOUR ACKNOWAEDGEMENT TO DE RECENVED AT

THE PLACE DESIGNATED FOR THE RECEIPT OF CFFERG PRIOR TO THE MOUR AND DATE SPECIFIEQ MAY RESULY IN REJECTION OF YOUR OFFER Kby

Ty MGMAommmumm
a2 Att nt A

vitse of t&bcmmm»m-uw m‘q mmn. wmawkumwmmwum priwiiad soch WWegte o NN Noiee

Net Inczeaae t $69,997.00

13, TS TTEW OKLY APPLISS TO MODIRISATION OF CONTRACTEIOROERS. (¥ NODIFIES THE CONTRACTIONDER NO.AD DESCIOED M ITEM 16.

tM 10A.

g«oemsswea PURSUANT TC: {Bpeoty autnary) THE CHANGES SETFORTH M ITEM 14 ARG MADE 14 THE CONTRACT

. memmmm.w TR AT TR vocs et o vl ser .

AUTHORITY OF '

C. TH8 SUFFLEMENTAL AGRCEMENT 15 WO
D. GITER (S]GY tpe 01 POTTRCHGA Snd SWhOly]

X FAR 52.212-4 Contract Termy and Conditions--Commercial Items (a)

EIMPORTANT:  Covdracer lia net,

G0 1equred o elgniva doament andretem . 1 coples 8 the lyzuing ofics.

____————-—_—-—_—-———'—:
14. OESCRWTION OF AMENODMENTAAODIFICATION (Organted by UCF Decion A peciags, Mool solckziovyonnuct sudNct mairer whgrw foasle }

52-2122407
074292397

Tax ID Nurber:
DUNS Number:

The purpose of this modification is as follows:

1)} Amend che Statement of Work (SOW).

2) Add Contract Line Item (CLIN 0004) in the amount of §69,997.00 for Records Inventory and

bestruction,

3} This modification changes the obligated amount f£rom 5§1,371,035.20 by $69,997.00 to

$1,441,032.20.
Continved ...

uwmllmsmmmusmdﬂmahmMwm.ammn- mumomhmmwm

154 NAVIG AND TITLE OF JONCR (Tyow or ool
Pro NS Qormntians |ouendolyn &. Surphy
1 CTORKFFEROR 13C' OATE SiGNED | 1g 3

18A NAME AND TITLE OF CONTRACTING OFFICER {Typa o pint)

. % q '% 01
NEN 7540011 70 \
Pravous sowen weebie

STANDASYFORM 30 (REV. 108%)
Prestritwd Uy GEA
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REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE  OF
CONTINUATION SHEET| -2 0p-06-C-00067/P00004 2 7
~ NAME OF OFFERORORCONTRACTOR ~~ '~~~
LOG IN SYSTEMS INC
TEM NO. SUPPUIES/SERVICES QUANTITY]UNIT UNIT PRICE AMOUNT
(n) (B) (C) [p) (E} (F)
FOB: Destination
Period of Performance: 10/01/2007 to 04/01/2008
0004 Records Inventory and Destruction EA 69,997.00 69,997.00
Obligated Amount: $69,997.00
Invoicing Instructions: Send one original invoice
to the Program Point of Contact. The Program
Official must determine if goods/service have
been received and accepted before Dallas Finance
Center can process the invoice for payment.
To expedite payment, please include
HSCEQP-06-C-0067 on all invoices.
Program POC: Lee Shirkey,COTR b2Low
Contract Specialist: Jo Ann Afelbi) b2Low
All other terms and conditions remain the
unchanged.
NSN 7640-01-152-8007 OPTIONAL FORM 336 {4-86)

Sponsored by GSA
FAR {43 CFR) 63.110
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United States Department Of Homeland Secuﬂty
immigration And Customs Enforcement

FORM G-514 (REV. 8-1-5 Page 3 of



AMENDMENT
to the Statement of Work

1.1  Organization: ICE Office of Asset Management/Records Branch

U.S. Department of Homeland Security
Immigration and Customs Enforcement
Office of Asset Management

Records Branch

1.2  Background

ICE is a component of the Department of Homeland Security (DHS), which is
responsible for protecting the nation against threats to the American homeland, and its
principle missions are preventing terrorist attacks within the United States, reducing the
country’s vulnerability to terrorism, and minimizing damage from potential attacks and
natural disasters.

The creation of DHS consolidated more than 170,000 employees and 22 agencies or
components into major Directorates. ICE resulted as a consolidation of legacy agencies
into 4 major operational programs; the Office of Investigations, Detention and Removal,
Office of Intelligence, and Federal Protective Service. ICE has undertaken an initiative
to update all legacy agency records schedules into a comprehensive ICE records
schedule.

This Statement of Work (SOW) addresses the need to conduct physical records
inventories of all agency offices in support of the operational programs.

Several immediate challenges to the ICE records and information management program
will be met with this effort:

* Ensure the success of ICE in carrying out its mission by allowing ICE resources
to focus on mission essential requirements. '

* Assist the records management branch with records management services to
support physical inventories, documentation, disposition and storage
requirements.

e Comply with the requirements contained in the Department of Homeland
Security Management Directive 0550.1, Records Management Handbook.

1.3  Statement of Objectives:

ICE’s objective in this task is to conduct an initial triage of the physical inventory of
legacy files and records within ICE at the Chester Arthur Building at 425 I St. NW in
Washington, DC. Following this initial triage, the remaining inventory will be shipped to
a contractor site to perform the remaining tasks. The inventory will include a more
detailed records triage, a physical inventory of records, delivery of a records index and
preparation of disposition recommendations and appropriate forms. Upon approval by



the COTR, the contractor will conduct the appropriate disposition of the records
(destruction or transfer to an approved facility, Federal Records Center (FRC) for storage,
or archived at a National Archives and Records Administration (NARA). Following final
disposition, those files not identified for destruction or shipment to other localities will be
requested for transfer to other agency offices. Payment will be made in full by Free On
Board (FOB) Origin. Files will be shipped by DHL at the cost of the government.
Shipment will be acknowledged by a bill of lading.

TASK 1 - Management and Disposition of Records
Specific Requirement for this Task

Conduct a physical inventory and provide disposition recommendations of approximately
500 bankers boxes of records and related materials, 200 file drawers of undetermined
material, and approximately 800 Maps/building blueprints. The boxes contain temporary
records, permanent records, and non-record material that may be interfiled. The records
must be reviewed, sorted, boxed, inventoried, and provide disposition recommendations.

Sub-Task A - The contractor is required to perform a records triage to determine whether
the records are temporary or permanent, and under which disposition authority the
records can be retired. The contractor will be required to separate legacy INS, Customs,
and Federal Protective Service (FPS) records from DHS Agency Records based on the
establishment of DHS in 2003. All records created prior to 2003 will be managed
according to the legacy records schedules under which the records were created. Records
contained within the CAB building will fall under the legacy INS, Customs, FPS, or
General Records Schedule (GRS).

Sub-Task B - The contractor will conduct a full inventory of records identified below
under “Specific Requirements for this Task”. The contractor will perform a complete
physical inventory, and arrange the records according to recommended disposition type.
The physical inventory will arrange the records into three categories:

1 Permanent records
2 Temporary records
3 Non-record material

Note: Inventory Conditions - ICE Agency file rooms have become disorganized
over time resulting in ineffective, unmanaged records maintenance. Many
permanent and temporary records have been interfiled, boxed, palletized, and
remain without appropriate custodial responsibilities. ICE’s intention is to
perform a records triage which involves conducting a physical inventory to
determine what temporary and permanent records exist. In addition, all non-
record material must also be extracted for disposition.

Sub-Task C — The contractor will prepare disposition recommendations for approval by
the COTR. The disposition recommendations will follow the appropriate legacy records



schedule or general records schedule for the file. All appropriate paperwork will be
prepared according to NARA guidelines for the disposition of these records.

The disposition recommendations will determine whether the record should be:

e Destroyed under a legacy authority
¢ Transferred to an inactive storage facility
e Permanently preserved as a permanent record within NARA

Sub-Task D — Upon approval by the COTR, the contractor will carry out the disposition
of the records.

¢ Any archived record will be appropriately boxed, inventoried, and labeled for
disposition.

e Any record requiring retention at an inactive storage facility should be appropriately
boxed, inventoried, and labeled for disposition.

¢ Any record requiring destruction should be destroyed according to ICE document
destruction requirements.
Note: Any records requiring destruction must be inventoried prior to scheduled
disposition.

TASK 2 - STORAGE, AND RECORDS MOVEMENT AND MAINTENANCE

¢ Provide storage for inactive files appropriately boxed, inventoried, and labeled
for disposition as required in Task 1, Sub-Task D. Storage of files and related
materials shall comply with NARA guidelines for records storage.

e Provide records movement and maintenance of inventory to include:

o File retrieval of requested files

File shipment of requested files

File receipt of incoming files

File re-shelving

Proper adherence to DHS records management requirements, i.e. NFTS

updates

O O 0O

Deliverables

* Project Plan for completion of the task (Delivered in MS Project 5 days after
award)
Provide Weekly Status Reports for Task 1
Provide Monthly Status Report for Task 2
Provide Bi-Weekly status meetings and meeting minutes
Provide a complete electronic inventory of records identified under the
“Specific Requirements for this Task”. The inventory will contain the record
title, record date, record series, and disposition authority.

* Provide records disposition recommendations according to the Legacy
schedules.



<<Insert language here from Security Department>>
Points of Contact
Contracting Officer’s Technical Representative (COTR)

Mr. Lee Shirkey
Management Analyst
4251 Street, NW
Washington, DC 20536
Telephone: b2Low

Contracting Officer
TBD

PERIOD OF PERFORMANCE

The period of performance for work under this contract is anticipated to be six months

beginning upon notice of award.
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Washington DC 20536
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Orrica of Acquisition Management
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The contractor wasives the right to notification required by‘ para‘greph {a) af the Option to
Extend the Tef:ms of the Contract clause, FAR $2.217-9; and agrees to accept an extension of
the terms of the contract for an additional year from September 29, 2007 through Septemberx

28, 2006. As a roault of this change, the Contract amount is hexeby inoraased by
$850,000.00 from $521,035.20 to $1,371,03%.20.
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Aug 23 2007 1:20PM P® LASERJET FAX

AEFERENCE NO. OF DOCUMENT 8BNG CONTINGED

PAGE  OF
CONVINUATION GHEEY | <0 05-06-C-00067 /200003 2 |2
NAME OF CFFEROR CR CONTRACTOR
LOG IN SYSTENS INC
Iemno. SUPPLIEGISERVICES ou UNIT PRICE AOUNT
(A} (B) c) ;0 (E) (F)
All othar tarms and conditiona xemain unchanged.
FOB: Destingtion
Period of Performance: 09/25/2007 to 0%/28/2008
0003  |Records Managemeat Support Services 1|ea] 650,000.00| 630, 000.00
Execercising Option Period I
Obligated Amount: $850,000.00
NEN T50891.1534007 OPTIONAL FORM 934 (448)
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FAR 3 CPRI 83110
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REQUISITION NUMBER:  FAC-7M-0054
PROJECT TASK FUND PROGRAM ORGANIZATION OBIJECT UDF- AMOUNT
b2Low b4
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United States Department Of Homeland Security
Immigration And Customs Enforcement *
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ANMENDMENT OF BOLICITATIONMOBIFICATION OF CONTRACT 1+ CONTRACY (0 Cooe PAGE ©f PAGES

2. AMENDMENTAMODIFICATION HO. 3. EFFECTIVE OATE 4. REQUISTIONFURCHASE REQ. NO. 6. PROJECT HO. (f appiicaiie)
200002 07/24/2007 FAC-T-0050

4. 1SSUEo BY L .CWE ICE/MS/CFO 7.melaewmml! [ ] IETCE/”SICEO
ICE/Mission sSupt/Chief Finencl Ofc ICE/Mission Sugt/Chief Tinancl Ofc
* Imnigration and Customs Enforeomenc Inmigration and Custons Enforcement

Otfice of Acquisition Management Office of Acquisition Management

429 1 Street NW, Suita 2209 42% I Streat NW, Suite 2208

Wasbington OC 20836 Attn: ¥ia McFarland

Washinqton DC 20536
[SA. AMENCMENT OF SOLIOITATICH NO.

©. NAME AND ACDAE 35 OF GONTRACTOR /M., sreet, souvy, Siede ar 29 Codey

LOG IN SYSTEMS INC
45 E ALL SAINTS ST
FREDERICK MD 217015633

08. DATED (SEZ (TEN 71}

x |1OA HOOSICATION OF CONTRACTAIRDER KO.
HSCEQP-06-C-00067

106. DAVED (SEE1TEM 11)

COBE 0742923970000 |PacwaY cadé 09/25/2006
S 1 7T T A Ty 57 ST —
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12. ACCOUNTING AND APPROPRIATION DATA ¢/ matimd)

SEE ATTACHMENT A

12, THIS ITEM OILY APPLICS YO KODIFICATION OF CONTRAGTSIORDERS. 1t MODIFIES THE CONTRACTIORDER KO. A3 DEACNBED I ITEM 14,

ont ) . -
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X FAR §2.212-4, Contract Terms and Conditions--Commercial Items {e)
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MW
Tax ID Number: 52-2122407

DUNS Number: 074292397

Period of Parformance: 09/29/2006 ta 09/28/2007

The purpose of this modlification is as follous:

1) Incorporate olauses, 52.217-8, Option to Extend Services and 52.217-9, Option to Extend
the Term of the Contract, in full text under HSCEOP~06-C-00067.
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REFERENCE NO. OF DO. 4ENT BEING CONTINUED PAGE OF
CONTINUATION SHEET} . . 5p_06-C~00067/P00002 2 4
NAME OF OFFEROR OR CONTRACTOR
LOG IN SYSTEMS INC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(a) (8) © |o (E) (F)

$2.217-8 Option to Extend Services.

As prescribed in 17.208(f), insert a clause
substantially the same as the following:

Option to Extend Services (Nov 1999)

The Government may require continued performance
of any services within the limits and at the
rates specified in the contract. These rates may
be adjusted only as a result of revisions to
prevailing labor rates provided by the Secretary
of Labor. The option provision may be exercised
more than once, but the total extension of
performance hereunder shall not exceed 6 months.
The Contracting Officer may exercise the option
by written notice to the Contractor within 30

‘| days.

52.217-9 Option to Extend the Term of the
Contract.

As prescribed in 17.208(g), insert a clause
substantially the same as the following:

Option to Extend the Term of the Contract (Mar
2000)

(a) The Government may extend the term of this
contract by written notice to the Contractor
within 30 days; provided that the Government
gives the Contractor a preliminary written notice
of its intent to extend at least 30 days before
the contract expires. The preliminary notice does
not commit the Government to an extension.

{b) If the Government exercises this option, the
extended contract shall be considered to include
this option clause.

(c) The total duration of this contract,
including the exercise of any options under this
clause, shall not exceed 36 months.

All other terms and conditions remain unchanged
under this contract.

Questions regarding this modification contact:

Continued ...

NSM 7540-01-152-8067

FAR (43 CFR) 53.110



NUATION SHEET REFERENCE NO. OF 00.. _AENT BEING CONTINUED PAGE  OF
CONTI HSCEOP-06-C-00067/P00002 3 4
NAME OF OFFEROR OR CONTRACTOR
LOG IN SYSTEMS INC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A7) (B} (C) o) (E) (F)
Procurement POC:
Mia McFarland, Contract Specialist
b2Low
Program POC:
Lee Shirkey, COTR
b2Low
NSN 7540-01.152-8067 OPTIONAL FORM 336 (4.36)
Sponsorad by GSA

FAR (48 CFR) 63.110
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AMENDMENT OF SOLICIT, ATION/MODIFICATIOW UF CONTRACT

1. CONTRACT IO CODE . PAGE OF PAGES
1 | 1

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4, REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO. (if applicable)
P0000L ' 10/24/2006
6.1SSUED BY CODE | 1cE 7. ADMINISTERED BY (/f other than ltem 6) CODE |ICE
U.S. Dept. Of Homeland Seéurity U.S. Dept. Of Homeland Security
Immigration and Customs Enforcement ’ Immigration and Customs Enforcement
425 I Street, NW 425 1 Street, NW
Rm 2208 Rm 2208
Wwashington DC 20536 Washington DC 20536
8. NAME AND ADDRESS OF CONTRACTOR (No., sireet, county, State and ZIP Codo) S’_‘Z}M AMENDMENT OF SOLICITATION NO.
LOG IN SYSTEMS INC )
45 E ALL -SAINTS ST 98. DATED (SEE ITEM 11)
FREDERICK MD 217015633 ]
x |19 MCDIFICATION OF CONTRACT/GROER NO.
HSCEOP-06-C~-00067
10B. DATED (SEE ITEM 11)
CODE 742923970000 IFAC'L'TYC"DE 09/29/2006
1. THIS (TEM ONLY APPLIES YO AMERDMENTS OF SOUCITATIONS
M} The above numbered sofickation is amended as set forth in tem 14. The hour and date spocifiod for receipt of Offers [T is extended. [ lis not extended.
Offors must acknowledge receipt of this amendment prior to tho hour and date specified in the solication or a3 amended, by ono of the following methods: (a) By completing
tems 8 and 15, and retuming copies of the amendment; (b) By acknowledging roceipt of this amendment on each copy of the offer submitted; or (¢) By

separate letter or telogram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT (N REJECTION OF YOUR OFFER. ff by
vmolthlsatnefunetﬂyoudeskolOMemoﬂmulmady submdtod. sudmdm\gemaybomadebylelogrmn or letter, provided each telegram of letter makes

e atio @ it and & 0 O d Pa

12, ACCOUNT!NG AND APPROPRWI'ION DATA (4 leqwed)
N/A

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN (TEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN TEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER 1S MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in office,
appropriation date, efc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHOR(TY OF FAR 43.103(b). t 9 paying

X
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
D. OTHER (Specty type of mociification and authority)
E.IMPORTANT:  Contractor Xisnot [ is required 1o sign this documentandraturn ______ copies 1o the issuing offico.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Omganized by UCF section headings, including soficitation/contract subject matter where feasidie.)
Tax ID Number: 52-2122407

DUNS Number: 074292397

The purpose of this modification is to

incorporate the attached Security Requirements in its entirely.

Period of Performance: 09/29/2006 to 09/28/2007

Excoplaspmvidodhemtn.uutennsandcondiﬁomcﬂhedoommlrefmmedinuemOAot10A.ashmotdomdumed.mmundmadandhfunlo}eewm

15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or prinl)
‘ ) ELIZABETH C. HEITZ
158. CONTRACTOR/OFFEROR 15C. DATE SIGNED | 168B. 0 STATES OF AMERICA 16C. DATE SIGNED
T (fRe/o0
(Signature of person rizod to Sign) (Signature cf Contraciing Ofticer) é
NSN 7540-01-152-8070 STANDARD FORM 30 (REV. 10-63)
Pravious edition unusable Proscribod by GSA

FAR {48 CFR) 53.243



SECURITY REQUIREMENTS

GENERAL .

The Department of Homeland Security (DHS) has determined that performance of the
tasks as described in Contract HSCEOP-06-C-00067 requires that the Contractor,
subcontractor(s), vendor(s), etc. (herein known as Contractor) have access to sensitive
DHS information, and that the Contractor will adhere to the following.

SUITABILITY DETERMINATION

DHS shall have and exercise full control over granting, denying, withholding or
terminating unescorted government facility and/or sensitive Government information
access for Contractor employees, based upon the results of a background investigation.
DHS may, as it deems appropriate, authorize and make a favorable entry on duty (EOD)
decision based on preliminary security checks. The favorable EOD decision would allow
the employees to commence work temporarily prior to the completion of the full
investigation. The granting of a favorable EOD decision shall not be considered as
assurance that a full employment suitability authorization will follow as a result thereof.
The granting of a favorable EOD decision or a full employment suitability determination
shall in no way prevent, preclude, or bar the withdrawal or termination of any such access
by DHS, at any time during the term of the contract. No employee of the Contractor shall
be allowed to EOD and/or access sensitive information or systems without a favorable
EOD decision or suitability determination by the Office of Professional Responsibility,
Personnel Security Unit (OPR-PSU). No employee of the:Contractor shall be allowed
unescorted access to a Government facility without a favorable EOD decision or
suitability determination by the OPR-PSU. Contract employees assigned to the contract
not needing access to sensitive DHS information or recurring access to DHS ° facilities
will not be subject to security suitability screening.

BACKGROUND INVESTIGATIONS

Contract employees (to include applicants, temporaries, part-time and replacement
employees) under the contract, needing access to sensitive information, shall undergo a
position sensitivity analysis based on the duties each individual will perform on the
contract. The results of the position sensitivity analysis shall identify the appropriate
background investigation to be conducted. Background investigations will be processed
through the Personnel Security Unit. Prospective Contractor employees with adequate
security clearances issued by the Defense Industrial Security Clearance Office (DISCO)
may not be required to submit complete security packages, as the clearance issued by
DISCO may be accepted. Prospective Contractor employees without adequate security
clearances issued by DISCO shall submit the following completed forms to the Personnel
Security Unit through the COTR, no less than 45 days before the starting date of the
contract or 45 days prior to the expected entry on duty of any employees, whether a
replacement, addition, subcontractor employee, or vendor:

1. Standard Form 85P, “Questionnaire for Public Trust Positions”



2. FD Form 258, “Fingerprint Card” (2 copies)
3. Foreign National Relatives or Associates Statement

4, DHS 1 1000-9, “Disclosure and Authorization Pertaining to Consumer
Reports Pursuant to the Fair Credit Reporting Act”

5.  Drug Questionnaire
6. Alcohol Quegﬁomaire
7. Financial Disclosure Report

Required forms will be provided by DHS at the time of award of the contract. Only
complete packages will be accepted by the OPR-PSU. Specific instructions on
submission of packages will be provided upon award of the contract. '

Be advised that unless an applicant requiring access to sensitive information has resided
in the US for three of the past five years, the Government may not be able to complete a
satisfactory background investigation. In such cases, DHS retains the right to deem an

applicant as ineligible due to insufficient background information.

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is hot
permitted in the performance of this contract for any position that involves access to,
development of, or maintenance to any DHS IT system.

CONTINUED ELIGIBILITY

If a prospective employee is found to be ineligible for access to Government facilities or
information, the COTR will advise the Contractor that the smployee shall not continue to
work or to be assigned to work under the contract.

The OPR-PSU may require drug screening for probable cause at any time and/ or when
the contractor independently identifies, circumstances where probable cause exists.

The OPR-PSU may require reinvestigations when derogatory information is received
and/or every S years.

DHS reserves the right and prerogative to deny and/ or restrict the facility and
information access of any Contractor employee whose actions are in conflict with the
standards of conduct, 5 CFR 2635 and 5 CFR 3801, or whom DHS determines to present
a risk of compromising sensitive Government information to which he or she would have
access under this contract.



The Contractor will report any adverse information coming to their attention concerning
contract employees under the contract to the OPR-PSU through the COTR. Reports
based on rumor or innuendo should not be made: The subsequent termination of
employment of an employee does not obviate the requirement to submit this report. The
report shall include the employees’ name and social security number, along with the
adverse information being reported.

The OPR-PSU must be notified of all terminations/ resignations within five days of
occurrence. The Contractor will return any expired DHS issued identification cards and
building passes, or those of terminated employees to the COTR. If an identification card
or building pass is not available to be returned, a report must be submitted to the COTR,
referencing the pass or card number, name of individual to whom issued, the last known
location and disposition of the pass or card. The COTR will return the identification
cards and building passes to the responsible ID Unit.

EMPLOYMENT ELIGIBILITY

The Contractor must agree that each employee working on this contract will have a
Social Security Card issued and approved by the Social Security Administration. The
Contractor shall be responsible to the Government for acts and omissions of his own
employees and for any Subcontractor(s) and their employees.

Subject to existing law, regulations and/ or other provisions of this contract, illegal or
undocumented aliens will not be employed by the Contrattor, or with this contract. The
Contractor will ensure that this provision is expressly incorporated into any and all
Subcontracts or subordinate agreements issued in support of this contract.

SECURITY MANAGEMENT

The Contractor shall appoint a senior official to act as the Corporate Security Officer.

The individual will interface with the OPR-PSU through the COTR on all security
matters, to include physical, personnel, and protection of all Government information and
data accessed by the Contractor.

The COTR and the OPR-PSU shall have the right to inspect the procedures, methods, and
facilities utilized by the Contractor in complying with the security requirements under
this contract. Should the COTR determine that the Contractor is not complying with the
security requirements of this contract, the Contractor will be informed in writing by the
Contracting Officer of the proper action to be taken in order to effect compliance with
such requirements.

The following computer security requirements apply to both Department of Homeland
Security (DHS) operations and to the former Immigration and Naturalization Service
operations (FINS). These entities are hereafter referred to as the Department.



INFORMATION TECHNOLOGY SECURITY CLEARANCE

When sensitive government information is processed on Department
telecommunications and automated information systems, the Contractor agrees to
provide for the administrative control of sensitive data being processed and to adhere
to the procedures governing such data as outlined in DHS IT Security Program
Publication DHS MD 4300.Pub. or its replacement. Contractor personnel must have
favorably adjudicated background investigations commensurate with the defined
sensitivity level.

Contractors who fail to comply with Department security policy are subject to having
their access to Department IT systems and facilities terminated, whether or not the failure
results in criminal prosecution. Any person who improperly discloses sensitive

" information is subject to criminal and civil penalties and sanctions under a variety of laws
(e.g., Privacy Act).

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT
All contractor employees using Department automated systems or processing Department
sensitive data will be required to receive Security Awareness Training. This training will
be provided by the appropriate component agency of DHS.

Contractors who are involved with management, use, or operation of any IT systems that
handle sensitive information within or under the supervisjon of the Department, shall
receive periodic training at least annually in security awareness and accepted security
practices and systems rules of behavior. Department contractors, with significant
security responsibilities, shall receive specialized training specific to their security
responsibilities annually. The level of training shall be commensurate with the
individual’s duties and responsibilities and is intended to promote a consistent
understanding of the principles and concepts of telecommunications and IT systems
security.

All personnel who access Department information systems will be continually evaluated
while performing these duties. Supervisors should be aware of any unusual or
inappropriate behavior by personnel accessing systems. Any unauthorized access,
sharing of passwords, or other questionable security procedures should be reported to the
local Security Office or Information System Security Officer (ISSO).



Heitz, Elizabeth C

From: Smith, Emest | on behalf of Obligations Processing

Sent: Tuesday, October 24, 2006 1:23 PM

To: . Heitz, Elizabeth C

Cc: DFC, Obligation Docs; V&V, OFMOBLIG -

Subject: . FW: Please process HSCEOP-06-C-00067 P00001, thank you! (Tran. Doc. #411240.0.1)
Follow Up Flag: Follow up

Flag Status: Flagged

PLEASE DO NOT RESPOND TO THIS EMAIL.

The Obligations Team has entered the obligation of the attached award document in FFMS in
accordance with the obligations processing procedure set forth on the Office of
Procurement web site <https://dhsonline.dhs.gov/portal/jhtml/dc/sf.jhtml?doid=11467>. If
you have questions concerning the award document, please contact the Contract Specialist
listed in Block 17 of the award document. For questions concerning the obligation in
FFMS, please contact the Obligations Team at b2Low 5

PLEASE DO NOT RESPOND TO THIS EMAIL.
Ashley J. Lewis

Director, ICE Office of Procurement
b2Low

~----Original Message—-
From: Heitz, Elizabeth C .
Sent: Tuesday, October 24, 2006 10:45 AM
To: Obligations Processing
Subject: Please process HSCEOP-06-C-00067 P00001, thank youl
HSCEQP06C00067P
00001.pdf

425 | Street, NW room 2208
Washinaton, DC 20536
b2Low



