UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF TEXAS! 7 1/7 -7 /il ¢: 1,
DALLAS DIVISION

UNITED STATES OF AMERICA

V. _ NO.

ZTE CORPORATION

3=17CR-0129g

PLEA AGREEMENT

ZTE Corporatmn (ZTEC), the defendant, by and through its attorneys Clifford
Chance LLP, and Burleson, Pate &GleOl’l LLP, and the United States Attorney’s Ofﬁce
for the Northern District of Texas and the United States Department of Justice, Natlonal
Security Division (collectively, the “Department”) agree as follows:

1. Rights of the defendant: ZTEC understands that it has the rights: '~

a. to grand jury iﬁdiétment;

b. to plead not guiity;

c. to have a trial by jury;

d. to have its guilt proven beyond a reasonable doubt; and

e. to confront and croSs—examine witnesses and to'call witnesses in its
defense. |

2. Waiver of rights and plea of guﬂfy: ZTEC waives these rights and :
pleads guilty to the offenses alleged in the Information: Count 1, Conspiracy to

Unlawfully Export, in violation of 50 U.S.C. § 1705(6), 31 CFR Part 560, 15 C.F.R.
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§ 764.2(a)—(e); Count 2, Obstruction of Justice, in violation of 18 U.S.C. § 1503(a); and
Count 3, False Statements to Federal Investigators, in violation of 18 U.S.C. § 1001(a).
ZTEC uﬁdérstands the nature and elements of the crimes to which it is pleading guilty,
and agrees that the Factﬁal Resume it has signed, incorpo?ated herein, is true and will b‘e
submitted as evidence.
3. Sentence: The minimum and maximum penalties the Court can impose
include:
Count One
a. A maximum fine, pursuant to 18 U.S.C. § 3571, of the greatest of
$1,000,000, twice the gross pecuniary gain derived from the offense, or twice the gross
pecuniary loss to pe?sons other than the defendant resulting from the offense.
b. A mandatory special assessment of $400;
Count Two
a. A maximum fine, pursuant to 18 U.S.C. § 3571, of the greatest of
$500,000, twice the ‘gross pecuniary gain derived from the offense, or twice the gross
pecuniary loss to persons other than the defendant resulting from the offense.
b. A mandatory special assessment of $400;
Count Three
a. A maximum fine, pursuant to 18 U.S.C. § 3571, of the greatest Aof
$500,000, twice the gross'pecuniary gain derived from the offense, or twice the gross
pecuniary loss to pérsons other than the defendant resulting from the offense.

b. A mandatory special assessment of $400;
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4. Sentencing guidelines: The parties agree that, consistent with the
principles set forth in § 3D1.2 of the Sentencing Guidelines, the counts will be grouped
together and, in .accordance with § 3D1.3 of the Sentencing Guidelines, the highest
offense level will be the applicable offense level.~ Among the three counts, Conspiracy
té Unlawfully Export produces the greatest fine amount. Although Conspiracy to
Unlawfully Export is covered by U.S.S.G. § 2M5.1, Evasion of Export Contr,ols;
Financial Transactions with Countries Supporting International Terrorism, that Guideline
is not listed under U.S.S.G. § 8C2.1, Which governs crirﬁinal fines fér organizations.
Therefore, the parties agree that ZTEC’s sentence is not governed by the Fine Guidelines
(§§ 8C2.2 — 8C2.9) of the Sentencing Guidelines. Instead, pursuant to U.S.S.G.

§ 8C2.10, the sentence is determined by applying 18 U.S.C. >§§ 3553 aﬁd 3572.

5. | Sentencihg agreement: Pursuant to Rule 11(c)(1)(C) of the Federal
Rules of Crimiﬁal Procedure, ZTEC and the Department agree that a $286,992,532.
criminal fine and a period of three years of corporate probation (more fully described in
paragraph 7) 1s an approﬁriate sentence and should be imposed by thé Court in
connection with ZTEC’s guﬂty pléa to the Information, taking nto account the
inapplicability of the Sentencing Guidelineé, the nature and circumstances of thé offense,
tﬁe nee(i for the sentence imposed to reflect the seriousness of the offense, and the need
for the sentence to promote respect for the law, to provide just punishnient for the

- offense, and to afford adequate deterrence to other criminal condupt, as well as for the
'sentence imposed to protect the pubﬁc from further crimeg. 18 U.S.C. § 3553(a)(1).

ZTEC and the Department agree that this is a reasonable and appropriate sentence; which
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is sufﬁcient, but not greater than necessary, to achieve the purposes of sentencing in light
of the factors set forth under 18 U.S.C. §§ 3553(a) and 3572. ZTEC agrees that no
portion Qf the criminal fine is deductible on any Federal, State, or foreign income tax or
informétion return.

a. ZTEC further agrees to the entry of a forfeiture money judgment of
$143,496,266' against it (the “Forfeiture Amount™), as discussed below in Paragraph 13..
The criminal fine and Forfeiture Amount shall be paid to the United States no later than
ninety (90) days after the date of sentencing.

b. ZTEC also agrees that it shall pay a $1,200.00 special assessment.

C. ZTEC agrees that if at any time Wﬁile it has obligationé under this
Plea Agreemenf the defendant sells, merges, or transfers all or substantially all of its
businéss operations as they exist as of the date bf this Plea Agreemént, whether such sale
is structured as a stock or asset sale, merger, or transfer, ZTEC shall» include in ény
contract for sale, merger,v or traﬁsfer a provision fully binding the purchaser(s) or any
successor(s) in interest thereto to the guarantees and obligations described in this Plea
Agreément. | |

d. Pursuant to Rule 32(0}(1)(A)(ii) of the Federal Rules of Criminal

Procedure (F .R.C.P.), ZTEC agrees to waive a pre-sentence investigation and report and

1 ZTEC has also agreed to pay the Department of Commerce $361,000,000 and the Depariment of the Treasury’s
Office of Foreign Assets Control $100,871,266 pursuant to settlement agreements with those agencies. The
Department of Commeroe has also suspended an additional $300,000,000 fine that will be imposed if ZTEC violates
its agreement with the Department of Commerce. The total overall forfeiture and fine amount that ZTEC will be
paying the U.S. Government, therefore, is $892,360,064, with an additional $300,000,000 suspended.
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consents to the Court conducting a sentencing hearing and imposing the sentence on the
.same date as the entry of the guilty plea.
6. Rej ection of agreement: Pursuant to Rule 11(0)(_5), F.R.CP.,if the

-Court rejects this Plea Agreement, the Court shall afford ZTEC the opportunity to |
withdraw its plea, and shall advise ZTEC that, if it persists in its guilty pleas, the Court is
not bound by this Plea Agreement and the disposition of the case may be less favoraBle |
than that contemplated by this Plea Agreement.

7. Defendant’s Agreement: ZTEC agrees to the following provisions:

a.  ZTEC agrees that it and its subsitﬁaries, divisions, segments, and
affiliates will not commit any felony violation of United States Federal law during the
three-year tentl of corporate probation.

B. ZTEC agrees that it has implemented and will continue to implement
and maintain throughout the term of probation a compliance and ethics program designed

to prevent and detect violations of sanctions and export controls pursuant to the
International Emergency Economic Powerg Act (“IEEPA”), the Iranian Transactiqns and
Sanctions Regulations (“ITSR”), the Export Administration Regulations (“EAR”), and
other applicable U.S. export control laws (collectively “U.S. Export Control Laws”)
throughout ZTEC’s operationé, incltlding those of its subsidiaries, divisions, segments,

~ and affiliates. Implementation of these policies and procedures shall not be construed in
any future criminal proceeding initiated by the Government as providing immunity or
amnesty tt) ZTEC for any crimes not disclosed to the Gox}ejrnment as of the date of the

signing of this Plea Agreement for which ZTEC otherwise would be responsible.
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c. During the period of probation, ZTEC shall continue to cooperate
- fully with the Départment, the Department of the Treasury’s Office of Foreign Assets
Control (“OFAC”), and the Department‘ of Commetce in any and all matters concerning
any act within the scope éf or_reléted to the conduct described in the Factual Resume or
related to other potential violations of U.S. Export Control Laws occurring duriﬁg the
period of probation, subject to applicable law and regulations. At the request of thé
| Departmént, ZTEC shall also cooperéte fully with other U.S. or foreign law enfdrcément
authorities and agencies in any investigation of ZTEC, its affiliates, or any of its present
and former officers, difectors, employees, agents, and consultants, or any other party in
any and all matters concerning any act within the scope of or reiated to the conduct
described in the Factﬁal Resume or relating to potentiai Violationé of U.S. Export Contfol
Laws that occur during the probation period. ZTEC agrees that its cooperation shall
include, but is not limited to, the following: |

1. ZTEC shall truthfully disclose all factual information not
protected by a valid claim of attorney-client privilege, work product doctrine protectioh,
or People’s Republic of China (“PRC”) state secrets privilege vﬁth respect to its
activities, those of its afﬁliétes, and those of its present and former directoré, officers,
employees, agents, and consultants concerning all matters relating to the conduct
described in the Factual Resume or relating to other potential violations of U.S. Export
Control Laws about which ZTEC ﬂas any knowledge or about which the Department may

inquire. This o‘bligation of truthful disclosure includes the obligation of ZTEC to provide
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to the Department, upon request, any non-privileged or hon—proteoted document, record
or other tangible evidence: |

1l, ZTEC shall use its best efforts to ma}ke available for
interview, deposition pursuant to Rule 15 of the Fed. R. Crim. P., or other ~sworﬁ
testimony, as required by the Department or other U.S. or foreigﬁ law enforcement
authorities and agencies, present or former officers, directors, employees, ag.ents, and
consultants concerning the conduct described in the Factual Resume or related to any
potential violations of U.S. Export Control Laws occurring during the probatioﬁ period;

_{ii.  ZTEC shall notify the Department of credible evidence of any
violations of U.S. Export Control Laws occurring during the probation period committed
by ZTEC or any of its sﬁbsidiaries or affiliates worldwide. ZTEC further agrees that it
will pro%fide the requisite notification to the Department of potential violations of U.S.
Export Control Laws promptly upon learning of the underlying credible evidence.

iv.  ZTEC waives all defenses based on issues germane to statute
of limitations, venue (for purposes of the Plea Agreement only, ZTEC concédes
jurisdiction in the Northern District of Texas), épeedy trial under the United States
Constitution and Speedy Trial Act, and any and all constitutional and non—jurisdictional
defenses with respect to any prosecution of ZTEC for Violations of USS. Export Control |
LaW that is not time-barred on the date this Plea Agreement is signed.

d. | ZTEC further-agrees to cooperate fully with the Departmenf

regarding any criminal investigation by U.S. law enforcement authorities (“criminal
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investigation”); including investigations of third parties, during the three-year period of
probation in a manner set forth below: '

i: ZTEC shall truthfully disclose to the Government all factual
informatién not protected by a valid claim of attorney-client privilege, work-product
doctrine protection, or PRC state éecréts privilege concerning any act within the scope of.
(;r related to the criminal inveétigation.

1. ZTEC shall provide to the Government, upon request, any
document, record, or other materials not protected by a valid claim of attorney-client
privilege, work-product doctﬁne protection, or PRC state secrets privilege concerning
any act within the scope of or related to the criminal invesli;igatiqn.

1 iti.  ZTEC shall use its bes;c efforts to make available for
interviews or testimony, as fequested by the Government, present or former officers;
directors, émployees, agén’cs, and consult;omts, in any and all matters concerning any act
within the scope of or related to the criminal investigation. This obligation iﬁcludes, but
is not limited to, sworn testimony before federal grand juries or federal trials, as well as

‘interviews with U.S. law enforcement. Cooperation under this paragraph shall include,
ét the request of the Department, identification of witnesses who, to ZTEC’s knowledge,
may have material information concerning any act within the scope of or .related to the
criminal invéstigation.

e. ZTEC agrees to retain an independent, third-party compliance
monitor (the “Monitor”) to review and assess in a professionally independgnt and

objective fashion ZTEC’s processes, policies, and procedures related to compliance with
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U.S. Export Control Laws, as well as ZTEC’s oomplionce with the termo of this Piea
Agreement. The Monitor’s duties, powers, and responsibilities are set forth in |
Attachment A, which is incorporated herein. ZTEC agrees that it will retain the Monitor
for tho entire three-year-term of corporate probation. ZTEC agrees that it will engage
the Monitor within ninety (90) calendar days, as déscribed in Attachment A, from the
date of the acceptance of this Plea Agreement by the Court.

f. ~ ZTEC agrees that annually .during the term, of probatiorl, including
befween thirty (30) and sixty (60) days before the expiration of the term of probation, the
General Counsel of ZTEC shall ex‘ecute, under the penalty of perjury, and provide to the
Goverrrment, a certification that to the best of the General Counsel’s knowledge, after
 reasonable inquiry, ZTEC is in compliance with the terms of this Plea Agreement. This
certification shall also include the'Generalk Counsel’s-attestation that ZTEC has continued
to maintain its compliance and ethics program designed to prevent and detect violations
of U.S. Export Control Laws throﬁghout its operations, including those of its subsidiaries,
divisions, segments, arld affiliates.

g. The General Counsel’s certifications, the Monitor’s Reports as
detailed in Attachment A, and ZTEC’s disclosures of information related to violations
will likely include proprietary, financial, confidential, and competitive business
information. Moreover,'pu‘blic disclosure of these materials could discourage
cooperation and thus undermine the objectives of this Plea Agreement’s roporting
requirements. Accordingly, these materials are intended to remain and shail remain non-

public, except as otherwise agreed to by the Government and ZTEC in writing, or except
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to the extent the Govemrhent determines in its sole discretion that disclosure would be in
furtherance of the Government’s discharge of ifs duties and responsibilities or is |
otherwise required by law, and in éuch circumstances gives notice to ZTEC.

h. ZTEC agrees that the four employees identified as having signed the |
document described in paragraphs 40-41 of thé Factual Resume have resigned or will
resign or will be terminated, along with any and all payment obligations owed to them.
ZTEC further agrees that it will accomplish this within six months of signing this Plea
Agreement and that it shall provide the Departmént corroborating documentation of these
actions.

1. ZTEC agrees that if it or any of its direct or indirect affiliates or
subsidiaries issue a press release in connection with this Plea Agreement, ZTEC shall
first consult the Department and the Department of Commerce-to deterrﬁiﬁe whether (a)
the text of the release is true and accurate with respect to matters between the Department
and the defendant; and (b) the Department and Department of Commerce have no
obj ecﬁon to the release. Statementé made by ZTEC at any press conference or other
public speaking event shall be consistent with the approved press releaéé.

j.. ZTEC agrees that these undertakings shall be binding upon any.
acquirer or successor in interest to ZTEC or substantially all of ZTEC’s assets and
liabilities or business.

| k. ZTEC waives all rights, whether aéserted directly or by a
representative, to request or receive from any departmént or agency df the Uhited States

any records pertaining to the investigation or prosécutio'n of this case, including without
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limitation any records that may be sought under the Freedom of Information Act, 5
U.S.C. § 552, or the Privacy Act, 5 U.S.C. § 552(a).

8. | Government's agreement: The government will not bring any additional
charges against ZTEC or any of its present or forme}f subsidiaries or affiliates, for
conduct that (i) arises from or relates in any way to the conduct of the defendant or its
present and former employees, consultants and agents alleged in the accompanying
Information and Factual Resume, or (ii) that arises from or relates in any way to
information disclosed by the defeﬁdant to the Department prior to the date of this Plea
Agreemen’c or otherwise known to the Department prior to the date of this Agreement.
This Agreement is limited to the United States Attorney's Office for the Northern District
of Texas and the U.S. Department of Justice, National Security Division, and does not
bind any other federal, state, or local prosecuting authoritiés, nor does it prohibit any civil
or administrative proceedmg against ZTEC or any property. This par agraph does not
provide any protection agamst présecutlon for any violations of U.S. cnmmal law if
made in the future by ZTEC, or any of its then officers, directors, employees, agents or
consultants, whether or not disclosed by the defendant pursuant to the terms of this
Agreement. This Plea Agreement will not close or preclude the inVéstiga;cion or
prosecution of any natural persons, including any current or former officers, airectors,
employees, stockholders, consultants or agehts of ZTEC, who may have been involved in
any of the matters set forth in the accompanying Factual Resume or in any other matters.

9. Violation of agreement: ZTEC understands that if it violates any

provision of this Agreement, or if any guilty plea is vacated or withdrawn, the
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government will be free from any obligations of this Agreement and free to prosecute
ZTEC for all offénses of which it has knowledge. In such event, ZTEC waives any
objections based upon delay in'prosecution. If any plea is vacated or withdrawn for any
" reason other than a finding that it was involuntary, ZTEC also waives objection to the use
‘against it of ény information or statements it has provided to the Departmen;c, and any
resulting leads.

10.  Voluntary plea: These pleas of guilty are freely and voluntarily made
and are not the result of force or threats, or of promise.s apart from those set forth in this
Plea Agreement. There have been no guarantees or promises from anyone aé to what
sentences the Courtvwﬂl imposé. Upon entry of ZTEC’s plea, the Departiment of Justice
will not opi)ose ZTEC’s removal from the Entity List aﬂd the ]jepartment of Justice will
use its best efforts to move for an expeditious entry of this Plea Agreement.

11.  Waiver of right to appeal or otherwise challenge sentence: ZTEC
waives its rights, conferred by 28 USC§ 1291 and 18 U.S.C. § 3742, to appeal from its
conVictions and. sentences. ZTEC further waives its right to Confest its convictions and-
sentences in any collateral proceeding, including proceedings under 28 U.S.C. § 2255.
ZTEC, however, reseﬁ/es the rights (a) to bring a direct appeal of (i) a sentence
exceeding the statutory maximum punishment, or (ii) an'arithméﬁc error at ‘sentenc.ing;

, (b) to éhallehge the voluntariness of its pieas of guilty or this waiver; and (c) to bring a '
claim of ineffective assistance of counsel.

12. - Representation of counsel: ZTEC has tﬁbroughly reviewed all legal and

factual aspects of this case with its lawyer and is fully satisfied with that lawyer’s legél.
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representation. ZTEC has received from its lawyer explanations s.a'tisfactory to 1t
concerning each parégraph of this Plea Agreernent, each of its rights affected by this
Agreement, end the alternatives available to it other than entering into this agree’menfc.
Because ZTEC concedes that it is guilty, and after cenferring with its lawyer, ZTEC has
concluded that it is in its best interest to enter into this Plea Agreement and all its terms,
rether than to proceed to trilal in this case.

13.  Forfeiture

a. ZTEC agrees to the Forfeiture Allegaﬁon in the Criminal
Information to which it is pleading guilty.

b. | Specifically, ZTEC agrees to pay the United States a forfeiture
money judgment in the amount of $143,496,266. ZTEC agrees that the Factual Resume
supporting its guilty plea is sufficient evidence to support this forfeiture. ZTEC agrees
that the Court may enter a preliminafy Consent Order of Forfeiture for this property at the
time of ZTEC’s guilty plea or at any time before sentencing.' ZTEC agrees tnat this
Order will become final as fo ZTEC when it is issued and will be part of the sentence
pursuant to Rule 32.2(b)(4)(A), F.R.C.P.‘

c. ZTECAagrees that, if ZTEC doges not pay fche United States a
. forfeiture money judgment in the amonnt of $143,496,266 within ninety (90) days after
the date of sentencing, this Plea Agreement penmits the Government to seek to forfeit any
of ZTEC’S assets, or any assets of its U.S. subsidiary, ZTE USA, Inc., real or personal,
that are subject to forfeiture under any federal statute, whether or not this Agreement

specifically identifies the asset. Regarding any asset or property, ZTEC agrees to
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forfeiture of all interest in: (1) any and all property, real or personal, which consﬁtutes or
is derived from proceeds traceable to the Violatiop to which it is pleading guilty; and (2)
any substitute assets for property otherwise subject to forfeiture. See 18 U.S.C. §
981(a)(1)(C); 28 U.S.C. § 2461;21 U.S.C. § 853(p).

d.  ZTEC agrees that, if.ZTEC does not pay the United States a
forfeiture money judgment in the amount of $143,496,266 within ninety (90) days after
the date of sentencing, the Government may choose in its sole discretion how it wishes to
accomplish forfeiture of the property whose forfeiture ZTEC has consented to in this Plea
Agreement, whether by criminal or civil forfeiture, using judicial or non-judicial
forfeiture processes. If the Government chooses to effect the forfeiture provisions of
this Plea Agreement through the criminal forfeiture process, ZTEC agrees to the entry of
orders of forfeiture for such pfoperty and waives the fequirements of Rule 32.2, F.R.C.P.,
regarding notice of the forfeiture in the charging instrument, announcement of the
forfeiture at sentencing, aﬁd incorporation of the forfeiture in the judgrﬁent. ZTEC
understands that the forfeiture of assets is part of the sentence that may be imposed in this
case.

e. ZTEC agrees to waive all constitutional and statutory challenges in"
any manner (iﬁcluding, but not limited to, direct,appeal) to any forfeiture carried out in
accordance with this Plea Agreement on any grounds, includihg that thé forfeiture

constitutes an excessive fine or punishment.
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14.  Entirety of agreement:

This document is a complete statement of the

parties’ agreement and may not be modified unless the modification is in writing and

signed by all parties.

AGREED TO AND SIGNED this

Defendan;i:( 4: Bﬁ /Zhd/b anmmj
Its: Chaltman aml PV%Hf\WC

D]ﬁ ZTE Cofporatw

/é/ iy /Z/MW

b‘l‘H’

day of , 2017.

M ARCH

JOHN R. PARKER
. UNITED STATES ATTORNEY

S ekt

Y MARK PE

C>A;513tant U.S. Atto&mey(

WENDY /WYSON& It ) TSA T,
Attorney for Defendant m/?ﬁa Criminal Chief Q,\(
Cz}ﬁw %D. CANNON
rial AdtorneyNational Security
‘ Division
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CERTIFICATE

T have read or had read to me this Plea Agreement and have carefully reviewed

every part of it with my attorney. I fully understand it and voluntarily agree to it.

P L 3ap]

Defendant \ Date

I am the defendant's counsel. I have carefully reviewed every part of this Plea
Agreement with the defendant. To my knowledge and belief, my client=s decision to

enter into this Plea Agreement is an informed and voluntary one.

///W/[ Yy » 5[0 |7

Wendy L. song Wﬂ‘ﬁ Date
Attorney for Defendént 14~
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ATTACHMENT A
INDEPENDENT CORPORATE COMPLIANCE MONITOR

1. Within ninety (90) calendar days from the date of acceptance of this Plea
Agreement by the Court, ZTE Corporation (“ZTEC” or the “Company”) agrees to engege
an independent corporate monitor (the “Monitor”) for a period not to exceed three (3)
years from the date of acceptance of this Plea Agreement by the Court. The Monitor‘e
primary responsibility is to assess and monitor the Company's compliance with the terms

of this agreement so as to specifically address and reduce ;che risk of any recurtence of the
Company's misconduct, including evaluating the Company's corporate compiiance
program with respect to the International Emergency Economic Powers Act (“IEEPA”),
the Tran Transactions and Sanctions Regulations (“ITSR”), the Exnort Administration
Regulations (“EAR”), and other relevant export control laws, and making
reconimendations for improvement. Within forty-five (45) calendar days after the signing
of this agreement, and after consultation with the Department, the Company will propose
to the Department three candidates to serve as the Monitor. The Monifor candidates
shall have (a) at a minimum, the qualiﬁcations and experience sufficient in the opinion of
the Department to properly discharge the Monitor's duties; (b) the ability to access and
deploy appropriate internal ZTEC resources as necessary to discharge the Monitor's
duties as described herein; and (c) sufficient independence from the Company to ensure
effective and impartial performance of the Monitor's duties as described in the agreement.

2. The Department retaine the right, in its sole discretion, to accept‘ or reject

the Monitor candidates pronosed by the Company. The Monitor's term shall be three (3)

years from the date of acceptance of this Plea Agreement by the Court. The Monitor's
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duties and authority, and the obligations of the Company with respect to the Monitor and
the Department, are set forth below. |

3. The Compény agrees that it will not employ or be affiliated with the
Monitor for a period of not less than two years from the date the Monitor's work has
ended.!

4. The Monitor will review and evaluate the effectiveness of the Company's
internal controls, rebord—keeping, and existing or new procedures as they relate to the
Company's compliance with the IEEPA, ITSR, EAR, and other apl;licable export control
laws (the "Export Coﬁtrol Policies and Procedures"j. Thi.s review and evaluation shall
include an assessment of the Export Control Policies and Procedures as actually
implemented. The retention agreement between the Company and the Monitor will
reference' this Plea Agreement and include it as an attachment so the Monitor is fully
apprised of his or her duties and responsibilities.

5. The Company shall cooperafe fully with the Monitor and thel Monitort shall
have the authority to take such ?easonable steps as, in his or her view, may be necessary |
to be fully informed about the cbrhpliance program of the Company within the scope of
his dr her responsibilities under this Agreement. To that' end, the Company shall provide

the Monitor with access to all information, documents, records, facilities and/or

1 The Department recognizes that the Company has signed a Settlement Agreement with the Department of
Commerce related to the conduct that is the subject of this Plea Agreement. Pursuant to that Settlement Agreement,
the Company has to provide annual audits to the Department of Commerce for a period of six years. For the first
three years, the Monitor will be responsible for providing those audits. If the Department of Commerce and the
Company agree, the Monitor may continue to serve as the auditor pursuant to the Company’s Settlement Agreement
with the Department of Commerce. Upon completion of those audits, the two-year period described in Paragraph 3
of this Attachment will commence.
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employees that fall within the scope of responsibilities of the Monitor under this
Agreement, subj éct to the following limitations:

a. In ﬁhe event that the Company seeks to withhold from tﬁe Monitor
access to information, documents, records, facilities, and/or employees of ZTECV that may
be subject to a valid claim of attorney-client privilege, attorney-work-product doctrine, or
applicable state secrets, the Company shall work cooperatively with fhe Monitor to
resolve the matter to the satisfaction of the Monitor.

b. If the matter cannot be resolved, at the request of the Monitor, the
Company shall promptly provide written notice to the Monitor and to the Department.
Such notice shall include a non—privileged descriptioﬁ of the nature of the inforﬁlation,
documents, records, facﬂities‘ and/or employees that are being withheld, as well as thé
basis for the claim. The Departmehf may then considér whether to make a further
' requést for access to such information, documents, fecords, facilities and/or employees.

6. The parties agree that the 'Monitof is an indépendent third-party, not an
employe‘e or agent of the Company or the Department, and that no attorney-client
relationship shall be fomle‘d between the Company and the Monitor.

7. Any disclosure by the Company to the Monitor concerning export control
violations, as previously defined in this Plea Agreement, shali not relieve the Company of
its obligation truthfully to disclose such'mafters to the Department.

8. During the thrge (3)-year term, the Monitor shall conduct aﬁ initial review .
.and prepare an initial 'report, folloWed by two follow-up reviews andvr‘eports as described

below:
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a. With respect to each of the three (3} reviews, after inrtial
consultations with theCompany and the Department, the Monitor shall prepare a written
Worlr plan for each review, which shall be submitted in advance to the Company and the
Department for comment. In order to conduct an effective initial review of the |
Company’s Export Control Policies and Procedures, the Monitor's initial work plan shall
include such steps as are reasonably necessary to develop an understanding of the vfacts
and e1roumstances surrounding any violations that may have occurr ed but the partles do
not intend that the Monitor will conduct his or her own investigation 1nto those historical
events. Any disputes between the Company and the Monitor with respect to the work
plan shall be decided by the Depar.tment.

| b. In connection with the initral'review, the Monitor shall issue a
" written report within one hundred tyventy (120) calendar days of the approral of the
Monitor by the Department setting forth the Monitor's assessment and, if appropriate and
necessary, making recommendations reasonably designed to improve the Company’s
Export Control Polieies and Procedures. The Monitor shall provide the report to the
“Board of Directors of the Company and contemporaneously transmit copies to the
Counterintelligence and Export Control Section, National Security Division, U.S.
Department of Justice; U.S. Attorney’s Office for the Northern District of Texas; Office
of Export Enforcement, U.S. Department' of Commerce, and Office of Foreign Assets
Control, Treasury Department of the Treasury.
C. Within one hundred twenty (120) calendar days after receiving the

Monitor's report, the Company shall consider, in good faith, adopting the
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recomméndations set forth in the report. Within sixty (60) calendar days after receiving
the report, the Company shall advise the Monitor and the Depalftment in writing of any
recommendations that the Company considers und‘uiy burdensome, impractical, costly or
otherwise inadvisable. As to any ;ecommendation on which the Company and the
Monitor ultimately do not agree, the views of the Company and the Monitor shall
promptly be brought to the attention of the Depaftment. The Department may consider
thé Monitor's recbn_nnendatipn and the Company's reasons for not adopting the
recommendation in deteﬁnining whether to bring relevant facts to the attention of other
parts of the U.} S. government.

d. . The Monitor shall undertake two follow-up reviews to fﬁrther
monitor and assess Whethér the Corflpany’é Export Control Policies and Procedures are
réasonably designed to detect and prevent violations of the IEEPA, ITSR, EAR, and other
applicable ‘export control laws.

e Within sixty l(60) calendar dayé of initiating each follow-up review,
the‘ Monitor shall:
1) Complete the review;
i1) Certify whether the Company’s Export Control Policies and
Procedures are appropriately designed and 1mplemented to ensure compliance with the
IEEPA, ITSR EAR, and other apphcable export control laws; and
1i1) RepOr,t on the Momtor s findings in the same fashion as with

respect to the initial review.
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f. The ﬁrst follow-up review and report shall be completed by one year
after the initialA review. The second follow-up review and report shall be completed by
one year after the completion of the first foﬂow—up review.

g. The Monitor méy extend the time period for submiésion of the
follow-up reports with prior written approval of the Department.

0. ‘In undertaking the assessments and reviews described above, the Mogitor_
shall formulate conclusions based on: |

a. inspection of relevant documenfs, including the policies and
procedures relating to the Company’s Export Control Policies and Procedﬁres; '

| b. . on-site observation and testing of the Coinpany's systems and
procedures, including its internal cbntrols, record-keeping, and internal audit pfocedures;

c. meetings with, and inte_rviews of, relevant employeés, directors and
other persons at mutually conveniént times and places; and

4 analyses, studieé and testing of the Company’s Export Control
Policies and Procedures, including its export control computer systems and networks.

10.  Should the Monitor, during the course of his or her engagement, discover
credible evidence that botenﬁaﬂy unlawful transactions were not reported bpursuant to
applicable export control laws, the Monitor shall promptly report such conduct to the |
Company's General Counsel for further investigation, unless the Monitor belicves, in the
exercise of his or her discretion, that such disclosure should be made directly to the
Department. If the Monitor refers the matter only to the Company's General Counsel,

the General Counsel shall promptly report the same to the 'Department and
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contemporaneously notify the Monitor that such report has been made. If the Company
fails to maké disclosure to the Department within fourteen (14) business days of the
Monitor's report of such conduct to the Company, the Monitor shall independenﬂy
disclose his or her findings to the Department.

1 1; ~ Further, in the event that the Company, or any entity or person Working
directly or indi;ectly for the Company, refuses to provide information necessary for the |
performance of the Monitor's responsibilities, the Monitor shall profnpﬂy disclose that
fact to the Depa:rtment.’ ‘The Company shall not take any 4action to retaliate against the
Monitor for any such disclosures or for any other reason.

12. At least annually, aﬁd more frequently if appropriate, representatives of the
Company and the Department will meet together to discuss ’phe .monitorship and any
suggestions, comments or proposals for improvement the Company may wish to discuss

with the Department.
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